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(57) Abstract: A system on a chip (SoC) may comprise at least one processor with at least one core and a storage device comprising
a first system, virtual machine configured to be executed on the at least one processor. The storage device may comprise a second
system virtual machine configured to he executed by the at least one processor. The second system virtual machine may include at

o least one process virtual, machine; a modem, configured as one of the at least one process virtual machine: and a real-time operating
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system (RTOS) to schedule execution of the at least one process virtual machine on the at least one processor.
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EMBEDDED ARCHITECTURE BASED ONPROCESS VIRTUAL
MACHINE

CLAIM OF PRIORITY
EER Y This PCT application claims the priority benefit of U.S. Patent
Application Sertal No. 14/976,936 filed on December 21, 2015 which is

meorporated herein by reference o its entirety.

TECHNICAL FIELD

0602} Embodiments described herein generally relate to system
architecthure and in particolar, but without limitation, to embedded architecture

based on process virtual machine.

BACKGROUND

10003} A system-on-a-chip, or SoC. is a single integrated circuit that
mcludes the components {¢.g., microprocessor, memory, input/output logic) for a
particolar system. An 50C may be useful when power usage is a concem such as

in foT devices and smartphones.

BRIEF DESCRIPTION OF THE DRAWINGS

{0004] in the drawings, which are not necessarily drawn to scale, like

numerals may describe similar components in different views. Like numerals
having different letter suffixes may represent different instances of similar
components. Some cmbodiments are Hlustrated by way of example, and not
hmitation, in the figures of the accompanying drawings in which:

[0005] FiG. 1 illustrates a software architecture for a System on a Chip
{50(), according to various examples.

006} Figs, 2 illustrates a software architecture for an So(C, according to
various examples.

{06071 FiIG. 3 illustrates a schematic diagram of a modem module,

according to various examples;
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[B008] FiG, 4 illustrates a runtime for loading a modem module,
according to various examples;
HEERY FIG. 5 ilustrates a flowchart of a method of executing virtual
machines on a svstem on a chip, according to various examples; and

5 {6014} FIG. 6 1s a block diagram illustrating an example machine upon
which any one or more of the techniques (¢.g.. methodologies) discussed herein

may be performed, according to an example embodunent.

BETAILED DESCRIPTION

10 [o611] In various examples, a svstem-on-a-chip, or SoC, is a single

mtegrated circwit that includes the components (e.g., mICroprocessor, memory,
mput/output logic) for a particular system. An 50C may be useful when power
usage is a concern such in IoT devices and smartphones; however, So{s are not
himited to such uses and are increasingly used in higher-end computing devices.
15 For convenience, this disclosure generally discusses an SoC as it perfams to a
mobile device with a cellular modem.
[6612] FIG. 1 dlustrates a software architecture for an SoC, according to
various examples. The software architecture mcludes multiple system virtual
machines {VMs): modem VM 102, secure VM 104, and apphication VM 106,
20 The software architecture further includes virtual machine manager 108 and
processor 110. The processor 110 may mchude more than one core in various
examples. In an example, modem VM 102 may be used to transmit/receive data
over one or more cellular antennas. The secure VM 104 may be used for security
functions running on the SolC that are to be isolated from user applications
25 executing on application VM 106.
0613} A system VM may be a platform that allows execution of other
processes {¢.g., applications) via a guest operating system. The host and gugst
operating systems may be different or the same. For example, the host operating
system may be Linux based, but the guest operating system may be Microsoft
30 Windows® vanant. The guest operating system may provide a complete system
for the execution of applications, ete., created for the guest operating svstem. In
other words, a system VM may include drivers, libraries, etc., that would
regularly exist if the guest operating system was the main operating system of a

computing device.
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[0014] An application ninning via a system VM would appear to have
access to the processor{s} of the computing device but in actuality would be
mmplemented as virtual processors—such as VCPUO in modem VM 102, In
some instances, a svstem VM uses resources of the host computing device
5 regardless of whether an application is running on the system VM,

{0615} Mamufactarers of So{s are presented with a varniety of challenges
when potential customers want 1o add dedicated functionality beyond that
provided in modem VM 102, secore VM 104, and application VM 106. For
example, some customers may want a dedicated system VM for processing

10 sensor mput on a smartphone. Another dedicated svstera VM may be used to
fisten for audio at all imes, while another system VM processes location
mformation. The performance of an 50C may be negatively impacted when
ptilizing this many svstem VMSs due to the overhead requirements of each
systern VML

15 [9iie6] Scheduling becomes another challenge when using multipie svstem
VMs (e.g., via virtual machine manager 108). Many VMs may create producer-
consumer pair problems such as modem VM 102 recetving/sending data that
application VM 106 1s also processing. Because the same phvsical processors
{¢.g., processor 10} may be exposed to the same system VMs, both VMs may

20 try to preempt the other VM leading to significant performance and user
cxperience probicms.
{6617 FIG. 2 illustrates a software architecture 200 for an SoC, n various
examples. In contrast to FI4. 1, the software architecture 200 includes only two
system VMs: embedded VM 202 and application VM 204. The embedded VM

25 202 may include at least one process VM such as modem modules 212 and
security apps 214, The security apps may run on top of a process virtual
machine, which may mterface with native security services. In an example, a
real-time operating system (RTOS) 210 1s used as the guest operating system for
embedded VM 202. The software architecture 200 also includes virtual machine

30 manager 206.
[(3018] Application VM 204 may include the operating system as used by
an end user. For example, m application VM 204 a Linux kemel 15 included in
addition to an Android Run Time. Android Apps may be executed using the

Android Run Time. As in FIG. 1, the application VM 204 is scparated from

(%)



WO 2017/112266 PCT/US2016/063379

security apps 214 and modem modules 212, In an example, different embedded
process virtual machines may be implemented on a common managed runtime
mfrastructure to mmimize system footpring,

{86619} In contrast to system VMs, a process VM may be executed via a

(4

host operating system and may act as a regular application would on the host

operating system. However, the process ¥YM may inclode the resource

neccssary to run a specific apphication and nothing more. In other words, the

resource overhead for a process VM may be considerably less than a system

YM, which imcludes an entire guest operating svsten.

10 [6029] A managed runtime eovironment may support the execution of a
process VM via a host operating systermn. The runtime may abstract away many
of the specifics of the underlying host operating system. In an example, the
runtime environment handles many of the generic tasks that the developers used
to have to anticipate and butld . For example, a managed runtime may handle

I35 heap management, security, class loading, garbage collection, and memory
allocation, which may allow developers to concentrate on the business logic
specific to their applications.

{8621} Ag seen, FIG. 2 illustrates a marked change from the sofiware
architecture of FIG. 1. Both modem and security apps were system level VMs in

20 FIG. 1 but are process VMs in FIG, 2, (¢.g.. modem modules 212 and security
apps 214). Furthermore, the other system VMs in FIG. 1 (c.g., sensor hub, not
shown mn FIG. 1) are process ¥Ms within embedded VM 202,

6022} Using the process VMs mstead of systemn ¥V Ms helps to overcome a
number of the challenges descnbed above with respect to use of a software

25 architecture as m FIG. 1. For example, the consumer-producer problem may be
significantly reduced due to the number of aystem VMs matching the mumber of
cores of processor 208 and each VM may be scheduled on a separate core. In
contrast, there are many more system VMs than available cores for scheduling in
FIG. 1, which may lead to performance issues as the VMs fight for access o the

30 processing coTEs.

[0023] With reference back to FI4G. 2, RTOS 210 may be used for

scheduling the mdividual process VMs on processor 208, Furthermore, RTOS

210 may be used to 1sclate execution of a process VM from other process VMs.
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[06024] Each process VM may be scheduled based on priority levels of a
process YM. The priornity level may be set by the RTOS or dynamically
provisioned. For example, assunuing that the SoC s part of a mobile phone, a
software update may be mstalled that updates the prionty level of a specific
5 process VM. The process VMs may be dynamically provisioned overtime—
cither at creation of the SoC or after the SoC is in the hands of an end user.
{0025] The prionity level may be changed during execution of one or more
VMs. For example, the priority level of a sensor hub process VM may begin low
but if the sensor process VM has not been run for a certain period of time, the
10 priorty level may increase. In another example, if a process VM is responsible
for processing audio input, the priority level may be low if there is no detected
noise, but increase when noise above a certain threshold is detected.
{0026} FIG. 3 illustrates a schematic diagram of a modem module 300,
according to various examples. The modem module 300 may be transmiited to
15 update an existing modem module in modem modules 212 or create a new
modem module. The modem module 300 includes modem Java classes 302,
native modem module 304, and manifest and signature portion 306,
06271 The modem Java classes 302 may be the code used by applications
in order to access functionality of the modem. The native modem module 304
20 may be the actual communication primitives {¢.g., iransmit/receive) for the
modem according to one or more conununication standards.
j3328] In an example, the manifest and signature portion 306 inclides
attribution information. The manifest and signature portion 306 may include a
hash of modem Java classes 302 and native modem module 304 encrypted with a
25 private key of the sender. The mamifest and signature portion 306 may also
mehude the publie key of the sender.
{0629} FIG. 4 illustrates a runtime 400 for loading a modem module,
according to an example embodiment. The runtime may be a process VM within
embedded VM 202, The nntime 400 may include package loader 402, signature
30 venfier 404, class loader 406, native module loader 408, dynamic Java Native
Interface (JIN1) stub generator 410, execution engime 412, and APY access control
414,
16038} The package loader 402 may be used {o parse modem module 300

Parsing may include accessing manifest and signature portion 306 to identify

L
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what sections are supposed to be present in modem module 300, In some
example, not ali modem modules include both modem Java classes 302 and
native modem module 304, There may be instances where only moderm Java
classes 302 or native modem module 304 15 updated. If the manitest and
5 signature portion 306 indicates both scctions are meluded, but package loader

402 ounly sees one section, the moderm module may be rejected.
{0031} The signature verifier 404 mayv be used to venfy the sender of
modem 300, Venfication may include using the included public key to decrypt
the hash. Signature verifier 404 may mdependently compute a hash of the

10 mcluded data (e.g., modem Java classes 302 and native modem module 304). If
the computed hash matches the decrypted hash, the modem may be considered
authentic. In an example, the public key 1s compared to a trusted repository of
kevs either on the device the SoC is part of or retrieved from an external source.
[0032] The class loader 406 and native module loader 408 mayv be used to

15 update—or mstall if no modem 1s already present—ihe classes and
commumication primitives using execution engine 412, Updating/installing may
mclude modifying data stored on a storage device communicatively coupled to
the SoC or on the SoC itself.
{8633} The manifest and signature portion 306 may indicate the type of

20 modem represented by modem Java classes 302 and native modem module 304.
The class loader 406 and native module loader 408 may use this information to
determine 1f a modem already exists within modem modules 212. For example,
embedded VM 202 may include a datafile of installed process VMs and version
mformation if available. Installing may include updating/adding resources fileg

25 contained with modem modules 212 specific to the modem dentified in modem
modules 300, API access control 414 may be used to set limits on which
processes/application have access to issue calls to control the modem.
[0034] The manifest may also include what versions of modem Java
classes 302 and native modem module 304 are included. Accordingly, class

30 loader 406 may examine the current version numbers (if any} of classes in a
matching modem module to determing if an update is warranted. Similarly,
native module loader 408 may deternine if the included communication

primitives are newer than what is currently in modem modules 212.

6
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{0035] In an example, dvnamic INI stub generator 410 1s used to generate
code stubs for use by a native operating system of embedded VM 202 with
respect to the modem.
{8036} Although updating/installing modems was discussed in FIG. 3 and
5 FIG. 4, software architecture of FIG. 2 18 not so limited. For example, a new
feature {c.g., a low power mode audio listening mode) of a mobile phone may be
loaded after the SoC was produced. To add the new feature, a datafile may be
transmitted to the hosing device. The datafile may inclede the code toren via a
runtime in embedded VM 202, The datafile may also include a suggesied

10 priority level tor the feature.

{06371 As with the modem module 300, a manifest and signature section
may be ased to parse the datafile and determine its authenticity. Also, before
mstalling the feature, a check may be made to see if a process VM already oxists
for the feature.

15 [0038] FIG. S illustrates a flowchart of a method of executing virtual
machines on a system on a chip, according to varicus examples. The method
may be performed by the SoC described berein. At operation 502, a first system
virtual machine 15 executed on a tirst processing core of the system on a chip. At
operation 504, in an example, a user downloaded application 1s executed on the

20 first processing core of the least one processor. For example, a the SoC may be
part of a mobile phone. The user mav download an application from an app
store. The application may be executed using the first virtual machine using a
runtime configured to execute the application on the first processing core.

[{3039] At operation 506, in an example, a second system virtual maching

25 1s executed on a second core of at least one processor. The second system virtual
machine may include at least one process virtual machine. In an example, a
modem is configure as one of the process virtual machines. The So may be
receive a datafile including an update to the modem. The datafile may also
melude a signature portion. The second system virtual machine may venify the

30 aothenticity of the datafile based on the signature portion.

{(3040] The datafile may be part of an update to a mobile device that
meludes that SoC. The update may be transmitted to the mobile device from a

carrier of the mobile device. The datafile may include data representing

~~1
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communication primitives (¢.g., transmit/recetve) for the modem. The modem
may be updated based on the data.

{0041} In an example, a datafile may be received reprosenting a feature of
a mobile device. It may be determined that the feature is not already configured
on the second system virtual machine a new process virtual machine may be
established for the feature. Establishing may mechude configuring a managed
runtime to execute code included in the datafile.

06042} In an example, the datafile includes an update to an existing feature.
The process virtual machine representing the feature may be updated based on
data included in the datafile.

0043} At operation 308, execution of the at least one process virtual
machine on the second core of the at least one processor is scheduled using a
real-time operating system of the second virtual machine. The scheduling may

be based on prionty levels of individual process virtual machines.

EXAMPLE COMPUTER SYSTEM

{0044} Embodiments described herein may be implemented inone ora
combination of hardware, firmware, and software. Embodiments may also be
implemented as tnstructions stored on a machine-readable storage device, which
may be read and executed by at least one processor to perform the operations
described herein. A machine-readable storage device may inciude any non-
transitory mechanism for storing information i a form readable by a machine
{e.g., a computer). For example, a machine-readable storage device may mclude
read-only memory (ROM), random-access memory {(RAM}), magnetic disk
storage media, optical storage media, flash-memory devices, and other storage
devices and media.

{0045} Examples, as described herein, may include, or may operate on,
logic or a number of components, modules, or mechanisms. Modules may be
hardware, software, or firmware communicatively coupled to one or more
processors in order to carry out the operations described herein. Modules may
hardware modules, and as such modules may be considered tangible entities
capable of performing specified operations and may be configured or arranged in
a certain manner. In an example, circuits may be arranged {e.g., internally or

with respect to external entities such as other circunts} in a specified manner as a
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module. In an example, the whole or part of one or more computer systems
{e.g.. a standalone, client or server computer system} or one or more hardware
processors mayv be configured by firmware or software (¢.g., instructions, an
application portion, or an application) as a module that operates to perform
specified operations. In an example, the software may reside on a maching-
readable medium. In an example, the software, when executed by the underying
hardware of the module, causes the hardware to perform the specified
operations. Accordingly, the term hardware module 1s understood to encompass
a tangible eutity, be that an entity that 1s physically constructed, specifically
configured {e.g., hardwired), or temporarnily {¢.g., transitorily) configured (c.g.,
programmed) to operate m a specified manner or to perform part or all of any
operation described herein. Considering examples i which modules are
temporaniy configured, each of the modules need not be instantiated at any one
moment in ime. For example, where the modules comprise a gencral-purpose
hardware processor configured using software; the gencral-purpose hardware
processor may be configured as respective different modeles at different times.
Software may accordingly configure a hardware processor, for example, to
constituie a particular module at one instance of time and to constitute a difterent
module at a different instance of time. Modules may also be software or
firmware modules, which operate to perform the methodologies described
herein.

0046} FIG. 615 a block diagram illustrating a machine in the example
form of a computer svstem 600, within which a set or sequence of instructions
may be executed to cause the maching to perform any one of the methodologies
discussed herein, according to an example embodiment. In alternative
embodiments, the machine operates as a standalone device or may be connected
{c.g., networked) to other machines. In g networked deplovment, the maching
may operate in the capacity of either a server or a client machine in server-client
network environments, or it may act as a peer machine in peer-to-peer (or
distributed} network environments. The machine may be an onboard vehicle
system, wearable device, personal computer {PC), a tablet PC, a hybrnid tablet, a
personal digital assistant (PDA), a mobile telephone, or any machine capable of
executing instructions {sequential or otherwise) that specify actions to be taken

by that machine. Further, while only a single machine is illustrated, the term
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“machine” shall also be taken to include anv collection of machines that
mdividually or jointly execute a set {or multiple sets} of instructions to perform
any onc or more of the methodologies discussed herem. Similarly, the term
“processor-based system” shall be taken to include anv set of one or more
machines that are controlled by or operated by a processor {¢.g., a computer) to
mdividually or jointly exccute instructions to perform any one or more of the
methodologies discussed herein.

0047} Example compuater system 600 includes at least one processor 602
{e.g.. a contral processing unit (CPU), a graphics processing unit {GPU) or both,
processor cores, compuie nodes, cte), a mam memory 604 and a static memory
606, which communicate with each other via a link 608 {¢.g., bus). The
computer system 600 may further include a video display unit 610, an
alphanumeric input device 612 {e.g., akevboard), and a user interface {Ul)
navigation device 614 {¢.z., a mouse}. In onc embodiment, the video display unit
610, input device 612 and Ul navigation device 614 are incorporated into a touch
acreen display. The computer systemn 600 may additionally inclade a storage
device 616 {e.g.. a drive umif}, a signal gencration device 618 (¢.g., a speaker), a
network interface device 620, and one or more sensors (not shown), such as a
global positioning system ((GPS) sensor, compass, accelerometer, or other
SeHSor.

[B048] The storage device 616 includes a machine-readable medium 622
on which 13 stored one or more sets of data structures and instructions 624 (e.g.,
software) embodying or utibzed by any one or more of the methodologies or
functions described herein. The instructions 624 may also reside, completely or
at least partially, within the main memory 604, static memory 606, and/or within
the processor 602 during execution thereof by the computer system 600, with the
main memory 604, static memory 606, and the processor 602 also constititing
machinc-readable media.

049} While the machme-readable medium 622 1g ithustrated in an
example embodiment o be a single medium, the term “machine-readable
medium” may include a single medium or multiple media {¢c.g., a centralized or
distributed database, and/or associated caches and servers} that store the one or
more matructions 624. The term “machine-readable medium” shall also be taken

to include any tangible medium that is capable of storing, encoding or carrving

10
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msinuctions for execution by the maching and that cause the machine to perform
any one or more of the methodologies of the present disclosure or that is capable
of storing, encoding or carrving data structures utilized by or associated with
such instructions. The term “machine-readable medium” shall accordingly be
5 taken to include, but not be imited to, solid-state memories, and optical and

magnetic media. Specific examples of machine-readable media include non-
volatile memory, mcluding but not imited to, by way of example,
sericonductor memory devices {(e.g., electrically programmable read-only
memory {EPROM}, electrically erasable programmable read-only memory

160 (EEPROM)) and flash memory devices; magnetic disks such as internal hard
disks and removable disks; magneto-optical disks; and CB-ROM and DVD-
ROM disks.
{0050 The instructions 624 may further be transmitted or received overa
cormmunications network 626 using a transmission medium via the network

15 mterface device 620 utilizing any one of a number of well-known transter
protocols {e.g., HTTP). Examples of communication networks include a local
arca network (LAN), a wide arca network (WAN), the Internet, mobile
telephone networks, plain old telephone (POTS) networks, and wircless data
networks (e.g., Wi-F1, 66, and 4G LTE/LTE-A or WiMAX networks}. The term

20 “transmission medium’ shall be taken to include any intangible mediom that is
capablc of storing, encoding, or carrving instructions for execution by the
machine, and mclades digital or analog communications signals or other
mtangible mediam to facilitate communication of such software.
{0051 Exaraple 1 1s a system on a chip (80() for executing virtual

25 machines, the SoC comprising: at least one processor with at least one core; and
a storage device comprising a first system virtual machine configured to be
executed on the at least one processor; wherein the storage device further
corprises a second svstem virtual machine contigured to be executed by the at
cast one processor, the second system virtual machime including: at least one

30 process virteal machine; a modem configured as one of the at least one process
virtual machine; and a real-time operating system (RTOS} to schedule execution
of the at least one process virtual machine on the at least one processor.
0652} In Example 2, the subject matter of Example 1 optionally includes,

wherein the at least one processor is configured, when executing the second

it
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system virtual machine, to: receive a datafile including an update to the modem;
and vpdate communication primitives of the modem based on data received in
the datafile.

0053} In Example 3, the subject matter of Exarple 2 optionally includes,
wherein the datafile comprises a signature portion.

HEERE Y In Example 4, the subject matter of Example 3 optionally includes,
wherein the at least one processor s configured, when executing the second
system virtual machine, to: verify the authenticity of the datafile based on the
signature portion.

[0055] In Example 5, the subject matter of any one or more of Examples
1-4 optionally mclude, wherein the at least one processor is configured, when
executing the second system virtual machine, to: receive a datafile representing a
feature of a mobile device; determine that the feature is not already configured
on the second system virtual machine; and establish a new process virtual
machine for the feature.

HEERSY] In Example 6, the subject matter of any one or more of Examples
1-5 optionally mchude, wherein the at least one processor is configured, when
executing the second system virtual maching, to: receive a datafile representing
an update to a feature of a mobile device; determine that the feature 18
configured on the second system virtual machine as one of the at least one
process virtual machines; and update the process virtual machine according to
the update.

HEE In Example 7, the subject matter of any one or more of Examples
1-6 optionally mchude, wherein the RTOS schedules execution of the at least
one process virtual machine based on priority levels of respective process virtual
machines of the at least one process virtual machine.

] In Example 8, the subject matier of any one or more of Examples
1-7 optionally mchude, wherein the first system virtual machine further includes:
a runtime configured to execute apphications on behalf of a user.

{0039] Example 9 is a method of exceuting virtual machines on a system
on a chip, the method comprising: executing a first system virtual machine on a
first processing core of the system on a chip; executing a user downloaded
application on the first processing core of the least one processor; exgcuting a

second system virtual maching on a second core of at least one processor,
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wherein the second system virtual machine inclodes at least one process virtual
machine; and scheduling execution of the at least one process virtual machine on
the sccond core of the at least one processor using a real-time operating system
of the second virtual machme.

5 {0060 In Example 10, the subject matter of Example 9 optionally includes,
wherein the at least one process virtual machine includes a modem configured as
a process virtual machine.
j3i61] In Example 11, the subject matter of Example 10 optionally
mchudes, wherein executing the second system virtual machine on a second core

10 of at least one processor includes: receiving a datafile including an update to the
modem; and updating communication primitives of the modem based on data
recetved in the datafile.

{0062} In Example 12, the subject matter of Example 11 optionally
includes, wherein the datafile comprises a signature portion.

15 [9863] In Example 13, the subject matter of Example 12 optionally
mclades, wherein executing the second system virtual machine on a second core
of at least one processor includes: venfying the authenticity of the datafile based
on the signature portion.

{6064} In Example 14, the subject matter of any one or more of Examples

20 9-13 optionally include, wherein executing the second system virtual machine
on a second core of at least one processor includes: receiving a datafile
representing a feature of a mobile device; determuning that the feature 1s not
already configured on the second system virtual machine; and establishing a new
process virtual machine for the feature.

25 [0065] In Example 15, the subject matter of any one or more of Examples
9--14 optionally inclode, wherein executing the second system virtual machine
on a second core of at least one processor includes: receiving a datafile
representing an update to a feature of a mobile device; determining that the
feature is configured on the second system virtual machine as one of the at least

30 one process virtual machines; and updating the process virtual machine
according to the update.

{0066} In Example 16, the subject matter of any one or more of Examples

9--15 optionally inclode, wherein the RTOS scheduldes execution of process

i3
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virtual machines of the at least one process virtual machine based on priosity
levels of the respective process virtual machines.

0067} In Example 17, the subject matter of any one or more of Examples
9-16 optionally include, wherein the first system virtual machine further
meludes a runtime configured to execute applications on behalf of a user.

{0068} Example 18 is at least one machine-readable medium ncluding
mstructions, which when executed by a machine, cause the machine to perform
operations of any of the methods of Examples 10-17,

[0669] Example 19 is an apparatus comprising means for performing any
of the methods of Examples 10-17.

180741 Example 20 1s a apparatus for executing virtual machineson a
system on a chip, the apparatus comprising: means for executing a first system
virtual machine on a first processing core of the system on a chip; means for
executing a user downloaded application on the first processing core of the least
one processor; means for executing a second system virtual machine on a second
core of at least one processor, wherein the second system virtual machine
mchudes at feast one process virtual machine; and means for scheduling
execution of the at least one process virtual machine on the second core of the at
least one processor using a real-time operating system of the second virtual
maching,

[0071] In Example 21, the subject matter of Example 20 optionally
meludes, wherein the at least one process virtual machine mncludes a modem
configured as a process virtual machine.

[0072] In Example 22, the subject matter of Example 21 optionally
meludes, wherein the means for executing the second system virtual machine on
a second core of at least one processor inchudes: means for receiving a datafile
mchiding an apdate to the modem; and means for updating commumnication
primitives of the modem based on data received in the datafile.

[673] In Example 23, the subject matter of Example 22 optionally
mcludes, wherein the datafile comprises a signature portion.

[0074] In Example 24, the subject matter of Example 23 optionally
meludes, wherein the means for executing the second system virtual machine on
a second core of at least one processor includes: means for verifving the

authenticity of the datafile based on the signature portion.

i4
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[B075] In Example 25, the subject matter of any one or more of Examples
20-24 optionally include. wherein the means for executing the second system
virtual machine on a second core of at least one processor includes: means for
receiving a datafile representing a feature of a mobile device; means for
determining that the feature 1s not already configured on the second system
virtual machine; and means for establishing a new process virtual machine for
the feature.

6076} In Example 26, the subject matter of any one or more of Examples
20-25 optionally include. wherein the means for executing the second system
virtual machine on a second core of at least one processor includes: means for
receiving a datafile representing an update to a feature of a mobile device; means
for determining that the feature 1s configured on the second system virtual
machine as one of the at least one process virtual machines; and means for
updating the process virtual machine according to the update.

{6677 In Example 27, the subject matter of any one or more of Examples
20-26 optionally melude, wherein the RTOS schedules execution of process
virtual machines of the at least one process virtual machine based on priority
levels of the respective process virtual machines.

{6878} In Example 28, the subject matter of any one or more of Examples
20-27 optionally include, wherein the first system virtual machine further
mcludes a rantime configured to execute applications on behalf of a user.
{66791 The above detailed description includes references to the
accompanying drawings, which form a part of the detailed description. The
drawings show, by way of illustration, specific cnbodiments that may be
practiced. These embodiments are also referred to herein as “examples.” Such
examples may include elements in addition to those shown or described.
However, also contemplated are examples that mchude the elements shown or
described. Moreover, also conterplate arc examples using any combination or
permutation of those elements shown or described {or one or more aspects
thereof), etther with respect to a particular example (or one or more aspects
thereof}, or with respect to other examples {or one or more aspects thereof)

shown or described herein.
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CLAIMS
1. A system on a chip (50C) for executing virtual machines, the SoC
comprising:
5 at least one processor with at least one core; and

a storage device comprising a first system virtual machine configured
to be exceuted on the at least one processor;
wherein the storage device further comprises a second system virtoal
machine configured to be executed by the at least one processor, the second
10 system virtual machine including:
at least one process virtual machine;
a modem configured as one of the at least one process virtual
machine; and
a real~time operating system {(RT0OS) to schedule exccution of

5 the at least one process virtual machine on the at least one processor.

2. The SoC of claim 1, wherein the at least one processor is configured,
when executing the second system virtual machine, to:
receive a datafile mcluding an update to the modem; and
20 update communication primitives of the modem based on data

recetved in the datafile.

3. The SoC of claim 2, wherein the datafile comprises a signature
portion.
25
4. The SoC of claim 3, wherein the at least one processor is configured,
when executing the second system virtual machine, to:
verify the authenticity of the datafile based on the signature portion.
306 5. The 50C of claim 1, wherein the at least one processor is configured,

when executing the sccond system virtual machine, to:
receive a datafile representing a feature of a mobile device;
determine that the feature is not already configured on the second

system virtual machine; and

i6
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gstablish a new process virtual machine for the feature.

6. The SoC of claim 1, wherein the at least one processor is configured,
when executing the second system virtual machine, to:

receive a datafile representing an update to a feature of a mobile
device;

determine that the feature is configured on the second system virtual
machine as one of the at least one process virtual machines; and

update the process virtual machine according to the update.

7. The Sof of claim |, wherein the RTOS schedules execution of the at
lzast one process virtual machine based on priority levels of respective

process virtual machines of the at fcast one process virtual machine.

3. The SoC of claim 1, wherein the first system virtual machine further
mcludes:

a runtime configured to execute applications on behaltf of a user.

9. A method of executing virtual machines on a system on a chip, the
method comprising:

cxecuting a first system virtual machine on a first processing core of
the system on a chip;

gxecuting a user downloaded application on the first processing core
of the at least one processor;

executing a second system virtual machine on a second core of at
least one processor, wherein the sccond system virtual machine includes at
feast one process virtual machine; and

scheduling execution of the at least one process virtual maching on the
second core of the at least one processor using a real-time operating svstem of

the second virtual machine.

10, The method of claim 9, wherein the at least one process virtual

machine includes a modem configured as a process virtual machine.
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11, The method of claim 10, wherein executing the second syvstem virtual
machine on a second core of at least one processor inchudes:

receiving g datafife including an update to the modem; and

updating communication primitives of the modem based on data

5  received in the datafile.

12, The method of claim 11, wherein the datafile comprises a signature
portion.
160 13, The method of claim 12, wherein executing the second system virtual

machine on a second core of at least one processor includes:
verifying the authenticity of the datafile based on the signature

portion.

15 14 The method of claim 9, wherein executing the second system virtual
machine on a second core of at least one processor includes:
receiving a datafile representing a feature of 3 mobile device;
determining that the feature is not already configured on the second
system virtual machine; and

20 establishing a new process virtual machine for the featare.

15.  The method of claim 9, wherein executing the second system virtual
machine on a second core of at least one processor includes:
receiving a datafile representing an update to a feature of a mobile
25 devicg;
determining that the feature is configured on the second system
virtual machine as one of the at least one process virtual machines; and

updating the process virtual machine according to the update.
30 16, The method of claim 9, wherein the RTOS schedules execution of

process virtual machines of the at least one process virtual machine based on

priority levels of the respective process virtual machines.

i8
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17. The method of claim 9, wherein the first system virtual machine
further includes a runtime configured to execute apphications on behalf of a

user.
5 18, Atleast onc machine-readable medinm inchiding instructions, which
when executed by a machine, cause the machine to perform operations of any of

the methods of claims 10-17.

19, An apparatus compiising means for performing any of the methods of

10 claims 10-17.

19
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