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METHOD FOR PROTECTING PERSONAL 
IDENTITY INFORMATION 

PRIORAPPLICATION 

0001. This US utility patent application claims priority 
from U.S. provisional patent application No. 61/106.999, 
filed 21 Oct. 2008. 

FIELD OF INVENTION 

0002 The present invention relates to a method for pro 
tecting personal identity information, Verifications and trans 
actions and eliminating identity theft. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

0003 Identity theft and other similar crimes is the No. 1 
and fastest growing consumer crime according to the Federal 
Trade Commission (FTC) is becoming a major problem in 
today’s society. There is presently no effective method for 
protecting personal identities (IDs) from identity thieves and 
from crimes and frauds arising from the use of stolen identi 
ties or data/ID breaches. Data breaches in the U.S. over the 
last two years have exposed information from well over 220 
million personal Ids/records. This is equal to the number of 
people over the age of 18 in the U.S. Virtually every adult in 
the U.S. has personal (ID) information that has been exposed 
and is open for possible fraud anytime in the future. In other 
words, identity is much more than just credit report. 
0004 People often assume that because personal identities 
are recorded or often found on pieces of papers, forms and in 
computer databases, securing or shredding pieces of paper 
will therefore protect a person from identity theft or that 
securing databases and computers will also secure personal 
identities that are stored in databases. That is a wrong assump 
tion. 
0005. The reality is personal identities can be read and 
memorized and therefore be stolen upon sight by insiders 
working at these offices without stealing the actual pieces of 
paper or stealing and hacking the computer. 
0006 Any insider working at the bank, passport office, 
IRS, medical clinic, DMV, school, university, or loyalty and 
membership clubs, etc. can read and steal any personal iden 
tity written on any piece of paperor from computer records on 
display on millions of computer screens without the victim 
becoming aware that his or her identity has been stolen and 
without the knowledge of the bosses of those organizations. 
0007. The conventional thinking is to secure personal IDs 
by trying to keep them secret and away from ID thieves. The 
simple illustration above shows that it is impossible to keep 
personal IDs a secret when they are on display to millions of 
insiders sitting in front of millions of computer screens. 
0008 So if it is impossible to try and keep personal IDs a 
secret, the traditional fallback is to look for signs of unautho 
rized use of stolen IDs. They look for signs of crime or fraud 
arising or committed using stolen identities. They might 
appear as an entry in the personal credit reports of ordinary 
citizens or in the credit card monthly statements. But that is 
also flawed. 
0009. Alternatively they freeze' or flag their credit 
reports so that financial institutions would have to contact the 
owner of the credit report personally to seek permission to 
issue a new credit card or car loan. 
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0010. But not all fraud or crime arising from the use of 
stolen identities appears on credit reports. If an insider at a 
bank decides to issue new credit cards with stolen identities to 
his partners in crime, or sell them on the internet, he can do so 
without raising any warning on the credit report. 
0011 Medical ID theft, getting married and getting new 
employment using stolen IDs are just a few of the many 
increasing trends in ID Theft that do not appear on credit 
reports. 
0012. When illegal immigrants or criminals use stolen 
identities to get married, to commit medical fraud, to seek 
employment, to rent a house or Subscribe to a mobile phone, 
internet, cable TV, and more, these activities do not appear on 
credit reports. Such crimes and fraud arising from use of 
stolen identities are often undetected until years later and are 
just as devastating to the victims. 
0013 Personal IDs are not like our email password e.g. 
(eru76578dnfyh) and not like a secret grandmother's recipe 
for a special cake. We set our email password to memory and 
use our grandma's secure recipe now and then and we keep 
the recipe in a locked place in between use. 
0014 Our personal IDs like our names, birth-dates, social 
security number, credit card numbers, etc. are shown and 
given away on a daily basis to prospective employers, cash 
iers at shops and restaurants, on club membership forms, 
School registration, university registration, insurance compa 
nies, utility companies, mobile phone companies and many 
other organizations like the department of birth department, 
transport, immigration and so on. We show or give them our 
ID in order to use their services. 
00.15 Our IDs are open to almost everyone working in 
those offices (insiders) and not all of them are totally honest. 
Any of the insiders can steal and use our IDs and we have no 
control over the security of our IDs at those places. Our 
personal IDs are out there and beyond our control. 
0016. The owners of personal IDs have the (most) vested 
interest to protect his or her own ID from ID theft and unau 
thorized use. Not the companies that use our IDs as a way to 
identify their customers. Companies do not have much inter 
est in protecting their customers’ identities, unless the law 
punishes them for loss of their customers' IDs. They are often 
more interested in selling their mailing lists with all the cus 
tomers identities for profit. 
0017 Personal IDs are already in hundreds or thousands 
of database and on hundreds and thousands of pieces of paper, 
forms, reports, documents, etc. at the School, university, 
employers, credit card companies, utility companies, mobile 
phone companies and hundreds of other places. 
0018 So how does one secure something that is already 
out there at So many unsafe and unsecured locations? It is 
definitely not a secret anymore. How does one secure say the 
license plate number of a car that is openly on display all the 
time? 
0019. Furthermore, once our personal IDs are stolen, they 
are stolen for life and can be used to commit fraud anytime in 
the future. The ID thief could copy or remember our ID 
forever. It is not like a physical property—a bicycle which can 
be recovered after it has been stolen. So once a personal ID is 
stolen, it cannot be recovered or restored or protected. We are 
a victim for life. 
0020 ID Theft is the fastest growing consumer crime in 
the US and probably the rest of the world as well. ID Theft is 
the No. 1 consumer crime in the US. ID Theft is a crime 
desperately looking for a real security solution. ID Theft 
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affects between 10-100 million Americans each year. ID 
Theft is an easy crime with a high return to the criminals. ID 
Theft is a borderless crime. 
0021. The many so-called security solutions currently 
available in the market and offered as subscription services to 
the public can be categorized into 4 broad groups: 

0022. 1. Credit reports: monitoring or freezing or flag 
ging. They alert the victim if a suspicious financial trans 
action Such as a new car loan is entered into a person's 
credit report. But not all activities associated with stolen 
IDs are recorded in credit reports. E.g. illegal employ 
ment, marriages, medical ID theft is not recorded on 
credit reports. 

0023 2. Database trawling. This new service promises 
the customer that they will trawl public and internet 
databases for records of the subscriber's personal SSNs, 
etc. But this is a catch22 situation. If all databases are 
supposed to be secured as they should be, with limited 
access to staff only, then Such trawling services will not 
be able to access or trawl such databases for SSNs. 

0024 3. Computer infrastructure security such as fire 
walls, encryptions, anti-viruses, keys etc. A bank's or 
hospital's database can have the best of the best in fire 
wall, antivirus, encryption, multilevel authentications, 
etc. but it still cannot stop INSIDERS such as bank 
officers, medical clerks, and employees, etc. who have 
authorized access to these databases and therefore 
access to the IDs of everyone in the databases from 
committing insider theft. If any of the insiders decide to 
steal one ID at a time or copy the whole database, they 
can, because they are insiders with authorized access. 
They can steal and use the stolen IDs themselves or 
resell them on the internet to others. So no computer 
security Solution alone or all together can protect us 
from an Insider theft. 

0025 4. Paper shredders, locked letterboxes, etc to 
destroy or keep securely pieces of paper containing our 
personal IDS. We can shred every single piece of paper in 
the house but there are still hundreds of pieces of papers 
and forms with our IDs at the different offices which are 
vulnerable to ID theft. 

0026. All the so-called security solutions have tried to do 
one of the following: 
0027. 1. Soft Copies 
0028 Securing the computers and databases by using fire 
walls, encryption, strong rooms, to keep out hackers and 
unauthorized personnel. But they are still vulnerable to 
insider theft. The laptop could be stolen or lost. Storage 
devices such as flash or USB memory sticks can be lost. The 
ID on display on computer screens could be copied and stolen 
by insiders and be used to commit fraud. 
0029 2. Hard Copies 
0030. Keep IDs on paper forms, records from thieves by 
locking letter boxes, locking filing cabinets, offices, rooms, 
doors, etc. The IDs can be copied from paper files left open on 
desks in offices. The IDs are stolen or copied orphotographed 
while the original files or paper are left behind without raising 
suspicion of ID Theft. 
0031. 3. Others 
0032 Looking for evidence of unauthorized application 
for new credit cards, loans etc. in credit reports. 
0033 Every so called anti-ID theft security solution tried 
to keep IDs from prying eyes but all IDs are open to prying 
eyes of insiders and often insiders are the criminals who stole 
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the IDs. So trying to keep the IDs from prying eyes or keeping 
them in the secure computer box is a futile exercise because 
any insider can steal one ID at a time or steal the whole 
database. 
0034. One object of the present invention is a system and 
method for securing personal identities from identity thieves 
and securing ordinary citizens, companies and organizations 
from becoming victims to crimes and fraud arising from the 
illegal and unauthorized use of stolen personal identities. 
0035 Personal IDs can also be lost when companies and 
their staff lost their laptops, storage media, memory Sticks, 
etc. The system of the present invention will also stop crime 
and fraud arising from the use of lost personal IDs. 
0036. The present invention relates to the field of security 
for personal identities, identity theft, medical ID theft, and 
crime and fraud arising from use of stolen IDs. 
0037. In particular the present invention relates to a system 
and method for stopping stolen or lost or other people's per 
Sonal identities from being used to commit fraud and other 
illegal unauthorized activities. To secure credit cards, debit 
cards, checking accounts, SSNs, passport numbers, driving 
license numbers, birthdates, emails, and all other personal 
IDS. To stop criminals, illegal immigrants and others from 
using stolen identities to get married, to get employment, to 
get free medical care, to rent an apartment or car, to Subscribe 
to new mobile phones, satelliteTV, utilities. To stop the use of 
stolen IDs to apply for new credit cards, car loans, mortgages, 
driver licenses, passports. To buy airline tickets, new TVs, 
cars, and more. 
0038. To stop the fraud before they happen rather than 
looking for signs of fraud arising from the use of stolen 
identities in credit reports. 
0039. The method and system of the preset invention 
assumes that it is useless to try and keep IDs a secret from 
viewing by others. It is useless to shred papers at home when 
there are more papers at the offices with our IDs on them. It is 
useless to secure computer databases because IDs are on 
display on millions of computers screens to millions of insid 
ers and office workers. 
0040. The method and system of the present invention 
further assumes that all IDs are already in the hands of strang 
ers or already stolen and waiting to be used anytime in the 
future to commit fraud. Next week or next month or in two 
years time whether locally or in another state or another 
country. 
0041. The present invention provides a cheap, secure, 
individual security pod, residing in a global database and 
network that enables every citizen in the world to store, 
update and secure their personal IDs from anywhere, any 
time. 
0042. The present invention enables any company or orga 
nization from anywhere in the world to register and be autho 
rized to use the system. The company can then securely 
access the system to verify any personal identity presented at 
any point of payments, applications, transactions, etc. to 
secure their transactions and to eliminate fraud and losses 
arising from use of stolen IDs, anywhere, anytime. 
0043. The present invention will stop and catch criminals 
from stealing and using another person's identity anywhere in 
the world. 
0044) The present invention enables any merchant to 
determine that the person at the cashier paying or the person 
applying for a job or the person who wants to rent a house is 
the person that he or she claims to be. 
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0045. The present invention makes the stealing of another 
person's identities or the possession of a stolen ID a danger 
ous, unprofitable and useless exercise. 
0046. The present invention makes sure that any person 
trying to impersonate another person and using a stolen ID 
cannot get away with the crime and will be arrested. 
0047. The present invention makes sure that once an ID 
has been stored, in a personal Security pod, it can never be 
changed or deleted or destroyed. 
0048. The present invention will enable verification of 
personal IDs anywhere in the world where there is an internet 
connection. 
0049. The present invention will secure all existing (bil 
lions of) credit cards, debit cards, passports, driver licenses, 
identity cards, social security cards, medical insurance cards, 
etc. without the need to make any changes or upgrades to 
those identity documents thus saving much costs, conve 
nience and time. By storing all their Identities—SSN, card 
numbers, etc. into their security pods, all those cards and 
identities are secured immediately. 
0050. The present invention does not require the user to 
carry any new card or document or anything, etc. 
0051. The present invention will secure the person even if 
he or she lost his or her password and code to access his or her 
security pod. The thief or person who has stolen the password 
or code cannot use the security pod, unless he or she uploads 
his or her own photos or details. The thief cannot change or 
delete anything already in the security Pod or any new IDs he 
or she might upload. 
0052. The present invention allows another family mem 
ber or friend or employer or Police to endorse' or act as a 
referee' or certify the Security Pod owner. 
0053. The present invention puts the security, privacy and 
control of use of his or her personal IDs in his or her personal 
control or hands. 
0054 The present invention ensures that the person is who 
he or she claims he or she is. 
0055. The present invention will eventually eliminate fake 
ID documents and eliminate ID Theft to ZERO. 

BRIEF DESCRIPTION OF THE FIGURES 

0056 FIG. 1 is a schematic view of the control databases: 
0057 FIG. 2 is a schematic view of the information flow of 
the present invention particularly during the user registration; 
0058 FIG.3 is a schematic view of the information flow of 
the present invention particularly between the user and the 
merchant; and 
0059 FIG. 4 is a schematic view of a secured online trans 
action. 

DETAILED DESCRIPTION 

0060. The security system of the present invention is based 
on a secured and large computer database structure and the 
secured Internet communication infrastructure that will 
enable global delivery and access to millions of individual 
privately created, owned and controlled security pods and 
enables Secure accurate verification and authentication of 
personal Identities. 
0061. To secure his or her personal IDs, any person can 
reach and access the system via a secure website on the 
Internet. They register online to open a new account (or Sub 
scription) like they do to open a new email service like Yahoo 
or other services on the Internet. 
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0062. They provide the following to successfully register 
themselves: 

0063 1. Name in full 
0064. 2. Address 
0065 3. State 
(0.066 4. Postcode/Zip code 
0067 5. Telephone 
0068 6. Email 
0069. 7. Password and more 

0070. Like they normally do when they open their own 
personal Yahoo email account or MySpace and Facebook 
account. However, this is where the similarities end. With 
Yahoo email, eBay, MySpace or Facebook, anyone can use 
stolen or fictitious information to open an account. That is 
why there is so much fraud and crime at those websites. 
(0071. To use this invention, the subscriber must use his or 
her real IDs only. Using a stolen or fake ID is a crime pun 
ishable by existing law with a jail term. The present invention 
cannot be used to commit fraud. Anyone trying to do so will 
be caught and will not be able to use their security pod and 
worse be arrested and jailed and be listed or black listed as 
an ID thief or criminal for ever. This will be explained below. 
0072. The subscriber will have full and total control on the 
content, security and privacy of their personal security pod 
and account. After registering themselves online, they can 
create their own security pod online and store and secure as 
few or as many of their personal IDs as they wish. The 
security pod is an online, private, secure folder to hold, store 
and secure the personal IDs of the respective owners. This is 
not a new experience as our personal IDs, bank account 
number, credit card numbers, etc. are already in many data 
bases around the country and often connected to the internet. 
But for the first time, the owner has full control of his IDs and 
can secure all of them in one security Pod and the IDs once 
loaded into the personal ID security pods cannot be deleted or 
edited. 
0073. Each subscriber can create and update his or her 
security pod. Each security pod allows the subscriber to store 
one or all of his or her personal identities. The minimum 
requirement to start a functioning Security Pod is to upload a 
personal passport style photo (a front, upper body and face 
portrait) of the owner together with another personal ID such 
as her SSN or credit card number or driver license number. 
Without the photo the security pod is not functional. The 
personal identities could be one or all of the following and 
O 

0.074 SSN 
0075 Credit card no. 1 number 
0076 Credit card no. 2 number 
0077 Credit card no. 3 number etc. 
0078. Debit card no. 1 number 
0079 Debit card no. 2 number 
0080 Debit card no. 3 number etc 
0081 Driving license number 
I0082) Passport number 
0.083 Checking account no. 1 number 
0084 Checking account no. 2 number etc 
0085 Birth certificate number 
I0086 Mobile telephone number 
0.087 Motorbike(s) registration number(s) 
0088 Car(s) registration number(s) 
I0089 Marriage license number 
0090 Medical insurance number 
(0.091 Membership(s) number(s) 
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0092 Flying license number 
0093 Boat registration number(s) 
(0094) Employer's name 
(0095 Company name 
0096 Company(ies) registration number(s) 
(0097. Identity card number 
(0098 Citizenship 
(0099 Citizenship number 
01.00 Green card number 
01.01 Tax number 
0102 and other identities 

0103) The Security Pod owner must update his or her 
photo regularly or every time he or she changes her fashion or 
hair style. All the data and identities in the security pod are 
classified into two groups: 
1. Public viewable/accessible 

01.04 a. Photo 
2. Non-public, non-accessible data 

0105 a. All other personal IDs 
0106 b. Verification logs 
0107 c. Entry logs 
01.08 d. Verifiers details 

0109 All entries, including all personal IDs, name, 
address, etc. are double entered to eliminate typo-errors. All 
IDs entered into the system are double checked for double 
entry by the same person or by another person. All IDs in the 
system are unique and not duplicated since all IDs are unique 
to the individual. No two people can have the same credit card 
number or passport number, etc. 
0110. This unique security feature will stop and prevent 
criminals from trying to defeat or cheat our security invention 
or system. It will also defeat the purpose of hacking the 
system. All photos, personal IDs, details, etc. entered into the 
personal security pods are: 

0111 1. Non-editable—cannot be edited ever 
0112 2. Non-delete-able—cannot be deleted ever 
0113. 3. All new identities, such as a new credit card 
number or a new telephone number are entered as 
updates and will be stored with the old IDs. 

0114. 4. Nothing can be deleted or edited or changed 
0115 This feature will stop and prevent the Security Pod 
owner or criminals and organized criminals from opening and 
creating new security pods using stolen identities to commit 
crimes and fraud and then to return to delete or change the 
photos or personal identities after the fraud or crime has been 
committed to erase the evidence or to defeat the system. 
0116. The only way for a criminal to try and use the secu 

rity pod to commit a fraud or ID Theft is to open an account 
and then to deposit at least one high quality photo of the 
criminal himselfor herself into the system. To emphasize—In 
order to commit a crime and use a stolen ID using our security 
system, the criminal must first upload a high quality photo of 
himself together with the stolen ID into his security Pod. That 
photo will incriminate him and provide the Police or FBI with 
the best evidence to arrest the criminal. Without his own 
photo, he cannot use the stolen ID to commit any crime or 
fraud. After committing the crime, he cannot remove or edit 
or replace the photo or stolen ID he previously uploaded. That 
photo will also be posted on our security system's black list of 
criminals for ever. It is easier and safer for him to walk into the 
store with a gun and commit an armed robbery. 
0117 The last thing any criminal want is to have his face 
captured on CCTV or worse, to personally upload his own 
high quality portrait into a law enforcement security system. 
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Criminals will find that it is safer and more productive to 
revert to older ways of committing crime. They will stay away 
from ID Theft. The system of the present invention will also 
identify and record the ISP and computer ID of the user. 
0118 Nothing in the security pod can be deleted. Once the 
citizen has uploaded their own photo to the security pod, the 
photo cannot be deleted. If the photo is used in combination 
with a stolen ID, such a person is guilty of ID Theft and fraud 
or impersonation and can and will be reported to the police 
and FBI and be arrested since he or she has committed iden 
tity fraud. A crime that is punishable by existing Anti-ID 
Theft laws. To remove a photo or ID from the security pod, the 
creator or owner of the Security Pod must go to court, initiate 
legal action or make a police report to demand that we delete 
his photos and ID from the system. 
0119 Upon deletion from the system, we retain the right to 
retain a hardcopy of the Security Pod with a trustee in case 
future crimes are detected after the Security Pod has been 
deleted. The hard copy will be sealed and stored for a period 
of for example 5 years. 
I0120 All IDs in the security pods are not accessible except 
for the photos. When an authorized and certified company or 
organization or casher register is authorized to use the system 
to verify customer IDs, the cashier enters the ID (e.g. SSN or 
credit card number) that the customer orjobseeker presents to 
the cashier or HR Manager. 
0.121. The cashier enters that number into the verification 
query form via a secure webpage. The system responds with 
the same ID number entered for query plus the photo belong 
ing to that ID. If the photo matches the customer the verifi 
cation is confirmed as positive. If the photo does not match the 
customer, the Verification is confirmed as negative and an 
alert is raised. The cashier can also activate his own internal 
CCTV or other security system to record the criminal. The 
cashier can also activate his webcam to take a photo of the 
criminal and send it immediately to us. 
0.122 The unsuccessful verification is alerted to the SSN 
owner via Sms and email and the police. The unsuccessful 
Verification is also logged and time-stamped with the com 
pany, cashierand Security Podowner's pod. All the other IDs 
stored in the Security Pod by the pod owner are not displayed 
to any verifier. Only the photo and the ID in question are 
displayed during verification. Every Security Pod owner can 
view all the verification history on his or her own personal 
security pod anytime. 
I0123. The security system and databases and Security 
Pods are at least in triplicate. All the security pods are in 
triplicate and housed at three different secured locations to 
provide maximum physical and online security. All security 
pods that are created and updated are in triplicate at all three 
locations. 
0.124. Every Security Pod will have a rating system based 
on Successful and unsuccessful verifications. Every merchant 
will have a rating system based on Successful and unsuccess 
ful verifications. Scores will accrue for successful verifica 
tions at: 

(0.125 All points of use 
0.126 By airlines and travel agencies for passports 
0.127 Employment applications 
0128. Every credit card transaction 
0129. All other verifications 
0.130. And all failed or unsuccessful verifications 

I0131 The higher the rating, the better the security status of 
the individual is. The lower the security rating, the higher the 
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security risks of the individual. Such ratings are useful for 
businesses, for employees, etc. Ratings date back to the day of 
creation of security pod. Ratings are scored as e.g. 17/17 
(successful verification over total number of verifications) A 
Security Pod owner with less than 100% success verification 
history shows that someone has been trying to use his ID 
illegally. A cashier at a restaurant or departmental store with 
a long history of unsuccessful verification could indicate that 
she or he has been processing a lot of stolen credit cards— 
probably from his or her friends which create a suspicion. 
0.132. In order for anyone wishing to commit ID Theft and 
fraud using a stolen ID and our security pod, he or she must 
incriminate himself or herself first by uploading a photo of 
himselforherself. To commit ID Theft and fraud, the criminal 
must first create a security pod, then enter the stolen Identity 
(ies) into the Security Pod with his or her own PHOTO, name, 
email, ID of his computer, etc. If the ID is already registered 
with the system, it will immediately raise a silent alert and 
red flag. We then alert the FBI as an ID Theft and fraud is 
about to be committed and monitor the use of that stolen ID. 

0133. The first time that that ID is being entered to be 
verified at a merchant, an alert will be raised and a local Police 
could be notified to race to the merchant's location to arrest 
the criminal. Alternatively the store guard or security will be 
in place to arrest and hold the criminal until the police arrive. 
If the ID owner is not registered with us yet, there will be no 
alert but that does not mean that the system cannot catch the 
fraudster or criminal. When a person commits the ID Theft 
and fraud, the fraud can only be successful if the verification 
cashier or officer check and confirm that the ID presented at 
the counter matches with the photo and with the physical 
person. Otherwise the cashier would be a party to the crime 
and incriminates him or herself as well. If the ID thief is 
referred (see below) by a friend, then his friend is also a party 
to the crime. 

0134) So if the fraud is detected later by the ID's real owner 
who subscribe to our security Pod three months after the 
crime, we still have the photo of the guilty criminal in our 
system for the FBI to track and arrest. After committing the 
fraud, the criminal cannot return to his or her Security Podland 
delete it or change the stolen IDs or change the photos he 
uploaded into the Security Pod before he committed the 
crime. So the evidence that he has used a stolen ID and photo 
to commit a crime will stay in the system for ever together 
with his photo. His life in the future will be difficult because 
his photo will join the gallery of ID Thieves in our black list. 
0135 So when the crime is discovered the FBI and police 
can always come to us and get a copy of his photo, the time 
and day the ID verification was done, at which merchant, by 
which staff, etc. A citizen who has not opened his or her 
security account or protected his or her personal identities in 
a Security Pod is still protected in this way. We will post the 
photo of the criminal online for all Security Pod owners and 
merchants to offer information and help in the arrest like a 
neighborhood watch. 
0136. Many dumb criminals have had their faces captured 
on CCTV or surveillance tape. Only the really very dumb 
criminals would upload his or her own high quality photo 
with a stolen ID into our Security Podland then go and commit 
a crime. A criminal or potential criminal cannot upload 
another person's photo because he needs his own photo to get 
a positive verification to commit the fraud. All new potential 
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subscribers will be informed of the very high likelihood of 
being arrested before they subscribe and create their own 
security pods. 
I0137 Since the explosion of ID Theft in the US in the last 
few years, Congress has been forced to enact new laws to 
protect the public. These new laws mean that anyone trying to 
create a security pod using stolen IDs or another person's ID 
is committing a crime. It amounts to the theft and illegal use 
of another person's ID, impersonation and is a jailable 
offence. So the likelihood of a criminal trying to upload his 
photos together with Some stolen IDs is a highly dangerous 
activity. We are very confident that anyone uploading a high 
quality portrait of himself is very likely to be caught when we 
highlight his photo to every Security Pod owner and every 
company that uses our system. The law will enable us to trace 
from which computer and from which internet service pro 
vider the photo and stolen IDs were uploaded from. That 
information will also be captured by our system as the Secu 
rity pod is being created. 
0.138. So any person creating a security pod using stolen 
ID is committing a federal crime and they should refrain from 
doing so. We will warn every potential subscriber of the 
danger they face. We will report all illegal entries as ID crime 
to the FBI. All illegal double entries will be picked out by the 
system and be reported to the FBI as well. No one can get 
away with an illegal entry. 
0.139. In order for merchants, organizations, employers, 
landlords, car rental companies, etc. to use our verification 
service, they must first be registered, the business owners and 
all their staffs must be registered and each owns a personal 
security pod in the first place. Every staff from the boss or 
owner down to the lowest rank employee is included. Crimi 
nals who set up fake shop fronts will be trapped in our system 
as well. These organizations, their managers and staff are 
issued special login codes depending on their level of author 
ity and purpose of use to enable them to perform specific 
verification functions. Upon login they are directed to their 
personal query page. An HR manager can only verify SSN of 
jobseekers. A cashier can only verify credit card numbers or 
checking account number of customers. A travel agent can 
only verify passport numbers of ticket buyers. A bank officer 
can verify SSN or passport numbers or driving license num 
bers etc. 

0140 All creations, uploads, update and other activities 
associated with the personal security pod are logged. All 
Verifications, both Successful and unsuccessful verifications 
are logged against the company, the officer and the Security 
Pod owner. All logs contain the verification officer's details, 
the time, the day, the id verified, success or failure and the 
verification ID. The same information is logged with the 
Security Pod owner. So a Security Pod owner knows and has 
a complete history of who has been checking or verifying his 
ID. An unsuccessful verification will lead to an internal alert, 
a sms and email alert to the Security Pod owner and a formal 
police report and FBI report or the local equivalent. A dupli 
cate entry of an ID will raise an alert and the system will track 
the activity of the suspect. 
0.141. To ensure greater security, people are encouraged to 
join through an introduction from an existing Subscriber/user. 
By establishing a network of friends all connected and intro 
duced by each other to Subscribe to our security pods, we can 
trace any potential or future fraud. They will not only gain a 
rating point but also receive an income as a recruiter. People 
who join through introductions provide us with a link or 
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contact should any crime be committed. They act as refer 
ences or next ofkin. The recruiter can help us verify the new 
subscriber. 
0142 Verification of ID takes place at the bank or organi 
Zation or company where business, transactions or recruit 
ment, Subscriptions are conducted. 
1. The bank must be registered with us first. 
2. The bank officers must also be registered with us. 
3. A new customer approaches the bank officer and offer his or 
her ID for identification and verification. 
4. The bank officer or HR manager or sales staff who is 
registered to Verify identity, login to our system. 
5. After successful log in, he or she enters the customer's 
identity into the online query or verification form. 
6. The result is displayed with the identity being verified 
together with a photo. 
7. The cashier or officer verifies whether the photo on display 
is the same as the person standing in front of him. 
8. The cashier can also click a button and the webcam will 
take a photo of the customer and store it in the system for 
future reference. 
9. Ifuncertain the officer must call a senior officer or ask for 
a second ID to be verified. 
10. The cashier clicks positive or negative to record the veri 
fication. 
11. The cashier can also click her own in-house button to 
Summon the security guard if the verification is negative. 
12. The Verification is logged against the ID owner, the com 
pany and the cashier and time stamped. 
13. The cashier or officer continues with the next customer 
and verification. 
0143. The present invention also secures all online pur 
chases. When a security Pod owner purchases online, he or 
she can choose to use our unique membership number instead 
of his credit card number. Online ecommerce sites can come 
to an agreement to be connected with our Security Pods. The 
security between the merchant and our system is the same 
security that inter-bank banking systems are protected from 
each other. Our system if it is connected to the merchant's 
ecommerce machines will automatically send the credit card 
and delivery information to the merchant's purchase form. So 
when a criminal steals a credit card number, he cannot use it 
online to make an illegal purchase because the credit card 
owner's billing address and delivery address are automati 
cally filled in. 
0144. Furthermore a confirmation email is send to the card 
owner email from our site. We can also send the confirmation 
sms to the Security Pod owner's mobile phone. Another 
higher level of security is added on delivery. When the parcel 
is delivered to the purchaser, the delivery man can key into his 
portable device a unique number generated during the pur 
chase and printed on the delivery docket. That unique number 
will call up and display the photo of the purchaser. The deliv 
ery man can match the photo to the recipient before handling 
over the goods to the purchaser. Alternatively that photo can 
be printed as a postage stamp on the parcel oran airline ticket 
or movie ticket etc. This security methodology can also be 
applied to other applications. 
0145 All existing social networks, like Myspace, Face 
book and others are filled with false identities, fake persons, 
pedophiles, rapists, thieves, etc. All our Security Pod owners 
are verified genuine real persons and they will be given a free 
account in our new social networking site. This way unlike 
other social networks, our network consists of real persons 
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who you can trust and know who they really are. They can still 
date and do other things at their Facebook and Myspace 
profiles and other dating sites for other activities. But we 
provide a unique secure and real community and network... 
where every 19 year old man is who he claim he is—and not 
a 50 year old man pretending to be a 19 year old looking to 
chat up young girls or boys. Unlike eBay, all our members are 
genuine sellers and buyers. We can help eBay eliminate all 
fake accounts and criminals. We can eliminate online fraud. 
All security Pod owners are given a free secure email at our 
domain. When a person receives an email from our domain, 
they know that it is not a spam or a Phishing email. 
0146 All Security Pod Owners can view all the verifica 
tions done on his personal identities. There is a log of unsuc 
cessful verifications There is a log of unsuccessful verifica 
tions. The log show the merchant's name, the manager's name 
and the cashier's name, the time, date, etc. The Security Pod 
owner can print out his log and visit and query the merchant 
who has tried to verify his or her identities, why, for what 
reasons, etc. 
0147 The security pods will only be activated and func 
tional after a photo has been uploaded together with at least 
one personal identity e.g. a credit card number. The photo 
must pass a quality test to ensure that the person is easily 
identifiable. Every new entry will have their photo physically 
verified by an employee to ensure that the photo matches the 
quality requirement and the photo will be watermarked on 
acceptance. 
0148. By entering a stolen ID, e.g. stolen credit card num 
ber, SSN, etc. to create a security Pod, it would trigger a red 
flag and theft alert in our system which the ID Thief or 
criminal cannot see. A second entry of any identity whetherit 
is a SSN, a passport or driver license number etc. will also 
raise an alert. We will watch the stolen ID for both Security 
Pods. The moment the ID is entered for verification, the 
system will trigger an ARREST ALERT or a similar warn 
1ng. 
014.9 The cashier must press an internal in-house emer 
gency button to alert its in-house security and the merchant 
should take immediate action: 
1. Arrest and hold the user until police arrive 
2. Take a CCTV video of the suspect 
3. Take a photo of the suspect 
4. Make a local police report 
5. Make a FBI report 
6. Make a FTC report 
0150. We will alert the police to visit and question the 
second ID owner. The matter is now a Police matter as an 
impersonation and probable ID Theft was committed. Upon 
final police report, we will restore the real owner and blacklist 
the ID thief. All accredited and certified merchants must also 
have a merchant Security Pod, a certified logo on their web 
site and a logo on their physical shop door. All merchants 
staffs must each have a personal SECURITYPOD. The Secu 
rity Pod is owned by the individual and not the company since 
identifications are the properties of the individual. All mer 
chants access the security system through SSL Security or via 
a secure virtual network. 
0151. Security Pod owners can take the additional step of 
placing an alerton his or her Security Pod if he or she has lost 
a credit card or passport etc. Security Podowners can place an 
individual alert to: 

0152. Not approve any financial transaction, 
0153. Not approve any new credit cards, 
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0154) Not subscribe to a new mobile phone, 
0.155. Not subscribe to broadband internet, 
0156 Not approve any airline ticket purchase, 
0157. Not approve any car loans, 
0158. Not approve any student loan, 
0159. Not approve any mortgage, 
0.160) Not approve any job application 
0.161. Not approve any online transactions and more 

0162. When a merchant sees those remarks, they should 
not approve the transaction even when the verification is 
positive. This is another level of security. Alternatively, an 
owner can use his or her Subscription number to automate 
online purchases. Online purchases will seek additional con 
firmation via Security Pod owner's secured email. 
0163 All merchants must establish a prepaid credit 
account to enable their verifications. They open an account 
with a credit deposit from the company or personal credit card 
which they have previously registered when creating their 
own Security Pod. The monetary deposit will pay for their 
Verification fees. Just as every credit card transaction incurs a 
fee and an additional fee if it is fraudulent. All verifications 
that help the merchant eliminate fraud and losses will also 
incur a fee. This is a fee well spent. 
0164. The method 100 of one aspect of the present inven 
tion may be summarized as schematically outlined in FIGS. 
1-4. The Personal ID Security Pods (100) are unlimited num 
bers of individual folders or files in a central database (101). 
Each Security Pod is identified by a user name (100a) and 
password (100b). The system is synchronized or replicated in 
triplicate (101) at different locations or more for security and 
efficiency reasons. Each Security Pod enables the registered 
owner to upload, Store and secure one or all of his personal 
Ids. 

0.165. In a user registration step 102, the individual user 
105 registers at the security pod provider 104. The user may 
first visit a website 103 of the provider 104 to key in the user's 
email address and create a unique password. A confirmation 
(112a) of the registration is then sent by the provider 104 to 
the user's email address. The user activates the confirmation 
received that includes a hyperlink to an empty security pod 
106. The user 105 is then asked to provide personal informa 
tion or profile and Ids 107 Such as, name, address, passport 
number, mobile telephone number, credit card numbers, 
Social security number, car registration and other such per 
sonal information. The user may even be asked to enter the 
information twice to avoid typographical errors. The user 
then submits the personal profile and IDs (107) to the personal 
security pod in the secured website 103 of the provider 104. 
An important feature of the present invention is that the user 
cannot change or delete any information in the profile/secu 
rity pod once it has been uploaded into his personal security 
pod and submitted to the website 103. The user 105 is also 
asked to provide a clear photo 110 of the user that may, for 
example, be 6"x4" and the photo quality should beat least 300 
dots per square inch (dpi). The photo 110 must first be 
approved by the provider 104 in a review step 111 to avoid 
photos that, for example, are too dark or where the users wear 
sunglasses etc. The profile/security pod 106 is not activated 
until an acceptable photo 110 is uploaded to the security pod 
106 into the central database via the website 103. The pro 
vider 104 then sends an email to the user 105 confirming that 
the photo 110 has been approved and that the profile/security 
pod 106 has been activated for use. 
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0166 The user 105 may read the profile but not modify or 
delete it. It is possible for the user to add additional informa 
tion such as adding an updated photo to the profile 106 as the 
default photo or adding an updated addresses and new credit 
card numbers etc. However, the previously stored photos, 
addresses and other information previously entered are still 
stored in the profile 106. 
(0167. The ID verification is best shown in FIG.3. The user 
105 may during a transaction or application or purchase, etc. 
be asked to identify him or her by providing information from 
the profile 106 such as a credit card number or the passport 
number to an identity identifying entity 108 such as a mer 
chant, bank, airline, or store. The entity 108 enters the credit 
card number at the secure website 103 and the website 103 
responds with a photo 110 of the person associated with the 
credit card number. The website searches for the credit card 
number provided to match it with the associated photo 110 of 
the profile 106 where the credit card number was found. The 
employee 108 then compares the photo 110 with the user 105 
who has been asked to be identified. If the photo 110 repre 
sents the user 105 then the transaction is approved and a 
successful signal (110a) may be sent back to the website 103. 
In this way, the number of Successful identifications or Suc 
cess score rate can be tracked so that the reliability of the user 
and or merchant may be determined. If the Success score rate 
is relatively low, the entity 108 will be alerted to be extra 
careful when identifying the user 105 and vice versa. 
0168 An important feature of the present invention is that 
preferably, the entity 108 only receives the photo 110 and no 
other information from the profile 106 when doing the iden 
tity check. This means that the other information in the profile 
106 is confidential except the photo 110. It may be possible 
for the entity 108 to view other previously stored photos also 
but not any other personal information from the profile 106. 
When there is no match between the photo 110 and the face of 
the user 105, the entity 108 will send an unsuccessful match 
signal (110b) to the website 103 to alert the provider 104 of a 
possible fraud situation and the user's profile 106 may be 
black marked or red-flagged. A message may also be sent to 
the user 105 to inform the user that somebody is trying to user 
the user's personal information. 
(0169. The use and the prior activities of the profile 106 are 
logged or recorded so that it can be seen who has been using 
the website 103 to upload the photo 110 for identification 
purposes and all other activities and purposes. 
0170 The entity 108, such as the merchant or bank, is 
preferably registered in a registration step 112 at the provider 
104. The entity 108 itself, the business owner and all the staff 
and employees must be registered. Any person within the 
entity 108 that wants to use the system 100 of the present 
invention must first be registered and receive a clearance. The 
different people within the organization of the entity 108 may 
be given different access authority. Each staff is given a spe 
cial personal password 114 to gain access to the system 100 
for identification check-ups. The system of the present inven 
tion may also be used for secured on-line payment processes. 
0171 The secured online transaction of the present inven 
tion is described below. When a registered User 105 pur 
chased online at a certified merchant 108, he complete his 
transaction by entering his Security Pod number 120. His 
credit card details and delivery details will be auto submitted 
121 to the affiliated and certified merchant. A confirmation of 
purchase email 122 will also be send to the security pod 
owner to confirm his purchase. Upon confirmation a special 
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transaction number 123 would be generated. That transaction 
number will appear on all invoices, delivery dockets, etc. to 
ensure secure delivery of the purchase. A special stamp 124 
incorporating the photo of the purchaser can be printed and 
pasted on the delivery package to enable the delivery person 
to identify the recipient. Alternatively the delivery person can 
enter the transaction number into his hand held unit and a 
photo of the purchaser be displayed to enable him to make a 
secure delivery. 
0172. While the present invention has been described in 
accordance with preferred compositions and embodiments, it 
is to be understood that certain Substitutions and alterations 
may be made thereto without departing from the spirit and 
Scope of the following claims. 

I claim: 
1. A method for an identity security system, comprising: 
a user setting up a permanent user-profile, having a per 

Sonal identify number, at a security website, 
providing a photo of the user to the security website, 
an identification-check entity sending an identify request, 
including the personal identify-number, to the website, 
the security website retrieving the photo associated with 

the user based on the personal identify-number and dis 
playing the photo for the identification-check entity. 

2. The method according to claim 1 wherein the method 
further comprises the security website only displaying the 
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photo (110) and no other information from the user-profile 
(106) to the identification-check entity. 

3. The method according to claim 1 wherein the method 
further comprises preventing the user from deleting or modi 
fying information in the user-profile. 

4. The method according to claim 1 wherein the method 
further comprises the identification-check entity registering 
all members of the entity at the website to receive clearance. 

5. The method according to claim 1 wherein the method 
further comprises activating the profile only upon the pro 
vider (104) approving the photo. 

6. The method according to claim 1 wherein the method 
further comprises the entity comparing the uploaded photo 
with the user prior to approving a transaction between the 
entity and the user. 

7. The method according to claim 1 wherein the method 
further comprises the provider maintaining a success rate of 
successful identifications of the user to rank a reliability of the 
USC. 

8. The method according to claim 1 wherein the method 
further comprises the entity sending an alert signal to the 
provider when there is a mismatch between the photo and the 
USC. 


