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(57) ABSTRACT 

A data communication apparatus, comprising: a first control 
unit for controlling a client trying to access in order to estab 
lish a session by a call control protocol, for data communica 
tion by a data communication protocol that is other than said 
call control protocol; an IP address acquiring unit for acquir 
ing an IP address of said client from the data of said call 
control protocol; and a second control unit for rejecting data 
communication from a client, which IP address is other than 
said acquired IP address, while and after said session is estab 
lished. 

20 Claims, 6 Drawing Sheets 
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1. 

DATA COMMUNICATION APPARATUS, DATA 
COMMUNICATION METHOD AND DATA 

COMMUNICATION PROCESSING 
PROGRAM 

This application claims priority under 35 U.S.C. S 119 to 
Japanese Unexamined Patent Application No. 2006-16272 
filed on Jan. 25, 2006, and the disclosure is hereby incorpo 
rated by reference in its entirety. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a data communication 

apparatus, which is applied to e.g. MFP (Multi Function 
Peripherals), a multifunctional digital copying machine, that 
is able to establishing a session with a client by a call control 
protocol and performing data communication by a data com 
munication protocol after the session is established, a data 
communication method, and a data communication process 
ing program stored on a computer readable medium to make 
a computer for a data communication apparatus execute data 
communication processing. 

2. Description of the Related Art 
The following description sets forth the inventor's knowl 

edge of related art and problems therein and should not be 
construed as an admission of knowledge in the prior art. 

For recent years, along with the popularization of Internet, 
technologies which enable access via the IP (Internet Proto 
col) network from a client such as a personal computer to a 
data communication apparatus Such as MFP, and transmis 
sion of data Such as image data, have become in widespread 
SC. 

As one of the conventional methods of the data communi 
cation via the IP network as mentioned above, an art is here 
tofore known already (for example, Japanese Unexamined 
Laid-open Patent Publication No. 2005-159588): establish 
ing a session by SIP (Session Initiation Protocol) that is a call 
control protocol, and transferring data by a data communica 
tion protocol other than the call control protocol after the 
session is established. 

Another art is also heretofore known already (Japanese 
Unexamined Laid-open Patent Publication No. 2005-86580): 
controlling to permit/reject data reception according to pre 
liminarily registered network addresses (an available network 
range) and IP addresses. 

However, the former heretofore known art mentioned 
above is not designed so that a client, which established a 
session by SIP can perform data communication preferen 
tially, thus, data may happen to be received also from other 
clients while and after the session is established by said client. 
In other words, data from a client, which already established 
a session, cannot be received efficiently. 

Besides, the latter heretofore known art mentioned above is 
not specially designed either for session establishment or for 
data communication, thus the clients other than those whose 
IP addresses are preliminarily registered don’t have a chance 
to transfer data at any time. Thus, it is so inconvenient that the 
art cannot be applied to a call control by SIP in its entirety. 
The description herein of advantages and disadvantages of 

various features, embodiments, methods, and apparatus dis 
closed in other publications is in no way intended to limit the 
present invention. Indeed, certain features of the invention 
may be capable of overcoming certain disadvantages, while 
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2 
still retaining some or all of the features, embodiments, meth 
ods, and apparatus disclosed therein. 

SUMMARY OF THE INVENTION 

The preferred embodiments of the present invention have 
been developed in view of the above-mentioned and/or other 
problems in the related art. The preferred embodiments of the 
present invention can significantly improve upon existing 
methods and/or apparatuses. 

It is an object of the present invention to provide a data 
communication apparatus, which is able to establish a session 
by a call control protocol and receiving data efficiently from 
the client, which established a session to communicate data 
by a data communication protocol that is other than a call 
control protocol. 

It is a further object of the present invention to provide a 
data communication method, wherein a session is established 
by a call control protocol and data can be received efficiently 
from the client, which established a session to communicate 
data by a data communication protocol that is other than a call 
control protocol. 

It is yet a further object of the present invention is to 
provide a data communication processing program Stored on 
a computer readable medium to make a computer for the data 
communication apparatus as mentioned above execute a data 
communication process. 
A first aspect of the present invention is a data communi 

cation apparatus, comprising: 
a first control unit for controlling a client trying to access in 

order to establish a session by a call control protocol, for 
data communication by a data communication protocol 
that is other than said call control protocol; 

an IP address acquiring unit for acquiring an IP address of 
said client from the data of said call control protocol; and 

a second control unit for rejecting data communication 
from a client, which IP address is other than said 
acquired IP address, while and after said session is estab 
lished. 

A second aspect of the present invention is a data commu 
nication method comprising the steps of 

controlling a client trying to access in order to establish a 
session by a call control protocol, for data communica 
tion by a data communication protocol that is other than 
said call control protocol; 

acquiring an IP address of said client from the data of said 
call control protocol; and 

rejecting data communication from a client, which IP 
address is other than said acquired IP address, while and 
after said session is established. 

A third aspect of the present invention is a data communi 
cation processing program stored on a computer readable 
medium to make a computer execute the steps of: 

controlling a client trying to access in order to establish a 
session by a call control protocol, for data communica 
tion by a data communication protocol that is other than 
said call control protocol; 

acquiring an IP address of said client from the data of said 
call control protocol; and 

rejecting data communication from a client, which IP 
address is other than said acquired IP address, while and 
after said session is established. 

Other objectives and features of the present invention will 
be explained in detail with reference to the following attached 
drawings. 
The above and/or other aspects, features and/or advantages 

of various embodiments will be further appreciated in view of 
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the following description in conjunction with the accompa 
nying figures. Various embodiments can include and/or 
exclude different aspects, features and/or advantages where 
applicable. In addition, various embodiments can combine 
one or more aspect or feature of other embodiments where 
applicable. The descriptions of aspects, features and/or 
advantages of particular embodiments should not be con 
Strued as limiting other embodiments or the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The preferred embodiments of the present invention are 
shown by way of example, and not limitation, in the accom 
panying figures, in which: 

FIG. 1 is a block diagram showing a structure of a data 
communication system, wherein MFP is used as a data com 
munication apparatus according to one embodiment of the 
present invention; 

FIG. 2 is a block diagram showing an electrical composi 
tion of MFP; 

FIG.3 is a view showing a communication sequence in the 
data communication system of FIG. 1; 

FIG. 4 is a flowchart showing a communication process in 
MFP; 

FIG. 5 is a view showing one example of an INVITE 
message of SIP: 

FIG. 6 is a view showing another example of an INVITE 
message of SIP; and 

FIG. 7 is a flowchart showing a communication control 
process executed in a communication protocol processing 
unit, for respective protocols. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the following paragraphs, some preferred embodiments 
of the invention will be described by way of example and not 
limitation. It should be understood based on this disclosure 
that various other modifications can be made by those in the 
art based on these illustrated embodiments. 

FIG. 1 is a block diagram showing a structure of a data 
communication system, wherein a data communication appa 
ratus is employed according to one embodiment of the present 
invention. 
As shown in FIG. 1, said data communication system com 

prises MFP 1 as a data communication apparatus, a plurality 
of (e.g., two) client 2 and 3 that perform data communication 
with MFP 1, and an SIP server 4. MFP 1, the client 2 and 3, 
and the SIP server 4 are connected via a network 5. 
The client 2 and 3 comprise a data communication appa 

ratus that is a terminal device Such as a personal computer, 
however, they may comprise other data communication appa 
ratus, such as MFP. 
The SIP server 4 serves as an intermediate to establish a 

session by SIP and is frequently employed in the data com 
munication system, however, the data communication system 
may be structured without said SIP server 4. 

Referring to FIG. 2, block diagram of an electrical compo 
sition of said MFP1 will be described. 
As shown in FIG.2, MFP1 comprises a system control unit 

11, a scanner unit 12, a printer unit 13, an operation panel unit 
14, a memory unit 15, a CPU20, and a network interface (I/F) 
unit 21. 

The system control unit 11 is for controlling entirety of the 
functions of MFP 1. 
The Scanner unit 12 is for generating electronic data (image 

data) by scanning images on a sheet. 
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4 
The printer unit 13 is for printing electronic data from the 

scanner unit 12, or data transmitted via the network 5. 
The operation panel unit 14 is for various operations and 

mode settings, and comprise a key operation unit and a liquid 
crystal display unit (even both are not shown in FIG. 1). 
The memory unit 15 is for storing various data including a 

program to be executed by the CPU20. 
The CPU20 comprises a communication control unit 22, a 

communication protocol processing unit 23 and an SIP com 
munication unit 24, not physically but functionally. 
The communication control unit 22 is for controlling 

entirety of the data communication functions according to an 
IP address of the client 2 (or 3) or a data communication 
protocol specified by the client 2 (or 3). And the communi 
cation control unit 22 functions as a second control unit for 
rejecting data communication from the client 2 (or 3) who 
tries to access and establish a session by SIP while or after the 
session is established. 
More specifically, status of session by SIP from a SIP 

communication unit 24, information (an IP address and a 
protocol) from the client 2 (or 3) and status of communication 
from a communication protocol processing unit 23 are 
respectively notified to said communication control unit 22. 
According to the notified information, the communication 
control unit 22 then shall set an IP address of the client 2 (or 
3) on the IP filter unit 30 of a communication protocol pro 
cessing unit 23, to permit data communication from the set IP 
address as well as reject data communication from those other 
than the set IP address, and it shall also cancel the setting. 
The communication protocol processing unit 23 not only 

executes a data communication process by a data communi 
cation protocol other than SIP, but also limits data communi 
cation from the client 2 (or 3) according to an instruction of 
the communication control unit 22. In the present embodi 
ment, the communication protocol processing unit 23 com 
prises an SMTP (Simple Mail Transfer Protocol) processing 
unit 31, an FTP (File Transfer Protocol) processing unit 32 
and an IPP (Internet Printing Protocol) processing unit 33 for 
data communication processing by each protocol, and an IP 
filter unit 30 for setting limitation of data communication 
from the client 2 (or 3) about each data communication pro 
tocol. 

Further, the SMTP processing unit 31, the FTP processing 
unit 32 and the IPP processing unit 33, are able to notify their 
own communication status to the communication control unit 
22. 
The SIP communication unit 24 is for protocol processing 

to establish a session by SIRIt functions as a first control unit 
for controlling a client, which tries to access and establish a 
session by SIP in order to establish said session. In addition, 
the SIP communication unit 24 also has a function to acquire 
an IP address of the client and a data communication protocol 
specified by the client for data communication, and then 
transmit the acquired information to the communication con 
trol unit 22 together with the status of session by SIP. 
The network I/F unit 21 has a function to acquire data from 

the network 5 or transmit data of MFP1 to the network 5, via 
hardware. 

Referring to FIG.3, a communication sequence in the data 
communication system in FIG. 1 will be described. 
As shown in FIG. 3, data communication from the client 3 

is temporarily rejected due to the client 2 establishing a ses 
sion with MFP 1 by SIR 
The client 2 adds protocol information to be used for data 

communication into an INVITE message of SIP and trans 
mits the message to the SIP server 4 (1 in FIG. 3), and then 
the SIP server 4 forwards the INVITE message to MFP 1 (2 
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in FIG. 3). Subsequentially, the SIP server 4 returns to the 
client 2, a Trying message indicating that the message is now 
being forwarded to MFP 1 (3 in FIG. 3). 

After the INVITE message is received by MFP 1, the SIP 
communication unit 24 acquires information of the IP address 
of the client 2 and the protocol for data communication, and 
the IP filter unit 30 of the communication protocol processing 
unit 23 sets the IP address of the client 2 according to an 
instruction of the communication control unit 22, in order to 
permit data communication by the acquired protocol from the 
client 2. 

Furthermore, the MFP1 returns to the SIP server 4a Ring 
ing message indicating a session is now being prepared (4 in 
FIG. 3), and the SIP server 4 forwards the message to the 
client 2 (5 in FIG. 3). 

From the point of time until the once established session by 
SIP is canceled, MFP1 will reject data communication from 
the client 3, whose IP address is other than that of the client 2. 
However, in the embodiment where the data communication 
from the client 3 is rejected, the communication protocol of 
the client 3 is limited to the same of the client 2, and the data 
communication is not rejected if the data communication 
protocols are different. For example, if the client 2 tries to 
establish a session by SMTP data communication only by 
SMTP is rejected while data communication by other proto 
cols such as FTP and IPP is permitted. Thus, the method 
would solve such an inconvenience, that data communication 
by a certain data communication protocol from the client 2 is 
interrupted by data communication by the same protocol 
from the client 3. 

Meanwhile, in FIG.3, the client 3 is trying to perform data 
communication and the mark X indicates it is rejected. 
Upon completion of preparations for data communication, 

MFP1 returns an OK message to the SIP server 4 (6 in FIG. 
3) and the SIP server 4 forwards the OK message to the client 
2 (7 in FIG. 3). 
Upon receiving this message, the client 2 transmits an ACK 

message to the SIP server 4 (8 in FIG.3) and the SIP server 
4 forwards the ACK message to MFP 1 (9 in FIG.3). Thus, 
a session by SIP is successfully established. 
Now the client 2 performs data communication directly 

with MFP1 by the protocol specified in the INVITE message. 
Upon completion of the data communication, the client 2 

transmits a BYE message requesting cancellation of the ses 
sion by SIP (10 in FIG. 3) and the SIP server 4 forwards the 
BYE message to MFP 1 (L11 in FIG. 3). Then MFP 1 
executes a process to cancel the session by SIP, and transmits 
an OK message after the process is completed (12 in FIG. 
3). 

Meanwhile, the communication control unit 22 in MFP 1 
executes a process to cancel the limitation of IP address that 
is set on the IP filter unit 30 of the communication protocol 
processing unit 23. Thus, free data communication is enabled 
without limitation of client. In FIG. 3, mark o indicates that 
data communication from the client 3 is now permitted. 
As understood with reference to the sequence explained 

above, data can be received efficiently from the client 2 who 
tries to access and establish a session by SIP, without inter 
ruption by data communication from the client 3. 

Besides, when the once established session by SIP, a call 
control protocol, is canceled, then the limitation of data com 
munication from the client 3 is also canceled at the same time, 
data can be received from any client. Thus, this method would 
not cause such an inconvenience that limitation of data com 
munication from the client 3 is continued longer than neces 
Sary. 
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6 
In the following, a communication process executed by 

said MFP 1 will be explained with reference to a flowchart 
shown in FIG. 4. The process is executed by CPU20 accord 
ing to a program recorded in the memory 15. 

First, in Step S101 of FIG. 4, CPU20 determines whether 
or not the client 2 already started access for establishing a 
session by SIR 
More particularly, it is determined whether or not an 

INVITE message of SIP is transmitted from the client 2. 
If the client 2 not yet started access for establishing a 

session by SIP (NO in Step S101), then in step S109, CPU20 
performs data communication with all the clients 2 and 3 
without limitation of IP address. 

If the client 2 already started access for establishing a 
session by SIP (YES in Step S101), then in Step S102, an IP 
address of the client 2 is acquired from said INVITE message, 
and then in Step 103, a data communication protocol speci 
fied by the client 2 is acquired. 

Subsequently in Step S104, in order to permit data com 
munication by said acquired protocol only from the client 2, 
the IP address of the client 2 is set on the IP filter unit 30 about 
said acquired protocol. 

In Step S105, it is determined whether or not there exists 
the client 3 who is performing data communication without 
establishing a session by SIP, and if there does not exist (NO 
in Step S105), the process proceeds to Step S106. If there does 
exist, (YES in step S105), the process waits in Step S105 until 
the data communication is completed, and if the communi 
cation is completed, then the process proceeds to Step S106. 
When the process waits in Step S105, MFP 1 shall transmit 

a Ringing message, not an OK message as shown in FIG.3, to 
the client 2 who is trying to establish a session, to notify MFP 
1 is waiting for completion of data communication from the 
client 3. 

In Step S106, MFP1 receives data by a specified protocol 
from the client 2 who established a session by SIP, and then 
the received data is processed through the SMTP processing 
unit 31, the FTP processing unit 32 and the IPP processing 
unit 33 that are located inside of the communication protocol 
processing unit 23. Meanwhile, data reception from those 
other than the set IP address on the IP filter unit 30 is rejected. 
At the same time, a warning message, saying that data com 
munication by the specified protocol with other clients is not 
permitted, may be displayed on the operation panel unit 14 of 
MFP 1, 

In Step S107, it is determined whether or not the session 
that the client 2 established by SIP is already canceled. If the 
session is not yet canceled (NO in Step S107), then the pro 
cess waits in Step S107 until it is canceled. If the session is 
already canceled (YES in Step S107), the process proceeds to 
Step S108, in which the IP address set on the IP filter 30 about 
the specified protocol is canceled. And then the process ter 
minates. 

Hence, the MFP1 returns to the state in which data com 
munication is enabled with all the clients 2 and 3. Besides, a 
particular address for example 255.255.255.255 or flags 
may be set on the IP filter unit 30 in order to enable data 
communication with all the clients 2 and 3. 

In addition, FIG. 4 shows a configuration in which data 
communication from those other than the client 2 that estab 
lished a session by SIP is rejected. However, the configuration 
may be also designed so that data reception by a protocol 
specified in an INVITE message from all clients even includ 
ing the client 2 who established a session by SIP is rejected. 
The configuration as introduced right above is useful for a 

case in which data communication by one protocol is 
increased and this causes an interference with data commu 
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nication by other protocols, because the data communication 
by the former protocol can be temporarily Suspended. 
More in particular, in order to reject data reception by the 

protocol specified in an INVITE message from all clients 
including the client 2, the address such as 0.0.0.0 should be 
set on the IP filter unit 30 for negation of every IP address 
about the specified protocol in the protocol processing by the 
communication protocol processing unit 30. Besides, flags 
may be set to accomplish the same goal. 

FIG. 5 shows an example of an INVITE message, one of 
the SIP messages. 

The example of an INVITE message sown in FIG. 5 is 
originated at URL of Client2(aSapporo.com and transmit 
ted from a client, which IP address of 192.168.25.51, to 
MPF 1, a destination at URL of device(akonicaminolta.jp. 

Regarding the INVITE message, an IP address of the client 
is provided in o=-1 1 INIP4 192.168.25.51 and c=INIP4 
192.168.25.51, and a protocol for data communication is 
specified in m-data 10001 tep ftp. Here, FTP is specified for 
data communication. 

According to the embodiment, if MFP1 receives the SIP 
message shown in FIG. 5, the IP address 192.168.25.51 is 
set on the IP filter unit 30 to reject data communication by 
FTP from those other than said set IP address. 
As previously mentioned, in order to reject data commu 

nication by one protocol specified in an INVITE message 
from all clients including the client 2 who established a ses 
sion by SIP reject should be added right after m=data 
10001 tep ftp in the INVITE message shown in FIG. 5, to 
define that data communication from all clients including the 
client 2 is rejected. 

In the examples introduced above, the client 2 trying to 
establish a session by SIP is the only one client from which 
data communication by the specified data communication 
protocol is permitted. However, the configuration may be 
designed so that the client 2 that established a session by SIP 
can perform data communication by a specified data protocol 
from the client 3 as well as the client 2 itself. In the case, the 
MFP 1 can perform data communication from plurality of 
clients simply by the client 2s session establishment by SIP. 

FIG. 6 shows an example of an INVITE message from the 
client 2 trying to establish a session by SIP in order to permit 
data communication from the client 3 as well as the client 2 
itself. 

In FIG. 6, a difference with that shown in FIG. 5 is the part 
of c=INIP4 IP4 192.168.25.51 IN IP4 192.168.2.121. 

In the example, the INVITE message is to request MFP1 to 
permit data communication from the client 3, whose IP 
address is 192.168.2.121, as well as data communication 
from the client 2, who tries to establish a session by SIP and 
whose IP address is 192.168.25.51. 
Upon receiving the request, MFP 1 sets the both IP 

addresses on the IP filter unit 30 about the specified data 
communication protocol. 

Meanwhile, data communication from three or more cli 
ents may be permitted due to the client 2 establishing a ses 
sion by SIP not limited to the only two clients. 

In the following, a communication control process 
executed in the communication protocol processing unit 23 
about each data communication protocol will be explained 
with reference to the flowchart in FIG. 7. The process is also 
executed by CPU20 according to a program recorded in the 
memory unit 15. 

In Step S201 of FIG. 7, it is determined whether of not the 
communication is performed by SMTP. If the communication 
is not performed by SMTP (NO in Step S201), the process 
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8 
proceeds to Step S206. If the communication is performed by 
SMTP (YES in step S201), the process proceeds to StepS202. 

In Step S202, it is determined whether or not 
255.255.255.255 (affirmation of every IP address, without 
limitation) is set on the IP filter unit 30 about SMTP. If 
255.255.255.255 is set on the IP filter unit 30 about SMTP 
(YES in step S202), then the process proceeds through Step 
S205 where the communication is processed by SMTP in the 
SMTP processing unit 31, and then to Step S206. If 
255.255.255.255 is not set on the IP filter unit 30 about 
SMTP (NO in step S202), the process proceeds to Step S203. 

In Step S203, it is determined whether or not 0.0.0.0 
(negation of every IP address) is set on the IP filter unit 30 
about SMTP. If 0.0.0.0 is set on the IP filter unit 30 about 
SMTP (YES in step S203), the process proceeds to StepS206. 
If 0.0.0.0 is not set on the IP filter unit 30 about SMTP (NO 
in step S203), the process proceeds to Step S204. 

In Step S204, it is determined whether or not the IP address 
set on the IP filter unit 30 about SMTP coincides with that of 
the originator, the client 2. If the IP address set on the IP filter 
unit 30 does not coincide with that of the client 2 (NO in step 
S204), the process proceeds to Step S206. If the IP address set 
on the IP filter unit 30 coincides with that of the client 2 (YES 
in Step S204), then the process proceeds through Step S205 
where the communication is processed by SMTP in the 
SMTP processing unit 31, and then to Step S206. 

In Step S206, it is determined whether or not the commu 
nication is performed by FTR. If the communication is not 
performed by FTP (NO in step S206), the process proceeds to 
step S211. If the communication is performed by FTP (YES 
in step S206), the process proceeds to step S207. 

In Step S207, it is determined whether or not 
255.255.255.255 (affirmation of every IP address) is set on 
the IP filter unit 30 about FTR. If 255.255.255.255° is set on 
the IP filter unit 30 about FTP (YES in step S207), then the 
process proceeds through Step S210 where the communica 
tion is processed by FTP in the FTP processing unit 32, and 
then to Step S211. If 255.255.255.255 is not set on the IP 
filter unit 30 about FTP (NO in step S207), the process pro 
ceeds to Step S208. 

In Step S208, it is determined whether or not 0.0.0.0 
(negation of every IP address) is set on the IP filter unit 30 
about FTP. If 0.0.0.0 is set on the IP filter unit 30 about FTP 
(YES in step S208), the process proceeds to Step S211. If 
0.0.0.0 is not set on the IP filter unit 30 about FTP (NO in 
step S208), the process proceeds to Step S209. 

In Step S209, it is determined whether or not the IP address 
set on the IP filter unit 30 about FTP coincides with that of the 
originator, the client 2. If the IP address set on the IP filter unit 
30 does not coincide with that of the client 2 (NO in step 
S209), the process proceeds to step S211. If the IP address set 
on the IP filter unit 30 coincides with that of the client 2 (YES 
in step S209), the process proceeds through Step S210 where 
the communication is processed by FTP in the FTP process 
ing unit 32, and then to Step S211. 

In Step S211, it is determined whether or not the commu 
nication is performed by IPP. If the communication is not 
performed by IPP (NO in step S211), the process is directly 
terminated. If the communication is performed by IPP (YES 
in step S211), the process proceeds to step S212. 

In Step S212, it is determined whether or not 
255.255.255.255 (affirmation of every IP address) is set on 
the IP filter unit 30 about IPP. If 255.255.255.255° is set on 
the IP filter unit 30 about IPP (YES in step S202), then in step 
S215 the communication is processed by IPP in the IPP 
processing unit 33, and then the process is directly termi 
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nated. If 255.255.255.255 is not set on the IP filter unit 30 
about IPP (NO in step S212), the process proceeds to Step 
S213. 

In Step S213, it is determined whether or not 0.0.0.0 
(negation of every IP address) is set on the IP filter unit 30 
about IPP. If 0.0.0.0 is set on the IP filter unit 30 about IPP 
(YES in Step S213), the process is directly terminated. If 
0.0.0.0 is not set on the IP filter unit 30 about IPP (NO in 
Step S213), the process proceeds to Step S214. 

In Step S214, it is determined whether or not the IP address 
set on the IP filter unit 30 about IPP coincides with that of the 
originator, the client 2. If the IP address set on the IP filter unit 
30 does not coincide with that of the client 2 (NO in step 
S214), the process is directly terminated. If the IP address set 
on the IP filter unit 30 coincides with that of the client 2 (YES 
in step S214), then in Step S215 the communication is pro 
cessed by IPP in the IPP processing unit 33, and then the 
process is directly terminated. 

According to the embodiment as explained above, the con 
figuration is designed so that data communication from other 
clients can be rejected by specifying a data communication 
protocol. Thus, even if the client 2 established a session by 
SIP in which FTP is specified for example, to reject data 
communication from the client 3, the MFP1 can perform data 
communication by other protocols, such as SMTP, with all 
clients including the client 3 as well as the client 2. However, 
for the sake of simplification, the configuration may be also 
designed so that data communication by all data communi 
cation protocols can be permitted for specified clients includ 
ing the client 2 itself, without specifying a data communica 
tion protocol. In addition, in a case where an IP address of 
transfer destination is acquired by establishing a session and 
data transmission to the acquired IP address is performed by 
SMTP, image data from other apparatus to the IP address is 
not received while the call control by SIP is performed. Thus, 
a transmission error with IP facsimile data sent to the IP 
address by SMTP can be prevented. 

In addition, SIP is used as a call control protocol in the 
present embodiment described above, however, the call con 
trol protocol is not necessarily limited to SIR For example, 
“H.323 to which a call control protocol used for a public 
telephone network is applied for an IP network, and other call 
control protocols may be used. 

While the present invention may be embodied in many 
different forms, a number of illustrative embodiments are 
described herein with the understanding that the present dis 
closure is to be considered as providing examples of the 
principles of the invention and Such examples are not 
intended to limit the invention to preferred embodiments 
described herein and/or illustrated herein. 

While illustrative embodiments of the invention have been 
described herein, the present invention is not limited to the 
various preferred embodiments described herein, but 
includes any and all embodiments having equivalent ele 
ments, modifications, omissions, combinations (e.g., of 
aspects across various embodiments), adaptations and/or 
alterations as would be appreciated by those in the art based 
on the present disclosure. The limitations in the claims are to 
be interpreted broadly based on the language employed in the 
claims and not limited to examples described in the present 
specification or during the prosecution of the application, 
which examples are to be construed as non-exclusive. For 
example, in the present disclosure, the term “preferably” is 
non-exclusive and means “preferably, but not limited to.” In 
this disclosure and during the prosecution of this application, 
means-plus-function or step-plus-function limitations will 
only be employed where for a specific claim limitation all of 
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10 
the following conditions are present in that limitation: a) 
“means for or “step for is expressly recited; b) a corre 
sponding function is expressly recited; and c) structure, mate 
rial or acts that Support that structure are not recited. In this 
disclosure and during the prosecution of this application, the 
terminology “present invention” or “invention” may be used 
as a reference to one or more aspect within the present dis 
closure. The language present invention or invention should 
not be improperly interpreted as an identification of critical 
ity, should not be improperly interpreted as applying across 
all aspects or embodiments (i.e., it should be understood that 
the present invention has a number of aspects and embodi 
ments), and should not be improperly interpreted as limiting 
the scope of the application or claims. In this disclosure and 
during the prosecution of this application, the terminology 
"embodiment can be used to describe any aspect, feature, 
process or step, any combination thereof, and/or any portion 
thereof, etc. In some examples, various embodiments may 
include overlapping features. In this disclosure and during the 
prosecution of this case, the following abbreviated terminol 
ogy may be employed: “e.g. which means “for example: 
and “NB' which means “note well. 
What is claimed is: 
1. A data communication apparatus, comprising: 
a first control unit for receiving an initial request message 

from a first client to establish a first session by a call 
control protocol, for data communication from the first 
client by a data communication protocol that is other 
than said call control protocol; an IP address acquiring 
unit for acquiring an IP address of said first client from 
the initial request message; and a second control unit for 
rejecting additional data communication from a second 
client, having an IP address other than said acquired IP 
address, on the condition that the additional data com 
munication from the second client uses the same data 
communication protocol used by the first client, during 
the time period from when the initial request message is 
received until the conclusion of the first session, 
whereby additional data communication from the sec 
ond client that uses a different data communication con 
trol protocol than the first client is not rejected during 
said time period. 

2. The data communication apparatus as recited in claim 1, 
wherein said second control unit cancels the rejection of 
additional data communication from the second client, after 
the first session by said call control protocol is canceled. 

3. The data communication apparatus as recited in claim 1, 
wherein the second control unit permits additional data com 
munication by any data communication protocol other than 
the data communication protocol that is to be used by the first 
client, when the second client tries to establish a second 
session by a call control protocol as a result of said first 
session trying to be established and being pending. 

4. The data communication apparatus as recited in claim3, 
wherein said second control unit rejects additional data com 
munication by the data communication protocol that is to be 
used by the first client, when any client, including the first 
client, tries to establish a second session by a call control 
protocol. 

5. The data communication apparatus as recited in claim3, 
wherein information about the data communication protocol 
that is to be used by the first client, which tries to establish the 
first session by a call control protocol, is acquired from the 
data of said call control protocol. 

6. The data communication apparatus as recited in claim 1, 
wherein said IP address acquiring unit acquires IP addresses 
of a plurality of clients from the data of said call control 
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protocol, and said second control unit permits data commu 
nication from said acquired IP addresses of a plurality of 
clients. 

7. A data communication method comprising the steps of: 
receiving an initial request message from a first client to 

establish a first session by a call control protocol, for 
data communication from the first client by a data com 
munication protocol that is other than said call control 
protocol; acquiring an IP address of said first client from 
the initial request message; rejecting, additional data 
communication from a second client, having an IP 
address other than said acquired IP address, on the con 
dition that the additional data communication from the 
Second client uses to the same data communication pro 
tocol used by the first client, during the time period from 
when the initial request message is received until the 
conclusion of the first session, whereby additional data 
communication from the second client that uses a dif 
ferent data communication control protocol than the first 
client is not rejected during said time period. 

8. The data communication method as recited in claim 7, 
wherein the rejection of additional data communication from 
the second client is canceled after the first session by said call 
control protocol is canceled. 

9. The data communication method as recited in claim 7, 
further comprising permitting additional data communica 
tion by any data communication protocol other than the data 
communication protocol that is to be used by the first client, 
when the second client tries to establish a second session by a 
call control protocol, as a result of said first session trying to 
be established and being pending. 

10. The data communication method as recited in claim 9, 
wherein additional data communication by the data commu 
nication protocol that is to be used by the first client, when any 
client including the first client tries to establish a second 
session by a call control protocol, is rejected while said first 
Session is trying to be established and is pending. 

11. The data communication method as recited in claim 9, 
wherein information about the data communication protocol 
that is to be used by the first client, which tries to establish the 
first session by a call control protocol is acquired from the 
data of said call control protocol data. 

12. The data communication method as recited in claim 7, 
comprising the steps of: 

acquiring, from data of said call control protocol, each of IP 
addresses of a plurality of clients; and 

permitting, during establishing and after establishment of 
said first session, data communication for a plurality of 
clients whose IP address is acquired. 

13. A non-transitory computer readable medium storing a 
data communication processing program causing a computer 
to execute the steps of receiving an initial request message 
from a first client to establish a first session by a call control 
protocol, for data communication from the first client by a 
data communication protocol that is other than said call con 
trol protocol; acquiring an IP address of said first client from 
the initial request message; and rejecting, additional data 
communication from a second client, having an IP address 
other than said acquired IP address, on the condition that the 
additional data communication from the second client uses 
the same data communication protocol used by the first client, 
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during the time period from when the initial request message 
is received until the conclusion of the first session, whereby 
additional data communication from the second client that 
uses a different data communication control protocol than the 
first client is not rejected during said time period. 

14. The non-transitory computer readable medium as 
recited in claim 13, wherein the data communication process 
ing program further causes a computer execute a step for 
cancelling the rejection of additional data communication 
from the second client, after the first session by said call 
control protocol is canceled. 

15. The non-transitory computer readable medium as 
recited in claim 13, wherein the data communication process 
ing program further causes a computer execute a step for 
permitting additional data communication by any data com 
munication protocol other than the data communication pro 
tocol that is to be used by the first client, when the second 
client tries to establish a second session by a call control 
protocol, as a result of said first session trying to be estab 
lished and being pending. 

16. The non-transitory computer readable medium as 
recited in claim 15, wherein the data communication process 
ing program further causes a computer execute a step for 
rejecting additional data communication by the data commu 
nication protocol that is to be used by the first client, when any 
client, including the first client, tries to establish a second 
session by a call control protocol. 

17. The non-transitory computer readable medium as 
recited in claim 15, wherein the data communication process 
ing program further causes a computer execute a step for 
acquiring information of the data communication protocol 
that is to be used by the first client, which tries to establish the 
first session by a call control protocol, from the data of said 
call control protocol. 

18. The non-transitory computer readable medium as 
recited in claim 13, wherein the data communication process 
ing program further causes a computer execute a step for 
acquiring IP addresses of a plurality of clients from the data of 
said call control protocol, and permitting data communica 
tion from the acquired IP addresses of a plurality of clients 
while said first session is trying to be established and is 
pending. 

19. The data communication apparatus as recited in claim 
1, wherein: 

the first session is established between the data communi 
cation apparatus and the first client such that the second 
control unit of the data communication apparatus rejects 
the additional data communication from the second cli 
ent, different from the first client, based on the estab 
lished first session with the first client. 

20. The data communication apparatus as recited in claim 
1, wherein the data communication apparatus determines 
whether a specified message has been received, as a determi 
nation result, such that the data communication apparatus 
selectively operates between: (1) a first mode in which the 
data communication apparatus rejects the additional data 
communication from the second client; and (2) a second 
mode in which the data communication apparatus does not 
reject the additional data communication from the second 
client based on the determination result. 
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