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AA Data processor

BB Trusted kernel exception vector table
CC Kernel switching command exception entry
DD Trusted interruption processing entry
EE Trusted kernel stack pointer register

| R 8E ny |

FF Trusted site of trusted stack space
GG Program status register

HH Program pointer

Il Universal register

(57) Abstract: Provided in the present invention is a trusted kernel-based attack-prevention data processor, comprising: a trusted kernel
exception vector table, which is used to provide a processing entry for kernel switching; a trusted kernel stack pointer register, which
is used to store a trusted kernel stack pointer that points to a trusted kernel stack space; and a trusted site within the trusted kernel stack
space, wherein the trusted site comprises a program status register that is used to store an initial kernel flag bit of kernel switching, as
well as a program pointer and a universal register; when the data processor executes kernel switching from a non-trusted kernel to a
trusted kernel, said trusted kernel is addressed to the processing entry of said kernel switching, and switching is executed. The present
invention is able to provide an underlying software protection mechanism for a switching entry of a trusted kernel, so that switching

between a trusted kernel and a non-trusted kernel is more secure.
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