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(57) Abstract: Example implementations relate to data chunk storage. For example, an implementation includes an apparatus that in-
cludes a processor. The processor is to receive a first data chunk from a source device and to generate a first fingerprint of the first
data chunk. In response to a determination that the first fingerprint matches a second fingerprint of a second data chunk, the pro -
cessor is to select a storage pool from a plurality of storage pools at a storage device to store the first data chunk based on the first
data chunk and based on the second data chunk. The plurality of storage pools includes a first storage pool associated with first par -
ticular data chunks with non-colliding fingerprints and a second storage pool associated with second particular data chunks with col -
liding fingerprints.
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STORAGE OF A DATA CHUNK WITH A COLLIDING FINGERPRINT

BACKGROUND
{6001} Data dedupiication is a technigue used {o increases storage capacity
of a storage device. By using data deduplication, a redundant copy of a
unique data chunk is identified and removed from the storage device. Thus, a

single copy of the unique data chunk is stored in the storage device,

BRIEF DESCRIPTION OF THE DRAWINGS

{6002} Some sxamples of the present application are described with
respect {o the following figures:

{8603} FIG. 1 is 3 block diagram of a slorage device o store a dafa chunk
with a colliding fingerprint, according {0 an example;

[B004] FIG. 2 is a is a block diagram of a storage device {o store a data
chunk with a colliding fingerprint, according to an example;

16005) FIG. 3 is a flowchart ilfustrating a method of storing a data chunk
with a colliding fingerprint, according fo an example; and

{8006} FiG. 4 is 3 flowchart illustrating a method of storing a data chunk

with a colliding fingerprint, according {0 an example,

DETAILED DESCRIPTION

18007} As described above, data deduplication is a technique used to
increase storage capacity of a storage device. To determine whether a data
chunk is a redundant copy of an existing stored data chunk, a fingerprint of
the data chunk is generated. The fingerprint may be a cyclic redundancy
check (CRC) of the data chunk or a hash key of the data chunk. When the
fingerprint matches another fingerprint, the match may indicate that the data
chunk is a redundant copy. Thus, the storage device removes the daia

chunk,

{86038} However, the match may indicate a fingerprint collision rather than

an indication of a redundant copy. A fingerprint coliision ocours when two
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data chunks with different content generate identical fingerprints. Thus, the
fingerprint of the data chunk may be a colliding fingerprint. A likelihood of a
fingerprint collision is dependent on the fingerprint size. The larger the
fingerprint size, the lower the likelthood. Thus, an accuracy of a data
deduplication process is reduced when depending solely on fingerprint

matching.

{B009] Examples described herein provide a storage device 1o store a data
chunk with a colliding fingerprint. For example, a storage device may receive
a first data chunk from a source device. The siorage device may generate a
first fingerprint of the first data chunk. The storage device may compare the
first fingerprint (0 & second fingerprint of a second data chunk stored in the
storage device. In response (o g determination that the first fingerprint
matches the second fingerprini, the storage device may select a storage pool
from a plurality of storage pools associaled with the storage device to store
the first data chunk based on the first daia chunk and based on the second
data chunk. The plurality of storage pools includes g first sforage pool
associated with first particular data chunks with non-colliding fingerprints and
a second storage pool associaled with second particuiar data chunks with
colliding fingerprints. in this manner, examples described herein may

increase an accuracy of a data deduplication process.

{6018} Referring now to the figures, FIG. 1 is a block diagram of a slorage
device 100 to store a data chunk with a colliding fingerprint, according {o an
example. As used herein, a colliding fingerprint may be a fingerprint
generated from a data chunk that matches another fingerprint generated from
a different data chunk {i.e., the two dala chunks have different content).
Storage device 100, for example, may be a siorage system that performs daia
deduplication on stored daia, a slorage array, a hard disk drive, a solid siate
drive, or any slectronic device suitable to slore data.

16011} Storage device 100 may include a controiler 102, a first storage
pool 104, a second storage pool 106, and a fingerprint database 108,
Controller 102 may be, for example, a central processing unit {CPU), a
sarmiconduclor-based microprocessor, and/or other hardwars devices suiiable

for retrieval and execution of instructions stored in a computer-readable
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storage medium (not shown) of storage device 100. Controller 102 may feich,
decode, and exscute instructions o control g process of storing a data chunk
with a colliding fingerprint to a storage pool, such as first storage pool 104, As
an altermnative or in addition {o retrieving and executing instructions, coniroller
102 may include at least one electronic circuit that includes electronic
components for performing the functionality of the instructions.

16012} First storage pool 104 may include, for example, one or moreg
storage devices, one or more logical storage volumes, etc. First storage pool
104 may store data chunks with non-colliding fingerprints. As used herein, a
non-coliiding fingerprint may be a fingerprint that has no matching fingerprints
stored in fingerprint database 108. Second storage pool 1086 may be similar
to first storage pool 104, Second storage pool 106 may store data chunk with
colliding fingerprints. Fingerprint dalabase 108 may be a database thal siores
fingerprints of data chunks stored in storage device 100 or associated with
storage device 100.

{6813} During operation, a source device 110 may transfer a data chunk
112 o storage device 100 for storage. Source device 110 may be a
computing device, such as a tablet computer, a laplop computer, a deskiop
computer, a smart phone, etc. In response {0 receiving data chunk 112,
controller 102 may perform a data deduplication operation to determine how
data chunk 112 is fo be stored. Coniroller 102 may generats a fingerprint 114
of data chunk 112, Coniroller 102 may compare fingerprint 114 o at least
one fingerprint stored in fingerprint database 108, When fingerprint 114 does
not match any fingerprint in fingerprint database 108, controlier 102 may
determine that fingerprint 114 is a non-colliding fingerprint.

{6G14} Thus, controlier 102 may determine that data chunk 112 is a
unique data chunk and is not a redundant copy of an existing data chunk
already stored in storage device 100. Confroller 102 may siore data chunk
112 in first storage pool 104. Controlier 102 may also store fingerprint 114 fo
fingerprint database 108 for comparison with subsequently generated
fingerprints.,

16015) Whaen fingerprint 114 maiches a particular fingerprint in fingerprint
database 108, coniroller 102 may compare data chunk 112 to & particular

data chunk having the particular fingerprint from first storage pool 104 and/or
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second storage pool 106. For exampie, controller 102 may compare dala
chunk to the particular data chunk via a byle by byle comparison. When data
chunk 112 maiches the particular dala chunk, coniroller 102 may defermine
that data chunk 112 is a redundant copy of the particular data chunk. Thus,
controlier 102 may store a reference or a pointer to the particular data chunk
in the storage pool where the particular data chunk is slored. Controller 102
may also discard fingerprint 114.

jB316] When data chunk 112 mismatches the particular data chunk,
controller 102 may delermine that data chunk 112 is a unique data chunk that
is not currently stored in storage device 100, Controller 102 may determine
that fingerprint 114 is a colliding fingerprint. Controlier 102 may store data
chunk 112 in second storage pool 106, In some examples, controlier 102
may discard fingerprint 114 after comparing data chunk 112 {o the particular
data chunk and associate the particular fingerprint to data chunk 112, Thus,
by utilizing separale storage pools, one for data chunks with non-colliding
fingerprints and one for data chunks with colliding fingerprints, a8 unique dala
chunk with a colliding fingerprint may be efficiently handled by storage device
100.

i in some examples, a data chunk may be stored 1o a location in first
storage pool 104 based on a three level page tabie translation of a fingerprint
of the data chunk. A data chunk may be stored 1o a location in second
storage pool 106 based on a three level page table translation of an offset of
the data chunk. Thus, the same data chunk storage and retrieval mechanism
may be used for storage pools 104 and 106.

16018] FIG. 2 is a block diagram of a sforage device 200 {o store a data
chunk with a colliding fingerprint, according to an example. Storage device
200 may be similar {0 storage device 100 of FIG. 1. Slorage device 200 may
include a controlier 202 and a computer-readable storage medium 204.
Controller 202 may be similar to controller 102. Controller 202 may fetch,
decode, and executs instructions 206-214 to control a process of storing a
data chunk with a colliding fingerprint 1o a slorage pool, such as first storage
poot 104,

{8019 Computer-readable storage medium 204 may be any slectronic,

magnetic, optical, or other physical storage device that contains or stores
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executable instructions. Thus, computer-readable storage medium 204 may
be, for example, Random Access Memory {(RAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM]), an oplical disg, ste. In some
examples, computer-readable storage medium 204 may be a non-transitory
storage medium, where the term “non-transitory” does not encompass
transitory propagating signals. As described in delail below, compuier-
readable storage medium 204 may be encoded with a series of processor
executable instructions 206-214 to store a data chunk with a colliding
fingerprint in storage device 200.

16028] Data chunk reception instructions 2086 may receive a data chunk
from a source device for storage, such as data chunk 112 of FIG. 1.
Fingerprint generation instructions 208 may generale a fingerprint based on
the data chunk, such as fingerprint 114, Fingerprint comparison insiructions
210 may compare the fingerprint to other fingerprints siored in storage device
200.

021} When the fingerprint matches another fingerprint in storage device
200, data chunk comparison instructions 212 may compare the data chunk o
another data chunk that is used to generate the malching fingerprint. When
the data chunk matches the other data chunk, data chunk storing instructions
214 may store a referencs or a poinler o the other data chunk in a first
storage pool associated with data chunks with non-colliding fingerprints, such
as first storage peol 104. When the data chunk mismaiches the other data
chunk, data chunk storing instructions 214 may store the data chunk in a
second storage pool separate from the first storage pool, such as second
storage pool 108. The second storage pool may be associated with data
chunks with colliding fingerprints. When the fingerprint mismalches the
fingerprints in storage device 200, dala chunk storing instruciions 214 may
store the data chunk in the second storage pool.

6022} FIG. 3 is a flowchart illusirating a method 300 of storing a data
chunk with a colliding fingerprint, according o an example. Method 300 may
be implemented using storage device 100 of FIG. 1 and/or slorage device 200
of FIG. 2. Method 300 includes receiving, at a storage device, a first data
chunk from a source device, at 302. For example, referring to FIG. 1, storage

device 100 may receive data chunk 112 from source device 110,
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{6023} Method 300 also includes generating a first fingerprint of the first
data chunk, at 304, For example, referring to FIG. 1, controlier 102 may
generate fingerprint 114 based on data chunk 112, Method 300 further
includes comparing the first fingerprint to a second fingerprini of a second
data chunk, at 306. For example, referring to FIG. 1, controlier 102 may
compare fingerprint 114 1o al least one fingerprint stored in fingerprint
database 108.

[3024] Method 300 further includes, when the first fingerprint maiches the
second fingerprint, selecting a storage pool from a plurality of storage poois
associated with the storage device o store the first data chunk based on a
comparison between the first data chunk and the second data chunk, where
the plurality of storage pools includes a first storage pool associaled with first
particular data chunks with non-colliding fingerprints and a second slorage
pool associated with second particular data particular data chunks with
colliding fingerprinis, at 308. For example, referring to FIG. 1, when
fingerprint 114 malches g fingerprint from fingerprint database 108, controlier
102 may compare data chunk 112 {0 a data chunk used to generale the
matching fingerprint. Controller 102 may store data chunk 112 in first slorage
poot 104 when data chunk 112 maiches the dala chunk. Controller 102 may
store data chunk in second storags pool 106 when dala chunk 112

mismaiches the data chunk.

[3025] Method 300 further includes, when the first fingerprint mismaiches
the second fingerprint, storing the first data chunk in the first storage pool, at
310. For example, referring to FIG. 1, controller 102 may store data chunk to
first storage pool 104 when fingerprint 114 does not match any fingerprint in

fingerprint database 108,

{8826} FIG. 4 is a flowchart illustrating a method 400 of sloring a dala
chunk with a colliding fingerprint, according to an example. Method 400 may
be implemented using storage device 100 of FIG. 1 and/or siorage device 200
of FIG. 2. Method 400 includes receiving data chunk, at 402, Forexample,
referring to FIG. 1, storage device 100 may receive data chunk 112 from

source device 110.



WO 2016/048331 PCT/US2014/057507

{8827} Method 400 also includes generating a fingerprint, at 404, For
example, referring fo FIG. 1, controlier 102 may generate fingerprint 114
based on data chunk 112. Method 400 further includes comparing the
fingerprint to one or more fingerprinis in a siorage device, at 408. For
example, referring to FIG. 1, controlier 102 may compare fingerprint 114 to at

least one fingerprint stored in fingerprint dalabase 108.

[B028] When the fingerprint does not maich any of the fingerprints, method
400 further includes storing the data chunk to a non-coiliding fingerprint
storage pool. For example, referring {o FIG. 1, controlier 102 may siore data
chunk to storage pool 104. When the fingerprint maiches a fingerprint,
method 400 further inciudes comparing the data chunk to another data chunk
used to generate the matching fingerprint, at 410. For example, referring to
FIG. 1, controller 102 may compare data chunk 112 {o a particular data chunk

used to generate the maiching fingerprint.

16029] When the data chunk maiches the other data chunk, the data
chunk is stored in the non-colliding fingerprint siorage pool, at 408, When the
data chunk mismaiches the other data chunk, method 400 further includes
storing the data chunk to a colliding fingerprint storage pool, at 412, For
axample, referring to FIG. 1, controller 102 may store data chunk 112 in

second storage pool 106.

16038} According to the foregoing, examples disciosed herein gnable a
storage device 1o store a data chunk with a colliding fingerprint. The siorage
device may compare a fingerprint of a daia chunk to one or more fingerprinis
stored in the storage device. When there is g maiching fingerprint, the
storage device may compare the data chunk to another data chunk used to
generate the matching fingerprint. When the data chunk matches the other
data chunk, the data chunk may be a redundant copy of the other data chunk.
Thus, the storage device may store a reference or a pointer {o the other data
chunk. When the data chunk mismatches the other data chunk, the data
chunk may be a unique data chunk. Thus, the storage device may store the
data chunk o a storage pool separate from a storage pool that is used o
store the other data chunk., Thus, the data chunk with a colliding fingerprint is

not mistakenly identified as a redundant copy of ancther data chunk and an
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accuracy of a data deduplication process in the slorage device may be
incregsed.

w ooy

{8031} The use of "comprising”, "including” or "having” are synonymous
and variations thereof herein are meant to be inclusive or open-ended and do

not exclude additional unrecited elements or method steps.
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Claims

What is claimed is:

1. An apparatus comprising:
g processor {o:
recaive a first data chunk from a scurce device;
generate a first fingerprint of the first data chunk; and
in response to a determination that the first fingerprint maiches a
second fingerprint of g second data chunk, select a
storage pool from a plurality of storage pool associated
with a storage device {o store the first data chunk based
ot the first data chunk and based on the second data
chunk, wherein the plurality of storage pools includes a
first storage pool associated with first particular data
chunks with non-colliding fingerprints and a second
storage pool associated with second particular dala

chunks with colliding fingerprints,

2. The apparatus of claim 1, whersin the processor is further {0

store the first data chunk {o the second storage pool when the first data
chunk mismatches the second data chunk; and

store the first data chunk as a poinier to the second data chunk to the
first storage pool when the first data chunk matches the second
data chunk, wherein the second data chunk is stored in the first

storage pool.

3. The apparatus of claim 2, wherein the first siorage pool is different

from the second storage pool.

4. The apparatus of claim 2, wherain the processor is further {o
determine a location in the second storage pool 10 store the first data chunk
based on a thres level page table transiation of an offset of the first data

chunk.
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5. The apparatus of claim 2, wherein the processor is further (o, in
response o a determination that the first fingerprint mismatches the second
fingerprint, store the first data chunk o a location of the first storage pool

based on a three level page table translation of the first fingerprint.

6. A method comprising:

receiving, at a storage device, a first data chunk from a source device;

generating a first fingerprint of the first data chunk;

comparing the first fingerprint {o a second fingerprint of a second data
chunk;

when the first fingerprint maiches the second fingerprint, selecling a
storage pool from a plurality of storage pools associated with the
storage device io store the first data chunk based on a
comparison belween the first data chunk and the second data
chunk, wherein the pluralily of storage pools includes a first
siorage pool associated with first particular data chunks with
non-colliding fingerprints and a second siorage pool associated
with second particular data particular data chunks with coliiding
fingerprints; and

when the first fingerprint mismaiches the second fingerprint, storing the

first data chunk in the first storage pool.
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7. The method of claim 6, further comprising:

when the first data chunk matches the second data chunk, storing the
first dala chunk as a pointer to the second data chunk (o the first
storage pool; and

whaern the first data chunk mismatches the second data chunk, storing

the first dala chunk in the second storage pool.

8. The method of claim 7, further comprising determining a location in
the second storage pool {0 store the first data chunk based on a three lavel

page table translation of an offset of the first data chunk.

8. The method of claim 6, further comprising when the first fingerprint
mismatches the second fingerprint, storing the first data chunk in a location of
the first storage pool based on a three level pages table fransiation of the first

fingerprint.

10. The method of claim 6, wherein the first storage pool is different

from the second storage pook.
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11. A computer-readable storage medium comprising instructions that
when execuied cause g controller of a storage device to:

receive a first data chunk from a source device;

generate a first fingerprint of the first data chuni;

compare the first fingerprint to a second fingerprint of a second data
chunk;

when the first fingerprint matches the second fingerprint, compare the
first data chunk {o the second data chunkg

when the first data chunk malches the second data chunk, store the
first data chunk as a pointer to the second chunk in 3 first
storage pool associated with non-colliding fingerprinis;

whaen the first data chunk mismalches the second dala chunk, siore the
first data chunk in a second storage pool associated with
colliding fingerprints; and

when the first fingerprint mismatches the second fingerprini, storing the

first data chunk in the first storage pool.

12. The computer-readabie storage medium of claim 11, whaerein the
first data chunk is compared {o the second data chunk via a byle by byle

comparison.

13. The computer-readabie storage medium of claim 11, wherein the
first data chunk is stored in a location of the first storage pool based on a

three level page table franslation of the first fingerprint.

14. The computar-readabie siorage medium of claim 11, wherein the
firsi data chunk is stored in a location of the second storage pool basedon a

three level page table transiation of an offset of the first data chunk.

15. The computer-readabie storage medium of claim 11, wherein the

first storage pool is different from the second storage pool.
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