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PORTABLE COMMUNICATION DEVICE AND METHOD OF OPERATING THE SAME IN
COVERT OPERATION MODE

BACKGROUND OF THE INVENTION

[0001] Some portable communication devices, for example two-way radios and smart
phones, may wirelessly link to wireless audio accessories. For example, a portable
communication device may transmit audio data to a headset for private listening by a
user. However, when the wireless link fails, the audio data 1s played via a speaker of
the portable communication device. This may comprise private audio messages
included 1n the audio data by allowing unintended recipients to listen 1n on the audio

message.

[0002] When an emergency responder 1s handling a public safety incident, the
responder may place their portable communication device, such as two-way radios
and smart phones, 1n covert operation mode. In the covert operation mode, visual,
audible, or tactile output from the portable communication device may be limited to
prevent the output from compromising the responder’s position or role i the incident

or from being recerved by unintended recipients.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0003] The accompanying figures, where like reference numerals refer to 1dentical or
functionally similar elements throughout the separate views, together with the detailed
description below, are incorporated 1n and form part of the specification, and serve to
further 1llustrate embodiments of concepts that include the claamed invention, and

explain various principles and advantages of those embodiments.

[0004] FIG. 1 1s a block diagram of a wireless communication system mcluding a
portable communication device and a wireless audio accessory 1n accordance with

some embodiments.

[0003] FIG. 2 1s a block diagram of the portable communication device of FIG. 1

accordance with some embodiments.

[0006] FIG. 3 1s a flowchart of a method of operating the wireless communication

system of FIG. 1 1n a covert operation mode 1n accordance with some embodiments.



[0007] Skalled artisans will appreciate that elements 1n the figures are 1llustrated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the
dimensions of some of the elements 1n the figures may be exaggerated relative to
other elements to help to improve understanding of embodiments of the present

Invention.

[0008] The apparatus and method components have been represented where
appropriate by conventional symbols 1in the drawings, showing only those specific
details that are pertinent to understanding the embodiments of the present mvention so
as not to obscure the disclosure with details that will be readily apparent to those of

ordinary skill in the art having the benefit of the description herein.

DETAILED DESCRIPTION OF THE INVENTION
[0009] Onc embodiment provides a method of operating a portable communication
device. The method includes detecting, by an electronic processor, a presence of a
wireless audio accessory, recerving, at the portable communication device, audio data,
and subsequently transmitting the audio data, via a wireless link to the wireless audio
accessory. The method includes monitoring, by the electronic processor, a signal
quality of the wireless link and a continued presence of the wireless audio accessory.
The method includes determining, by the electronic processor, whether the portable
communication device 1s operating 1n a covert operation mode. The method also
includes, responsive to detecting that the portable communication device 1s operating
in the covert operation mode and determining, via the monitoring, that the signal
quality of the wireless link has fallen below a threshold or that the wireless audio
accessory 1s no longer present: recerving, at the portable communication device,
subsequent audio data, recording the subsequent audio data, and refraining from
playing the subsequent audio data from a speaker of the portable communication
device.
[0010] Another embodiment provides a portable communication device including a
wireless transcerver configured to transmit audio data to a wireless audio accessory
via a wireless link, a speaker, and an electronic processor communicatively coupled to

the wireless transceiver and the speaker. The electronic processor 1s configured to



detect a presence of the wireless audio accessory, receive audio data, subsequently
transmit the audio data, via the wireless link, to the wireless audio accessory, and
monitor a signal quality of the wireless link and a continued presence of the wireless
audio accessory. The electronic processor 1s also configured to determine whether the
portable communication device 1s operating 1n a covert operation mode. The
electronic processor 1s further configured to, responsive to detecting that the portable
communication device 1s operating 1n the covert operation mode and determining, via
the monitoring, that the signal quality of the wireless link has fallen below a threshold
or that the wireless audio accessory 1s no longer present, receive, at the portable
communication device, subsequent audio data, record the subsequent audio data, and
refrain from playing the subsequent audio data from a speaker of the portable
communication device.

[0011] FIG. 1 1s a block diagram of a wireless communication system 100 including a
portable communication device 105 and a wireless audio accessory 110 1n accordance
with some embodiments. The portable communication device 1035 1s illustrated 1n
FIG. 1 as a radio but may include various types and styles of communication devices
including mobile telephones, smart telephones, smart watches, tablet computers, land
mobile radios, and others. The portable communication device 105 may operate over
various communication channels and networks including, for example, two-way land
mobile radio networks.

[0012] The wireless audio accessory 110 includes at Ieast one accessory speaker and
at lcast one accessory wireless transceiver. As illustrated in FIG. 1, the wireless audio
accessory 110 may include an earpiece. However, the wireless audio accessory 110
may include other types and styles of wireless audio accessories, mcluding
headphones, a headset, a set of wired or wireless earpieces, and the like. The wireless
audio accessory 110 may also include additional components, including one or more
microphones, input mechanisms, output mechanism, or a combination thercof. The
wireless audio accessory 110 may also include a headband, a clip, or other mechanism
that allows a user to wear the wireless audio accessory.

[0013] The portable communication device 105 1s communicatively connected to the

wireless audio accessory 110 via a wireless link 130. In some embodiments, the
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wireless link 130 operates via short-range radio frequency (RF) signals that form a
wireless local area network (WLAN). For example, the portable communication

device 105 may communicate with the wireless audio accessory 110 via a Wi-Fi®® ™"

h®™ connection. As discussed in detail below, the wireless audio

or Bluetoot
accessory 110 1s configured to receive audio data (audio messages, such as voice calls)
from the portable communication device 105 over the wireless link 130 and output the
audio data via the accessory speaker.

[0014] FIG. 2 1s a block diagram 1illustrating the portable communication device 105

1n accordance with some embodiments. As illustrated, the portable communication
device 105 includes an electronic processor 210 (for example, a programmable
electronic microprocessor, a microcontroller, or a similar electronic device), a

memory 215 (for example, non-transitory, machine-readable memory), and a wireless
transceiver 220, a speaker 225, and a user-selectable input mechanism 230. The
electronic processor 210 1s communicatively coupled to the memory 215, the wireless
transceiver 220, the speaker 225, and the user-selectable input mechanism 230

through one or more connections or buses. It should be understood that the portable
communication device 105 may include additional, fewer, or different components

than those 1llustrated in FIG. 2. For example, the portable communication device 105

may 1nclude a plurality of independent electronic processors each configured to

perform specific functions or sub-functions. Also, the portable communication device
105 may include at least one additional wireless transceiver for receiving audio data,
such as voice calls, push-to-talk communications, and the like, over a network, such
as the Internet or a telecommunications network.

[001S5] The electronic processor 210 1s configured to retrieve instructions stored 1n the
memory 215 and execute the instructions to perform the processes and methods
described herein. For example, the electronic processor 210 may execute instructions
stored 1n the memory 215 to output audio data via the speaker 225. The audio data
output via the speaker 225 may be received by the portable communication device

105 over a network, from the memory 2135, or from another source.

[0016] Similarly, the electronic processor 210 may execute instructions stored in the

memory 215 to establish the wireless link 130 with the wireless audio accessory 110



using the wireless transceiver 220. The wireless transceiver 220 transmits audio data
via the wireless link 130 to the accessory wireless transceiver included 1n the wireless
audio accessory 110, which may output the received audio data via the accessory
speaker. In some embodiments, the accessory wireless transceiver included 1n the
wireless audio accessory 110 1s also configured to transmit data to the wireless
transceiver 220 over the wireless link 130. For example, the accessory wireless
transcerver included 1n the wireless audio accessory 110 may be configured to receive
user mput through one or more mput mechanisms and may be configured to transmat
the received user mput (or a version thereof) to the wireless transceiver 220.

[0017] The electronic processor 120 also executes mstructions stored in the memory
215 to process mput recerved through the user-selectable input mechanism 230. In
some embodiments, the user-selectable mput mechanism 230 includes one or more
push-buttons, dials, knobs, touchscreens, other mechanisms, or a combination thercof
that recerves mput from a user and communicates recerved mput to the electronic
processor 210. For example, the electronic processor 120 may receive mput via the
user-selectable mput mechanism 230 and may activate playback of audio data
recorded 1in the memory 215 based on the mput. Similarly, the electronic processor
120 may receive mput via the user-selectable mmput mechanism 230 and may select a
particular mode of operation for the portable communication device 105.

[0018] For example, the electronic processor 210 may operate the portable
communication device 105 1n a covert operation mode. In the covert operation mode,
the electronic processor 210 limits output of the speaker 225, such as by muting the
speaker 225. In the covert operation mode, the electronic processor 210 may
similarly limit the output of other output mechanisms of the portable communication
device 105, such as turning oft a display device or other visual indicators included 1n
the portable communication device 105. As noted above, in some embodiments, the
electronic processor 210 may place the portable communication device 105 1n the
covert operation mode 1n response to input received from a user, such as through the
user-selectable mput mechanism 230.  Alternatively or i addition, the electronic

processor 210 may place the portable communication device 105 1n the covert



operation mode 1n response to a data received from an external source, such as over a
nctwork.

[0019] As described above, a user of the portable communication device 103, such as
an emergency responder, may use the wireless audio accessory 110 when the portable
communication device 103 1s 1n a covert operation mode to discreetly receive audio
data, such as voice calls or other types of audio communications. If the wireless link
130 between the portable communication device 105 and the wireless audio accessory
110 fails, however, the audio data may be played through the speaker 225 of the
portable communication device 105, which undermines the covert operation mode.
However, 1f the audio data 1s not played through the speaker 225 of the portable
communication device 105, the audio data may not be received by the user of the
portable communication device 105. For example, when the audio data 1s a voice call
and the wireless link 130 fails, the voice call may be terminated.

[0020] Accordingly, the electronic processor 210 1s configured to execute instructions
stored 1n the memory 215 to manage audio data output via the wireless audio
accessory 110 when the portable communication device 105 1s 1n the covert operation
mode. For example, FIG. 3 1s a flowchart of a method 300 of operating the wireless
communication system 100 mn a covert operation mode performed by the electronic
processor 210 according to some embodiments. As part of the method 300, the
electronic processor 210 detects a presence of the wireless audio accessory 110 (block
305). For example, in some embodiments, the portable communication device 1035
and the wireless audio accessory 110 link via Bluetooth or otherwise
communicatively connect via the wireless link 130. Thus, the electronic processor
210 may be configured to detect a presence of the wireless audio accessory by
monitoring a connection status of the wireless link 130 between the portable

communication device 105 and the wireless audio accessory 110.

[0021] As illustrated in FIG. 3, when the portable communication device 105 receives
audio after the presence of the wireless audio accessory 110 1s detected, the electronic
processor 210 subsequently transmits the audio data to the wireless audio accessory

110 via the wireless link 130 (block 310). The electronic processor 210 may transmit

the audio data when, for example, audio data 1s received by the portable



communication device 105 from another transmitting portable communication device,
such as a voice call, push-to-talk communication, or other form communication.
Alternatively or 1in addition, the electronic processor 210 may transmit audio data
stored 1n the memory 215 or otherwise generated by the electronic processor 210. For
example, in some embodiments, the electronic processor 210 may be configured to
generate audio data that narrates textual data, such as text messages, ¢-mail messages,
and the like, and the electronic processor 210 may transmit this generated audio data
to the wireless audio accessory.

[0022] In response to transmitting the audio data to the wireless audio accessory 110,
the electronic processor 210 monitors the signal quality of the wireless link 130 and
the continued presence of the wireless audio accessory 110 (block 315). For example,
the electronic processor 210 may detect and record a data transmission rate, a packet
loss rate, an error rate, other characteristics of the transmission, or a combination
thercof to determine a quality of the data transmission via the wireless link 130.
Similarlv, as described above, the electronic processor 210 may also detect the
continued presence of the wireless audio accessory 110 by monitoring a connection
status of the wireless link 130 between the portable communication device 105 and
the wireless audio accessory 110. By monitoring both of these conditions, the
electronic processor 120 may detect when the wireless connection between the
portable communication device 105 and the wireless audio accessory 110 has failed as
well as when the wireless connection has not failed but 1s impacting the quality of the
transmitted audio data. For example, when a user 1s unable to hear or understand data
recerved over the wireless link 130 at the wireless audio accessory 110 this causes
similar 1ssues as when the wireless link 130 has completely failed. It should be
understood that, in some embodiments, rather than monitoring both of these
conditions, the electronic processor 120 may only monitor one condition. For
example, in some embodiments, when electronic processor 120 may only monitor the
signal quality of the wireless link 130, which will have a particular extreme value
when the wireless audio accessory 110 1s no longer present and, hence, the wireless
link 130 1s not available. In some embodiments, the electronic processor 120 may

allow a user to manually configure what conditions are monitored.



[0023] In response to the monitoring, the electronic processor 210 determines
whether the signal quality 1s below a threshold or whether the wireless audio
accessory 110 1s no longer present (block 320). When there are multiple devices
communicating 1n the same frequency or band as the wireless audio accessory 110,
data transmitted via the wireless link 130 may experience interference, which may
cause bad audio quality or even a disconnection between the portable communication
device 105 and the wireless audio accessory 110. Accordingly, the threshold may be
sct at a predetermined level at which the audio message transmitted 1n the wireless
link 130 becomes substantially unintelligible. In other embodiments, as noted above,
the threshold 1s set at a predetermined level at which the wireless link 130 1s not

available.

[0024] The electronic processor 210 also determines whether the portable
communication device 103 1s operating 1n the covert operation mode (block 325). As
described above, the electronic processor 210 may place the portable communication
device 105 1n the covert operation mode 1n response to user mput or a signal receirved
from an external source. In some embodiments, the electronic processor 210 may set
a flag or other variable to indicate a current operation mode of the portable
communication device 105 (stored in the memory 215), which the electronic
processor 210 may access to determine whether the portable communication device
105 1s operating 1n the covert operation mode. It should be understood that, in some
embodiments, the electronic processor 210 determines whether the portable
communication device 105 1s operating in the covert operation mode at one or more
points during the method 300. For example, in some embodiments, the electronic
processor 120 may determine whether the portable communication device 1035 1s
operating 1n the covert operation mode betfore performing the monitoring of the

wireless link 130 as described above.

[0025] As illustrated 1in FIG. 3, in response to determining, via the monitoring, that
the signal quality of the wireless link 130 has not fallen below the threshold and the
wireless audio accessory 110 remains present (block 320), the electronic processor
210 continues to transmit the audio data to the wireless audio accessory 110 (block

310). As also illustrated in FIG. 3, in response to determining, via the monitoring,



that the signal quality of the wireless link 130 has fallen below the threshold or the
wireless audio accessory 110 1s no longer present (block 320) but the portable
communication device 105 1s not 1in the covert operation mode (block 325), the
electronic processor 210 outputs subsequently received audio data via the speaker 225

of the portable communication device (block 327).

[0026] Alternatively, in response to detecting that the portable communication device
105 1s operating 1n the covert operation mode (block 325) and determining, via the
monitoring, that the signal quality of the wireless link 130 has fallen below the
threshold or that the wireless audio accessory 110 1s no longer present (block 320),
the electronic processor 210 recerves subsequent audio data (block 330), records the
subsequent audio data (for example, in the memory 215) (block 3335), and refrains
from outputting the subsequent audio data (including subsequent new audio message
recerved by the portable communication device 105) via the speaker 225 of the
portable communication device 105 (block 340). In some embodiments, the
electronic processor 210 records the subsequent audio data in place of transmitting the
subsequent audio data over the wireless link 130. However, in some embodiments,
when the wireless link 130 remains established, the electronic processor 210 may
record the subsequently-received audio data and transmit the subsequently-received
audio data to the wireless audio accessory 110 via the wireless link 130. In some
embodiments, the electronic processor 210 may apply more than one threshold to
1identify when to record subsequently-received audio data and when to additionally
transmit the subsequently-received audio data. For example, when the signal quality
reaches a particular mimmimum threshold, the electronic processor 210 may stop

transmitting the subsequently-received audio stop and only record the data.

[0027] In response to recording the subsequent audio data (block 335), the electronic
processor 210 continues to monitor the signal quality of the wireless link 130 as
described above, and, 1n response to the determining that the signal quality 1s still
below the threshold (block 345), the electronic processor 120 continues recording the
subsequent audio data (block 333). Alternatively, in response to determining that the
signal quality no longer falls below (has risen above) the threshold (block 345), the

electronic processor 210 stops recording the subsequent audio data and generates an



indication of the recorded subsequent audio data (block 350). The indication alerts
the user of the availability of the recorded subsequent audio data for playback. The
indication may be a visual indication (an 1con or textual message or the activation of a
light-emitting-diode (LED)), an audible indication (a tone or sound), or both that may
be output via the portable communication device 105 (the speaker 225). In response
to recerving a selection of the indication (through the user-selectable mput mechanism
or another mechanism on the portable communication device 105 or the wireless
audio accessory 110), the electronic processor 120 may playback the recorded
subsequent audio data. For example, the electronic processor 120 may output the
recorded subsequent audio data through the speaker 225 of the portable
communication device 105 or may transmit the recorded subsequent audio data to the

wireless audio accessory 110 for output via the accessory speaker.

[0028] Alternatively or 1in addition, 1t should be understood that the electronic
processor 120 may stop recording the audio data and gencrate the mndication when
audio data 1s no longer received by the portable communication device 103, such as
when a voice call ends. Similarly, 1n some embodiments, the electronic processor 120
may stop recording the audio data when the portable communication device 105 1s no
longer 1n the covert operation mode. For example, when the portable communication
device 105 switches out of the covert operation mode while the electronic processor
210 1s recording audio data, the electronic processor 210 may stop recording the audio
data and generate the indication as described above and also output any subsequent

audio data via the speaker 225 of the portable communication device 103.

[0029] Also, 1n some embodiments, the electronic processor 210 may be configured
to automatically replay recorded data in response to particular conditions. For
example, the electronic processor 210 may automatically replay recorded audio data
when the signal quality rises above the threshold or the presence of the wireless audio
accessory 110 1s detected again or when the portable communication device 1035 1s no
longer 1n the covert operation mode. In some embodiments, this automatic replay
may occur only when the portable communication device 1035 1s not currently
recerving any new audio data, such as voice calls. Also, the electronic processor 210

may generate audio data to play with the playback of the recorded audio data (such as

10



prior to the playback) that explains that the audio data was recorded and may also
provide additional information regarding the recorded audio data, such as a time and
date that the audio data was recerved and whether any portion of the audio data was

previously transmitted to the wireless audio accessory.

[0030] In some embodiments, when the signal quality changes from above to below
the threshold, or from below to above the threshold, the electronic processor 210
records or stops recording the audio data after a time delay. For example, the
clectronic processor 120 may delay until the signal quality drops below the threshold
for a particular period of time before recording the audio data. Similarly, i block 335
of the method, the signal quality may need to rise above the threshold for another
particular period of time before the electronic processor 210 stops recording the audio
data. Also, 1n some embodiments, the electronic processor 120 may buffer portions of
audio data transmitted over the wireless link 130 (a few seconds of audio data) to
allow the clectronic processor 120 to record a portion of the audio data before, after,

or both a failure of the wireless link 130 or a degradation of signal quality.

[0031] In the foregoing specification, specific embodiments have been described.
However, one of ordinary skill in the art appreciates that various modifications and
changes can be made without departing from the scope of the invention as set forth i
the claims below. Accordingly, the specification and figures are to be regarded in an
illustrative rather than a restrictive sense, and all such modifications are mmtended to be

included within the scope of present teachings.

[0032] The benefits, advantages, solutions to problems, and any element(s) that may
cause any benefit, advantage, or solution to occur or become more pronounced are not
to be construed as a critical, required, or essential features or elements of anv or all
the claims. The invention 1s defined solely by the appended claims including any
amendments made during the pendency of this application and all equivalents of those

claims as 1ssued.

[0033] Moreover 1n this document, relational terms such as first and second, top and
bottom, and the like may be used solely to distinguish one entity or action from
another entity or action without necessarily requiring or implying any actual such

relationship or order between such entities or actions. The terms “comprises,”
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“comprising,” “has,” “having,” “mcludes,” “including,

22 <¢

contains,” “‘containing” or
any other variation thercof, are intended to cover a non-exclusive inclusion, such that
a process, method, article, or apparatus that comprises, has, includes, contains a list of
clements does not include only those elements but may include other elements not
expressly listed or inherent to such process, method, article, or apparatus. An element

2% Co

proceeded by “comprises ...a,” “has ...a,” “includes ...a,” or “contams ...a” does not,
without more constraints, preclude the existence of additional 1dentical elements 1n
the process, method, article, or apparatus that comprises, has, includes, contains the

clement. The terms “a” and “an™ are defined as one or more unless explicitly stated

2% <¢ 2% C¢ 2% <¢

otherwise herein. The terms “‘substantially,” “essentially,” “approximately,” “about”
or any other version thereof, are defined as being close to as understood by one of
ordinary skill 1n the art, and 1n one non-limiting embodiment the term 1s defined to be
within 10%., 1n another embodiment within 5%, 1n another embodiment within 1%
and 1n another embodiment within 0.5%. The term “coupled™ as used herein 1s
defined as connected, although not necessarily directly and not necessarily
mechanically. A device or structure that 1s ““configured™ 1n a certain way 1s

configured 1n at least that way, but may also be configured in ways that are not listed.

[0034] It will be appreciated that some embodiments may be comprised of one or
more generic or specialized processors (or ““processing devices™) such as
microprocessors, digital signal processors, customized processors and field
programmable gate arrays (FPGAs) and unique stored program mstructions (including
both software and firmware) that control the one or more processors to implement, 1n
conjunction with certain non-processor circuits, some, most, or all of the functions of
the method and/or apparatus described herein. Alternatively, some or all functions
could be implemented by a state machine that has no stored program instructions, or
1n on¢ or more application specific integrated circuits (ASICs), in which each function
or some combinations of certain of the functions are implemented as custom logic.

Of course, a combination of the two approaches could be used.

[0035] Morcover, an embodiment can be implemented as a computer-readable storage
medium having computer readable code stored thercon for programming a computer

(e.g., comprising a processor) to perform a method as described and claimed herem.
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Examples of such computer-readable storage mediums include, but are not limited to,
a hard disk, a CD-ROM, an optical storage device, a magnetic storage device, a ROM
(Read Only Memory), a PROM (Programmable Read Only Memory), an EPROM
(Erasable Programmable Read Only Memory), an EEPROM (Electrically Erasable
Programmable Read Only Memory) and a Flash memory. Further, 1t 1s expected that
on¢ of ordinary skill, notwithstanding possibly significant effort and many design
choices motivated by, for example, available time, current technology, and economic
considerations, when guided by the concepts and principles disclosed herein will be
readily capable of generating such software instructions and programs and 1Cs with

minimal experimentation.

[0036] The Abstract of the Disclosure 1s provided to allow the reader to quickly
ascertain the nature of the technical disclosure. It 1s submitted with the understanding
that 1t will not be used to interpret or limit the scope or meaning of the claims. In
addition, 1n the foregoing Detailed Description, 1t can be seen that various features are
grouped together 1n various embodiments for the purpose of streamlining the
disclosure. This method of disclosure 1s not to be interpreted as reflecting an
intention that the claimed embodiments require more features than are expressly
recited 1n each claim. Rather, as the following claims reflect, inventive subject matter
lies 1n less than all features of a single disclosed embodiment. Thus the following
claims are hereby incorporated into the Detailed Description, with each claim

standing on 1ts own as a separately claimed subject matter.
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Claims
We claim:

1. A method of operating a portable communication device, the method

comprising:
detecting, by an electronic processor, a presence of a wireless audio accessory;

receiving, at the portable communication device, audio data and subsequently

transmitting the audio data, via a wireless link, to the wireless audio accessory;

monitoring, by the electronic processor, a signal quality of the wireless link

and a continued presence of the wireless audio accessory;

determining, by the electronic processor, whether the portable communication

device 1s operating 1n a covert operation mode; and

responsive to determining that the portable communication device 1s operating
in the covert operation mode and determining, via the monitoring, that the signal
quality of the wireless link has fallen below a threshold or that the wireless audio

accessory 1S no longer present:
receiving, at the portable communication device, subsequent audio data,
recording the subsequent audio data, and

refraining from outputting the subsequent audio data via a speaker of

the portable communication device.

2. The method of Claim 1, wherein monitoring, by the electronic processor, the

continued presence of the wireless audio accessory includes monitoring a connection

status of the portable communication device to the wireless audio accessory.

3. The method of Claim 1, wherein monitoring, by the electronic processor, the

signal quality of the wireless link includes detecting at least one selected from a group

14



consisting of a data transmission rate, a packet loss rate, and an error rate of data

transmitted via the wireless link.

4. The method of Claim 1, further comprising stopping recording of the

subsequent audio data when the signal quality returns to a level above the threshold.

5. The method of Claim 1, further comprising generating an indication

representing an availability of the recorded subsequent audio data.

6. The method of Claim 5, wherein generating the indication includes generating
at lecast one selected from a group consisting of a visual indication and an audible

indication.

7. The method of Claim 3, further comprising outputting the indication via at
lecast one¢ selected from a group consisting of the portable communication device and

the wireless audio accessory.

8. The method of Claim 3, further comprising outputting the recorded subsequent
audio data 1n response to receiving a selection via a user-selectable input mechanism

of the portable communication device.

9. The method of Claim 8, wherein outputting the recorded subsequent audio
data 1n response to receiving the selection via the user-selectable input mechanism
includes outputting the recorded subsequent audio data via at least one selected from a
oroup consisting of the portable communication device and the wireless audio

ACCCSSOTY.

10.  The method of Claim 1, further comprising, responsive to determining that the
portable communication device 1s not operating 1n the covert operation mode and
determining, via the monitoring, that the signal quality of the wireless link has fallen
below the threshold or that the wireless audio accessory 1s no longer present,
outputting the subsequent audio data via the speaker of the portable communication

device.
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11. A portable communication device comprising:

a wireless transceiver configured to transmit audio data to an wireless audio

accessory via a wireless link;

a speaker; and

an clectronic processor communicatively coupled to the wireless transceiver

and the speaker, the electronic processor configured to
detect a presence of the wireless audio accessory,

recerve the audio data and subsequently transmit the audio data, via the

wireless link, to the wireless audio accessory,

monitor a signal quality of the wireless link and a continued presence

of the wireless audio accessory,

determine whether the portable communication device 1s operating 1n a

covert operation mode, and

responsive to determining that the portable communication device 1s
operating 1n the covert operation mode and determining, via the monitoring,

that the signal quality of the wireless link has fallen below a threshold or that

the wireless audio accessory 1s no longer present:
receirve subsequent audio data,

record the subsequent audio data in memory included in the

portable communication device, and

refrain from outputting the subsequent audio data via the

speaker of the portable communication device.
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12. The portable communication device of claim 11, wherein the electronic
processor 1s further configured to, responsive to determining that the portable
communication device 1s not operating in the covert operation mode and determining,
via the monitoring, that the signal quality of the wireless link has fallen below the
threshold or that the wireless audio accessory 1s no longer present, output the

subsequent audio data via the speaker of the portable communication device.

13. The portable communication device of claim 11, wherein the electronic
processor 1s configured to monitor the continued presence of the wireless audio
accessory by monitoring a connection status of the portable communication device to

the wireless audio accessory.

14. The portable communication device of claim 11, wherein the electronic
processor 1s configured to monitor the signal quality of the wireless link by detecting
at least one sclected from a group consisting of a data transmission rate, a packet loss

rate, and an error rate of data transmitted via the wireless link.

15. The portable communication device of claim 11, wherein the electronic
processor 1s further configured to stop recording the subsequent audio data when the

signal quality has risen above the threshold.

16. The portable communication device of claim 11, wherein the electronic
processor 18 further configured to generate an indication representing an availability

of the recorded subsequent audio data.

17. The portable communication device of claim 16, wherein the indication 1s at
least one selected from a group consisting of an audible indication and a visual

indication.

18. The portable communication device of claim 16, wherein the electronic

processor 1s configured to transmit the indication to the wireless audio accessory.

17



19.  The portable communication device of claim 16, further comprising a user-
sclectable input mechanism communicatively coupled to the electronic processor,
wherein the electronic processor 1s further configured to transmit the recorded
subsequent audio data to the wireless audio accessory 1n response to a selection of the

indication received via the user-selectable mput mechanism.
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