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(57) ABSTRACT 
Apparatuses, computer program products, and methods for 
authenticating digital signals are provided in which copies of 
a watermark are extracted from a digital signal with at least 
Some of the copies potentially having distorted values. The 
original values of the watermark may be reconstructed exclu 
sively based on the extracted copies of the watermark. The 
method includes estimating one or more bit error rates with 
out training or reference information. The bit error rates are 
modeled as being equivalent to transmitting the copies 
through binary symmetric channels. The estimated bit error 
rates and the distorted values are combined to reconstruct the 
original values of the watermark. The reconstructed water 
mark may be compared to an original watermark for authen 
ticating the received digital signal. Also, the estimated bit 
error rates may be compared to a random sequence of bits for 
Verifying the presence of the watermark without knowing the 
original values of the watermark. 

41 Claims, 7 Drawing Sheets 
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APPARATUSES, COMPUTER PROGRAM 
PRODUCTS, AND METHODS FOR 

AUTHENTCATING DIGITAL SIGNALS 

FIELD OF THE INVENTION 

Embodiments of the present invention relate generally to 
signal authentication technology and, more particularly, 
relate to methods, apparatuses, and computer program prod 
ucts for embedding and decoding digital watermarks within 
digital signals. 

BACKGROUND OF THE INVENTION 

Information and multimedia services today are predomi 
nantly published and distributed in a digital format rather than 
an analog format. The reasons for the shift to digital formats 
include the ease and economy at which digital content can be 
distributed. However, digital content providers face a con 
stant threat of unauthorized copying and distribution of their 
digital content. 

Techniques have been developed to help protect digital 
content from unauthorized or pirated use. The techniques 
include systems for encrypting and/or authenticating the digi 
tal content. One example of authentication is the use of digital 
watermarks. Digital watermarking is the process of inserting 
one or more sequence of bits, called watermarks, into a digital 
file or signal, referred to as the host signal. The watermarks 
may be used to carry information about the host signal, 
including authorship and ownership. Moreover, the water 
marks or lack thereof may be used for authenticating and/or 
tamper proofing purposes. 
A digital watermark may be perceptible or imperceptible. 

A perceptible watermark is one that alters the host file or 
signal Such that the watermark itself is perceptible to a con 
Sumer. For example, the digital watermark may add a copy 
right notice onto an image that is visible to the consumer. 
However, the utility of a perceptible watermark is limited. 

For example, the visibility of the watermark makes the 
location of it known to potential attackers which makes it 
easier for the attackers to remove it. Also, in Some applica 
tions such as imaging and video, it is undesirable to maran 
image or other digital content with a perceptible watermark. 

In contrast, because an invisible watermark is impercep 
tible, its location within the host file or signal is unknown, 
which in turn makes it harder for someone to remove or alter 
the watermark. However, an invisible watermark is not 
immune to attacks, deliberate or otherwise. For example, if a 
watermark is casually embedded into the host signal it can be 
distorted or even completely destroyed by simple operations 
Such as cropping or filtering. 

“Robust watermarks' have been developed that are capable 
of withstanding a reasonable degree of attacks. In general, 
two types of techniques, “spread spectrum' and “diversity 
based, have been used to develop robust watermarking. 
A spread spectrum technique is the insertion of a pseudo 

randomly generated sequence of bits, i.e. the watermark, in a 
host file or signal in either a spatial domain or in a transform 
domain, e.g., discrete cosine transform (DCT) coefficients or 
wavelet transform coefficients. Later a digital file or signal 
may be tested for the presence of the watermark by extracting 
the bits from the digital signal that correspond to the expected 
location of the watermark. If the extracted bits correlate with 
the known or reference watermark sequence to a sufficient 
degree, that correlation would indicate the presence of the 
original watermark and the authentication of the digital signal 
as the host signal. 
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2 
Although the spread spectrum technique has been effective 

against Some narrow band interference, it has not proven 
effective for extraction of long watermark sequences due to 
the high bandwidth requirements. Other known drawbacks 
associated with the spread spectrum technique include Vul 
nerability to near-far problems and inflexibility to statistical 
variations in the signal. 
A diversity based technique has been proposed to over 

come some of the drawbacks of the spread spectrum tech 
nique. In general, a diversity based technique involves 
embedding and extracting multiple copies of two types of 
watermarks, reference watermarks and robust watermarks. 
The copies of a reference watermark are used to estimate the 
robust watermark's reliability. Specifically, the multiple cop 
ies of the reference watermark are used to estimate the bit 
error probabilities or distortion of the extracted reference 
watermark bits and then the multiple copies of the extracted 
robust watermark are combined, through linear weighting 
and the estimated bit error probabilities, to find an overall 
estimate of the original robust watermark. A high enough 
correlation value between the original undistorted robust 
watermark and the overall estimate of the original robust 
watermark would indicate the presence of the original robust 
watermark and the authentication of the digital file or signal. 
The reliance on two types of watermarks adds to the pay 

load of the signal or increases the size of the file. Also, the 
diversity based technique makes the assumption that the bit 
error probabilities for the copies of the reference watermark is 
the same as the bit error probabilities for the copies of the 
robust watermark. This assumption may be problematic when 
localized distortions are introduced to the digital signal that 
affects one type of watermark more than the other. Further 
more, if a localized attack destroys the reference watermarks 
but leaves the robust watermark unaltered, the prior art robust 
watermarking schemes will fail to recover the robust water 
mark. Hence the efficiency of prior art robust watermarking 
schemes is not in proportion to the payload embedded within 
the host signal. 

Given the above described limitations and problems, it may 
be advantageous to provide an improved method, apparatus, 
and computer program product for embedding and extracting 
digital watermarks in and out of digital files and signals. 

BRIEF SUMMARY OF THE INVENTION 

A method, apparatus, and computer program product are 
therefore provided that allow for the verification of the pres 
ence of a watermark within a digital signal based exclusively 
from a plurality of extracted and potential distorted copies of 
one type of watermark and without the need of additional 
training or reference information. The verification may 
include reconstruction of the original values of the potential 
distorted copies or comparing bit error rates of the potential 
distorted copies to a random sequence of bits. 

In one exemplary embodiment, a method for an authenti 
cating a digital signal is provided. The method includes 
extracting more than one potentially distorted copy of a 
watermark from a digital signal, estimating one or more indi 
vidual bit location error rates for the potentially distorted 
copies based exclusively upon the potentially distorted copies 
and without additional training or reference information, and 
Verifying the presence of the watermark in the digital signal 
based on the individual bit location error rates. The estimation 
of the individual bit location error rates may include modeling 
the individual bit location error rates as being the equivalent 
to the transmission of copies of the watermark through a 
number of independent binary symmetric channels. The num 
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ber of independent binary symmetric channels may equal the 
number of copies of the watermark. The method may further 
include fusing the individual bit location error rates into an 
overall bit error rate for the copies of the watermark. The 
verification of the presence of the watermark may be based on 
the difference of the overall bit error rate to 0.5. Or the 
verification of the presence of the watermark may be based on 
the difference between the lowest individual bit location error 
rate to 0.5. The method may further include determining a 
reconstructed watermark based on the individual bit location 
error rates and the potentially distorted copies of the water 
mark. And the verification may be based on the correlation of 
the reconstructed watermark to an original watermark. Fur 
thermore, the method may include embedding more than one 
copy of the original watermark into the digital signal. For 
example, the copies may be uniformly distributed throughout 
the digital signal. The digital signal may represent a variety of 
digital content including images, audio recordings, and video 
recordings. Also, the copies of the watermark may be hidden 
within the digital signal. 

In another exemplary embodiment, a computer program 
product for authenticating a digital signal is provided. The 
computer program product may include first, second, and 
third executable portions stored on a computer-readable 
medium. The first executable portion may extract more than 
one potentially distorted copy of a watermark from a digital 
signal. The second executable portion may estimate one or 
more individual bit location error rates for the potentially 
distorted copies based exclusively upon the potentially dis 
torted copies. And the third executable portion may verify the 
presence of the watermark in the digital signal based on the 
individual bit location error rates. For example, the computer 
program product may have a fourth executable portion for 
determining a reconstructed watermark based on the indi 
vidual bit location error rates and the potentially distorted 
copies of the watermark and a fifth executable portion for 
correlating the reconstructed watermark to the original water 
mark for authentication. In another example, the computer 
program product may have a fourth executable portion for 
fusing the individual bit location error rates into an overall bit 
error rate for the potentially distorted copies and then verify 
ing the presence of the watermark based on the difference of 
the overall bit error rate to 0.5. Or the verification of the 
presence of the watermark may be based on the difference 
between the lowest individual bit location error rate to 0.5. 

In another exemplary embodiment, an apparatus for 
authenticating digital signals is provided. The apparatus 
includes a receiving element, an extracting element, and a 
reconstruction element. The receiving element is configured 
to receive a digital signal. The extracting element is config 
ured to retrieve potentially distorted copies of a received 
watermark from the digital signal. Each potentially distorted 
copy includes a plurality of extracted values. The reconstruc 
tion element is configured to estimate one or more individual 
bit location error rates for the potentially distorted copies and 
to reconstruct a plurality of original values of the received 
watermark based on the individual bit location error rates and 
the plurality of extracted values from the potentially distorted 
copies. The apparatus may further include a correlation ele 
ment for determining the correlation between the recon 
structed original values of the received watermark to a plu 
rality of values of an original watermark. 

In another exemplary embodiment, a system is provided 
that includes the aforementioned apparatus as well as a sec 
ond apparatus. The second apparatus may include an embed 
ding element for inserting a plurality of copies of an original 
watermark into a host digital signal. The embedding element 
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4 
may be configured to insert the copies of the original water 
mark uniformly throughout the host digital signal. Also, the 
embedding element may insert the copies of the original 
watermark in a spatial domain or a transform domain of the 
host digital signal. Although the system of this exemplary 
embodiment may comprise two separate apparatuses, accord 
ing to another exemplary embodiment the functions and ele 
ments of both of these apparatuses are found in one apparatus. 

Reconstructing a potentially distorted watermark based 
exclusively from a plurality of extracted copies of one type of 
watermark and without the need of additional training or 
reference information may be beneficial. For example, the 
watermarked signal according to embodiments of the present 
invention may be smaller compared to conventional water 
mark signals that must carry both robust watermarks and 
reference watermarks. Also, embodiments of the present 
invention do not rely on the assumption that the bit error rate 
for one type of watermark is the same as the bit error rate for 
a second type of watermark. Therefore, embodiments of the 
present invention may be less Susceptible to localized distor 
tions that may affect one type of watermark more than another 
type of watermark. 

Verifying the presence of a watermark without knowing the 
value of the original watermark may be beneficial. For 
example, without basing the verification on original values of 
the watermark, the value of the watermark, at the transmitting 
end, may be changed frequently without having the need to 
convey the new watermark to the extractor each time the 
watermark is changed. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING(S) 

Having thus described the invention in general terms, ref 
erence will now be made to the accompanying drawings, 
which are not necessarily drawn to scale, and wherein: 

FIG.1 illustrates the elements of a first device and a second 
device according to an embodiment of the present invention; 

FIG. 2 illustrates a process of embedding and extracting N 
copies of a watermark according to another embodiment of 
the present invention; 

FIG. 3 illustrates a binary symmetric channel with cross 
over probability P: 

FIG. 4 illustrates attacks on an watermarked image when 
transmitted through N independent binary symmetric chan 
nels; 

FIG. 5 is a chart comparing the correlation between indi 
vidual extracted copies of a watermark and an original water 
mark and the correlation between a blindly fused recon 
structed watermark and the original watermark; 

FIG. 6 illustrates a method according to yet another 
embodiment of the present invention; and 

FIG. 7 illustrates a method according to another embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Embodiments of the present invention will now be 
described more fully hereinafter with reference to the accom 
panying drawings, in which some, but not all embodiments of 
the invention are shown. Indeed, the invention may be embod 
ied in many different forms and should not be construed as 
limited to the embodiments set forth herein; rather, these 
embodiments are provided so that this disclosure will satisfy 
applicable legal requirements. Like reference numerals refer 
to like elements throughout. 
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Embodiments of the present invention relate to the authen 
tication of digital data. As shown in FIG. 1, an authentication 
process may involve two primary devices. The first device 10 
is for creating or receiving an original data set and embedding 
or inserting an authentication code into the original data set. 
The second device 20 is for receiving a data set and extracting 
or reading an authentication code embedded within the 
received data set and determining whether the received data 
set is the original data set. Although described as a first device 
10 and second device 20, one in the art would appreciate that 
the first and second device are not necessary two independent 
devices but may be one device or one system that includes the 
components and functions of both the first and second devices 
described herein. 
The first device creates or receives the digital data set. The 

digital data set may be in the form of a digital file or signal and 
represent audio content (speech and music), images (photo 
graphs, graphics, drawings), video content, or other digital 
content. The first device may be a computer or communica 
tion device configured to receive digital data. For example, 
the first device may be a desktop computer, a laptop computer, 
a server, a mobile telephone, a portable digital assistant, or 
other type of portable or stationary computer or communica 
tion device and include all necessary Software, controllers, 
memory devices, connections, antennas, modems, disk 
drives, and other accessories to operate Such devices. The 
manner in which the first device receives the digital data may 
vary. For example, the first device may receive the digital data 
set through a network, Such as the Internet oran intranet, as an 
electronic mail, or in accordance with other downloading 
formats or processes. The first device may be capable of 
creating a digital data set instead of or in addition to receiving 
the digital data set. For example, the first device may include 
a recording element such as a digital camera, video recorder, 
Voice or Sound recorder, or scanner for creating the digital 
data set and the necessary Software and accessories to operate 
Such elements. 
The first device is also configured to insert or embed an 

authentication code into the digital data set. As such, the first 
device includes all the necessary hardware and Software, 
including programs, computer readable memory devices, and 
controllers for processing and embedding the authentication 
code into the digital data set. The first device may be config 
ured to generate authentication codes for insertion and/or 
receive authentication codes from an outside source for inser 
tion. The authentication code is in the form of a digital water 
mark. The digital watermark is a sequence of bits that may 
represent ownership, origin, copyright, or other information 
regarding the digital data set. Multiple copies of the water 
mark are inserted into the digital data set. The insertion strat 
egy, i.e. the placement of the copies throughout the digital 
data set, may vary including inserting the copies in either a 
spatial domain or in a transform domain, Such as discrete 
cosine transform coefficients or wavelet coefficients. In gen 
eral, the insertion strategy is to embed the copies such that the 
copies are “hidden', i.e. they have little or no perceptible 
impact on the digital data set. For example, in a digital data set 
that represents an image the copies of the watermark may be 
embedded through the least significant bit(s) of a number of 
pixels of the image such that the copies of the watermark have 
little or no perceptible impact on the quality of the image. By 
hiding the copies of the watermark, the watermark does not 
mar the image and makes it harder for potential attackers to 
detect or locate the copies of the watermark in effort to 
remove or distort them. 

According to the illustrated embodiment of FIG. 1, the first 
device 10 includes a receiving element 11, Such as an antenna, 
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6 
a receiver or other input device, for receiving digital data sets, 
a recording element 12 for creating digital data sets, a 
memory element 13 for storing digital data sets, a generating 
element 14 for generating authentication codes, an embed 
ding element 15 for inserting authentication codes into digital 
data sets, a transmitting element 16, Such as an antenna, a 
transmitter or other output device, for transmitting the digital 
data sets with embedded authentication codes, and a process 
ing element 17 configured to regulate or control the functions 
of the other elements. The processing element may be com 
prised of a processor or other computing device and may 
serve not only to regulate or control the functions of the other 
elements, but may, in fact, serve as one or more of the other 
elements, such as the recording element, the generating ele 
ment and/or the embedding element. 
As used herein, a “host signal' is the digital data set before 

the insertion of the copies of the watermark. And a “water 
marked signal' is the digital data set after the insertion of the 
copies of the watermark. 
The first device transmits or exports the watermarked sig 

nal. For example, the first device either directly or through 
one or more intermediate devices may present or send the 
watermarked signal as part of a communication, purchase, 
license, or general use with or for one or more thirds parties or 
for internal use. Therefore the first device includes the nec 
essary hardware and Software for sending or transmitting the 
watermarked signal. 

During the use and/or transmission of the watermarked 
signal, the watermarked signal is Vulnerable to attacks. An 
“attack is typically an action by someone who is intention 
ally trying to modify the signal Such that the watermark in the 
signal is destroyed or distorted beyond recognition, thus mak 
ing it harder or impossible to ascertain the true ownership or 
origin of the watermarked signal. However an attack may also 
be incidental to a proper or benign use of the signal. Using an 
image as an example again, an attack may include actions 
Such as cropping, filtering, rotating, and any other action that 
modifies at least a portion of the watermark within the signal, 
regardless of the intent behind the action. 
The second device is configured to receive one or more 

digital signals from one or more sources. To that end, the 
second device may be a desktop computer, a laptop computer, 
a server, a mobile telephone, a portable digital assistant, or 
other type of portable or stationary computer or communica 
tion device and include all necessary Software, controllers, 
memory devices, connections, antennas, modems, and other 
accessories to operate Such devices and receive the signals. 
The second device may be configured to receive the signals 
through a variety of means including but not limited to a 
network, Such as the Internet or an intranet, as an electronic 
mail, or in accordance with other downloading formats or 
processes. 
The second device is also configured to authenticate the 

received digital signals. More specifically, the second device 
is configured to review the received digital signals and deter 
mine whether any one of the digital signals is a watermarked 
signal, i.e. a host signal with the embedded watermark. For 
example, the second device receives a digital signal, referred 
to herein for illustrative purposes only as a received digital 
signal, and determines whether the received digital signal is a 
host signal with the embedded watermark, i.e. a watermarked 
signal. As stated above, the watermarked signal has multiple 
copies of the watermark. Each copy of the watermark is a 
sequence of bits embedded in the watermarked signal. The 
second device extracts the data from the received digital 
signal that corresponds to the location of the multiple copies 
of the watermark in the watermarked signal. The second 
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device's extraction strategy, i.e., retrieving the copies of the 
watermark, may be essentially the first devices insertion 
strategy, i.e., embedding the copies of the watermark into the 
signal, in reverse. As such, the second device may be advised 
of the first device's insertion strategy inadvance so as to guide 
its extraction strategy. 
The extracted data represents potential copies of the water 

mark. However, due to potential attacks, the copies of the 
watermark may have been distorted, and thus the copies may 
differ than the original watermark that was embedded. One in 
the art would appreciate the term “channel to generally refer 
to the path that the watermarked signal traveled from the first 
device to the second device. The channel may include one or 
more intermediate devices that received, processed, stored, 
and retransmitted the signal until the watermarked signal was 
received by the second device. The channel may differ for any 
given signal and differing channels may introduce a different 
amount of attacks or noise, i.e. distortion, onto the copies of 
the watermarks. Therefore the second device may not know 
the extent of which the copies of the watermark have been 
distorted. 

In order to determine whether the distorted copies repre 
sent the original watermark, the second device is configured 
to combine the distorted copies of the watermark by estimat 
ing the effects of the distortion on the copies in order to 
reconstruct the original watermark. The reconstructed water 
mark is then compared to the original watermark. If the cor 
relation between the reconstructed watermark and original 
watermark is Sufficiently high, then the second device may 
authenticate the received signal as being the host signal. 

According to the illustrated embodiment of the FIG. 1, the 
second device 20 includes a receiving element 21, such as an 
antenna, a receiver or other input device, for receiving the 
digital signals including watermarked signals, an extracting 
element 22 for extracting possible copies of a watermark from 
a digital signal, a reconstruction element 23 for estimating the 
original values of the extracted copies of a watermark 23, a 
correlation element 24 for authenticating the digital signals, a 
memory element 25 for storing digital signals and a process 
ing element 26 configured to regulate or control the functions 
of the other elements. The processing element may be com 
prised of a processor or other computing device and may 
serve not only to regulate or control the functions of the other 
elements, but may, in fact, serve as one or more of the other 
elements, such as the extracting element, the reconstruction 
element and/or the correlation element. 

FIGS. 2-4 illustrate another embodiment of the present 
invention. For illustration purposes only and as shown in FIG. 
2, the host signal of the illustrated embodiment may represent 
an image, referred to as a host image and represented by a 
matrix U. The watermark W is a sequence of a predetermined 
number M of bits b, i.e. W=b, b, ... b. A number N of 
copies of the watermark W is inserted into the host image, 
thus creating a watermarked image. The number M of bits that 
make up the watermark W may vary depending on the appli 
cation, the amount of information intended to carried by the 
watermark, and whether the host signal is audio, video, 
imaginary, etc. Typically, the number N of copies embedded 
is at least three. The maximum number of copies is usually the 
number of copies that can be embedded into the image with 
out visibly distorting the image. Moreover, in Some embodi 
ments, the copies of the watermark W may be uniformly 
distributed throughout the image. 

Again as illustrated in FIG. 2, the watermarked image may 
undergo one or more attacks, such as cropping and filtering. 
As explained above, the attacks may distort, i.e. change or 
alter, one or more of the copies of watermark. The image 
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8 
containing potentially distorted copies of the watermark is 
referred to hereinas a distorted watermarked image V. Due to 
the distortions, one or more bits of the individual copies of the 
watermark may be corrupted, i.e. contain incorrect values or 
be unreadable. Also different copies of the watermark may 
have been corrupted differently or to a greater degree than 
other copies of the watermark, because one or more of the 
distortions may have had only a localized impact on the 
image. 
The potentially distorted watermark W is extracted from 

the image. Or more specifically, the potentially distorted cop 
ies of the watermark are extracted from the image, i.e. W. 
W, ... W, wherein Wi-Ib, , b, ...,b), i=1,2,... N. The 
effects of the distortions on the copies of the watermark are 
modeled as being the equivalent to transmitting each bit loca 
tion for the copies of the watermark through a number of 
independent binary symmetric channels (or BSC). The num 
ber of binary symmetric channels equals the number of 
extracted copies of the watermark. As shown in FIG. 3, a 
binary symmetric channel is defined by its cross-probability 
or bit error probability P, which is the probability that the 
binary symmetric channel will cause a transmitted bit (0 or 1) 
to be received in error. Equivalently, 1-P is the probability 
that the binary symmetric channel will not flip the transmitted 
bit, i.e., change a 1 to a 0 or, conversely, change a 0 to a 1. 
Modeling the distortion effects on the copies of the water 
mark to a set of N independent binary symmetric channels 
allows for the quantification of a certain probability that the 
watermark bits were received in error and captures the cumu 
lative effects of all attacks on the watermarked image. 

Therefore based on this model, the process of extracting 
the original watermarkW from the potentially distorted cop 
ies W. W. ... Wvincludes estimating the original value for 
each bit of the watermark, of which N copies have been 
received via N independent binary symmetric channels as 
shown in FIG. 4 and wherein the cross-over probabilities of 
the binary symmetric channels are unknown. The cross-over 
probability of the i' binary symmetric channel is denoted by 
P.(i), i=1,2,..., N. The m" watermark bit can be optimally 
reconstructed from W, Ib, b,2,..., b.l. i=1,2,... Nusing 
the following formula (referred to herein as equation (1)): 

W 

Because the cross-over probabilities of the binary symmet 
ric channels are unknown, the cross-over probabilities are 
estimated. Specifically for equation (1), P.(i) is replaced by 
P(i), the estimate of P(i). Therefore the formula becomes 
(referred to herein as equation (2)): 

One of the features of some of the embodiments of the 
present invention is estimating the cross-over probabilities 
exclusively from the potentially distorted copies of the water 
mark and without any training or reference information, Such 
as reference watermarks. In other words, the original values 
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for the potentially distorted copies of the watermark are 
reconstructed blindly, also referred to as blind fusion, by 
using the extracted values from only the potentially distorted 
copies of the watermarks, i.e. W-Ib, b.2, . . . . bill, i=1, 
2, ... N. The estimation algorithm for estimating the original 
values blindly, i.e. without training or reference information, 
may vary. For example, in one embodiment of the present 
embodiment, P.(i) may be obtained with the following esti 
mation algorithm: 

1. Compute p12, p13, ..., py, 

(# of bit locations where W = W.) 
p3 where p = 

2. Using p12, p13. . . . . p1N, p23, 

estimate of the cross-over probability of the N BSCs as 

P.(1) = -l |Chieh-DCP3 - p 2 2 2p3 - 1 

r 1 - p - P(1 p.(i) = Phill, i=2,3,..., N 
1 - 2P(1) 

The estimated cross-over probabilities along with the bits 
of the N extracted copies of the watermark may be applied to 
equation (2) for reconstructing the watermark, referred to as 
the “reconstructed watermark.” 

For example purposes only, a digital host signal may have 
three copies of an original watermark W, i.e. N=3. The origi 
nal watermark W may be a 3-bit sequence of 110), i.e. b-1, 
b=1, and b-0. However, in the received digital host signal 
the copies of the watermark are distorted. Specifically, in this 
example, the extracted copies have the following values, W = 
111. W=101 and W=101 1. Therefore using the estima 

tion algorithm disclosed above, p. ps. . . . p. p are 
computed as: p. 2/3 (i-1, -2). 

p = 2/3(i = 1, j = 3) and p = 1/3(i = 2, j = 3); 

P.(1) is computed as 

r 1 1 2) (2 f3) - 1) ((2) (2 f3) - 1 

P(1) = 2 2 |CEA-9)( E.A. ) l = 0.2113: 
P(2) is computed as: 

P(2) = 1 - 0.6667 - 0.2113 = 0.2113; and P(3) is computed as: 
1 - 2(0.2113) 

P(3) = 1 - 0.6667 - 0.2113 = 0.2113. 
1 - 2(0.2113) 

In yet another embodiment of the present invention P.(i) 
may be obtained by another estimation algorithm including 
by not limited to the modified power method procedure dis 
closed in A. Dixit, S. C. Douglas and G. C. Orsak, “Blind 
Estimation of Channel BERs in a Multi-Receiver Netowrk', 
Proc. IEEE International Conf. on Acoustics, Speech, and 
Signal Processing, Montreal, Canada, May 2004, which is 
hereby incorporated by reference. According to this proce 
dure, the bit error rates (or BERs) for each bit location, also 
referred to as individual bit location error rates, can be esti 
mated based on N copies of the watermark by solving the 
following set of N(N-1)/2 equations in Nunknowns to yield 
estimates of P.(1), P.(2),..., P.(N). 
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1 - P(1) - P(2) + 2P(1)P.(2) = p. 
1 - P(1) - P(3) + 2P(1)f(3) = p. 

1 - P. (1) - P(N) + 2P(1)p(N) = py 
1 - P(2) - P(3) + 2P(2)p(3) = p. 
1 - P(2) - P(4) + 2P(2)P.(4) = p. 

1 - P(N-1) - P(N) + 2P(N-1)p(N) = py 

P is the column vector of individual bit location error rates 
defined as P-IP.(1), P.(2),..., P(N) and P=1-P where 1, 
denotes an N long column vector of ones. Therefore P is an 
eigenvector of the matrix PP, corresponding to the eigen 
value ||P. Moreover, it can be shown that P is the only 
non-zero eigenvalue of the matrix PP. 
L is a NxN real symmetric matrix with eigenvalues, i=1, 

2. . . . , N such that 12 D1,221.1. Then given VoeR', the 
power method produces a sequence of vectors as follows: 

for i := 0,1,2...do 

The sequence of vectors V, converges to the dominant 
eigenvector of L if the initial vector Vo has a component in the 
direction of the dominant eigenvector and the rate of conver 
gence is dictated by IW/IWI. 

Based on the power method, P can be estimated as the 
dominant eigenvector to the matrix PP. Because the matrix 
PP' is unknown the matrix PP is approximated. For example, 
consider another matrix A constructed from the N(N-1)/2 
statistics p, as follows: 

O p12 p13 p1N 
p12 O p2N 
p13 p;3 O p3N 

PIN p2N . . . . . . 0 

Given infinite length of the watermark and hence, error free 
estimates p, the matrix A can be decomposed as A=PP' 
PP'-diag(PP+PP) (referred to herein as equation 3), where 
diag() denotes a diagonal matrix with the diagonal equal to 
the diagonal of the argument matrix. Equation 3 may be 
applied to approximate PP for finite observations and derive 
the power method based iterations to estimate Pas follows: 

Initialization: 

Po = 1 N - Po 

Iterations: 

for i = 0, 1, 2 ... do 
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-continued 

P = A + diag(PP + PP)- PP 
|P2 

P1 = 1 -P1 
end 

The desired solution for this procedure is a stable point of 
the algorithm i.e. if the iterations converge to the desired 
solution (error-free value of P), the error in the subsequent 
iterations is Zero. 
One in the art should appreciate that the two above estima 

tion algorithms are for illustrative purposes only and that 
other estimation algorithms may be employed to obtain P(i). 
As previously stated, if correlation between the recon 

structed watermark and the original watermark is sufficient 
high then the retrieved image may be authenticated as the host 
image. The level of correlation for authentication may vary 
depending on the application, type of signal (e.g., audio, 
Video, or image) and type of watermark (e.g., logo of a com 
pany, trademark or just random bit sequence) and also on how 
much certainty is desired when determining whether the 
watermark is present or absent. An exemplary value may be a 
correlation=0.95 or be set at any value between greater than 0 
to 1. 

Reconstructing the extracted watermark through the blind 
fusion of multiple and potentially distorted copies allows for 
higher correlation between the reconstructed watermark and 
the original watermark than compared to correlating an indi 
vidual extracted copy of the watermark and the original 
watermark. For example, five copies of a 512 bit long, ran 
domly generated watermark were embedded in a 512 pixelx 
512 pixel Lenna image. The watermarked image was cor 
rupted by additive noise such that the bit error rate for the 
image was varied from 0 (no noise) to 0.35 (on an average, 
35% of the watermark bits were in error). It can be seen from 
FIG. 5 that the correlation between the blindly fused water 
mark and the original watermark is much higher than the 
correlation between the individual received copies of the 
watermark and the original watermark. Hence, employing 
blind fusion of copies of the watermark achieves a higher 
degree of robustness. 

FIG. 6 illustrates a method according to an embodiment of 
the present invention. The method includes extracting 200 
more than one potentially distorted copy of a watermark from 
a digital signal, estimating 300 one or more individual bit 
location error rates for the potentially distorted copies based 
exclusively upon the potentially distorted copies and without 
the use of training or reference data, and then determining 400 
a reconstructed watermark based on the individual bit loca 
tion error rates and the potentially distorted copies of the 
watermark. As explained above, an individual bit location 
error rate may be estimated by modeling the individual bit 
location error rate as being the equivalent to transmitting the 
copies of the watermark through a number of independent 
binary symmetric channels equal to the number of copies of 
the watermark. As illustrated the method may also include 
embedding 100 more than one copy of an original watermark 
into a digital signal and correlating 500 the reconstructed 
watermark to the original watermark for authentication. Also 
as illustrated the method may include intermediate steps 
between embedding the copies and extracting the copies. 
More specifically, the method may further include transmit 
ting 125 the embedded signal and receiving 175 the embed 
ded signal. The signal is transmitted through a channel within 
an unknown level of noise or attacks. 
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12 
In general, Some of the above embodiments pertain to 

applications where the original watermark is known at the 
time of extraction. However, embodiments of the present 
invention may also apply to applications where the value of 
the original watermark is unknown at the time of extraction. 
More specifically, embodiments of the present invention may 
detect the presence a watermark within a digital signal with 
out knowing the original values of the watermark. As an 
example and as illustrated in FIG. 7, a method is provided that 
includes extracting 200 copies of a potential watermark, i.e. 
sequences of bits, from a received digital signal. The extrac 
tion is based on the pre-determined locations within the digi 
tal signal that would represent copies of the watermark if the 
received digital signal is a host signal, i.e. a signal with an 
embedded watermark. Therefore only the locations of the 
copies are utilized and the original values of the watermark 
are unnecessary. The method also includes estimating 300 
one or more individual bit location error rates of the potential 
copies of the watermark as described above. In general, ran 
domly selected bits should have a bit error rate close to 0.5. 
Therefore if the extracted bits do represent multiple copies of 
a watermark, then the bit error rate should be significantly 
different than 0.5. The greater the difference between the 
estimated biterror rates and 0.5, the more likely the extracted 
bits are not random to each other and represent copies of the 
watermark. The method may include a step of verifying 700 
the presence of the watermark within the digital watermark 
based on the differences between the estimated bit error rates 
and 0.5. 

Similar to the correlation level described above, the level of 
difference needed to verify or authenticate the presence of the 
watermark may vary depending on the application, type of 
signal (e.g., audio, video, or image) and type of watermark 
(e.g., logo of a company, trademark or just random bit 
sequence) and also on how much certainty is desired when 
determining whether the watermark is present or absent. For 
example purposes only, the critical level of difference may be 
0.3. Therefore, according to this example, if the bit error rates 
are equal to or greater than 0.8 or are equal to or less than 0.2 
then the device or software system would confirm the pres 
ence of the watermark in the signal. 
More specifically, the individual bit location error rates 

may be fused 600 to compute an overall bit error rate for the 
copies of the watermark, which is compared to the critical 
level of difference. The fusion of the individual bit location 
error rates into an overall fused bit error rate may be accom 
plished by running exhaustive simulations. For example, in an 
application with three copies of a watermark the individual bit 
location error rates may be 0.05, 0.1, and 0.15, running 
exhaustive simulations may calculate the overall bit error rate 
as 0.026, i.e. about half of the best individual bit location error 
rate, by combining simulated copies of the watermark with 
the individual bit location error rates. 

Also, in other embodiments of the present invention, rather 
than fusing the individual bit location error rates into an 
overall bit error rate and then comparing the overall bit error 
rate to 0.5, the verification may be based on comparing the 
lowest individual bit location error rate to 0.5. 

Authenticating the presence of the watermark without the 
original values of the watermark allows the values of the 
watermarks to be changed frequently at the insertion end 
without requiring the transmission or storage of the fre 
quently changing values of the watermark. 
The above described functions may be carried out in many 

ways. Any suitable means for carrying out each of the func 
tions described above may be employed to carry out the 
invention. In one embodiment, all or a portion of the elements 
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of the invention generally operate under control of a computer 
program product. The computer program product for per 
forming the methods of embodiments of the invention 
includes a computer-readable storage medium, Such as the 
non-volatile storage medium, and computer-readable pro- 5 
gram code portions. Such as a series of computer instructions, 
embodied in the computer-readable storage medium, Such as 
the memory element of the first and/or second device(s). 
Many modifications and other embodiments of the inven 

tion set forth herein will come to mind to one skilled in the art 
to which this invention pertains having the benefit of the 
teachings presented in the foregoing descriptions and the 
associated drawings. Therefore, it is to be understood that the 
invention is not to be limited to the specific embodiments 
disclosed and that modifications and other embodiments are 
intended to be included within the scope of the appended 
claims. Although specific terms are employed herein, they are 
used in a generic and descriptive sense only and not for 
purposes of limitation. 2O 
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What is claimed is: 
1. A method comprising: 
extracting a plurality of potentially distorted copies of a 
watermark from a digital signal, wherein the digital sig- 25 
nal does not comprise a reference watermark; 

estimating, by a processor, one or more individual bit loca 
tion error rates for the potentially distorted copies based 
exclusively upon the potentially distorted copies; and 

Verifying the presence of the watermarkin the digital signal 30 
based at least in part on a comparison between a pre 
defined threshold and a biterror rate determined based at 
least in part on at least one of the individual bit location 
error rates. 

2. A method according to claim 1, wherein estimating the 35 
individual bit location error rates includes modeling the indi 
vidual bit location error rates as being equivalent to transmit 
ting the plurality of potentially distorted copies of the water 
mark through a plurality of independent binary symmetric 
channels. 40 

3. A method according to claim 2, wherein the number of 
independent binary symmetric channels is equal to the num 
ber of potentially distorted copies. 

4. A method according to claim 1, further including fusing 
two or more the individual bit location error rates into an 45 
overall bit error rate for the potentially distorted copies of the 
watermark, wherein the bit error rate determined based at 
least in part on at least one of the individual bit location error 
rates comprises the overall bit error rate, and wherein verify 
ing the presence of the watermark is based at least in part on 50 
the difference of the overall bit error rate to the predefined 
threshold. 

5. A method according to claim 4, wherein the predefined 
threshold comprises 0.5. 

6. A method according to claim 1, wherein the bit error rate 55 
determined based at least in part on at least one of the indi 
vidual bit location error rates comprises the lowest individual 
bit location error rate, and wherein verifying the presence of 
the watermark is based at least in part on the difference 
between the lowest individual bit location error rate to the 60 
predefined threshold. 

7. A method according to claim 6, wherein the predefined 
threshold comprises 0.5. 

8. A method according to claim 1 further comprising deter 
mining a reconstructed watermark based on the individual bit 65 
location error rates and the plurality of potentially distorted 
copies of the watermark. 

14 
9. A method according to claim8, wherein the verifying the 

presence of the watermark is further based on the correlation 
of the reconstructed watermark to an original watermark. 

10. A method according to claim 1 further comprising 
embedding a plurality of copies of an original watermark into 
a digital signal. 

11. A method according to claim 10, wherein the plurality 
of copies of the original watermark are uniformly distributed 
throughout the digital signal. 

12. A method according to claim 10, wherein the digital 
signal represents an image and the plurality of copies of the 
original watermark are hidden within the image. 

13. A computer program product comprising at least one 
tangible computer-readable storage medium having com 
puter-readable program instructions stored therein, the com 
puter-readable program instructions comprising: 

program instructions configured to extract a plurality of 
potentially distorted copies of a watermark from a digi 
tal signal, wherein the digital signal does not comprise a 
reference watermark; 

program instructions configured to estimate one or more 
individual bit location error rates for the potentially dis 
torted copies based exclusively upon the potentially dis 
torted copies; and 

program instructions configured to Verify the presence of 
the watermark in the digital signal based at least in part 
on a comparison between a predefined threshold and a 
bit error rate determined based at least in part on at least 
one of the individual bit location error rates. 

14. A computer program product according to claim 13, 
wherein the program instructions configured to estimate are 
configured to estimate the individual bit location error rates 
by modeling the individual bit location error rates as being 
equivalent to transmitting the plurality of potentially distorted 
copies of the watermark through a plurality of independent 
binary symmetric channels. 

15. A computer program product according to claim 14, 
wherein the number of independent binary symmetric chan 
nels is equal to the number of potentially distorted copies. 

16. A computer program product according to claim 13, 
further comprising program instructions configured to fuse 
two or more of the individual bit location error rates into an 
overall bit error rate for the potentially distorted copies, 
wherein the bit error rate determined based at least in part on 
at least one of the individual bit location error rates comprises 
the overall bit error rate, and wherein the program instruc 
tions configured to verify the presence of the watermark are 
configured to verify the presence of the watermark based at 
least in part on the difference of the overall bit error rate to the 
predefined threshold. 

17. A computer program product according to claim 16, 
wherein the predefined threshold comprises 0.5. 

18. A computer program product according to claim 13, 
wherein the bit error rate determined based at least in part on 
at least one of the individual bit location error rates comprises 
the lowest individual bit location error rate, and wherein the 
program instructions configured to Verify the presence of the 
watermarkare configured to verify the presence of the water 
mark based at least in part on the difference of the lowest bit 
location error rate to the predefined threshold. 

19. A computer program product according to claim 18, 
wherein the predefined threshold comprises 0.5. 

20. A computer program product according to claim 13 
further comprising program instructions configured to deter 
mine a reconstructed watermark based on the individual bit 
location error rates and the plurality of potentially distorted 
copies of the watermark. 
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21. A computer program product according to claim 20, 
wherein the program instructions configured to Verify the 
presence of the watermark comprise program instructions 
configured to verify the presence of the watermark further 
based on the correlation of the reconstructed watermark to an 
original watermark for authentication. 

22. A computer program product according to claim 13 
further comprising program instructions configured to embed 
a plurality of copies of an original watermark into a digital 
signal. 

23. A computer program product according to claim 22 
wherein the plurality of copies of the original watermark are 
uniformly distributed throughout the digital signal. 

24. A computer program product according to claim 22, 
wherein the digital signal represents an image and the plural 
ity of copies of the original watermark are hidden within the 
image. 

25. An apparatus comprising at least one processor and at 
least one memory storing computer program code, wherein 
the at least one memory and stored computer program code 
are configured to, with the at least one processor, cause the 
apparatus to at least: 

extract a plurality of potentially distorted copies of a 
received watermark from a digital signal, wherein the 
digital signal does not comprise a reference watermark; 

estimate one or more individual bit location error rates for 
the potentially distorted copies based exclusively upon 
the potentially distorted copies; and 

Verify the presence of the watermark in the digital signal 
based at least in part on a comparison between a pre 
defined threshold and a biterror rate determined based at 
least in part on at least one of the individual bit location 
error rates. 

26. An apparatus according to claim 25, wherein the at least 
one memory and stored computer program code are config 
ured to, with the at least one processor, cause the apparatus to 
estimate the individual bit location error rates by modeling 
the individual bit location error rates as being equivalent to 
transmitting the plurality of potentially distorted copies of the 
watermark through a plurality of independent binary sym 
metric channels. 

27. An apparatus according to claim 26, wherein the num 
ber of independent binary symmetric channels is equal to the 
number of potentially distorted copies. 

28. An apparatus according to claim 25, wherein the at least 
one memory and stored computer program code are config 
ured to, with the at least one processor, cause the apparatus to 
determine a reconstructed watermark based on the individual 
bit location error rates and the plurality of potentially dis 
torted copies of the watermark; and 

wherein the at least one memory and stored computer 
program code are configured to, with the at least one 
processor, cause the apparatus to Verify the presence of 
the watermark in the digital signal further based on a 
correlation between the reconstructed watermark to an 
original watermark. 

29. An apparatus according to claim 25 in combination 
with a second apparatus comprising: 

an embedding element configured to insert a plurality of 
copies of an original watermark into a host digital signal. 

30. A combination according to claim 29, wherein the 
embedding element is configured to insert the plurality of 
copies of the original watermark uniformly throughout the 
host digital signal. 

31. A combination according to claim 29, wherein the 
embedding element is configured to insert the plurality of 
copies of the original watermark in a spatial domain. 
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32. A combination according to claim 29, wherein the 

embedding element is configured to insert the plurality of 
copies of the original watermark in a transform domain. 

33. A combination according to claim 29, wherein both 
apparatuses are co-located. 

34. An apparatus comprising: 
means for extracting a plurality of potentially distorted 

copies of a received watermark from the digital signal, 
wherein each potentially distorted copy includes a plu 
rality of extracted values, and wherein the digital signal 
does not comprise a reference watermark; 

means for estimating one or more individual bit location 
error rates for the potentially distorted copies based 
exclusively upon the potentially distorted copies; and 

means for verifying the presence of the received watermark 
in the digital signal based at least in part on a comparison 
between a predefined threshold and a biterror rate deter 
mined based at least in part on at least one of the indi 
vidual bit location error rates. 

35. An apparatus according to claim 34, wherein the means 
for estimating the individual bit location error rates is config 
ured to model the individual bit location error rates as being 
equivalent to transmitting the plurality of potentially distorted 
copies of the watermark through a plurality of independent 
binary symmetric channels that are equal in number to the 
number of potentially distorted copies. 

36. An apparatus according to claim 25, wherein the at least 
one memory and stored computer program code are config 
ured to, with the at least one processor, cause the apparatus to 
fuse two or more of the individual bit location error rates into 
an overall bit error rate for the potentially distorted copies, 
wherein the bit error rate determined based at least in part on 
at least one of the individual bit location error rates comprises 
the overall bit error rate, and wherein the at least one memory 
and stored computer program code are configured to, with the 
at least one processor, cause the apparatus to Verify the pres 
ence of the received watermark at least in part by comparing 
the difference of the overall bit error rate to the predefined 
threshold. 

37. An apparatus according to claim 36, wherein the pre 
defined threshold comprises 0.5. 

38. An apparatus according to claim 34, wherein the means 
for verifying the presence of the received watermark is con 
figured to reconstruct a plurality of original values of the 
received watermark based on the individual bit location error 
rates and the plurality of extracted values from the potentially 
distorted copies. 

39. An apparatus according to claim 38 further comprising 
correlating means for determining a correlation between the 
reconstructed original values of the received watermark to a 
plurality of values of an original watermark. 

40. An apparatus according to claim 25, wherein the bit 
error rate determined based at least in part on at least one of 
the individual bit location error rates comprises the lowest 
individual bit location error rate, and wherein the at least one 
memory and stored computer program code are configured to, 
with the at least one processor, cause the apparatus to verify 
the presence of the received watermark at least in part by 
comparing the difference of the lowest individual bit location 
error rate to the predefined threshold. 

41. An apparatus according to claim 40, wherein the pre 
defined threshold comprises 0.5. 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 8,077,904 B2 Page 1 of 1 
APPLICATIONNO. : 1 1/479683 
DATED : December 13, 2011 
INVENTOR(S) : Dixit 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

Column 13 

Line 45, after “two or more, insert --of-. 

Signed and Sealed this 
Thirteenth Day of November, 2012 

David J. Kappos 
Director of the United States Patent and Trademark Office 

  


