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(57) Abrege/Abstract:
A method and system of identity masking to obscure identities corresponding to face regions In an image Is disclosed. A face

detector Is applied to detect a set of possible face regions In the image. Then an identity masker Is used to process the detected
face regions by identity masking techniques Iin order to obscure identities corresponding to the regions. For example, a detected
face region can be blurred as If it Is In motion by a motion blur algorithm, such that the blurred region can not be recognized as the
original identity. Or the detected face region can be replaced by a substitute facial image by a face replacement algorithm to
obscure the corresponding identity.
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(57) Abstract: A method and system of 1dentity masking to obscure identities corresponding to face regions in an image 1s dis-
closed. A face detector 1s applied to detect a set of possible face regions i the image. Then an i1dentity masker 1s used to process

& the detected face regions by identity masking techniques in order to obscure i1dentities corresponding to the regions. For example,

S

W

a detected face region can be blurred as if it 1s in motion by a motion blur algorithm, such that the blurred region can not be recog-
nized as the original 1dentity. Or the detected face region can be replaced by a substitute facial image by a face replacement algo-
rithm to obscure the corresponding i1dentity.
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AUTOMATIC FACE DETECTION AND IDENTITY MASKING IN IMAGES,
AND APPLICATIONS THEREOF

FIELD OF THE INVENTION

[0001] The present invention relates to image processing, and more particularly to
1dentity masking by automatically detecting and processing face regions in an image, and

applications thereof.

BACKGROUND OF THE INVENTION
[0002] Recent advances in computer networking and processing make images easily
accessible. However, public access of images, especially images containing human faces
raises concerns about privacy. There have been some previous efforts to protect the
privacy of people appearing in an image by making their faces unrecognizable to obscure
their 1dentities. To obscure a face in an image, a region containing the face has to be
1dentified first. Automatic face detection techniques can help to identity face regions
when processing a large number of images. However, the accuracy of automatic face
detection techniques raises concerns. There can be false positives where detected regions
do not correspond to faces. There can also be regions containing faces that are not
detected. In addition, to obscure a face, the detected face region in the image is usually
replaced by a replacement shape with solid color or mosaics. Although the identities are
obscured for the individuals whose faces otherwise appear in the image, the image

appearance i1s adversely affected by replacing faces with other shapes used in such

methods.

SUMMARY

[0003] [llustrative embodiments of the present invention relate to identity masking by
automatically detecting and processing face regions in an image, and applications thereof.
In one embodiment, a face detector detects a set of possible face regions in an image, and
an 1dentity masker uses an identity masking algorithm to process the detected face
regions in order to obscure the identifying features within the detected face regions. In an

embodiment, the identity masker uses a motion blur algorithm to blur a detected face
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region so that the blurred face region appears as if it 1s in motion and the corresponding
1dentity cannot be recognized. In another embodiment, th\e identity masker uses a face
replacement algorithm to replace a detected face region with a substitute facial image so
that the corresponding identity 1s obscured. In yet another embodiment, the identity
masker uses a motion blur algorithm to blur some detected face regions, and uses a face
replacement algorithm to replace other detected face regions to obscure corresponding
identities.

[0004] In one embodiment, to make sure identities in an image are obscured, the
sensitivity of the face detector can be adjusted to detect possible regions that may
correspond to a face. Then a pre-defined verification analysis is used to reject false

- positives 1.e. features which do not correspond to human faces in the image. In an
embodiment, a skin color analysis is performed to reject false positives detected by the
face detector. Alternatively, a blur algorithm based on such verification criteria can be
used to process potentially false posttives. In an embodiment, a blur algorithm is applied
on the basis of the probability that an area of color is a natural skin color. Higher
probability results in greater blurring.

[0004a]) In another illustrative embodiment, a computer-implemented method for
obscuring one or more identities in an image includes detecting, in an image, a region
corresponding to a face. The method then includes selecting a portion of the region that
includes one or more features of the face, and motion blurring the portion to obscure the
one or more features of the face based at least in part upon an orientation of the face.

[0004b] In another illustrative embodiment, a system for obscuring an identity in an image
includes a processing pipeline server configured to obscure the identity in the image. The
processing pipeline server includes a face detector configured to detect a region in the
image corresponding to a face, and an identity masker configured to obscure the 1dentity
corresponding to the detected region by motion blurring, based at least in part upon an
orientation of the face, a portion of the detected region that includes one or more features

of the face.

[0004c¢] In another illustrative embodiment, a computer-readable medium stores

instructions that, when executed by a processor, cause any one or more of the methods
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described herein to be carried out.
[0004d] In another 1llustrative embodiment, a computer system includes such a computer-
readable medium and further includes the processor in communication with the medium.
[0005] Further embodiments, features, and advantages of such embodiments, as well as

the structure and operation of the various embodiments of the invention, are described in

detail below with reference to accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES

[0006] Embodiments of the invention are described with reference to the accompanying
drawings. In the drawings, like reference numbers may indicate identical or functionally
similar elements. The drawing in which an element first appears is generally indicated by
the left-most digit in the corresponding reference number.

[0007] FIG. 1 1s a diagram of an exemplary system 100 for performing 1dentity masking
on 1mages which may be viewed through a network.

[0008] FIG. 2A 1s an example of 1dentity masking an image using motion blur according
to an embodiment of the present invention.

[0009] FIG. 2B 1s an example of identity masking an image using face replacement
according to another embodiment of the present invention.

[0010] FIG. 2C 1s an example of identity masking an image using both motion blur and

face replacement according to another embodiment of the present invention.
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[0011] FIG. 3A is an example of motion blurring a face region.
[0012] FIG. 3B is an example of replacing a face region using a generated facial image

based on a matching image from a facial image database.

[0013] FIG. 4 1s a flow chart of an exemplary process for identity masking an image.

[0014] FIG. 5 is a flow chart of an exemplary process for identity masking a face region
by motion blur.

[0015] FIG. 6 is a flow chart of an exemplary process for identity masking a face region
by face replacement.

[0016] FIG. 7 i1s a flow chart of an exemplary process for detecting face regions in an
image with the sensitivity of the face detection algorithm tuned to detect possible face
regions, with a subsequent venfication process.

[0017] FIG. 8 is a table of several examples of face blurring based on skin color analysis

to reject false positives detected by a tace detector.

DETAILED DESCRIPTION OF THE INVENTION

[0018] The present invention relates to identity masking by automatically detecting and
processing face regions in an image, and applications thereof. In the detailed description
of the invention herein, references to "one embodiment", "an embodiment"”, "an example
embodiment", etc., indicate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment may not necessarily include the
particular feature, structure, or characteristic. Moréover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or
characteristic 1s described in conn_ection with an embodiment, it 1s submitted that it 1s
within the knowledge of one skilled in the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly described.

[0019] In order to protect privacy of individuals whose faces appear in an 1mage, identity
masking is performed to process the image before it can be viewed by others. In an
embodiment of the invention, a face detection algorithm is applied to detect regions 1n the
image that may contain faces, then an identity masking algorithm i1s selected to process
faces in the detected regions in order to obscure the corresponding identities. After
identity masking, the processed image can be stored in an image database and 1s ready to

be accessed by other viewers.



CA 02719992 2010-09-29
WO 2009/145826 PCT/US2009/001988

-4 -

[0020] To preserve the layout and overall appearance of an i1mage, techniques such as
motion blur algorithms and face replacement algorithms are preferred for identity
masking. A motion blur algorithm can make a detected face appear as 1f photographed
while in motion but its identity is obscured. A face replacement algorithm can replace the
detected face with some other facial image to obscure its identity.

[0021] FIG. 1 illustrates an exemplary system 100 for identity masking according to one
embodiment of the present invention. System 100 includes an image database of
unprocessed images (or raw images), raw image database 102. Raw image database 102
is connected to processing pipeline server 110, which includes a face detector 112 and an
identity masker 114. Processing pipeline server 110 detects faces 1n an image using face
detector 112, and obscures the corresponding identities using 1dentity masker 114.
System 100 further includes one or more image storage components, such as an 1mage
database for storing processed images. Such a database is shown as processed 1mage
database 120, which is accessible by an image server 130. Image server 130 can be
accessed by image viewers. In the illustrated embodiment, access can be provided
through network 140. Image browser 150 is connected to network 140 1n order to access
the processed images through image server 130. Identity masker 114 includes a set of
identity masking tools using different identity masking algorithms. These tools include
face replacer 116, which implements face replacement algorithms to replace a detected
face by a substitute facial image. Another tool is motion blurrer 118, which implements
motion blur algorithms to blur a face detected by face detector 112 as 1f 1t were
photographed while in motion.

[0022] Note that in alternative embodiments or applications of the invention, other
sources of raw images may be used instead of a raw image database. A particular raw
image may be provided directly by a user, for example. Raw images may also be taken
from a video.

[0023] Moreover, server 110 and the logic shown therein may be implemented in
software, hardware, or firmware, or a combination thereof. Server 110 may, for example,
be implemented on one or more customized or general purpose computers, where the face
detector 112, identity masker 114, face replacer 116, and motion blurrer 118 are

implemented as software.
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[0024] Network 140 can be any network or combination of networks that can carry data
communications, and may be referred to herein as a computer network. Such a network
can include, but is not limited to, a local area network, medium area network, and/or wide
area network such as the Internet. Network 140 can support protocols and technology
including, but not limited to, World Wide Web protocols and/or services. Intermediate
web servers, gateways, or other servers (not shown) may be provided between
components of system 100 depending upon a particular application or environment.

[0025] In order to obscure a face in a raw image,. the region that contains the face needs
to be detected first. This can be done by a face detection algorithm. Because the purpose
of identity masking is to obscure identities of individuals whose faces appear in an 1mage,
the face detection algorithm needs to identify possible face regions in the image.

[0026] In one embodiment of the invention, processing pipeline server 110 1in FIG. 1 gets
a raw 1mage from raw image database 102. Processing pibeline server 110 uses face
detector 112 to detect regions corresponding to faces (or face regions) in the raw 1mage.
In one embodiment of the invention, the sensitivity of face detector 112 1s adjusted to
detect as many face regions as possible. The initially detected face regions may include
true hits containing faces and false positives that do not actually correspond to faces. To
limit the obscuring effects on the false positives, face detector 112 may use verification
criteria to verify the detected regions and reject false positivés. In one embodiment of the
invention, skin color analysis is used to verify if a detected region has a natural skin color.
The regions that are mistakenly detected as faces are considered false positives.
Processing pipeline server 110 can also ask identity masker 114 to use identity masking
algorithms to handle potential false positives based on verification criteria. For example,
in one embodiment, a blur algorithm based on such verification criteria can be used to
process potentially false positives. The blur algorithm is applied on the basis of the
probability that an area of color 1s a natural skin color. Higher probability results 1n
greater blurring.

[0027] Because some images may contain images that are not subject to privacy 1ssues,
the detected regions with such contents may not need identity masking. In one
embodiment, face detector 112 may search an image database to venfy if a detected
region matches such an image. If the detected region has a match in the database, 1t 1s

unmarked and 1s not processed for identity masking.
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[0028] Once the face regions are detected, an identity masking algorithm can be applied
to make the face regions unrecognizable so that the corresponding identities are obscured.
In various embodiments of the invention, there are several ways to obscure the 1dentities
of the detected face regions in the image. The faces in the face regions can be blurred,
replaced by substitute facial images not subject to privacy 1ssues, etc.

[0029] As illustrated in FIG. 1, after face detector 112 detects a set of face regions 1n a
raw image, processing pibeline server 110 calls identity masker 114 to obscure 1dentities
corresponding to the detected face regions. In one embodiment of the invention, identity
masker 114 uses motion blurrer 118 to make a detected face region appear as if 1t 1S In
motion. In another embodiment of the invention, identity masker 114 uses face replacer
116 to replace a detected face region with a substitute facial image. In an alternative
embodiment, both motion blurrer 118 and face replacer 116 are used by i1dentity masker
114.

{0030] For example, in one embodiment of the invention, as illustrated in FIG. 2A, 1mage
200 is a raw image containing two faces. In process 210, face detector 112 takes image
200 as input, detects two regions containing two respective faces, and outputs information
about the two detected face regions, region 222 and region 224. In the illustrated
embodiment, the identity masker 114 chooses to motion blur the detected face regions in
process 230. Region 222 and region 224 are changed to region 242 and region 244 using
the motion blur algorithm in process 230. The blurred face regions 240 containing
regions 242 and 244 are output to processed image 250.

(0031} In another embodiment of the invention, the identity masker 114 replaces the
detected face regions with substitute facial images as illustrated in FIG. 2B. Region 242
and region 244 are replaced by regions 262 and 264 using a face replacement algorithm 1n
process 230. The replaced face regions 260 containing regions 262 and 264 are output to
a processed 1image 270.

[0032] The identity masker can also use different identity masking algorithms to process
different detected face regions respectively. For example, as illustrated in FIG. 2C,
region 222 is motion blurred to create region 282, and region 224 is replaced by region
284. The identity masked face regions 280 are output to create a processed image 250.
Alternatively, the identity masker can apply two or more different identity masking

algorithms on the same detected face regions to mask their identities.
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[(0033] Note that the drawings are for illustrative purposes. The detected face regions are
not necessarily in regular shapes such as rectangles or squares as illustrated in the figures.

[0034] Motion blurrer 118 can use a motion blur algorithm to make the original face
region in an image appear as if the face has been photographed while in motion or out of
focus. FIG. 3A shows an illustration of motion blur. The original detected face region
310 is processed by motion blurrer 118 using a motion blur algorithm in process 320.
The output is a motion blurred face region 330.

{0035] Another possible way to obscure the identity of a face 1s by replacing the face
with a substitute facial image. The substitute facial image can be a facial image not
subject to privacy concemns, or a generated face different than the original face. There are
many techniques available to generate a face. For example, in one embodiment, a face
may be generated from a 3D computer graphics model, which can match the highting 1n
the image. Face replacement using such generated faces can have result in a more natural
appearance of the image than other replacement methods.

[0036] FIG. 3B illustrates one way to replace a detected face region with a substitute
facial image that is selected from a facial database. First by looking up the facial 1mage
database 350, a substitute facial image is selected based on the profile of the detected face
region 340. The profile may include orientation, facial features (e.g. size, eyes, Nose,
mouth, etc.), or even three-dimensional information such as depth of the face. In order to
replace the detected face without affecting neighboring regions of the image, the
substitute facial image should have a similar orientation and size as the detected face. It
can also have similar positions of facial features. Then the detected face region 340 1s
replaced by the substitute facial image 360. In an alternative embodiment, a substitute
facial image can be generated by mixing the selected facial image with the detected face
region. Because the generated facial image 1s different than the original detected face
region, the identity of detected face region 340 is obscured.

[0037] Note that the claimed invention is not limited to these two types of identity
masking algorithms. Other algorithms for identity masking can also be used.

{0038] FIG. 4 is a flow chart of an exemplary process 400 for identity masking according
to one embodiment of the invention. In stage 410, a raw image is selected from a raw
image database. The raw image database can be any storage means to store images. For

example, it can be raw image database 102 in FIG. 1. In alternative embodiments, the
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raw image can come from other sources such as video, etc.” A face detector (e.g. face
detector 112) is used to detect face regions in the selected raw 1mage using a face
detection algorithm in stage 420. The detected face regions will be processed to obscure
corresponding identities. In stage 430, a detected face region is selected. To obscure the
identity of the selected face region, an identity masking algorithm is chosen 1n stage 440.
A motion blur algorithm can be applied to obscure the identity in stage 452, or a face
replacement algorithm can be applied in stage 454. In an alternative embodiment, there is
no selection stage 440, and one or more fixed masking algorithms are used each time.

[0039] Other identity masking algorithms can also be used. For example, in one
embodiment of the invention, a blur algorithm based on skin color can be chosen to
obscure the identity. Each pixel in the selected face region is blurred in proportion to its
probability of having a natural skin color. Therefore if the selected region has a low
probability of corresponding to a human face based on color, the blurmng effect
performed on the region will be little.

[0040] After the chosen identity masking algorithm obscures the identity of the selected
region, processing pipeline server 110 will determine in stage 460 if all detected face
regions have been processed. If there are detected face regions which have not been
processed, the routine will go back to stage 430 to select the next detected face region.
Otherwise, if all the detected face regions in the selected raw image are processed, the
processed image will be output in stage 470 to processed image database 120.

[0041] Note that in the illustrated embodiment, a selected region is processed by one
identity masking algorithm. In alternative embodiments, one or more identity masking
algorithms can be applied on the same selected region to mask the corresponding 1dentity.

[0042] Also note that in the illustrated embodiment, selected face regions are processed
in serial. Alternatively, the selected face regions may be processed in parallel.

[0043] FIG. 5 is a flow chart for an exemplary process 452 of identity masking using
motion blur according to one embodiment of the invention. Once a detected face region
is selected and motion blurring is chosen, a particular motion blur algorithm needs to be
chosen to obscure the identity of the selected face region.

[0044] Several motion blur algorithms are available to obscure the selected face region
such as the Line Integral Convolution motion blur, motion blur based on a Canonical Map

Function, motion blur based on face orientation, etc. In alternative embodiments, other
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[0046]

10047]

[0048]

..

blur algorithms may be used. In other embodiments, more than one blur algorithm may
be applied to a selected face region.

For example, if Line Integral Convolution (LIC) motion blur is chosen 1n stage
520, the Line Integral Convolution motion blur i1s applied to the selected face region 1n
stage 522 for the motion blur effect. LIC 1s well known in the art for visualizing a vector
field of an image. It can involve selectively blurring the image as a function of the vector
field to be displayed. In one embodiment, to motion blur a face region, a vector field
assoclated with the face region 1s created to represent the direction and extent of motion
for each pixel in the blur. By varying the direction and the extent of motion of the vector
field, the face region can be motion blurred in different directions with different amounts
of blur.

If blurring based on a Canonical Map Function 1s chosen in stage 530, the
Canonical Map Function algorithm 1s applied in stage 532. Canonical Map Function 1s
also well known 1n the art as an average estimation of three-dimensional depth when
aligned with the selected face. Then the selected face region can be motion blurred
according to the face depth.

If in stage 540, blurring based on the face orientation is chosen, the orientation of
the selected face region needs to be calculated first in stage 542. The orientation of a face
in an image relates to where the corresponding individual is facing. For example, the
individual may directly face the camera, i.e., to the front. Or the individual may face to
the left or right of the camera. In one embodiment of the invention, the orientation of the
selected face region may comprise a face direction vector, an image vector, and an angle
between them. The face direction vector is a vector representing the direction of the face.
The image vector is a vector associated with the image. For example, the face direction
vector can be a vector in the direction of the nose, and the image vector can be a vector
perpendicular to the image. Then the motion blur algonthm based on face orentation 1s
applied to the selected face region in stage 544. In one embodiment of the invention, the
blurring corresponds to the motion of the face tuming in the direction of
increasing/decreasing the angle between the face direction vector and the image vector.

The present invention is not limited to the above mentioned motion blur
algorithms for identity masking. In alternative embodiments of the invention, other

motion blur or image blur algorithms can also be applied upon selection. In some
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embodiments of the invention, because the blur algorithms have different extents of blur
at different locations of the face region, the blurring process 1s 1rreversible or
irrecoverable.

[0049] FIG. 6 is a flow chart of an exemplary process 454 for identity masking using face
replacement algorithms according to one embodiment of the invention. Here, a substitute
facial image replaces a selected face region in an image, so that the identity of the
selected face region 1s obscured. A face profile is determined for the selected face region
in stage 620. The face profile is often used in face recognition algorithms to i1dentify a
face. For example, the face profile can include locations and shapes of eyes, nose and
mouth, face outline, face orientation, etc. Based on the face profile, a substitute facial
image can be either generated or selected from a face database in stage 630. There are
different ways to generate the substitute facial image. According to one embodiment of
the invention, the substitute facial image can be generated by mixing one or more
corresponding features of the selected face region and a facial image selected- from the
face database. In yet another embodiment of the invention, the substitute facial image can
be generated by mixing some features of two or more detected face regions in the image.
To replace the selected face region without affecting the layout of the original 1mage, the
substitute facial image should have a size similar to the selected face region. For

example, in one embodiment, the difference between lengths or heights of the two 1mage

regions can be less than 5% of the length or height of the selected face region. Once the
substitute facial image is available, in stage 640, the selected face region 1s replaced by
the substitute facial image to obscure the corresponding identity.

[0050] To obscure identities for a set of faces in an image, the face detection algorithm
needs to detect possible face regions. In one embodiment of the invention, the sensitivity
of the face detection algorithm 1s tuned to detect as many regions corresponding to faces
as possible. There may be detected regions not corresponding to faces, which are usually
referred as false positives. To exclude such false positives, a verification procedure may
be applied based on pre-defined criteria. FIG. 7 i1s a flow chart of an exemplary process
700 for rejecting false positives of the face detection algornthm according to one
embodiment of the invention. First in stage 705, the face detector marksregions of an
image that possibly include a face. The sensitivity of the face detector is tuned to mark as

many face regions as possible, including both true hits and false positives. Then a
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marked region is selected in stage 710. In stage 720 the selected region 1s tested using
pre-defined verification criteria to verify that the region contains a face. The verification
criterion can be defined based on skin color, three-dimensional face profile, etc. If the
selected region does not contain a face, it will be unmarked in stage 722. In stage 730, 1f
all marked regions are tested, the procedure ends. Otherwise, the procedure goes back to
stage 710, to select another marked region for verification.

[0051] Note that in the illustrated embodiment, the process of rejecting false positives 1s
performed in serial. In alternative embodiments, the process may be performed 1n
parallel.

[0052] FIG. 8 shows some examples for excluding false positives based on skin color
analysis. Column 810 of the table 800 contains the original detected face regions from
input images. The face regions 811 and 812 in column 810 correspond to faces. The
regions 813 and 814 are falsely detected regions other than human faces, and region 815
is a poster with human figures in black and white. In one embodiment of the invention, a
skin color analysis is applied to verify the above mentioned regions. The results of skin
color analysis of the above five detected regions are listed in column 820 of the table.
The skin color analysis results 821 and 822 indicate that the corresponding detected
regions 811 and 812 include human skin colors and may therefore contain human faces.
The skin color analysis results 823-825 indicate that the corresponding detected regions
813-815 are false positives. Note that, although region 815 has human faces, 1f they are
in black and white, thus region 815 is indicated as a false positive. The detected regions
are then blurred based on the skin color analysis. The final results are listed in column

830, and only regions containing human faces are blurred, 1.e. images 831 and 832.

[0053] It is to be appreciated that the Detailed Description section, and not the Summary
and Abstract sections, 1s intended to be used to interpret the claims. The Summary and
Abstract sections may set forth one or more but not all exemplary embodiments of the
present invention as contemplated by the inventors, and thus, are not intended to limit the
present invention and the appended claims 1n any way.

[0054] The present invention has been described above with the aid of functional building
blocks illustrating the implementation of specified functions and relationships thereof.

The boundaries of these functional building blocks have been arbitrarily defined herein
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for the convenience of the description. Alternate boundaries can be defined so long as the
specified functions and relationships thereof are appropriately performed.

[0055] The foregoing description of the specific embodiments will so fully reveal the
general nature of the invention that others can, by applying knowledge within the skill of
the art, readily modify and/or adapt for various applications such specific embodiments,
without undue experimentation, without departing from the general concept of the present
invention. Therefore, such adaptations and modifications are intended to be within the
meaning and range of equivalents of the disclosed embodiments, based on the teaching
and guidance presented herein. It 1s to be understood that the phraseology or terminology
herein is for the purpose of description and not of limitation, such that the terminology or
phraseology of the present specification 1s to be interpreted by the skilled artisan in light

of the teachings and guidance.
[0056] The breadth and scope of the present invention should not be limited by any of the

above-described exemplary embodiments, but should be defined only in accordance with

the following claims and their equivalents.
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THE SUBJECT-MATTER OF THE INVENTION FOR WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED IS DEFINED AS FOLLOWS:

1. A computer-implemented method for obscuring one or more identities in an image,
comprising:
(1)  detecting, in an image, a region corresponding to a face;
(2)  selecting a portion of the region that includes one or more features of the face;
and
(3)  motion blurring the portion to obscure the one or more features of the face based

at least 1n part upon an orientation of the face.

2. The method of claim 1, wherein (1) comprises:
checking the detected region with stored public images; and

rejecting the detected region wherein the detected region matches a stored public image.

3. The method of claim 1, wherein (2) comprises selecting at least one of a nose, an eye, a

mouth, and an outline of the face.

4, The method of claim 1, wherein (3) comprises motion blurring the one or more features

of the face based on a canonical map function.

5. The method of claim 1, wherein (3) comprises motion blurring the one or more features

of the face using Line Integral Convolution.

6. The method of claim 1, wherein (3) comprises:
determining an orientation of the face; and

motion blurring the portion of the region based on the orientation of the face.

7. The method of claim 6, wherein determining the orientation of the face comprises:
associating a first vector with the face; and
determining a relationship between the first vector and a second vector associated with

the 1mage.

8. A system for obscuring an identity in an image, comprising:



10.

11.

CA 02719992 2015-10-13
_14 -

a processing pipeline server configured to obscure the identity in the image, wherein the
processing pipeline server comprises:

a face detector configured to detect a region in the image corresponding to a face; and

an 1dentity masker configured to obscure the identity corresponding to the detected region
by motion blurring, based at least in part upon an orientation of the face, a portion of the

detected region that includes one or more features of the face.

The method of claim 1, wherein (3) comprises motion blurring the one or more features

of the face such that the portion of the region is motion blurred in different directions

with different amounts of blur.

A computer-readable medium storing instructions that, when executed by a processor,

cause the method of any one of claims 1-7 and 9 to be carried out.

A computer system comprising the computer-readable medium of claim 10 and further

comprising the processor in communication with the medium.
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