
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2008/0270801 A1 

Levy et al. 

US 20080270801A1 

(43) Pub. Date: Oct. 30, 2008 

(54) 

(76) 

(21) 

(22) 

(63) 

(60) 

WATERMARKING AMEDIA SIGNAL BY 
ADJUSTING FREQUENCY DOMAIN VALUES 
AND ADAPTING TO THE MEDIA SIGNAL 

Inventors: Kenneth L. Levy, Stevenson, WA 
(US); Jun Tian, Plainsboro, NJ 
(US) 

Correspondence Address: 
DGMARC CORPORATION 
94.05 SW GEMN DRIVE 
BEAVERTON, OR 97008 (US) 

Appl. No.: 12/050,820 

Filed: Mar. 18, 2008 

Related U.S. Application Data 

Continuation of application No. 09/731,456, filed on 
Dec. 6, 2000, now Pat. No. 7,346,776. 

Provisional application No. 60/232,163, filed on 
11, 2000. 

Sep. 

Publication Classification 

(51) Int. Cl. 
H04L 9/32 (2006.01) 

(52) U.S. Cl. ........................................................ T13/179 
(57) ABSTRACT 

A method of imperceptibly embedding a code signal in a 
media signal encodes auxiliary information in frequency 
components of the media signal. This method forms a code 
signal comprising a plurality of frequency components. The 
method embeds the code signal into the media signal by 
adjusting the frequency component relative to a neighboring 
component. The method changes selection of the plurality of 
frequency components corresponding to the codes signal for 
different instances of embedding the code signal in the media 
signal. The code signal may be used to encode a combination 
offixed and variable message information in audio and image 
signals, including video. In one application, the attributes of 
the code signal are measured to determine broadcast signal 
quality. In another, the code signal robustly carries auxiliary 
information in distribution channels where distortion is com 
mon, Such as compression, broadcast distortion, packet loss, 
digital to analog conversion, and ambient air transmission. 
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WATERMARKING AMEDIA SIGNAL BY 
ADJUSTING FREQUENCY DOMAINVALUES 
AND ADAPTING TO THE MEDIA SIGNAL 

RELATED APPLICATION DATA 

0001. This patent application is a continuation of U.S. 
patent application Ser. No. 09/731,456, filed Dec. 6, 2000 
(Now U.S. Pat. No. 7,346,776), which claims the benefit of 
U.S. Provisional Application 60/232,163 filed Sep. 11, 2000. 
These applications and patents are hereby incorporated by 
reference. 

TECHNICAL FIELD 

0002 The invention relates to steganography, data hiding, 
and watermarking of media signals. Such as images and audio 
signals. 

BACKGROUND AND SUMMARY 

0003 Digital watermarking is a process for modifying 
physical or electronic media to embed a machine-readable 
code into the media. The media may be modified such that the 
embedded code is imperceptible or nearly imperceptible to 
the user, yet may be detected through an automated detection 
process. Most commonly, digital watermarking is applied to 
media signals such as images, audio signals, and video sig 
nals. However, it may also be applied to other types of media 
objects, including documents (e.g., through line, word or 
character shifting), software, multi-dimensional graphics 
models, and Surface textures of objects. 
0004 Digital watermarking systems typically have two 
primary components: an encoder that embeds the watermark 
in a host media signal, and a decoder that detects and reads the 
embedded watermark from a signal Suspected of containing a 
watermark (a Suspect signal). The encoder embeds a water 
mark by altering the host media signal. The reading compo 
nent analyzes a suspect signal to detect whether a watermark 
is present. In applications where the watermark encodes 
information, the reader extracts this information from the 
detected watermark. 
0005. Several particular watermarking techniques have 
been developed. The reader is presumed to be familiar with 
the literature in this field. Particular techniques for embed 
ding and detecting imperceptible watermarks in media sig 
nals are detailed in the assignee's U.S. Pat. Nos. 5,862.260 
and 6,614.914, which are hereby incorporated by reference. 
Examples of other watermarking techniques are described in 
U.S. Pat. No. 7,197.156, which is hereby incorporated by 
reference. Additional features of watermarks relating to 
authentication of media signals and fragile watermarks are 
described in U.S. patent applications 60/198,138, and 60/232, 
163, and U.S. Pat. Nos. 6,574,350 and 6,636,615, which is 
hereby incorporated by reference. 
0006. One aspect of the invention is a method of imper 
ceptibly embedding a code signal in a media signal. This 
forms a code signal comprising a plurality of frequency com 
ponents. The method embeds the code signal into the media 
signal by adjusting the frequency component relative to a 
neighboring component. The method changes selection of the 
plurality of frequency components corresponding to the 
codes signal for different instances of embedding the code 
signal in the media signal. 
0007. The codesignal may be used to encode a combina 
tion of fixed and variable message information in audio and 
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image signals, including video. In one application, the 
attributes of the code signal are measured to determine broad 
cast signal quality. In another, the code signal robustly carries 
auxiliary information in distribution channels where distor 
tion is common, Such as compression, broadcast distortion, 
packet loss, digital to analog conversion, and ambient air 
transmission. 
0008 Further features will become apparent with refer 
ence to the following detailed description and accompanying 
drawings. The following description details a method for 
detecting whether an image has been Scanned, printed or 
photocopied after being processed by the method. It also 
describes alternative implementations and applications. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 is a flow diagram illustrating a process of 
embedding an authentication watermark in a media signal. 
0010 FIG. 2 is a flow diagram illustrating a process of 
detecting the authentication watermark from a potentially 
corrupted version of the watermarked signal. 

DETAILED DESCRIPTION 

0011 FIG. 1 is a flow diagram illustrating a process of 
embedding a watermarkin an input media signal (100), and in 
particular, in an image. The embedder begins by dividing a 
grayscale image into NXN blocks of samples at a specified 
resolution (102), where N is a pre-defined integer. For each 
block, the embedder computes a frequency transform of the 
image samples in that block (104), namely, a fast Fourier 
transform. From the mid-frequency and mid-high frequency 
coefficients, the embedder selects M Fourier transform coef 
ficients (106), where M is a pre-defined integer. The coeffi 
cient locations are fixed by a pre-defined pattern. For 
example, the locations are scattered among roughly 25 to 100 
coefficient locations in the mid to mid-high frequency range 
of a Fourier transform domain of a block of image samples 
where N ranges from 64 to 512 at spatial resolutions ranging 
from 75 to 600 dots per inch (DPI). The locations are sym 
metric about vertical and horizontal axes (and potentially 
diagonal axes) to facilitate detection as explained further 
below. 
0012 For each of the M selected coefficients, X, the 
embedder computes a ratio of the magnitude of a selected 
coefficient relative to the magnitude of its neighbors (108). In 
particular, it is a ratio of the magnitude of the selected coef 
ficient to the average magnitude of the Surrounding neigh 
bors: 

r(x)=Magnitude of x Average of Magnitude of 
Eight Neighbors of x 

0013 If r(x)<r, where r is a pre-defined reference value, 
the embedder increases the magnitude of X such that: 

0014. In this implementation, the value of r is a pre-de 
fined constant. The reference may be derived dynamically 
from the input media signal. Also, the reference may be 
selected from a table of values so as to select the value of r in 
the table at the minimum distance from r(x). The adjustment 
to the host image is selected so as to be imperceptible or 
substantially imperceptible to a user in an output form of the 
watermarked signal. 
0015 Next, the embedder computes the inverse fast Fou 
rier transform on each block to obtain the watermarked gray 
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scale image (112). The watermarked image (114) may then 
undergo one or more transformations, such as digital to ana 
log conversion, printing, scanning, analog to digital conver 
Sion, photocopying, etc. These transformations tend to cor 
rupt the watermarked image in a predictable way. 
0016. The watermarking process of FIG. 1 may be com 
bined with another watermarking process to embed other 
watermarks, either robust or fragile to transformations such 
as sampling distortions, geometric distortions, Scaling, rota 
tion, cropping, etc. In particular, the process may be com 
bined with an embedding process described in U.S. Pat. Nos. 
5,862.260 and 6,614.914 to encode a calibration signal that 
enables a detector to compensate for distortions such as Scal 
ing, rotation, translation, differential scale, shear, etc. In one 
implementation, for example, the calibration signal com 
prises an array of impulse or delta functions scattered in a 
pattern in the Fourier domain of each block of image samples. 
To embed the pattern, the embedder perceptually adapts the 
calibration signal to the host image block and adds it to that 
block. The impulse functions of the calibration signal have a 
pre-defined magnitude and pseudo-random phase. To make 
the calibration signal less perceptible yet detectable, the 
embedder modulates the energy of the calibration signal 
according to the data hiding attributes (e.g., local contrast) of 
the image samples to which it is added. Preferably, the loca 
tions of the impulse functions are scattered across a range of 
frequencies to make them robust to transformations like spa 
tial Scaling, rotation, Scanning, printing, and lossy compres 
sion. Further, they are preferably arranged to be symmetric 
about vertical and horizontal axes in the Fourier domain to 
facilitate detection after flipping or rotating the watermarked 
image. 
0017. The frequency coefficient locations selected for the 
method illustrated in FIG. 1 may be mutually exclusive or 
overlap the coefficient locations of the calibration signal. The 
calibration signal preferably has impulse functions at lower 
frequencies to Survive compression, Scanning, printing, etc. 
while the pattern of coefficients employed in FIG. 1 includes 
coefficients at locations that are likely to be impacted by 
alterations to be detected, such as printing, Scanning and 
photocopying. In the case where they overlap, the modifica 
tion of the coefficients according to FIG. 1 is implemented so 
as not to interfere with the calibrations signal. In particular, 
the embedder adjusts the selected coefficients as shown in 
FIG. 1 after the impulse functions of the calibration signal 
have been introduced, or the embedder calculates the water 
marked signal taking into account the changes of the coeffi 
cient values due to the calibration signal and the process of 
FIG 1. 

0018. Another approach is to adjust the selected frequency 
coefficients in the method of FIG. 1 so that those coefficients 
act as both a calibration signal and an authentication signal. 
The locations of the coefficients for the method of FIG. 1 and 
the delta functions of the calibration signal are the same. The 
embedder increases the magnitudes of selected mid to mid 
high frequency coefficients relative to their neighbors to 
achieve the desired relationship with neighboring coefficients 
for authentication purposes. Since this modulation includes 
the addition of a delta function to the selected coefficients, it 
also inherently embeds a calibration signal comprised of delta 
functions at the selected locations. To compensate for rotation 
and scale, the detector performs a Fourier Mellin transform of 
the Suspect signal and the calibration signal into a log-polar 
space and then correlates the two signals. The location of the 
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correlation peak in log polar space provides the spatial scale 
and rotation parameters. These parameters may then be used 
to compensate for rotation and Scale changes before perform 
ing additional watermark decoding operations, such as the 
authentication operations of FIG. 2. 
0019. To compute translation, the delta functions added to 
the selected coefficients may be given a known pseudoran 
dom phase. In this case, the detector correlates the phase 
information of the calibration signal with the Suspect signal 
after compensating for rotation and Scale. The location of the 
correlation peak gives the translation offset in the horizontal 
and vertical directions. 

0020. In addition to being integrated with other watermark 
signal components, the process of FIG. 1 may be combined 
with a robust watermark embedding process to carry a multi 
bit message payload carrying metadata or a link to metadata 
stored in an external database. Example implementations for 
embedding this type of robust watermark are described in 
U.S. Pat. Nos. 5,862,260 and 6,614,914. 
0021 FIG. 2 is a flow diagram illustrating a process of 
detecting the authentication watermark from a potentially 
corrupted version of the watermarked media signal (120) 
from the process of FIG. 1. The first four steps (122) are the 
same as shown in the embedder. For each block, the detector 
computes the average of r(x), where x is over all M selected 
coefficients (124), 

R=Average of r(x) 

0022. The detector computes the average of R over all 
blocks (126), 

AR=Average of R 

0023 To detect whether the watermarked signal has 
undergone alterations, the detector compares the average of R 
with a pre-defined threshold (128). If ARZ-T, where T is a 
pre-defined threshold, then the detector classifies it as origi 
nal. IfAR-T, then the detector classifies it as a copy. Depend 
ing on the application, the detector may indicate the result 
(130) to a user through some user interface (e.g., visual dis 
play, audio output such as text to speech synthesis, etc.). The 
detector may also indicate the result (130) to another software 
process or device to take further action, such as communicat 
ing the event to a another device or database for logging, 
recording tracer data about the user or device in which the 
alteration is detected, linking the detecting device to a net 
work resource such as a web site at a specified URL that 
informs the user about usage rules, licensing opportunities, 
etc. 

0024. To make the process robust to geometric distortion, 
the detector includes a pre-processing phase in which it cor 
relates a calibration signal with the potentially corrupted 
watermarked signal as described in U.S. Pat. Nos. 5,862.260 
and 6,614,914. Using a Fourier Mellin transform, the detector 
maps both the calibration signal and the received signal into a 
log polar coordinate space and correlates the signals (e.g., 
using generalized matched filters) to calculate estimates of 
rotation and Scale. After compensating for rotation and scale, 
the detector uses the phase information of the calibration 
signal to compute translation, e.g., the origin or reference 
point for each block. Further correlation operations may be 
used to compute differential scale (e.g., the change in scale in 
the horizontal and vertical directions after watermarking). 
After compensating for geometric distortion, the detector 
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executes the process of FIG. 2 to detect alteration in the 
selected frequency coefficients modified according to the 
method shown in FIG. 1. 

0025. While the invention is illustrated with respect to a 
specific implementation, it may be implemented in a variety 
of alternative ways. For example, the above example specifi 
cally refers to a grayscale image. This example may be 
adapted to other types of images including video and still 
imagery, color and monochrome images, etc. For color 
images, the embedding and detecting operations may be per 
formed on two or more color channels, including luminance, 
chrominance or some other color channels. The embedding 
and detecting operations may be applied to frequency coeffi 
cients of alternative frequency transforms, such as DCT and 
wavelet, to name a few. 
0026. The embedding process shown in FIG. 1 may be 
performed on a portion of the host signal to create a water 
mark signal that is combined with the host signal. For 
example, in one possible implementation, the embedder pre 
filters the host signal to yield a high pass filtered signal includ 
ing content at the mid and high frequency ranges impacted by 
the watermark. The embedder makes the modification to this 
filtered signal, and then combines the resulting modified sig 
nal with the original signal. 
0027. The embedding and detecting processes may also be 
integrated into compression and decompression operations. 
For example, the frequency domain transform may be 
executed as part of a compression process, such as JPEG, 
JPEG 2000 or MPEG, where blocks of the signal are trans 
formed into a frequency domain. Once converted to the fre 
quency domain, frequency coefficients may be adjusted as 
described above. 
0028. The embedding and detecting operations apply to 
other media types, including audio media signals. In addition, 
the frequency domain coefficients may be selected and 
adjusted to reference values to detect other types of signal 
alteration, Such as lossy compression, digital to analog and 
analog to digital conversion, downsampling and upsampling, 
etc. 

Semi-Fragile Watermarks 

0029. A related watermarking approach is to use an array 
of Fourier magnitude impulse functions with random phase (a 
calibration signal, also referred to as a watermark Synchroni 
Zation or orientation signal) for semi-fragile, and copy and 
copy-attack resistant watermarks. Semi-fragile refers to a 
watermark that degrades in response to Some types of degra 
dation of the watermarked signal but not others. In particular 
for document authentication applications using such a water 
mark, the watermark decoder can determine if the watermark 
has been scanned and printed or battered by normal usage, 
potentially while being read with a web camera. The copy 
attack relates to the assertion that one can use noise-reduc 
tion, i.e. Wiener filters, to lift a watermark and, then using 
threshold and masking techniques, one can re-embed it in a 
new image. Interestingly, these concepts are related because 
they both include an additional scanning and printing cycle, 
assuming the copy attack works on printed, not only digital, 
content. This type of semi-fragile watermark can be used to 
determine if a watermarked document has been copied, pos 
sibly using a high quality copier and low quality reader, and as 
Such, can stop copying and can be used to measure quality of 
service. 
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0030. One approach to implementing a semi-fragile 
watermark is to embed extra signal peaks in the Fourier mag 
nitude domain that are of varying intensity, and have the 
watermark decoder determine if the watermark has been 
scanned and printed by the relative power of the extra and 
original calibration signal peaks. The extra peaks refer to a set 
of peaks used to implement the semifragile watermark. The 
original calibration signal peaks refer to the ones already 
included in the watermark to determine its orientation in a 
geometrically distorted version of the watermarked signal. 
For an example of such a calibration signal, see U.S. Pat. Nos. 
5,862.260 and 6,614.914, which are incorporated by refer 
ence. Some peaks are referred to as “extra’ because they are 
included in addition to other peaks that form the original set of 
peaks in a calibration signal. 
0031 One advantage of including the semi-fragile water 
mark in the calibration signal is that the robust part of the 
watermark, which includes the desired detailed information 
Such as a unique ID, is the multi-bit message, whereas the 
fragile part, which is only used to determine copying, is a few 
bit message. The fragile watermark can be considered as a 
single bit (copied or not) but actually allows more informa 
tion by being frequency specific, as described below. Inter 
estingly and potentially advantageously, the semi-fragile 
watermark is separate but inherently related to the robust 
watermark—thus they cannot be separated for Successful 
copy attacks. 
0032 Specifically, the extra calibration signal peaks 
should be located at frequencies that best discriminates 
between the printing and Scanning process, normal scuffing 
and a web camera reader. These locations can be determined 
by analyzing the frequency response of printing, Scanning, 
Scuffing and web cameras for frequency differences. 
0033 For example, a printing-Scanning process may rep 
resent high-frequencies better than a camera, but not low 
frequencies. In addition, scuffing may show low-and-high 
frequency losses. Thus, the reader will be able to determine if 
the watermark has been copied, involving an additional scan 
ning-printing process, by the relative intensities of the extra 
and original calibration signal peaks at low and high frequen 
cies. In this example, high-and-low frequency loss is accept 
able, whereas only low frequency loss represents a copied 
watermark. 

0034. In addition, the extra calibration signal peaks could 
also be dependent upon the content of the host signal, thus 
providing additional defense against the copy attack. For 
example, the host image samples could be broken in 16 equal 
Sub-blocks, and the location of the extra peaks depends upon 
the average intensity of each quadrant to the total average 
intensity. Or, if only a section of the image is visible to the 
reader, each 32 by 32 sample block could be used in the above 
calculation instead of the complete image. Any “hash” of the 
host image that Survives a web camera reader (referred to as a 
perceptual hash) could be used. To this end, if the watermark 
is moved to another picture, after it is read, it is less likely that 
the extra calibration signal peak locations are correct, not to 
mention that the less intense calibration signal points have 
been removed by the additional scanning-printing process. 
0035 Alternatively, in regards to the copy attack, the con 
tent dependent information could be used to slightly move the 
location of a few original calibration signal peaks, as opposed 
to adding extra calibration signal peaks. This means that the 
image content is implicitly in the calibration signal's jitter, 
and the copy attack is less likely to Succeed unless the read 
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and embedded images have the same perceptual hash. On the 
one hand, this approach may reduce robustness of the robust 
message to Scaling, rotation and translation. On the other 
hand, no extra bits containing the output of the perceptual 
hash need to be embedded in the robust message. 

CONCLUDING REMARKS 

0036 Having described and illustrated the principles of 
the technology with reference to specific implementations, it 
will be recognized that the technology can be implemented in 
many other, different, forms. To provide a comprehensive 
disclosure without unduly lengthening the specification, 
applicants incorporate by reference the patents and patent 
applications referenced above. 
0037. The methods, processes, and systems described 
above may be implemented in hardware, Software or a com 
bination of hardware and software. For example, the embed 
ding processes may be implemented in a programmable com 
puter or a special purpose digital circuit. Similarly, detecting 
processes may be implemented in Software, firmware, hard 
ware, or combinations of software, firmware and hardware. 
The methods and processes described above may be imple 
mented in programs executed from a system's memory (a 
computer readable medium, Such as an electronic, optical or 
magnetic storage device). 
0038. The particular combinations of elements and fea 
tures in the above-detailed embodiments are exemplary only; 
the interchanging and Substitution of these teachings with 
other teachings in this and the incorporated-by-reference pat 
ents/applications are also contemplated. 
We claim: 
1. A method of imperceptibly embedding a code signal in a 

media signal, the method comprising: 
forming a code signal comprising a plurality of frequency 

components; 
embedding the code signal into the media signal, including 

for each of a plurality of frequency components, adjust 
ing the frequency component relative to a neighboring 
component; and 
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changing selection of the plurality of frequency compo 
nents corresponding to the codes signal for different 
instances of embedding the code signal in the media 
signal. 

2. The method of claim 1 wherein the changing is com 
puted as a function of the media signal. 

3. The method of claim 2 wherein the function of the media 
signal comprises a hash of the media signal. 

4. The method of claim 2 wherein the changing comprises 
including a first set of frequency components in the code 
signal that are repeated in the media signal, and a second set 
of frequency components that change as a function of the 
media signal. 

5. The method of claim 1 wherein the code signal includes 
frequency components that are measured to determine broad 
cast signal quality. 

6. The method of claim 1 wherein adjusting includes set 
ting a frequency component to satisfy a predetermined rela 
tionship with a neighboring component. 

7. The method of claim 1 wherein adjusting includes 
adjusting average energy of frequency components relative to 
a reference value. 

8. A computer readable medium on which is stored, which, 
when executed by a computer, performs a method of imper 
ceptibly embedding a code signal in a media signal, the 
method comprising: 

forming a code signal comprising a plurality of frequency 
components; 

embedding the code signal into the media signal, including 
for each of a plurality of frequency components, adjust 
ing the frequency component relative to a neighboring 
component; and 

changing selection of the plurality of frequency compo 
nents corresponding to the codes signal for different 
instances of embedding the code signal in the media 
signal. 


