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INSTANT RESTART IN NON VOLATILE SYSTEM MEMORY COMPUTING

SYSTEMS WITH EMBEDDED PROGRAMMABLE DATA CHECKING

Field of Invention

The field of invention pertains generally to computing systems, and, more specifically,
to instant restart in non volatile system memory computing systems with embedded
programmable data checking.

Background

Computing systems typically include system memory (or main memory) that contains
data and program code of the software code that the system’s processor(s) are currently
executing. A pertinent bottleneck in many computer systems is the system memory. Here, as is
understood in the art, a computing system operates by executing program code stored in system
memory. The program code when executed reads and writes data from/to system memory. As
such, system memory is heavily utilized with many program codes and data reads as well as
many data writes over the course of the computing system’s operation. System memory is
therefore ideally both high performance yet power efficient.

Figures

A better understanding of the present invention can be obtained from the following
detailed description in conjunction with the following drawings, in which:

Fig. 1 shows a computing system having a multi-level memory;

Fig. 2 shows a memory controller that supports multiple memory channels and
associated DIMM cards;

Fig. 3a shows a processing core, memory controller and DIMMs having
programmable functionality to perform application specific data checking;

Fig. 3b shows a flow diagram of a process that can be performed on the architecture of

Fig. 3a;
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Fig. 4 shows an exemplary depiction of a memory page;

Fig. 5 shows a first application software specific memory page data checking scenario;

Fig. 6 shows a second application software specific memory page data checking
scenario;

Fig. 7 shows a third application software specific memory page data checking
scenario;

Fig. 8 shows various avenues for programming an application software specific
memory page data checking function;

Fig. 9 shows an embodiment of a computing system.

Detailed Description

One way to implement a high performance system is to have a multi-tiered system
memory. Fig. 1 shows an embodiment of a computing system 100 having a multi-tiered or
multi-level system memory 112 with a memory side cache. A memory side cache (near memory
cache 113) is used to store the system memory items that are (and/or are expected to be) the
items that are and/or will be more frequently called upon by the computing system. The near
memory cache 113 has lower access times than the lower tiered system memory component (far
memory 114). By storing the more frequently called upon items in near memory, the system
memory will be observed as faster because the system will often call on items that are being kept
in faster near memory 113.

According to some embodiments, for example, the near memory 113 exhibits reduced
access times by having a faster clock speed than the far memory 114. Here, the near memory
113 may be a faster, volatile system memory technology (e.g., high performance DRAM). By
contrast, far memory 114 may be either a volatile memory technology implemented with a
slower clock speed (e.g., a DRAM component that receives a slower clock) or, e.g., a non

volatile memory technology that is inherently slower than volatile/DRAM memory.

2



10

15

20

25

WO 2016/209383 PCT/US2016/031613

For example, the lower level 114 may be comprised of an emerging non volatile three
dimensional crosspoint random access memory technology such as, to name a few possibilities, a
phase change based memory (e.g., SXP or PCMS), a ferro-electric based memory (e.g., FRAM),
a magnetic based memory (e.g., MRAM), a spin transfer torque based memory (e.g., STT-
RAM), a resistor based memory (e.g., ReRAM) or a “Memristor” based memory. Such
emerging non volatile random access memories technologies typically have some combination of
the following: 1) higher storage densities than DRAM (e.g., by being constructed in 3D circuit
structures); 2) lower power consumption densities than DRAM (e.g., because they do not need
refreshing); and/or 3) access latency that is slower than DRAM yet still faster than traditional
non-volatile memory technologies such as FLASH. The later characteristic in particular permits
an emerging non volatile memory technology to be used in a main system memory role rather
than a lower level storage role (which is the traditional architectural location of non volatile
storage).

In various embodiments far memory 214 acts as a true system memory in that it
supports finer grained data accesses (e.g., cache lines) rather than larger blocked based accesses
associated with traditional, lower layer non volatile storage, and/or, otherwise acts as an (e.g.,
byte) addressable memory that the program code being executed by processor(s) of the CPU
operate out of.

Because near memory 113 acts as a cache, near memory 113 may not have its own
individual addressing space. Rather, only far memory 114 includes the individually addressable
memory space of the computing system’s main memory. In various embodiments near memory
113 truly acts as a cache for far memory 114 rather than acting as a last level CPU cache.
Generally, a CPU level cache is able to keep cache lines across the entirety of system memory
addressing space that is made available to the processing cores 117 that are integrated on a same

semiconductor chip as the memory controller 116.
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For example, in various embodiments, referring to Fig. 2, system memory is
implemented with DIMM cards 221 plugged into a memory channel 220 1 where a single
DIMM card has both DRAM and emerging non volatile memory chips and the DRAM chips
effectively act as an on board cache for the non volatile memory chips. Ideally, the more
frequently accessed cache lines of any particular DIMM card will be found on that DIMM card’s
DRAM chips rather than its non volatile memory chips. Given that multiple DIMM cards are
typically plugged into a working computing system and each DIMM card is only given a section
of the system memory addresses made available to the processing cores of the semiconductor
chip or CPU package that the DIMM cards are coupled to, the DRAM chips are acting as a cache
for the non volatile memory that they share a DIMM card with rather than a last level CPU
cache.

In other configurations DIMM cards having only DRAM chips may be plugged into a
same system memory channel (e.g., a DDR channel) with DIMM cards having only non volatile
system memory chips. Ideally, the more frequently used cache lines of the channel will be found
in the DRAM DIMM cards rather than the non volatile memory DIMM cards. Thus, again,
because there are typically multiple memory channels coupled to a same semiconductor chip
having multiple processing cores, the DRAM chips are acting as a cache for the non volatile
memory chips that they share a same channel with rather than as a last level CPU cache.

In still yet other embodiments, the DRAM devices within system memory (e.g.,
disposed on DRAM DIMM cards) may be given their own unique system addressing space that
is separate than the system addressing space provided to the non volatile system memory devices
(e.g., disposed on non volatile system memory DIMM cards). In this case the system memory is
architected to have a higher performance address region and a lower performance address region
as opposed to a higher region that acts as a cache for a lower region. In still yet other

embodiments, system memory only has non volatile memory devices.
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Regardless of the specific system memory implementation, the above discussion
indicates that non volatile memory devices may be used as true system memory devices rather
than traditional lower level storage devices. The use of non volatile system memory provides for
various non traditional computing system methodologies.

One of these is “instant restart”. Here, when a traditional computing system is
powered on, software program code is loaded from lower level traditional storage into system
memory. The time consumed between the initial power on of a computing system and the
moment the computer is ready to be used, which can be quite lengthy, is largely a function of the
software loading process.

With non volatile system memory, however, the loading process can be significantly
diminished. Here, software program code is simply loaded into system memory where it is also
kept as traditional storage. Upon power on of the computer system, the software already exists
in system memory — no loading is necessary.

Instant restart may be particularly helpful after an unforeseen power down event.
Here, software is presumably executing out of system memory and is at a certain “state” when
the power is removed. That is, the software is along one or more particular execution paths with
specific data values assigned to the software’s numerous variables. Theoretically, because of the
existence of non volatile system memory, the software could “pick back up right were it left off”.
That is, once the computing system is operational again, the software can begin operation again
from the state it was at (or just before) the unforeseen power down. Further still, because of the
lack of software loading, the software could conceivably restart from this state shortly after the
computer is powered on again.

A complication is the fact that the data needs to be checked before it is deemed correct
for further operation. In hardware this can be accomplished, e.g., by performing cyclic
redundancy checks (CRCs) on the data. Unfortunately, the software itself is often written to

detect an unforeseen power down event and then verify on its own accord that the data is correct.
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This involves calling large amounts of data from system memory and having the data executed
on by the processing cores of the system. The loading of the data from system memory and its
forwarding into the caching levels of the processing cores can consume large amounts of time
and defeat the instant restart potential of non volatile system memory.

Fig. 3a shows an improved hardware architecture that specially includes
programmable logic circuitry to execute the data checking functionality of the application
software. As described in more detail below, the data checking functionality of an application
software program is “ported” into the hardware as one of various combinations of logic functions
H(), G() and F( ). Here, H( ) can be viewed as programmable circuitry that is resident in a
processor core 317 (or other architectural location “north” of a memory controller 316).
Likewise, G( ) can be viewed as programmable circuitry that is resident in a memory controller
316 and F( ) can be viewed as programmable circuitry that is loaded into one or more DIMM
cards or other system memory device package.

Thus, the overall environment is arranged to follow the process illustrated in Fig. 3b.
First the data checking functionality of the application software is defined 301 (e.g., by being
extracted from the application software or by being provided as a separable or sibling component
of it). Then, the data checking functionality is compiled or otherwise converted into information
that programs the underlying hardware to perform the data checking functionality 302. As
described in more detail below, the information may be partitioned into different architectural
components of the hardware (e.g., processing core H( ), memory controller G( ), DIMM card H(
)) based on any interleaving of the application software’s memory pages within system memory.
Here, data checking sequences are typically easily partitionable because they have strong
commutative properties. That is, the order in which the data is processed is irrelevant. For
instance, the data checking function may be implemented as one large XOR function partitioned
between F( ), G( ) and H( ). The data checking function can be an arbitrarily complex software

operation. However, for cases in which the data checking function is not commutative, the unit
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of data being checked should reside at the level of the function being used. For example if the
entire data fits inside a single DIMM, only F() is used. Alternately, if the entire data fits within a
single channel (memory controller) only G() is used.

Then, upon a restart sequence, the data is checked by the programmed hardware rather
than by the software 303. Because the data is checked in the hardware, much of which may be
checked “beneath” the processing core(s) (e.g., within a memory controller G( ) and/or on a
DIMM card H( )), the transfer of large amounts of data from system memory up into the
processing core(s) is avoided. As such, the instant restart is closer to actual realization.

As is understood in the art, a page is a collection of data for an application software
program that can be switched into memory and switched out of memory as a unit. Here, one or
more pages of information are called into memory by a software program, where, there is
typically some limit on the size of the pages and/or the number of pages that can be called into
memory by the software program and/or an underlying operating system instant and/or virtual
machine monitor. In operation, to effect efficient use of memory, the pages that are called into
memory are pages that are needed or believed to be needed, the pages that are switched out of
memory are the pages that are not needed or not believed to be needed.

Each page is also viewed as being broken down into smaller individual addressable
data units such as cache lines. Fig. 4 shows an exemplary depiction of a page having 8 cache
lines labeled a through h. Of course this is only exemplary. Memory pages and their associated
data units are apt to be of various sizes resulting in a wide variety of embodiments in terms of
number of units per memory page.

Memory interleaving is a technique by which the data units of a page may be spread
out across different physical resources, such as across different DIMMs or different memory
controllers. Here, software programs may have often call on data on a same page in
approximately the same timeframe. By spreading the data units of a same page across multiple

physical resources the system memory accesses to these data units may be of a more parallelized
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nature than a serialized one. Said another way, if all the data units of a same page where stored
in a same memory chip and the application software instantaneously wanted all of the data units,
the system would have no choice but to wait while each data unit was accessed individually in
succession.

As mentioned above, any interleaving of the data within the software application’s
memory pages of system memory may be a factor in determining which programmable partition
H( ), G(), F() of Fig. 3 performs which function. Fig. 5 shows a first possible scenario where an
entire page is stored on the same DIMM 521. In this case, the entire data checking function for
the software application can be performed by the F( ) function on the DIMM card. If the
memory footprint for the entire application is identically architected, the entire data checking
function of all memory pages of the application can be performed by the one or more DIMM
cards of the system where the pages of the software application are kept. On each DIMM card,
after a first page is checked from the DIMM a next page is checked until all pages of the
application on the DIMM are checked.

Fig. 6 shows another scenario where the cache lines of a same page are spread out
over different DIMMs. Specifically, a first DIMM card 621_1 has cache lines a,c,e,g and a
second DIMM card 621_2 has cache lines b,d.f,h. As such the F( ) function on DIMM card
621_1 can perform data checking on cache lines a,c,e,g and the F( ) function on DIMM card
621_2 can perform data checking on cache lines b.d,f,h. The mathematical result of both the F( )
functions on both DIMMs are akin to partial products or partial results that still need to be
combined to complete the data checking function for the entire page. As such, DIMM card
621_1 sends the partial result from cache lines a,c.e,g to the G( ) function of memory controller
616 and DIMM card 621_2 sends the partial results from cache lines b,d,f,h to the G( ) function
of memory controller 616. The G( ) function of memory controller then completes the data

checking for the entire page by performing calculations with both of the received partial results.
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Again, if all the memory pages of the software application are similarly architected, all
the memory pages of the software application can be checked according to the same process.
After all DIMM cards have reported all partial results of all memory pages and the memory
controller has performed calculations on all partial products from a same page the application’s
memory pages will have been completely checked. If the memory pages of the application are
implemented in system memory as a combination of the scenarios of Figs. 5 and 6, then the
application’s memory pages can be completely checked through a combination of the processes
described above with respect to Figs. 5 and 6.

The scenario of Fig. 6 is directed to an environment where the different DIMM cards
621 _1, 621_2 are coupled to a same memory controller 616. As depicted, the different DIMM
cards 621_1, 621_2 are coupled to different memory channels that emanate from the same
memory controller 616. In other embodiments the different DIMM cards 621_1, 621_2 may be
coupled to a same memory channel. Additionally, the scenario of Fig. 6 assumes only two
different DIMM cards hold all the cache lines of a single memory page. In alternative
embodiments more than two DIMM cards may store the cache lines of a single memory page.

The scenario of Fig. 6 shows only one G( ) function per memory controller. However,
various implementations may include more than one G( ) function instance per memory
controller. For example, a memory controller that supports eight memory channels may have
two G( ) function instances (one per four memory channels). Likewise, more than one F( )
function instance may reside on any DIMM card or other system memory device package.

Fig. 7 shows yet another scenario where the data units of a same memory page are not
only spread out over multiple DIMM cards but are additionally spread out over multiple memory
controllers 716_1, 716_2 as well as multiple DIMM cards per memory controller. Specifically,
DIMM cards 721_1 and 721_2 are coupled to memory controller 716_1 and DIMM cards 721_3

and 721_4 are coupled to memory controller 716_2.
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As observed in Fig. 7, the memory page is interleaved such that DIMM card 721 _1
holds cache lines a and e, DIMM card 721_2 holds cache lines ¢ and g, DIMM card 721_3 holds
cache lines b and f and DIMM card 721_4 holds cache lines d and h. As such, partial data
checking results are calculated by the F( ) function on DIMM card 721_1 for cache lines a and e
and by the F( ) function on DIMM card 721_2 for cache lines ¢ and g. These partial data
checking results are forwarded to the G( ) function on memory controller 716_1 which creates a
combined partial data checking result that accounts for cache lines a, e, c and g.

Similarly, partial data checking results are calculated by the F( ) function on DIMM
card 721_3 for cache lines b and f and by the F( ) function on DIMM card 721_4 for cache lines
d and h. These partial data checking results are forwarded to the G( ) function on memory
controller 716_2 which creates a combined partial data checking result that accounts for cache
lines b, f, d and h. The combined partial data checking results from memory controllers 716_1
and 716_2 are then forwarded to a processing core whose H( ) function performs the final data
checking for the memory page. Final checking for a memory page may be performed by
comparing the output of the entire checking function against a stored value. The value may be
stored in register space or memory space. In various embodiments, the checking of the function
output against a stored value may be performed with logic (hardware and/or software) at any of
the F( ), G( ) and H( ) levels (for example, if the entire data checking function is realized at the
G( ) level, the checking may performed at the memory controller, or, at the higher processor
level).

In various embodiments, the multiple memory controllers 716_1, 716_2 may exist on
a same die (e.g., a set of processor cores are coupled to multiple system memory controllers on a
same semiconductor die) or at least within a same CPU package (e.g., multiple system-on-chip
(SOC) semiconductor die, each having a memory controller and corresponding set of processor

cores). In the case of the later, memory controllers 716_1 and 716_2 are on different
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semiconductor die and the H( ) function of one of the cores of one of the die is used to perform
the final data checking calculation for a memory page.

Thus, a data checking sequence for a memory page can be partitioned in hardware
depending on the manner in which the memory page has been interleaved in the hardware.

The mechanism by which the data checking routine of the software is ported into the
hardware may vary from embodiment. Referring to Fig. 8, as is understood in the art, a software
application is typically written in source code (e.g., C++). The source code representation of the
application’s data checking routine 801 may be compiled into lower forms of code such as
abstract code 802 or object code 803. Abstract code 802 is a form of code that can be executed
by an interpreter or virtual machine that “runs” on a hardware processor. Object code 803 runs
directly on a processor.

In various implementations, any of the H( ), G( ) or F( ) functions is implemented as a
micro-controller, processing core or digital signal processor (all of which may be referred to as a
“processor’”) that executes program code out of a local memory (e.g., a memory that is directly or
otherwise associated with the micro-controller or processing core). Here, the source code
representation of the software application’s data checking routine 801 may be compiled into
abstract code 802 that is executed by an interpreter or virtual machine that runs on the processor,
or, may be compiled into object code that is directly executed by the processor. H( ) functions
may be implemented by the standard processing core of an SOC, but note that the scenarios of
Figs. 5, 6 and 7 reduce the amount of information that is directed to the H( ) function as
compared to an approach that performs all data checking with the processing core.

In yet another approach, any of the H( ), G( ) or F( ) functions may be implemented as
programmable logic hardware such as a programmable logic device (PLD) or field
programmable gate array (FPGA). Programmable logic hardware does not execute program
code like a processor does. Rather, the logic functions to be performed by the hardware are

programmed into hardware circuits of the hardware. For example, fuses may be blown to
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decouple routes to/from certain logic gates, or, embedded memory (e.g., SRAM) may be loaded
with look-up table information that implements the desired logic functionality. In cases where
any of the H( ), G( ) or F( ) functions are implemented with programmable logic hardware, the
source code of the application software’s data checking routine 801 may be compiled into a
hardware circuit description format 804 that may be used to ultimately program a programmable
logic hardware device. Various implementations may employ a combination of processor(s) and
programmable logic hardware devices to implement any of the H( ), G( ) and F( ) functions of a
system.

Fig. 9 shows a depiction of an exemplary computing system 900 such as a personal
computing system (e.g., desktop or laptop) or a mobile or handheld computing system such as a
tablet device or smartphone. The computing system observed in Fig. 9 may include any of the
H(), G() and F( ) discussed above.

As observed in Fig. 9, the basic computing system may include a central processing
unit 901 (which may include, e.g., a plurality of general purpose processing cores and a main
memory controller disposed on an applications processor or multi-core processor), system
memory 902, a display 903 (e.g., touchscreen, flat-panel), a local wired point-to-point link (e.g.,
USB) interface 04, various network 1/0O functions 905 (such as an Ethernet interface and/or
cellular modem subsystem), a wireless local area network (e.g., WiFi) interface 906, a wireless
point-to-point link (e.g., Bluetooth) interface 907 and a Global Positioning System interface 908,
various sensors 909 _1 through 909_N (e.g., one or more of a gyroscope, an accelerometer, a
magnetometer, a temperature sensor, a pressure sensor, a humidity sensor, etc.), a camera 910, a
battery 911, a power management control unit 912, a speaker and microphone 913 and an audio
coder/decoder 914. The display 903 may be an LED display that is driven by an LED driver
circuit as described herein.

An applications processor or multi-core processor 950 may include one or more

general purpose processing cores 915 within its CPU 901, one or more graphical processing units
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916, a memory management function 917 (e.g., a memory controller) and an I/O control function
918. The general purpose processing cores 915 typically execute the operating system and
application software of the computing system. The graphics processing units 916 typically
execute graphics intensive functions to, e.g., generate graphics information that is presented on
the display 903. The memory control function 917 interfaces with the system memory 902. The
system memory 902 may be a multi-level system memory. During operation, data and/or
instructions are typically transferred between a lowest level non volatile (e.g.,“disk”) storage 920
and system memory 902. The power management control unit 912 generally controls the power
consumption of the system 900.

Each of the touchscreen display 903, the communication interfaces 904 — 907, the
GPS interface 908, the sensors 909, the camera 910, and the speaker/microphone codec 913, 914
all can be viewed as various forms of I/O (input and/or output) relative to the overall computing
system including, where appropriate, an integrated peripheral device as well (e.g., the camera
910). Depending on implementation, various ones of these I/O components may be integrated
on the applications processor/multi-core processor 950 or may be located off the die or outside
the package of the applications processor/multi-core processor 950.

Embodiments of the invention may include various processes as set forth above. The
processes may be embodied in machine-executable instructions. The instructions can be used to
cause a general-purpose or special-purpose processor to perform certain processes. Alternatively,
these processes may be performed by specific hardware components that contain hardwired logic
for performing the processes, or by any combination of programmed computer components and
custom hardware components.

Elements of the present invention may also be provided as a machine-readable
medium for storing the machine-executable instructions. The machine-readable medium may
include, but is not limited to, floppy diskettes, optical disks, CD-ROMs, and magneto-optical

disks, FLASH memory, ROMs, RAMs, EPROMs, EEPROMs, magnetic or optical cards,
13



10

WO 2016/209383 PCT/US2016/031613
propagation media or other type of media/machine-readable medium suitable for storing
electronic instructions. For example, the present invention may be downloaded as a computer
program which may be transferred from a remote computer (e.g., a server) to a requesting
computer (e.g., a client) by way of data signals embodied in a carrier wave or other propagation
medium via a communication link (e.g., a modem or network connection).

In the foregoing specification, the invention has been described with reference to
specific exemplary embodiments thereof. It will, however, be evident that various modifications
and changes may be made thereto without departing from the broader spirit and scope of the
invention as set forth in the appended claims. The specification and drawings are, accordingly,

to be regarded in an illustrative rather than a restrictive sense.
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Claims

What is claimed is:

1. An apparatus, comprising:

a memory controller comprising a programmable component, said programmable
component to implement a data checking function, said programmable component to receive and
process partial results of said data checking function from two or more DIMM cards that are

coupled to said memory controller.

2. The apparatus of claim 1 wherein said programmable component comprises a processor.

3. The apparatus of claim 1 wherein said programmable component comprises a programmable

logic hardware component.

4. The apparatus of claim 3 wherein said programmable logic hardware component comprises a

programmable logic device.

5. The apparatus of claim 3 wherein said programmable hardware component comprises a field

programmable gate array.

6. The apparatus of claim 1 wherein said two or more DIMMs are coupled to said memory

controller through at least two memory channels.

7. The apparatus of claim 1 wherein said memory controller is coupled to a processing core
having a second programmable component to receive and process a partial result of said data

checking function from said programmable component.
8. A computing system, comprising:

one or more DIMM cards having a respective first programmable component to

implement a data checking function;
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a memory controller having a second programmable component to implement said data
checking function, said memory controller to receive and process partial results of said data

checking function from said one or more DIMM cards.

9. The computing system of claim 8 wherein said memory controller includes a third
programmable component to receive and process other partial results of said data checking

function from one or more other DIMM cards that said memory controller is coupled to.

10. The computing system of claim 9 further comprising a second memory controller having a
third programmable component to implement said data checking function, said memory
controller to receive and process partial results of said data checking function from one or more

other DIMM cards that said second memory controller is coupled to.

11. The computing system of claim 10 wherein said first and second memory controllers are
coupled to a processing core having a fourth programmable component to receive and process

partial results of said data checking function from said first and second memory controllers.

12. The computing system of claim 10 wherein said first and second memory controllers are

disposed on different semiconductor die.

13. The apparatus of claim 8 wherein said first programmable component is any of:
a processor;

a programmable logic hardware component.

14. The apparatus of claim 8 wherein said second programmable component is any of:
a processor;

a programmable logic hardware component.

15. An apparatus, comprising:
means for programming a first component of a data checking function into a DIMM card;
means for programming a second component of said data checking function into a

memory controller to which said DIMM card is coupled;
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means for executing said first component of said data checking function on said DIMM
card to produce a partial result of said data checking function and forwarding said partial result
to a memory controller to which said DIMM card is coupled;

means for executing said second component of said data checking function with said

partial result on said memory controller.

16. The apparatus of claim 15 wherein said means for programming of said first component
includes any of:
means for loading abstract program code onto a processor on said DIMM card;
means for loading object code onto a processor on said DIMM card;
means for loading a hardware description into a programmable logic hardware

component on said DIMM card.

17. The apparatus of claim 16 wherein said means for programming of said second component
includes any of:

means for loading abstract program code onto a processor on said DIMM card;

means for loading object code onto a processor on said DIMM card;

means for loading a hardware description into a programmable logic hardware

component on said DIMM card.

18. The apparatus of claim 16 further comprising

means for programming a respective first component of said data checking function into
a second DIMM card;

means for executing said respective first component of said data checking function on
said second DIMM card to produce a second partial result of said data checking function and

forwarding said second partial result to a memory controller.

19. The apparatus of claim 16 further comprising:

means for programming a respective first component of said data checking function into
a second DIMM card;

means for executing said respective first component of said data checking function on
said second DIMM card to produce a second partial result of said data checking function and

forwarding said second partial result to a second memory controller.

17
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20. The apparatus of claim 19 wherein said first and second memory controllers are within a

same CPU package.
21. An apparatus, comprising:

a DIMM card having a programmable component to implement a memory page data

checking function.

18
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