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(57) ABSTRACT 

A method for updating an application on a mobile device 
includes accessing, at the mobile device, application manage 
ment information. The application management information 
identifies a plurality of applications installed on the mobile 
device and one or more granted permission settings associ 
ated with each installed application. The method also 
includes sending, from the mobile device to a server, a request 
for update information regarding each installed application 
and receiving, at the mobile device from the server, the update 
information. The update information identifies an update 
package for a respective application of the plurality of 
installed applications. The method also includes installing the 
update package without user interaction from a user of the 
mobile device if one or more required permission settings 
associated with the update package are included in the one or 
more granted permission settings associated with the respec 
tive application of the plurality of installed applications. 

- 

Se: RC36A) is 
SER 

RECEE RECES 
M8BY 38 SSCM 

SENC3S 

  

  

    

  

  



Patent Application Publication Jul. 9, 2015 Sheet 1 of 4 US 2015/O193225A1 

f 

i 

SERVER 

- 18 2: 

iai 

As CAON 

s 

  

    

  

  

    

  



Patent Application Publication Jul. 9, 2015 Sheet 2 of 4 US 2015/O193225A1 

"a 
2: 28 3S 38 

SCNAGE SAY 

33 

ACAONS 

OPENANG SYSE: 

FIG 2 

  



Patent Application Publication Jul. 9, 2015 Sheet 3 of 4 US 2015/O193225A1 

1. 
S2 

ACCESS ACACN via AGEMEN 
NFCr8AON 

SEN: RECRES FOK 3AE8 
NO3AON 

REY: A: Ni-CrMACN 

EERMNE F 
ER/SSON SENGS AOW 

RET REVAL OF UPDATE PACKAGE e. 
SENR NOT:FCAN TC 

SSS3 

8. 
RECEIVE RECES C. 
fifty 88 iSSCN: 

SEN3S 

SEN: RER BES FOR 8A: 
ACKAGE 

NSA RAE PACKAGE 

82 

FIG. 3 

  

  

  

  

  

  

  

    

    

  



Patent Application Publication Jul. 9, 2015 Sheet 4 of 4 US 2015/O193225A1 

1." ACCESS APCAON MANAGEMENT 
NORMAN 

SEN REQjES FOR FATE 
NFORMAON 

RECEYE BAE NORAON 

RECE:WE PAE AEKAGE 

t 

p 8 

8 

ERA$SSON SETTINGS ACW 
:NSAAON OF PDAE 

ACKAGE 

YES 

NSA 3PBASE PACKAGE 

SEN NCCAON 
RSER 

86 - 83 
RECEIVE RECREST TO 
CY ERESSN: 
SENGS 

FIG. 4 

  

  

  

  

  

  

  



US 2015/O 193225A1 

AUTOMATIC APPLICATION UPDATES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of, and claims 
priority to, U.S. patent application Ser. No. 14/280.753, filed 
on May 19, 2014, which is a continuation of, and claims 
priority to, U.S. patent application Ser. No. 13/526,839, filed 
on Jun. 19, 2012. 

BACKGROUND 

0002 Handheld computing devices such as the mobile 
telephone have proliferated in recent years. These devices can 
be equipped with processors, memory, and the capability to 
communicate through local and wide area networks, includ 
ing the Internet. These devices can be equipped with operat 
ing systems which permit the devices to execute a wide range 
of computer programs and Software applications, typically 
called "apps. The user of a handheld computing device, or 
mobile device, can download and install applications or other 
content by direct communication with a server through a 
mobile telephone network or wireless local area network. 
Alternatively, a user can attempt to download applications to 
a personal computer Such as a desktop or a laptop computer. 
Once the applications are downloaded to the personal com 
puter, the applications can be further transmitted to the mobile 
device through a process such as Synchronization, which can 
involve tethering the mobile device to the personal computer. 
Obtaining updates for the applications installed on the mobile 
device can require tethering the mobile device to the personal 
computer or other types of user interaction to obtain updates 
for the installed applications. 

SUMMARY 

0003. The disclosure relates to updating an application 
automatically. 
0004. In one implementation, a method for updating an 
application on a mobile device is disclosed. The method 
includes accessing, at the mobile device, application manage 
ment information. The application management information 
identifies a plurality of applications installed on the mobile 
device and one or more of a connection preference and a size 
limitation associated with each installed application. The 
method also includes sending, from the mobile device to a 
server, a request for update information regarding each 
installed application and receiving, at the mobile device from 
the server, the update information. The update information 
identifies an update package for a respective application of 
the plurality of installed applications. The method also 
includes receiving the update package without user interac 
tion from a user of the mobile device when all of the at least 
one of a connection preference and a size limitation are sat 
isfied, wherein a size limitation is satisfied when the update 
package has a size less than the size limitation associated with 
the respective application and the connection preference is 
satisfied when the mobile device uses a network connection 
specified by the connection preference associated with the 
respective application. 
0005. In another implementation, a mobile device is dis 
closed. The mobile device includes a display, an input device, 
one or more processors for controlling the operations of the 
mobile device, and a memory for storing data and program 
instructions used by the one or more processors. The one or 
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more processors are configured to execute instructions stored 
in the memory to access application management informa 
tion, wherein the application management information iden 
tifies a plurality of applications installed on the mobile device 
and one or more of a connection preference and a size limi 
tation associated with each installed application. The one or 
more processors are further configured to send a request to a 
server for update information regarding each installed appli 
cation and receive the update information from the server. 
The update information identifies an update package for a 
respective application of the plurality of installed applica 
tions. The one or more processors are further configured to 
receive the update package without user interaction from a 
user of the mobile device when all of the at least one of a 
connection preference and a size limitation are satisfied, 
wherein a size limitation is satisfied when the update package 
has a size less than the size limitation associated with the 
respective application and the connection preference is satis 
fied when the mobile device uses a network connection speci 
fied by the connection preference associated with the respec 
tive application. 
0006. In another implementation, a non-transitory com 
puter readable medium is disclosed including program 
instructions executable by one or more processors. The 
instructions, when executed, cause the one or more proces 
sors to perform operations that include accessing, at a mobile 
device, application management information. The applica 
tion management information identifies a plurality of appli 
cations installed on the mobile device and one or more of a 
connection preference and a size limitation associated with 
each installed application. The operations also include send 
ing, from the mobile device to a server, a request for update 
information regarding each installed application. The opera 
tions also include receiving, at the mobile device from the 
server, the update information. The update information iden 
tifies an update package for a respective application of the 
plurality of installed applications. The operations also include 
sending, from the mobile device to the server, a request for 
transmission of the update package and receiving, at the 
mobile device from the server, the update package. The 
operations also include receiving the update package without 
user interaction from a user of the mobile device when all of 
the at least one of a connection preference and a size limita 
tion are satisfied, wherein a size limitation is satisfied when 
the update package has a size less than the size limitation 
associated with the respective application and the connection 
preference is satisfied when the mobile device uses a network 
connection specified by the connection preference associated 
with the respective application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007. The description here makes reference to the accom 
panying drawings wherein like reference numerals refer to 
like parts throughout the several views, and where: 
0008 FIG. 1 is a block diagram of a system for updating 
applications automatically; 
0009 FIG. 2 is a block diagram showing an example of a 
mobile device; 
0010 FIG. 3 is a flow chart showing an example process 
for updating applications automatically; and 
0011 FIG. 4 is a flow chart showing another example 
process for updating applications automatically. 
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DETAILED DESCRIPTION 

0012. In the automatic application updating system and 
methods described here, a mobile device can receive updates 
for installed applications without user interaction, for 
example, without tethering the mobile device to a personal 
computer or manually downloading and installing updates 
using an interface that is displayed by the mobile device. 
Based on identifying the plurality of applications installed on 
the mobile device and granted permission settings associated 
with each installed application, the mobile device can send a 
request for update information regarding each installed appli 
cation to a server. In response to the request, the mobile device 
can receive update information which identifies an update 
package for a respective application if an update is available. 
The mobile device can then install the update package with 
out user interaction so long as the required permission set 
tings associated with the update package are included in the 
granted permission settings associated with the respective 
application. The system and methods described here can 
allow the mobile device to install updates for multiple 
installed applications without user interaction with the 
mobile device. 

0013 FIG. 1 is a block diagram of a system 10 in accor 
dance with one implementation. The system 10 can include a 
server 12, a network 14, and a mobile device 16. 
0014. The server 12 can include a processor such as central 
processing unit (CPU) 18 and a memory 20. In some embodi 
ments, the server 12 can include two or more processors. 
Further, the server 12 can be implemented on two or more 
computing devices. In yet other embodiments, the server 12 
can be implemented as a distributed system, using multiple 
computers and/or computing devices. In yet other embodi 
ments, the server 12 can be built on a virtual machine, which 
itself can run on one or more computers and/or computing 
devices. The memory 20 can store data and program instruc 
tions that are used by the CPU 18. The server 12 can, for 
example, receive an update manager application 22 from an 
application developer and transmit various types of informa 
tion about the update manager application 22 to the mobile 
device 16 over the network 14. 

0015 The network 14 can put the server 12 in communi 
cation with the mobile device 16 for transmitting information 
between the server 12 and the mobile device 16. 

0016. The mobile device 16 can include a processor such 
as CPU 24 and a memory 26. The memory 26 can store data 
and program instructions that are used by the CPU 24. The 
mobile device 16 can also include or be in communication 
with one or more output devices, such as display 28. The 
display 28 can enable a device user of the mobile device 16 to 
interact with the update manager application 22 transferred to 
the mobile device 16 from the server 12. An example of the 
mobile device 16 is further described in FIG. 2. 

0017 FIG. 2 is a block diagram of the mobile device 16 of 
FIG. 1. The mobile device 16 can be any type of handheld 
device in the form of a single computing device, for example, 
a Smartphone, a laptop computer, a notebook computer, a 
mobile telephone, a tablet, a PDA, and the like. 
0018. The CPU 24 in the mobile device 16 can be a con 
ventional central processing unit. Alternatively, the CPU 24 
can be any other type of device, or multiple devices, capable 
of manipulating or processing information now-existing or 
hereafter developed. Although the disclosed embodiments 
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can be practiced with a single processor as shown, e.g. CPU 
24, advantages in speed and efficiency can be achieved using 
more than one processor. 
(0019. The memory 26 in the mobile device 16 can be a 
random access memory device (RAM). Any other suitable 
type of storage device can be used as the memory 26. The 
memory 26 can include code and data 27 that is accessed by 
the CPU 24 using a bus 30. The memory 26 can also include 
an operating system 32 and installed applications 34, the 
installed applications 34 including programs that permit the 
CPU 24 to perform the methods described here. For example, 
the installed applications 34 can include the update manager 
application 22 described in FIG. 1. The mobile device can 
also include additional storage 36, which can, for example, be 
a memory card, external memory, a flash drive, or any other 
form of suitable computer readable medium. Because the 
installed applications 34, including the update manager appli 
cation 22, can contain a significant amount of information, 
they can be stored in whole or in part in the secondary storage 
36 and loaded into the memory 26 as needed for processing. 
0020. The mobile device 16 can include one or more out 
put devices, such as display 28. The display 28 can be a liquid 
crystal display (LCD), a cathode-ray tube (CRT), or any other 
type of display that allows output to be presented to a user, for 
example, in response to receiving a video signal. The mobile 
device 16 can include an input 38, such as a keyboard, a 
mouse, a touch sensitive device, or a gesture sensitive input 
device that can receive user inputs and can output signals or 
data indicative of the user inputs to the CPU 24. 
(0021 Although FIGS. 1 and 2 depict the CPUs 18, 24 and 
the memories 20, 26 of the server 12 and the mobile device 16 
as being integrated into single units, other configurations can 
be utilized. The operations of the CPUs 18, 24 can be distrib 
uted across multiple machines (each machine having one or 
more of processors) which can be coupled directly or across 
a local area or other network. The memories 20, 26 can be 
distributed across multiple machines Such as network-based 
memory or memory in multiple machines performing the 
operations of the server 12 and mobile device 16. Although 
depicted here as a single bus, the bus 30 of the mobile device 
16 can be composed of multiple buses. Further, the secondary 
storage 36 can be directly coupled to the other components of 
the mobile device 16 or can be accessed via a network and can 
comprise a single integrated unit Such as a memory card or 
multiple units such as multiple memory cards. The server 12 
and the mobile device 16 can thus be implemented in a wide 
variety of configurations. 
0022 FIGS. 3 and 4 are flow charts showing example 
processes for updating an application installed on a comput 
ing device automatically. Process 50 in FIG. 3 includes a 
computing device Such as mobile device 16 in communica 
tion with the system 10 as shown in FIG. 1. 
0023. In stage 52, application management information 
can be accessed at the mobile device using the update man 
ager application 22. The application management informa 
tion can include information identifying the mobile device 16 
and configuration information pertaining to the mobile device 
16. The application management information can also iden 
tify a plurality of applications installed on the mobile device. 
The application management information can include, for 
example, a listing of applications installed on the mobile 
device 16. The information identifying the installed applica 
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tions can include information Such as a name or other text 
based identifier and version information for the installed 
application. 
0024. The application management information can also 
identify one or more granted permission settings associated 
with each installed application. The permission settings for 
each installed application can control how each application 
interacts with other parts of the mobile device 16, with the 
network 14 and server 12, and with other devices. Permission 
settings can include connection settings, interaction settings, 
and device user data settings. Connection settings can control 
how the mobile device 16 communicates with other devices 
using, for example, USB, Bluetooth, WIFI, or other commu 
nication methods. Interaction settings can control whetheran 
application can access other applications and basic functions 
of the mobile device 16, for example, simulate pressing a key, 
change the time it takes to lock the display screen, or the like. 
Device user data settings can control whether a given appli 
cation has permission to access device user specific informa 
tion including, for example, email, text messages, contacts, 
calendars, GPS location, and the like. 
0025. The connection settings can also include the option 
of the device user setting a preference to automatically update 
installed applications. For example, the device user can set a 
preference to automatically update installed applications only 
in the presence of a WIFI connection. The preference to 
automatically update installed applications can be set for all 
installed applications on the device or on an application-by 
application basis. Additionally, the connection settings can 
include application update size limitations. For example, 
application updates over a certain size can be restricted to 
automatically updating in the presence of a WIFI connection. 
0026. After accessing the application management infor 
mation, the mobile device 16 can send a request for update 
information regarding each installed application to the server 
12 at stage 54 to determine whether an update package is 
available for one or more of the installed applications. The 
request for update information can include the application 
management information identifying the mobile device 16, 
identifying the applications installed on the mobile device 16, 
and identifying the granted permission settings associated 
with each installed application. The request for update infor 
mation can be sent without device user interaction with the 
mobile device 16. For example, the mobile device 16 can be 
configured to automatically initiate a network communica 
tion requesting the update information from the server 12. 
The network communication can be automatic in the sense 
that a device user need not send a request for the network 
communication to be initiated. As used herein, network com 
munication can mean a message, signal, or data that is trans 
mitted from a client device, such as the mobile device 16, and 
is sent to a server, Such as the server 12. 
0027. After the mobile device 16 requests the update infor 
mation, the mobile device 16 can receive the update informa 
tion from the server 12 at stage 56. The update information 
can identify an update package for an application installed on 
the mobile device 16, e.g., the respective application. In one 
example, the update information can identify multiple update 
packages, each corresponding to a different application 
installed on the mobile device. The update information can 
also identify the one or more required permission settings 
associated with the respective application. 
0028. At decision block 58, the mobile device 16 deter 
mines if one or more required permission settings associated 
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with the update information are included in the one or more 
granted permission settings associated with the respective 
application to be updated on the mobile device 16. 
0029. If the one or more required permission settings asso 
ciated with the update information are included in the one or 
more granted permission settings associated with the respec 
tive application, the mobile device 16 can send a request for 
transmission of the update package to the server 12 without 
user interaction at stage 60. The request for transmission of 
the update package can include information Sufficient to 
cause the server 12 to retrieve and send the update package to 
the mobile device 16. The request for transmission can be an 
HTTP GET request for download of the application, for 
example, by specifying a URL that is included in the update 
package. The request for transmission can, for example, be 
sent without the device user initiating the request. After send 
ing the request for transmission of the update package to the 
server, the mobile device 16 can receive the update package 
from the server 12. 

0030. Once the update package is received, the update 
package can be installed at stage 62. The installation of the 
update package can occur without any interaction or activity 
on the part of the user of the mobile device 16. The device user 
does not need to review the request, input commands to the 
mobile device 16 to install the update package, or otherwise 
interact with the device in order for the installation to occur. 
Once the update package is installed, the process 50 ends. The 
process 50 can repeat per a given schedule, or intermittently, 
as directed by application management settings associated 
with the mobile device 16. 

0031 However, if one or more required permission set 
tings associated with the update information are not included 
in the one or more granted permission settings associated 
with the respective application, the mobile device 16 can send 
a notification regarding the availability of the update package 
at stage 64. The notification is configured to be reviewed by 
the user of the mobile device 16. For example, the notification 
can be in the form of an email, a text, an icon appearing in a 
status bar, or any other Suitable method of informing the user 
of the mobile device 16 that a notification is available for 
review by the user of the mobile device 16. The notification 
regarding the update package can include information iden 
tifying the respective application and information regarding 
access to the one or more required permission settings asso 
ciated with the respective application. 
0032. After the notification is sent to the user at stage 64, 
the mobile device 16 can receive a request to modify the one 
or more granted permission settings associated with the 
respective application identified in the notification regarding 
the update information to include the one or more required 
permission settings associated with the update package at 
stage 66. The mobile device 16 can, based on the request, 
modify the one or more granted permission settings associ 
ated with the respective application to include the one or more 
required permission settings associated with the update pack 
age or update information. Once the one or more granted 
permission settings include the one or more required permis 
sion settings, the process 50 can continue and the mobile 
device 16 can send the request for the update package at stage 
60, and the update package can be received and installed at 
stage 62. As above, once the update package is installed, the 
process 50 ends. 
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0033 Process 70 in FIG. 4 also includes a computing 
device such as mobile device 16 in communication with the 
system 10 as shown in FIG. 1. 
0034. In stage 72, application management information 
can be accessed at the mobile device using the update man 
ager application 22. As in FIG.3, the application management 
information can include information identifying the mobile 
device 16 and configuration information pertaining to the 
mobile device 16. The application management information 
can identify a plurality of applications installed on the mobile 
device and identify one or more granted permission settings 
associated with each installed application. 
0035. After accessing the application management infor 
mation, the mobile device 16 can send a request for update 
information regarding each installed application to the server 
12 at stage 74. As in FIG.3, the request for update information 
can include the application management information identi 
fying the mobile device 16, identifying the applications 
installed on the mobile device 16, and identifying the granted 
permission settings associated with each installed applica 
tion. 
0036. After the mobile device 16 requests the update infor 
mation, the mobile device 16 can receive the update informa 
tion from the server 12 at stage 76. The update information 
can identify an update package for an application installed on 
the mobile device 16, e.g., the respective application. 
0037. After the mobile device 16 receives the update infor 
mation from the server 12, the mobile device 16 can receive 
the update package from the server 12 at stage 78. The update 
package can include information identifying the one or more 
required permission settings associated with the respective 
application to be updated on the mobile device 16. 
0038. At decision block 80, the mobile device 16 deter 
mines if one or more required permission settings associated 
with the update package are included in the one or more 
granted permission settings associated with the respective 
application to be updated on the mobile device 16. 
0039. If the one or more required permission settings asso 
ciated with the update package are included in the one or more 
granted permission settings associated with the respective 
application, the mobile device 16 can install the update pack 
age at stage 82. The installation of the update package can 
occur without any interaction or activity on the part of the user 
of the mobile device. Once the update package is installed, the 
process 70 ends. The process 70 can repeat per a given sched 
ule, or intermittently, as directed by application management 
settings associated with the mobile device 16. 
0040. However, if one or more required permission set 
tings associated with the update package are not included in 
the one or more granted permission settings associated with 
the respective application, the mobile device 16 can send a 
notification regarding the availability of the update package at 
stage 84. The notification is as described in FIG. 3. 
0041 After the notification is sent to the user at stage 84, 
the mobile device 16 can receive a request to modify the one 
or more granted permission settings associated with the 
respective application identified in the notification regarding 
the update package to include the one or more required per 
mission settings associated with the update package at stage 
86. The mobile device 16 can, based on the request, modify 
the one or more granted permission settings associated with 
the respective application to include the one or more required 
permission settings associated with the update package or 
update information. Once the one or more granted permission 
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settings include the one or more required permission settings, 
the process 70 can continue and the update package can be 
installed at stage 82. As above, once the update package is 
installed, the process 70 ends. 
0042. The embodiments of the server 12 and the mobile 
device 16 (and the algorithms, methods, instructions etc. 
stored thereon and/or executed thereby) can be realized in 
hardware including, for example, intellectual property (IP) 
cores, application-specific integrated circuits (ASICs), pro 
grammable logic arrays, optical processors, programmable 
logic controllers, microcode, firmware, microcontrollers, 
servers, microprocessors, digital signal processors or any 
other suitable circuit. In the claims, the term “processor 
should be understood as encompassing any the foregoing, 
either singly or in combination. The terms “signal’ and “data' 
are used interchangeably. Further, portions of server 12 and 
mobile device 16 do not necessarily have to be implemented 
in the same manner. 
0043. In one embodiment, the server 12 and mobile device 
16 can be implemented using general purpose computers/ 
processors with a computer program that, when executed, 
carries out any of the respective methods, algorithms and/or 
instructions described herein. In addition or alternatively, for 
example, special purpose computers/processors can be uti 
lized which can contain specialized hardware for carrying out 
any of the methods, algorithms, or instructions described 
herein. 
0044) Further, all or a portion of embodiments of the 
present invention can take the form of a computer program 
product accessible from, for example, a non-transitory com 
puter-usable or computer-readable medium. A non-transitory 
computer-usable or computer-readable medium can be any 
device that can, for example, tangibly contain, store, commu 
nicate, or transport the program for use by or in connection 
with any processor. The non-transitory medium can be, for 
example, an electronic device, magnetic device, optical 
device, electromagnetic device, or a semiconductor device. 
Other suitable mediums are also available. As an example, the 
process 50 can take the form of a computer program product 
that is accessible to the mobile device 16 from the memory 20 
of the server 12. 
0045 While this disclosure includes what is presently 
considered to be the most practical and preferred embodi 
ments, it is to be understood that the disclosure is not to be 
limited to the disclosed embodiments but, on the contrary, is 
intended to cover various modifications and equivalent 
arrangements included within the spirit and scope of the 
appended claims, which scope is to be accorded the broadest 
interpretation so as to encompass all such modifications and 
equivalent structures as is permitted under the law. 
What is claimed is: 
1. A method for updating an application on a mobile 

device, comprising: 
accessing, at the mobile device, application management 

information, wherein the application management infor 
mation identifies a plurality of applications installed on 
the mobile device and one or more granted permission 
settings associated with a first installed application; 

sending, from the mobile device to a server, a request for 
update information regarding the first installed applica 
tion; 

receiving, at the mobile device from the server, the update 
information, wherein the update information identifies 
an update package for the first installed application; 
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sending, by the mobile device, a notification regarding the 
update package if at least one of one or more required 
permission settings associated with the update package 
are not included in the one or more granted permission 
settings associated with the first installed application, 
wherein the notification is configured to be reviewed by 
a user of the mobile device; 

receiving, from the user of the mobile device, a request to 
modify the one or more granted permission settings 
associated with the first application to include the at least 
one of the one or more required permission settings 
associated with the update package; 

modifying the one or more granted permission settings 
associated with the first application to include the at least 
one of the one or more required permission settings 
associated with the update package; and 

installing the update package once the at least one of the 
one or more required permission settings associated 
with the update package is included in the one or more 
granted permission settings associated with the first 
application. 

2. The method of claim 1, wherein the update information 
also identifies the one or more required permission settings. 

3. The method of claim 2, further comprising: 
sending, from the mobile device to the server, a request for 

transmission of the update package without user inter 
action from a user of the mobile device before receiving, 
from the user of the mobile device, a request to modify 
the one or more granted permission settings associated 
with the first installed application identified in the noti 
fication regarding the update package to include the at 
least one of the one or more required permission settings 
associated with the update package; and 

receiving, at the mobile device from the server, the update 
package. 

4. The method of claim 1, further comprising: 
receiving, at the mobile device from the server, the update 

package, wherein the update package includes informa 
tion identifying the one or more required permission 
Settings. 

5. The method of claim 1, wherein sending, from the 
mobile device to a server, a request for update information is 
performed without user interaction. 

6. The method of claim 1, wherein the notification regard 
ing the update package includes information identifying the 
first installed application and information regarding access to 
the one or more required permission settings associated with 
the respective application of the plurality of installed appli 
cations. 

7. A mobile device, comprising: 
a display; 
an input device; 
one or more processors for controlling the operations of the 

mobile device, and 
a memory for storing data and program instructions used 
by the one or more processors, wherein the one or more 
processors are configured to execute instructions stored 
in the memory to: 
access application management information, wherein 

the application management information identifies a 
plurality of applications installed on the mobile 
device and one or more granted permission settings 
associated with a first installed application; 
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send a request for update information regarding the first 
installed application; 

receive the update information, wherein the update 
information identifies an update package for the first 
installed application; 

send a notification regarding the update package if at 
least one of one or more required permission settings 
associated with the update package are not included in 
the one or more granted permission settings associ 
ated with the first installed application, wherein the 
notification is configured to be reviewed by a user of 
the mobile device; 

receive a request to modify the one or more granted 
permission settings associated with the first applica 
tion to include the at least one of the one or more 
required permission settings associated with the 
update package; 

modify the one or more granted permission settings 
associated with the first application to include the at 
least one of the one or more required permission set 
tings associated with the update package; and 

install the update package once the at least one of the one 
or more required permission settings associated with 
the update package is included in the one or more 
granted permission settings associated with the first 
application. 

8. The mobile device of claim 7, wherein the update infor 
mation also identifies the one or more required permission 
Settings. 

9. The mobile device of claim 8, wherein the one or more 
processors are further configured to: 

send a request for transmission of the update package to the 
server without user interaction from a user of the mobile 
device before receiving, from the user of the mobile 
device, a request to modify the one or more granted 
permission settings associated with the respective appli 
cation identified in the notification regarding the update 
package to include the at least one of the one or more 
required permission settings associated with the update 
package; and 

receive the update package from the server. 
10. The mobile device of claim 7, wherein the one or more 

processors are further configured to: 
receive the update package from the server, wherein the 

update package includes information identifying the one 
or more required permission settings. 

11. The mobile device of claim 7, wherein sending the 
request to a server for update information is performed with 
out user interaction. 

12. The mobile device of claim 7, wherein the notification 
regarding the update package includes information identify 
ing the respective application and information regarding 
access to the one or more required permission settings asso 
ciated with the respective application of the plurality of 
installed applications. 

13. A non-transitory computer readable medium including 
program instructions executable by one or more processors 
that, when executed, cause the one or more processors to 
perform operations, the operations comprising: 

accessing, at a mobile device, application management 
information, wherein the application management infor 
mation identifies a plurality of applications installed on 
the mobile device and one or more granted permission 
settings associated a first installed application; 
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sending, from the mobile device to a server, a request for 
update information regarding the first installed applica 
tion; 

receiving, at the mobile device from the server, the update 
information, wherein the update information identifies 
an update package for the first installed application; 

determining whether the one or more granted permission 
settings associated with the first installed application 
include the one or more required permission settings 
associated with the update package; and 
if at least one of the one or more required permission 

settings associated with the update package is not 
included in the one or more granted permission set 
tings associated with the first installed application: 
sending a notification regarding the update package 

wherein the notification is configured to be 
reviewed by a user of the mobile device, 

receiving, from the user of the mobile device, a 
request to modify the one or more granted permis 
sion settings associated with the first installed 
application regarding the update package to 
include the one or more required permission set 
tings associated with the update package, 
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modifying the one or more granted permission set 
tings associated with the first installed application 
to include the one or more required permission 
settings associated with the update package, 

sending, from the mobile device to the server, a 
request for transmission of the update package, 

receiving, at the mobile device from the server, the 
update package, and 

installing the update package once the one or more 
required permission settings associated with the 
update package are included in the one or more 
granted permission settings associated with the 
first installed application, or 

if each of the one or more required permission settings 
associated with the update package is included in the 
one or more granted permission settings associated 
with the first installed application: 
sending, from the mobile device to the server, a 

request for transmission of the update package, 
receiving, at the mobile device from the server, the 

update package, and 
installing the update package without user interaction 

from the user of the mobile device. 
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