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(57) Abrege/Abstract:
An on-board terrorist threat detection and reporting system and method are provided for use on-board a transportation vehicle.
The system Includes a plurality of sensors for sensing a potential threat. The plurality of sensors are positioned on the
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(57) Abrege(suite)/Abstract(continued):
transportation vehicle. The system also Includes a database for storing threat related reference information, and a memory unit for

storing sensor information corresponding to the potential threat sensed by one or more of the plurality of sensors. The system
further includes a processor for analyzing the sensor information and corresponding threat related reference information.
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ABSTRACT

An on-board terrorist threat detection and reporting system and method are provided
for use on-board a transportation vehicle. The system includes a plurality of sensors for
sensing a potential threat. The plurality of sensors are positioned on the transportation
vehicle. The system also includes a database for storing threat related reference information,
and a memory unit for storing sensor information corresponding to the potential threat sensed
by one or more of the plurality of sensors. The system further includes a processor for

analyzing the sensor information and corresponding threat related reference information.
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METHOD AND SYSTEM FOR ON-BOARD VEHICLE DETECTION OF HARMFUL
MATERIAL

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to a method and system for detection of
harmful material, and more particularly, to a method and system that detects and reports a

material 1dentified as a potential threat on-board a transportation vehicle.

2. Description of the Related Art

Public transit 1s a part of every-day life in many parts of the world and, in particular,
urban environments. Because public transit systems naturally result in an accumulation of a
large number of people in a small or confined space, public transit vehicles have become a
more popular target for terrorist attacks. The safety of those utilizing public transit can be
assisted by precautions that are provided by the public transit system. Typically, public
transit systems rely on security patrols, random bag checks, removal of unattended bags, and

consumer awareness to thwart terrorist attacks.

One type of terrorist attack involves use of or exposure to nuclear material, which
could inflict a maximum amount of harm when carried out in crowded commuter
environments. The effects of nuclear radiation from a physiological point of view are directly
related to the duration and intensity of exposure. A breach in security at a nuclear medical
facility or other location could allow the undetected theft of this material for a significant
amount of time. If multiple people carry and deploy small quantities of nuclear materials, the
cumulative potential of high levels of exposure to persons using the transit vehicle or system

increases significantly. If this activity were to occur at multiple locations, the amount of
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nuclear material, although small in volume, would have a potentially deadly effect on

individuals exposed to the nuclear emissions for a significant amount of time.

Recently, devices have been developed that are able to detect radiation and track
possible radiation sources. When detected radiation levels exceed a threshold, the developed
devices may notity proper authorities. Vehicles have also been developed that are able to
detect weapons, and wirelessly communicate warnings when a weapon is detected. Further,

general methods have been provided for identifying potential nuclear threats in cargo.

SUMMARY OF THE INVENTION

The present invention has been made to address at least the above problems and/or

disadvantages and to provide at least the advantages described below. Accordingly, an aspect

of the present invention provides for threat detection and reporting in a transit system.

According to one aspect of the present invention, a threat detection and reporting
system 1s provided on-board a transportation vehicle. The system includes a plurality of
sensors for sensing a potential threat. The plurality of sensors are positioned on the
transportation vehicle. The system also includes a database for storing threat related reference
information, and a memory unit for storing sensor information corresponding to the potential
threat sensed by one or more of the plurality of sensors. The system further includes a

processor for analyzing the sensor information and corresponding threat related reference

information.

According to another aspect of the present invention, an on-board threat detection and
reporting method 1s provided. A potential threat is monitored for a plurality of sensors
positioned on the transportation vehicle. Threat related reference information is stored in a
database of the transportation vehicle. Sensor information is stored corresponding to the

potential threat, when the potential threat is sensed by one or more of the plurality of sensors.
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The sensor information and corresponding threat related reference information are analyzed at

a processor in the transportation vehicle.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other aspects, features and advantages of the present invention will be
more apparent from the following detailed description when taken in conjunction with the
accompanying drawings, in which:

FIG. 1 is a diagram illustrating a threat detection and reporting system, according to an

embodiment of the present invention; and

FIG. 2 is a flowchart illustrating a threat detection and reporting methodology.

according to an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE PRESENT INVENTION

Embodiments of the present invention are described in detail with reference to the
accompanying drawings. Detailed descriptions of constructions or processes known in the art

may be omitted to avoid obscuring the subject matter of the present invention.

Referring initially to FIG. 1, a diagram illustrates a terrorist threat detection and
reporting system 100, according to an embodiment of the present invention. The system 100
includes a vehicle 102 of a transit system. The vehicle 102 includes sensors 104, an on-board

logic unit (computer) 106 and on-board third party subsystems 108.

The sensors 104 are capable of detecting emissions when materials considered
potential threats enter the vehicle 102, and also detect the continued presence of these

emissions on the vehicle. Specifically, the sensors 104 may be positioned adjacent to all

vehicle entrances to detect entry and exit of the material. The sensors 104 may also be

positioned throughout the interior of the vehicle to detect emissions resulting from the
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continued presence of the material on the vehicle. The number of sensors used and their
locations may be determined in accordance with the layout and configuration of the vehicle

1interior, and in accordance with the sensitivity of the sensors 104.

Data from the sensors 104 1s transferred to the on-board logic unit 106. The on-board
logic unit 106 includes a detection level determining unit 110 and an event data logging unit
112. Specifically, data from the sensors 104 1s provided to the detection level determination
unit 110. The detection level determination unit 110 determines whether the levels detected

from the sensors 104 exceeds threat threshold levels for a given location or area using sensor

information and threat related reference mftormation.

The sensor information may include a time and date when sensing of emissions from a
potential threat begins, a time and date when sensing of emissions from the potential threat
ends, identifiers of sensors that sense the emissions from the potential threat, a position of the
sensors that sense the emissions from the potential threat within the transportation vehicle, a
material 1dentified as the potential threat, an emission level of the material, a location of the
material within the transportation vehicle, and a location of the transportation vehicle. The
location of the transportation vehicle can be determined by a locating unit, which utilizes

odometer readings and a Global Positioning System of the transportation vehicle.

The threat related reference information may include materials that are known as
potential threats, material emission levels known to be harmful, geographic areas that are
known to contain the materials that are known as potential threats, geographic areas that are
known to cause false-positives in identifying potential threats, geographic areas where the
transportation vehicle 1s known to be out of service, and material emission levels appropriate

for each geographic area.

The resulting determination provided from the sensor information and the threat

related reference information at the detection level determination unit 110 is provided to the
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event data logging unit 112, where the determination and at least one of a location, time,
duration and vehicle identification are logged. Resulting data from the event data logging unit

112 of the on-board vehicle logic unit 106 1s bulk-data transterred to an external historical

database 114.

When the combination ot sensor information and threat related reference information
indicates that detection levels exceed authorized threat levels for a given location, there is a
real-time data transfer from the detection level determination unit 110 of the on-board logic
unit 106 to the third party subsystems 108 and one or more external fixed-end systems or
organizations 116. The third party subsystems 108 that are on-board the vehicle can notify a
vehicle’s operator and passengers of the potential threat that 1s on board, while the fixed end

system or organization may include law enforcement or other proper authorities.

Referring now to FIG. 2, a flowchart 1llustrates a threat detection and reporting
methodology, according to an embodiment of the present invention. The methodology begins
in block 202 in which the sensors 104 continuously monitor for emissions from materials
considered to be potential threats. For example, the sensors 104 may be embodied as gamma
ray sensors, and they may be disposed on or adjacent to vehicle doors for optimal entry and
exit detection. The sensors 104 preferably operate continuously. In block 204, when an event
1s triggered at one or more of the sensors 104, the event 1s stamped with the sensor
information described above, which includes at least a time, a date, a duration and a location.

The event and sensor information 1s then logged in the on-board logic unit 106.

In block 206, 1t 1s determined whether a current location of the vehicle 1s within an
authorized area for the detected emissions. There are a number of medical procedures and
tests that use nuclear materials as a part of their testing and processing. A database of
locations where these medical procedures take place 1s compiled and stored as part of the
threat related reference information described above. Use of the threat related reference

information 1n combination with a vehicle’s current location allows the system to limit the
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potential for false positive notification of security and safety personnel that are monitoring the
systems and activities. When the current location of the vehicle is in an authorized area for
the detected emissions, the emissions are not reported to authorities, but the event data is

maintained in the event data logging unit 112 for future use in block 208.

The probability of a person entering a vehicle having nuclear material is very low:
therefore detections outside previously identified and geofenced areas should create an
immediate high priority notification event. When the current location 1s not an authorized

area for the detected emissions, the event data is transmitted from the vehicle to the third party

subsystems 108 on-board the vehicle, in block 210. These third party subsystems 108 may

include one or more ot a Closed-Circuit Television (CCTV), an emergency alarm, voice

announcements, or other vehicle monitoring systems.

In block 212, 1t 1s determined whether the sensors 104 continue to detect the
emissions. When the sensors 104 do not continue to detect the emissions, the event and
corresponding time, date and location tags are collected and reported to proper authorities in
block 214. In an embodiment of the present invention, when sensors lose their detection
capabilities prior to intervention or instruction from vehicle system management or law
enforcement, a silent alarm 1s provided to the operator of the vehicle. This alarm may trigger

procedures developed for emergency management and safe movement and evacuation of

customers and agency employees.

Information 1s collected relating to when and where emissions of a material are first
detected, and when and where emissions of a material cease. Patterns or other activities
assoclated with the detection and loss of detection at the same and/or sumilar locations may
then be determined, which allow law enforcement to determine locations where the materials
are being collected and accumulated. More specifically, it may be determined whether the
maternial 1s sensed on the transportation vehicle a predetermined number of times over a

predetermined period of time.
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Individuals attempting to accumulate quantities of nuclear material may also be
tracked. Specifically, individuals may be tracked by integrating the location and tracking
capability of the detection and reporting system with other vehicle systems having
surveillance capability. Individuals may be identified through on-board surveillance systems
or covert voice recordings. Location and time/date identification allow other systems in fixed
locations near the on and off detection points to further track and record individuals and
activities associated with the nuclear materials. This data is collected, broadcasted and

distributed as required to law enforcement and other required departments and agencies.

Referring again to FIG. 2, when it is determined that the sensors 104 continue to detect
the emissions, one or more of law enforcement and emergency services are automatically and
immediately contacted in block 216. Specifically, if the sensors continue to detect emissions
on the same vehicle in a location that is not identified as one of the predefined locations where
detection would have a high probability of acceptable uses, the system activates an immediate

alarm to the control system or law enforcement, as directed.

Vehicle location systems have databases that identify the type of work and the location
of the vehicle, including those locations where no customers are on board and only agency
personnel would have access to the vehicle. The vehicle location system would also be able
to 1dentify a storage facility for that vehicle when the vehicle is not in service, in addition to
transfer and nonrevenue locations. Continuous detection of nuclear emissivity on the vehicle

when it is no longer in service, or at its home location, would indicate that the nuclear

material has been left on board the vehicle and has been hidden or is difficult to locate.

While the invention has been described with reference to several embodiments, it will

be understood by those skilled in the art that the invention is not Iimited to the specific forms
shown and described. The scope of the claims should not be limited by the preferred embodiments

set forth herein, but should be given the broadest interpretation consistent as a whole.
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The embodiments of the present invention for which an exclusive property or privilege 1s

claimed are defined as follows:

1. A threat detection and reporting system on-board a transportation vehicle, comprising:

a plurality of sensors for sensing a potential threat, wherein the plurality of sensors are

positioned on the transportation vehicle;

a database for storing threat related reference information comprising at least geographic
areas, through which the transportation vehicle may travel, that are known to contain materials

known as potential threats or that are known to cause false-positives in identifying potential

threats;

a memory unit for storing sensor information corresponding to the potential threat sensed

by one or more of the plurality of sensors; and

a processor for analyzing the sensor information, corresponding threat related reference

information, and a current location of the transportation vehicle to determine whether to generate

a notification.

2. The system of claim 1, wherein the sensor information comprises one or more of a time
and date when sensing of a potential threat begins, a time and date when sensing of the potential
threat ends, identifiers of the one or more sensors sensing the potential threat, positions of the
one or more sensors within the transportation vehicle, a material identified as the potential threat,
a material emission level, a location of the material within the transportation vehicle, and a

location of the transportation vehicle.
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3. The system of claim 1, wherein the threat related reference information comprises one or
more of matenials that are known as potential threats, material emission levels known to be
harmful, geographic areas where the transportation vehicle 1s known not to be in service, and

material emission levels appropriate for each geographic area.

4, The system of claim 1, wherein the processor generates the notification based on the
analyzed sensor information, corresponding threat related reference information, and the current
location of the transportation vehicle, and provides notification information to at least one of'a

transportation vehicle operator and outside systems.

3. The system of claim 1, further comprising a locating unit for determining the location of
the transportation vehicle utilizing an odometer and a Global Positioning System of the

transportation vehicle.

6. The system of claim 1, wherein at least a subset of the plurality of sensors are positioned

near entrance and exit areas of the transportation vehicle.

7. The system of claim 1, wherein the processor analyzes the sensor information by
determining whether a material identified as the potential threat has been left in the

transportation vehicle.

8. The system of claim 1, wherein the processor analyzes the sensor information by

determining whether a material identified as the potential threat has been brought onto or taken

off the transportation vehicle.
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9. The system of claim 1, wherein the processor analyzes the sensor information by
determining whether a material identified as the potential threat is being accumulated by sensing

the material on the transportation vehicle a predetermined number of times over a predetermined

period of time.

10.  The system of claim 9, wherein the processor analyzes the sensor information by further
determining whether the accumulated material identified as the potential threat 1s being

transported to a common location.

11.  An on-board threat detection and reporting method in a transportation vehicle comprising

the steps of:

monitoring for a potential threat at a plurality of sensors positioned on the transportation

vehicle;

storing threat related reference information in a database of the transportation vehicle,

wherein the threat related reference information comprises at least geographic areas, through

which the transportation vehicle may travel, that are known to contain materials known as

potential threats or that are known to cause false-positives in identifying potential threats;

storing sensor information corresponding to the potential threat, when the potential threat

is sensed by one or more of the plurality of sensors; and

analyzing the sensor information, corresponding threat related reference information, and

a current location of the transportation vehicle to determine whether to generate a notification at

a processor in the transportation vehicle.

10
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12.  The method of Claim 11, wherein the sensor information comprises one or more of a time
and date when sensing of the potential threat begins, a time and date when sensing of the
potential threat ends, identifiers of the one or more sensors sensing the potential threat, a position
of the one or more sensors within the transportation vehicle, a material identified as the potential
threat, a material emisston level, a location of the material within the transportation vehicle, and

a location of the transportation vehicle.

13. The method of Claim 11, wherein the threat related reference information comprises one
or more materials that are known as potential threats, material emission levels known to be
harmful, geographic areas where the transportation vehicle is known not to be in service, and

material emission levels appropriate for each geographic area.

14.  The method of Claim 11, further comprising:

generating the notification at the processor based on the analyzed sensor information,
corresponding threat related reference information, and the current location of the transportation

vehicle; and

providing notification information to at least one of a transportation vehicle operator and

outside systems.

15.  The method of Claim 11, further comprising determining the location of the
transportation vehicle at a locating unit utilizing an odometer and a Global Positioning System of

the transportation vehicle.

11
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16,  The method of Claim 11, wherein at least a subset of the plurality of sensors are

positioned near entrance and exit areas of the transportation vehicle.

17.  The method of Claim 11, wherein analyzing sensor information comprises determining

whether a material identified as the potential threat has been left in the transportation vehicle.

18.  The method of Claim 11, wherein analyzing sensor information comprises determining
whether a material identified as the potential threat has been brought on or taken off the

transportation vehicle.

19.  The method of Claim 11, wherein analyzing the sensor information comprises
determining whether a material identified as the potential threat is being accumulated by sensing

the material a predetermined number of times over a predetermined period of time.

20.  The method of Claim 19, wherein analyzing the sensor information further comprises
determining whether the accumulated material identified as the potential threat is being

transported to a common location.

12
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