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Table 1 

4.2.X EFAs ( identity for AS for Layer 2 Relay access ) 
This EF contains the APN and the IP address of an application server that a 
Remote UE should use to obtain identity from to use a Laver 3 Relay 

Structure : transparent optional Identifier : ' 6FXX 
SFI : ' XX 

File size : X bytes Update activity : low 

Access Conditions : 
READ 
UPDATE 
DEACTIVATE 
ACTIVATE 

PIN 
ADM 
ADM 
ADM 

Bytes 
X 

X + 1 to X + Y 

Description 
AS address 
Network Access Point 

Length 
X 
Y 

AS address 

Contents : 

Address of AS , in the format of a FODN , an IPv4 address , or an IPv6 address , 

Coding : 

The tag value of this AS address TLV data object shall be ' 80 ' . The format of the data object is as 
follows : 

Field 
Taa 

Length 
Address Type 
AS Address 

Length ( bytes ) 
1 
1 
1 

Address Length 

Address Type : Type of the AS address . 

This field shall be set to the type of AS address according to the following : 

Value Name 
FQDN 
IPv4 
IPv6 '02 

All other values are 
reserved 

AS Address : 
2 Relay 

Address of the AS used to provide UE with identity to be used when using a Layer 

This field shall be set to the address of the AS . When the AS type is set to ' 00 ' , the 
corresponding AS Address shall be encoded to an octet string according to UTF - 8 
encoding rules as specified in IETF RFC 3629 [ 27 ] . 

Unused bytes shall be set to ' FF . 

FIG . 13A 
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Network Access Point 
Contains an APN that is used by the ME when using the NAI 

Coding 

The tag value of this AS address TLV data object shall be ' 81 ' . The format of the data object is as 
follows : 

Field 
Tag 

Length 
APN 

See APN in 3GPP TS 23.003 

Length ( bytes ) 
1 
1 

Address Length 

FIG . 13B 
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Table 2 

B.1.1 ID token 
B.1.1.0 General 
The ID Token shall be a JSON Web Token ( JWT ) and contain the following standard and MCX token claims . 
Token claims provide information pertaining to the authentication of the MCX user by the IdM server as 
well as additional claims . This clause profiles the required standard and MC claims for the MCX Connect 
profile . 

B.1.1.3 UICC claims 

The UICC Connect profile extends the Openit Connect standard claims with the additional claims shown in 
table B.1.1.3-1 . 

Table 8.1.1.3-1 : D token UICC claims 

Parameter Description 

NAS identity Optional . This contains the identity of the identity of the Remote UE when 
the Remote UE sends a NAS message for Layer 2 access . It may include : 

Public User Identity of the Remote UE 
Private User Identity of the Remote UE 

NOTE : Each xxxx of the parameter shall be appended with a numeric value representing the next instance . 
B.3.1.3 Token request 
In order to exchange the authorization code for an ID token , access token and refresh token , the MCX client 
makes a request to the authorization server's token endpoint by sending the following parameters using the 
" application / x - www - form - urlencoded " format , with a character encoding of UTF - 8 in the HTTP request 
entity - body . Note that client authentication is REQUIRED for native applications ( using PKCE ) in order to 
exchange the authorization code for an access token . Assuming that client secrets are used , the client secret 
is sent in the HTTP Authorization Header . The token request standard parameters are shown in table 
B.3.1.3-1 . 

Table 8.3.1.3-1 : Token Request standard required parameters 
Parameter Values 

grant_type REQUIRED . The value shall be set to " authorization_code " . 
code REQUIRED . The authorization code previously received from the IdM server as a 

result of the authorization request and subsequent successful authentication of the 
MCX user . 

client_id REQUIRED . The identifier of the client making the API request . It shall match the 
value that was previously registered with the OAuth Provider during the client 
registration phase of deployment , or as provisioned via a development portal . 

redirect_uri REQUIRED . The value shall be identical to the " redirect_uri " parameter included in 
the authorization request . 

code_verifier REQUIRED . A cryptographically random string that is used to correlate the 
authorization request to the token request . 

FIG 14A 
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Relay UE identity Optional . This contains the identity of the Relay UE when the Remote UE 
associated / set - up a connection with the Relay UE . It may include : 

Public User Identity of the Relay UE 
Private User Identity of the Relay UE 

Identity of the Network that is serving the Relay UE Service Network of 
Relay UE 

Location Can be : 

Service Provider Identity 

LA , RA , TA 

Private User Identity Optional Private User identities from VICC Application 
NOTE : Each instance of the parameter shall be appended with a numeric value representing the next instance . 

An example of a token request for MCX Connect might look like . 

EXAMPLE : 

POST /as/token.oauth2 HTTP / 1.1 
Host : 12M , server , cont : 9031 
Cache - Control : no - cache 
Content - Type : application / x - www - form - urlencoded 

grant type = authorization code & code = SplxloBeZQQYDYS6WxSLIA & client_id = myNativeApp & code_ verifi 
er = 0x123456789abcdef & redirect_uri = http : //3gpp.mcptt/cb&Relay UE identity=user@domain.com& Se 
rvice network of relay UE = mcc233mnc456 & Location = 41 ° 24'12,2 " N 2 ° 10'26.5 " E 

B.3.1.4 Token response 
If the access token request is valid and authorized , the IdM server returns an ID token , access token and 
refresh token to the MCX client ; otherwise it will return an error . 

An example of a successful response might look like : 

EXAMPLE : 

HTTP / 1.1 200 OK 
Content -- Type : application / json ; charset = UTF - 8 
Cache - Control : no - store 
Pragma : no - cache 
{ 

" access token " : " eyJhbGciOiJSUZI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9y2y5jb20iLCJlehAiOjEONTM1MD 
YxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNnCHA6bWNwdHQ6CHROX3NlcnziciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jb 
GllbnQifQ.XYIqai4YKSZCKRNML?PGC_5nV4 BE791JpvjexWjIqqcqiEx6AMHIHIRoOmhczecEsrXeigkrom9e8GoXr 
hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu4109bowdxAdeme EbiB & Wo xggi GwV6IDR1b3TgAAsdj kRxSK4ctIKPa 
OJSRMM7MKMcKhlug3BEKSC9 - aXBTSIV5fAGN - ShDbPvFiycBpjZKWXBVMIR5 Pacg 
GfWjELX2XdRwZ8C6UbRM & aqzhdt4CVhQ3 - Arip - S9CKdOtu - qhHfF2rVIDR1982BiihdPH8mjs - apTFep 1 
KON3110_954xVmlMWNOXQA " , " refresh token " : " Y7NSZUJUSOJp7G4SKPBKSOJVHIZXFbxqsqcIzhoEk9 " , 
hid token " : " eyJhbGcioiJSUZI1NiJ9.eyJzdwIiOiIxMjMONTY3ODkwIiwiYXVkIjoibwNwdHREY2xpZW50Iiwiax 
NzIjoiSWRNUy5zZXJ2ZXIuY29toj kwMzEiLCJpYXQiOjEONTMOOTCxNTgsImV4CCI6MTQ1MZQ5ODQ10CwibWwdHRfa 
WQiOiJhbG1jZUBvcmcuY29tInO . Dpn ? AhIMaqMEgg12NYUUFJGSFJMPG8M2119FLtPotDlHVwU2 emBws 8 25JLW815XQ 
noL9282F8t / h21W7 uuMbufF4wsr7PAad?izz3CnV2wZFV9OR VA1- 
OCCDTPUKUS RHsicosg23aIbcYKd6Vsehre GDwfqysYzD7yPwCfPZ0 " , 
" token type " : " Bearer , 
" expires in " : 7199 
1 

FIG 14B 
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The MCX client may now validate the user with the ID token and configure itself for the user ( e.g. by 
extracting the MC service ID from the ID Token ) . The MCX client then uses the access token to make 
authorized requests to the MCX resource servers ( MCPTT server , MCVideo server , MCData server , KMS , 
etc. ) on behalf of the end user . 

Annex C ( informative ) : 
OpenID connect detailed flow 

C.1 Detailed flow for MC user authentication and registration using OpenID Connect 
Figure D.1-1 shows the detailed flow for MC User Authentication and Registration using the Openis 
Connect messages as described in annex B. 

( FIGURE D.1-1 OMITTED ; THE BELOW REFERS TO STEPS OF FIGURE D.1-1 OF THE STANDARDI 

Step o : The UE attaches to the network , establishes normal connectivity , and sets up network 
security as defined in 3GPP TS 33.401 ( 14 ) . Local P - CSCF in the Home IMS network is 
discovered at this point . 

Step 1 : The UE IMS / SIP Client authenticates with the primary IMS / SIP core . For IMS 
authentication , 3GPP TS 33.203 ( 9 ) applies . 

Step 2 : The SIP core sends a SIP 3rd Party Registration to the MCX application Server ( s ) , 
notifying them of the MC UE SIP registration . The 3rd party REGISTER message includes 
the registered IMPU and S - CSCF'S SIP - URI or IP Address . 

Step 3a : The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM 
Server in the MC network . The client includes the code_challenge value in this request . 

Step 3b : The MC User identity and associated credentials are provided to the IdM server . The 
credentials are successfully authenticated ( and optionally authorized ) by the IdM 
Server . 

a ) As part of Step 3a , 3b or 3e the UE includes the following information in the message sent 
to the IdM server : 

b ) Identity of the Relay UE . 

c ) Location of the Relay UE 

d ) Identity of the Network serving the Relay UE . 

Step 3c : The IdM Server may optionally request user consent for granting the MCX client access 
to the MCX service in the MCX Server . 

Step 3d : The IdM Server generates an authorization code that is associated with the 
code_challenge provided by the client . It sends a browser redirect HTTP message with 
the Authorization Response containing the authorization code . 

Step 3e : The UE IDM Client performs a HTTP POST request to exchange the authorization code 
for an access token . In the request , the client includes the code - verifier string . This 
string is cryptographically associated with the code_challenge value provided in the 
Authorization Request in Step 3a . 

Step 3f : The IdM Server verifies the IdM Client based on the received code - verifier string and issues a 200 
OK with an access token and ID token ( specific to the MC user and MCX service ( s ) included in it . The ID 

FIG 140 
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token contains the JSON Web Token claim containing at least one of identity le ... NAS identity that the UE 
should use when it Registers to access system X. 

NOTE : System X could be Cellular network etc. 

NOTE : The server verifies by calculating the code challenge from the received code_verifier and 
comparing it with the code_challenge value provided by the client in Step 3a , 

Step 3g : The access token and ID token are made available to the MCX client ( s ) . 
Step 4 : The MCUE performs user service authorization using the NAS identity extracted from 

the ID token . 

FIG 14D 
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Table 4 

6.2.5 Layer 2 Relay ID server config configuration 

If the UE performs 3GPP - based access authentication , the 3GPP AAA server may 
send a temporary ID from the non - 3GPP access network to the UE during the 
EAP - AKA or EAP - AKA ' based access authentication ( i.e. EAP - AKA , EAP - AKA ' ) . 
The indicator is sent using a AT Layer 2 Relay ID server config RESP , by 
extending the EAP - AKA ( and EAP - AKA ' ) protocol as specified in subclause 8.2 of 
IETE RFC 4187 [ 33 ] . This attribute is provided in EAP - RequestAKA - Challenge or 
EAP - Request / AKA - Challenge message payload respectively . The detailed coding 
of this attribute is described in subclause 8.2 X 1 . 

6.XA Layer 2 Relay ID server config configuration ( X could be a 4 or a 5 , so 
6.4A or 6.5A , etc. ) 
6.XA. 1 UE Procedures 

3-4 ) if : 
a ) the UE supports the " Configuration request " : 

b ) the EAP - Request / AKA - Challenge message includes the 
AT Laver 2. Relay ID server config REQUEST SUPPORTED attribute as described in 
subclause 8.2.X1 wherein the message field as described in subclause 8.1.4.1 : 

1 ) contains the message type field indicating 
Laver 2 Relay ID server config REQUEST SUPPORTED ; and 

2 ) contains the type field including the Layer 2 Relay ID server config Request Supported field 
item as described in subclause 8.2.X.1 indicating Layer 2 Relay ID server config Supported ; 
and 

c ) the UE requests usage of the " Layer 2 Relay ID server config ** 

5-6 ) then the UE : 
???? ???? 

a ) shall include the AT Layer 2 Relay ID server config REQUEST attribute according to 
subclause 8.2.X.2 in the EAP - Response / AKA - Challenge message . In the message field according to 
subclause 8.1.4.1 of the AT Layer 2 Relay ID server config REQUEST attribute , the UE shall : 

1 ) set the message type field to Layer_2 Relay_ID_server_config REQUEST : and 
2 ) contains the type field including the Layer 2 Relay ID server config Request field item as 

described in subclause 8.2.X.2 indicating Layer 2 Relay ID server config requested and 

7-8 ) Upon receiving the EAP - Request / AKA ' - Notification message including the 
AT Layer 2 Relay ID server config RESP attribute as described in 
subclause 8.2.X.3 where the message field as described in subclause 8.1.4.1 ; 

contains the message type field indicating Layer 2 Relay ID server config RESP ; and 
contains the field Layer 2 Relay ID server config Encoded : 

the UE : 
stores the Layer 2 Relay D server config received to be used to determine if a dialled call is an 
emergency call . 

FIG . 15A 
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If this message is received in EAP - AKA ' signalling used in tunnel set - up to an ePDG , the received 
Layer 2 Relay D server config shall be considered an alternative Layer 2 Relay ID server config to use 
by the UE . 

6.?? 2 AAA Procedures 

The 3GPP AAA server may support Layer 2 Relay ID server config 
configuration . 

3-4 ) If the network supports Layer 2 Relay ID server config configuration , the 
3GPP AAA server shall include 

a ) in the EAP - Request / AKA - Challenge message , the 
AT Layer 2 Relay D server config REQUEST SUPPORTED attribute as described in 
subclause 8.2.X.1 , wherein the message field as described in subclause 8.1.4.1 : 

1 ) contains the message type field indicating 
Laver 2 Relay D server config REQUEST SUPPORTED ; and 

2 ) contains the type field including the Laver 2 Relay ID server config Request Supported field 
item as described in subclause 8.2.X. 1 indicating Layer 2 Relay ID server config Supported ; 
and 

5-6 ) If the 3GPP AAA server supports Laver 2 Relay D server config configuration , and the 
AAA server receives the AT Layer 2 Relay ID server config REQUEST attribute according to 
subclause 8.2.X.2 in the EAP - Response ! AKA - Challenge message and In the message field according to 
subclause 8.1.4.1 of the AT Layer 2 Relay ID server_config REQUEST attribute 

1 ) the message type field is set to Laver 2 Relay ID server config REQUEST ; and 

2 ) contains the type field including the 
“ Layer_2_Relay_ID_server_config REQUEST SUPPORTED " value ( see Table 8.1.4.1-2 ) as 
described in subclause 8.2.X.2 indicating Layer 2 Relav_ID server config requested : 

then the AAA server optionally contacts an external database e.g. HSS , PCRF to 
obtain the Layer_2_Relay_ID_server_config to be used and provides those 
Layer_2_Relay_ID_server_config in the EAP - RSPIAKA - identity message . 

7-8 ) The AAA sends the EAP - Request / AKA ' - Notification message including the 
AT Layer_2_Relay_ID_server_config_RESP attribute as described in 
subclause 8.2.X.3 where the message field as described in subclause 8.1.4.1 : 

contains the message type field indicating Layer_2_Relay_ID_server_config_RESP ; and 
contains the field Layer_2_Relay_ID_server_config Encoded as described in subclause 8.2.x.3.2 ; 

8 PDUs and parameters specific to the present document 
8.1 3GPP specific coding information defined within present document 

8.1.4 PDUs for TWAN connection modes 
8.1.4.1 Message 
The message is coded according to table 8.1.4.1-2 . 

Table 8,1.4.1-2 : Message type 

The value is coded as follows . 
3 2 1 

0 CONNECTION CAPABILITY 

FIG . 15B 
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0 0 0 1 
0 1 1 

0 0 1 0 

SCM REQUEST 
SCM_RESPONSE 
MCM_REQUEST 
MCM RESPONSE 
Layer_2_Relay_ID_server_config REQUEST SUPPORTED 
Layer_2_Relay_ID_server_config REQUEST 

0 0 0 1 0 
0 1 1 1 0 

0 
1 1 
0 0 1 0 0 www 

8.2.x Identity attributes 
8.2 X1 AT Layer 2 Relay ID server config Request Supported attribute 

3 2 
octet 1 

Attribute Type = AT Layer 2 Relay D server config request 
supported 

octet 2 
Length = 1 

octet 3 
Value octet 4 

Figure 8.2.X.1.1 : AT Laver 2 Relay ID server config Request Supported attribute WA 

Table 8.2.X.1-1 :: AT Layer 2 Relay ID server config Request Supported 
MM 

Octet 1 ( in Figure 8.2.X.1-1 ) indicates the type of attribute as 
AT Layer 2 Relay ID server config Request Supported . 

Octet 2 ( in Figure 8.2.X.1-1 ) is the length of this attribute which shall be set to 1 as per 
ETF RFC 4187 1331 

Octets 3 ( in Figure 8.2.X1-1 ) and 4 ( in Figure 8.2.X.1-1 ) are the value of the attribute . Octet 3 ( in 
Figure 8.2.X.1-1 ) is reserved and shall be coded as zero . Octet 4 ( in Figure 8.2.X.1-1 ) shall be set as 
follows . All other values are reserved . 
7 6 5 4 3 2 2 1 0 Layer 2 Relay D server config Request Supported field 

0 0 0 1 1 Layer 2 Relay ID server config Request Supported 
0 0 0 Layer 2 Relay ID server config Request not supported 
1 1 1 1 1 1 1 { 1 1 Reserved 

Swi 

8.2.X2 AT Layer 2 Relay ID server config Request attribute 

7 5 3 2 1 
octet 1 

Attribute Type = AT Layer 2 Relay D server config Request 
octet ? 

Length = 1 
octet 3 

Value octet 4 
Figure 8.2.X.2-1 : AT Layer 2 Relay ID server config Request attribute 

FIG . 15C 



U.S. Patent Apr. 27 , 2021 Sheet 22 of 25 US 10,993,161 B2 

Table 8.2.X.2-1 : - AT Layer 2 Relay D server config Request attribute 

Octet 1 ( in Figure 8.2.X.2-1 ) indicates the type of attribute as 
AT Layer 2 Relay ID server confia Request with a value of 1XX . 

Octet 2 ( in Figure 8.2.X.2-1 ) is the length of this attribute which shall be set to 1 as per 
IETF RFC 4187 1331 

Octet 3 ( in Figure 3.2.X.2-1 ) and 4 ( in Figure 8.2.X.2-1 ) is the value of the attribute . Octet 3 ( in 
Figure 8.2.X.2-1 ) is reserved and shall be coded as zero . Octet 4 in Figure 8.2.X.2-1 shall be set as 
follows . All other values are reserved . 
7 6 5 4 3 2 1 Layer 2 Relay ID server config requested field 
0 0 Layer 2 Relay ID server confia requested 
0 0 0 0 0 0 1 0 Reserved to 
1 1 1 1 1 1 1 1 1 Reserved 

8.2.X.3 AT Layer 2 Relay ID server config RESP attribute 

8.2.X.3.1 General 
7 3 2 

octet 1 
Attribute Type = AT Layer 2 Relay ID server config RESP 

octet 2 
Length 1 

octet 3 
octet Z 

Figure 8.2.X.3-1 : AT Laver 2 Relay ID server config RESP attribute 

8.2.x.3.2 Laver 2 Relay ID server config encoded 
There may be multiple Layer 2 Relay D server configs encoded in the 
AT Layer 2 Relay ID server confia RESP attribute . 

7 5 3 2 
octet 1 

Layer 2 Relay ID server config encoded 
octet 2 

Length = 1 
octet 3 

Configuration Information octet Z 
Fiqure 8.2.X.3-1 : AT Layer 2 Relay ID server config RESP attribute Value 

Table 8.2.X.3-1 : : AT Layer 2 Relay ID server config RESP attribute Value 
Octet 1 ( in Figure 8.2.X.3-1 ) indicates the identity that is encoded . 

Octet 1 ( in Figure 8.2.X.3-1 ) shall be set as follows . All other values are reserved . 
7 5 4 3 2 1 Layer 2 Relay ID server config Encoded field 

0 0 Reserved 
1 Reserved 

0 0 0 0 Temporary ID - GUTI 
Temporary ID - IMSI 

FIG . 15D 
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0 0 *** 1 
1 0 0 

0 
1 
1 

Temporary ID - TMSI 
Temporary ID - 5G GUTI 
Reserved to 
Reserved 

0 0 1 0 
1 

0 
1 1 1 1 1 1 1 

When Octet 1 is 

? ?????????? ????????? 
1. GUTI encoding shall be as specified in 3GPP TS 24.301 sub 

clause 9.9.3.12 
2. IMSI encoding shall be as specified in 3GPP TS 24.301 sub 

clause 9.9.3.12 
3. TMSI encoding shall be as specified in 3GPP TS 24.301 sub 

clause 9.9.3.26 
4. 5G - GUTI encoding shall be as specified in TBD 
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Table 6 
3GPP TS 24.008 Section 10.5.6.3 Protocol configuration options 
Table 10.5.154 / 3GPP TS 24.008 : Protocol configuration options information 
element 

Configuration protocol ( octet 3 ) 
Bits 
321 
000 PPP for use with IP PDP type or IP PDN type ( see 
3GPP TS 24.301 [ 120 ] ) 

All other values are interpreted as PPP in this version of the protocol . 
After octet 3 , i.e. from octet 4 to octet z , two logical lists are defined : 

the Configuration protocol options list ( octets 4 to w ) , and 
the Additional parameters list ( octets w + 1 to z ) . 

Configuration protocol options list ( octets 4 to w ) 

Additional parameters list ( octets w + 1 to z ) 
The additional parameters list is included when special parameters 
and / or requests ( associated with a PDP context ) need to be 
transferred between the MS and the network . These parameters 
and / or requests are not related to a specific configuration protocol 
( e.g. PPP ) , and therefore are not encoded as the " Packets " 
contained in the configuration protocol options list . 
The additional parameters list contains a list of special parameters , 
each one in a separate container . The type of the parameter carried 
in a container is identified by a specific container identifier . In this 
version of the protocol , the following container identifiers are 
specified : 
MS to network direction : 

0001H ( P - CSCF IPV6 Address Request ) ; 

000EH ( MSISDN Request ) ; 
000FH ( IFOM - Support - Request ) ; 
0010H ( IPv4 Link MTU Request ) ; 
0011H ( MS support of Local address in TFT indicator ) ; and 
0012H ( UE Relay capability activated ) ; 
0013H ( UE Relay capability deactivated ) , and 
FFOOH to FFFFH reserved for operator specific use . 

Network to MS direction : 
0001H ( P - CSCF IPv6 Address ) ; 

0002H ( IM CN Subsystem Signaling Flag ) ; 

000FH ( IFOM - Support ) ; 
0010H ( IPv4 Link MTU ) ; 
0011H ( Network support of Local address in TFT indicator ) ; 

anet 
0012H Provisioned services for Access Server , 

FFOOH to FFFFH reserved for operator specific use ........ 

FIG . 16 
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Table 7 

10.5.x Provisioned services for Access Server 

The purpose of the Provisioned services for Access Server information element is provide 
configuration information to the Relay UE as to which APN and IP address should be used 
when a Remote UE performs initial authentication to obtain a temporary identity to use in 
an Attach message . 

The Coding for Provisioned services for Access Server information element is as shown 
in figure 10.5 X / 3GPP TS 24.008 and table 10.5.X / 3GPP TS 24.008 . 

8 7 5 3 2 1 
Provisioned services for Access Server IEI 

Length 
Reserved Reserved Coding for Provisioned services for Access 

Server 

Octet 1 
octet 2 
octet 3 

Figure 10.5.X / 3GPP TS 24.008 Provisioned services for Access Server information element 

Table 10.5.X / 3GPP TS 24.008 : Coding for Provisioned services for Access Server 

Bits 
176 
100 Reserved 

Reserved 

All other values are reserved . 

Fixed network user rate ( octet 6d ) 
Bit 
5 4 3 2 1 
00000 APN Included . 

Access Server Address included . 
00010 Reserved 
to 
01000 Reserved 

FIG . 17 



US 10,993,161 B2 
1 2 

AUTHENTICATING USER EQUIPMENTS however , the description is not limited to the examples 
THROUGH RELAY USER EQUIPMENTS and / or implementations provided in the drawings . 

5 

or 

as 

CROSS REFERENCE TO RELATED DETAILED DESCRIPTION 
APPLICATIONS 

In the present disclosure , use of the term “ a , " " an " , 
This is a continuation of U.S. application Ser . No. 15/725 , “ the ” is intended to include the plural forms as well , unless 

563 , filed Oct. 5 , 2017 , which is hereby incorporated by the context clearly indicates otherwise . Also , the term 
reference . " includes , " " including , " " comprises , " " comprising , " 

10 “ have , ” or “ having ” when used in this disclosure specifies 
BACKGROUND the presence of the stated elements , but do not preclude the 

presence or addition of other elements . 
Devices such as computers , handheld devices , vehicles , In some examples , wireless networks are cellular net 

appliances , or other types of devices can communicate over works that operate according to cellular protocols . Cellular 
wired or wireless networks . Wireless networks can include 15 protocols include those provided by the Third Generation 
a wireless local area network ( WLAN ) , which includes Partnership Project ( 3GPP ) , such as the Long - Term Evolu 
wireless access points ( APs ) to which devices are able to tion ( LTE ) standards . The LTE standards are also referred to 
wirelessly connect . Other types of wireless networks include the Evolved Universal Terrestrial Radio Access 
cellular networks that comprise wireless access network ( E - UTRA ) standards . Cellular protocols can also include 
nodes to which devices are able to wirelessly connect . 20 next generation protocols , including fifth generation ( 56 ) 

and beyond protocols . Other cellular protocols can also be 
BRIEF DESCRIPTION OF THE DRAWINGS used in other examples . 

Other examples of wireless networks include wireless 
Some implementations of the present disclosure are local area network ( WLAN ) . WLANs can include wireless 

described with respect to the following figures . 25 networks but not limited to those that operate according to 
FIG . 1 is a flow diagram of a process of a Remote user the Institute of Electrical and Electronic Engineers ( IEEE ) 

equipment ( UE ) according to some examples . 802.11 or Wi - Fi Alliance Specifications , etc. 
FIG . 2 is a message flow diagram of interactions between Although examples are provided of some wireless net 

various nodes according to further examples . works , techniques or mechanisms according to some imple 
FIG . 3 is a message flow diagram of interactions between 30 mentations of the present disclosure can be used with any of 

various nodes according to a first implementation of the various types of wireless networks . 
present disclosure . Examples of wireless devices that are able to communi 

FIG . 4 is a message flow diagram of interactions between cate in wireless networks include computers ( e.g. , tablet 
various nodes according to a second implementation of the computers , notebook computers , desktop computers , etc. ) , 
present disclosure . 35 handheld devices ( e.g. smart phones , personal digital assis 

FIG . 5 is a message flow diagram of interactions between tants , head - mounted device , etc. ) , wearable devices ( smart 
various nodes in which OAuth is used according to the first watches , electronic eyeglasses , head - mounted devices , etc. ) , 
implementation of the present disclosure . game appliances , health monitors , vehicles ( or equipment in 
FIG . 6 is a message flow diagram of interactions between vehicles ) , cargo transportation units ( e.g. , trailers , contain 

a Relay UE and a network node according to the first 40 ers , etc. ) , Internet of Things ( IoT ) devices , or other types of 
implementation of the present disclosure . endpoint or user devices that are able to communicate 
FIG . 7 is a message flow diagram of interactions between wirelessly . Wireless devices can include mobile devices 

various nodes according to a first option of the second and / or fixed position devices . More generally , a wireless 
implementation of the present disclosure . device can refer to an electronic device that is able to 
FIG . 8 is a block diagram of protocol stacks in various 45 communicate wirelessly . 

nodes according to some examples . In the ensuing discussion , wireless devices are referred to 
FIG . 9 is a message flow diagram of interactions between as “ user equipments ( UEs ) . ” A UE can refer to a UE with a 

various nodes according to a second option of the second UICC , or a Mobile Equipment ( ME ) without a UICC , or to 
implementation of the present disclosure . any other type of wireless device . 
FIG . 10 is a block diagram of protocol stacks in various 50 As used here , a “ Remote UE ” can refer to a wireless 

nodes according to further examples . device that may not have access to a wireless network , such 
FIG . 11 is a message flow diagram of interactions between as a cellular network . A Remote UE can use a Relay UE to 

various nodes according to a third option of the second access a wireless network , such as a cellular network . A 
implementation of the present disclosure . “ Relay UE ” is a wireless device that allows another type of 
FIG . 12 is a block diagram of a network node according 55 wireless device , such as a Remote UE , to use a Relay UE to 

to some examples . access a wireless network . An example of a Relay UE is a 
FIGS . 13A - 13B show Table 1 . Layer 2 Relay UE . A Remote UE is a UE of a first type , 
FIGS . 14A - 14D show Table 2 . while a Relay UE is a UE of a second type different from the 
FIGS . 15A - 15E show Table 4 . 
FIG . 16 shows Table 6 . In some examples , the Remote UE communicates with 
FIG . 17 shows Table 7 . the Relay UE using a first type of wireless technology , 
Throughout the drawings , identical reference numbers including any or some combination of the following : Blu 

designate similar , but not necessarily identical , elements . etooth , WLAN , device - to - device ( D2D ) ( such as PC5 , 
The figures are not necessarily to scale , and the size of some ProSe D2D , Sidelink , Direct Short Range Communication 
parts may be exaggerated to more clearly illustrate the 65 ( DSRC ) , IEEE 802.11p , etc. ) , Near Field Communication 
example shown . Moreover , the drawings provide examples ( NFC ) , Narrow Band IoT ( NB - IoT ) , and so forth . The Relay 
and / or implementations consistent with the description ; UE can communicate with a wireless network using a 

first type . 
60 
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second type of wireless technology , such as Universal Ter- techniques or mechanisms according to some implementa 
restrial Radio Access Network ( UTRAN ) , GSM EDGE tions are also applicable in examples where the UE has 
Radio Access Network ( GERAN ) , Enhanced Data Rates for cellular connectivity . 
GSM Evolution ( EDGE ) , WLAN , LTE , 5G , and so forth . In the process 100 , the Remote UE receives ( at 104 ) , from 

In more specific examples , a Layer 2 Relay UE allows a 5 the application server , a first identity different from a second 
Remote UE to access connectivity and services provided by identity of the Remote UE . For example , the second identity 
a 3GPP network through the Relay UE . In some examples , can be a private identity of the Remote UE discussed above . 
Network Access Stratum ( NAS ) signaling communicated by On the other hand , the first identity can be a Temporary ID , 

for example . the Remote UE can pass transparently through a relay The Remote UE uses ( at 106 ) the first identity to register function in the Relay UE with the 3GPP network . The relay with the network , where the registration results in authen function can be provided as part of Layer 2 of the Relay UE . tication of the Remote UE . In examples where the wireless network is an Evolved In this way , the Remote UE does not have to divulge its UTRAN ( e - UTRAN ) , then the Remote UE can refer to an private identity when performing authentication . eRemote UE , and the Relay UE can refer to an eRelay UE . FIG . 2 is a message flow diagram of an authentication In the context of public safety services , such as according process according to further examples that involves a 
to Mission Critical Push to Talk ( MCPTT ) as defined by Remote UE , a Relay UE , an application server labeled AS1 , 
3GPP , a Relay UE can refer to an entity that can be deployed and various network nodes , including MME , MMED , 
to extend 3GPP coverage to a device that may not have P - GW , and Network Node 1. MME represents “ Mobility 
3GPP coverage , such as in scenarios of a vehicle accident or 20 Management Entity , ” which is an LTE core network node 
emergency incident where a first responder group ( such as that performs various control tasks to access by a UE of an 
the police ) can set up one or more Relay UEs to provide LTE access network . In other examples , a different type of 
better coverage to other first responders attending the inci- mobility management node can be used instead of an LTE 
dent . MME , such as an Access and Mobility Management Func 
An issue that arises in the context where a Remote UE is 25 tion ( AMF ) of a 5G network . 

to access a wireless network using a Relay UE , such as a In FIG . 2 , MMEa and MMEb represent two different 
Layer 2 Relay UE , involves the performing of network MMEs . Although two MMEs are shown in FIG . 2 , it is noted 
authentication of the Remote UE where the Remote UE does in other examples , just one MME can be employed . 
not want to divulge its private identity . A private identity can P - GW represents “ Packet Data Network Gateway , ” which 
also be referred to as a Private User Identity ( ID ) . Generally , 30 is an LTE core network node and is a gateway that is 
a property of a private identity is that the private identity is connected to a PDN ( e.g. , the Internet or another type of data 
only known to the wireless network and to the Remote UE . network ) for communicating traffic data packets between 
An example of a Private User ID associated with a UEs and the PDN . In other examples , instead of a P - G a 

Remote UE can include a Session Initiation Protocol ( SIP ) different type of core network node can be used for traffic 
Uniform Resource Identifier ( URI ) or an IMSI . As a further 35 data communications , such as a User Plane Function ( UPF ) 
example , a Private User ID can also be a Temporary ID . A of a 5G network . 
Temporary ID can include any of the following : a Globally In a different example , the AS1 can be replaced with a 
Unique Temporary ID ( GUTI ) , a Temporary Mobile Sub- Non - 3GPP Inter - Working Function ( N3IWF ) of a 5G net 
scriber Identity ( TMSI ) , a Packet - Temporary Mobile Sub- work . Alternatively , the AS1 can be replaced with an 
scriber Identity ( P - TMSI ) , a 5G - GUTI , and so forth . The 40 Evolved Packet Data Gateway ( ePDG ) . Thus , the term 
characteristics of a Temporary ID is that the identity has a " application server ” can refer to an application server , an 
finite lifetime and can be assigned to another UE at a N3IWF , an ePDG , or any other entity that is designated to 
different time or in a different location . perform specified tasks . 

In general , the term “ identity ” refers to either a private Network Node 1 shown in FIG . 1 is for performing 
identity or a public identity . 45 authentication services . In some examples , Network Node 1 
FIG . 1 is a flow diagram of a process 100 that can be can include an Authentication Authorization Accounting 

performed by a Remote UE to perform authentication . The ( AAA ) server , an Authentication Server Function ( AUSF ) , 
Remote UE sends ( at 102 ) an indication to an application or any other type of node that can provide authentication 
server ( AS ) that the Remote UE is to use a Relay UE to services . 
access a network . An application server ( also referred to as 50 FIG . 2 shows various tasks that can be performed among 
an “ access server ” ) is an entity that may perform any or the entities shown in FIG . 2 . 
some combination of the following : protocol interworking Task 1 : The Remote UE registers and / or associates with 
between a first protocol and a second protocol ; an authen- the Relay UE . The registering and / or associating of the 
tication function or a proxy authentication function ; a func- Remote UE with the Relay UE allows the Remote UE to 
tion of a back - to - back user agent ( B2BUA ) , which is a 55 exchange information with the Relay UE so that the Remote 
logical SIP network element ; a user identity mapping func- UE can obtain information of the Relay UE , such as con 
tion , an access and mobility management function ( AMF ) ; figuration information of the Relay UE . Once the Remote 
and so forth . UE and the Relay UE are associated , the Remote UE is able 
A B2BUA is a logical entity that receives a request and to use the Relay UE to communicate with a wireless 

processes the request as a user agent server ( UAS ) . To 60 network . 
determine how the request should be answered , the B2BUA Task 2 : In response to the association between the Remote 
acts as a user agent client ( UAC ) and generates requests . UE and the Relay UE , the Relay UE creates a data connec 
Unlike a proxy server , the B2BUA maintains a dialog state tion with the P - GW if one does not already exist and provide 
and participates in all requests sent on the dialogs the connectivity to AS1 . The key characteristic of the data 
B2BUA has established . 65 connection is that it provides access to AS1 . A further 

In some examples , it is assumed that the Remote UE does characteristic could be that the data connection only pro 
not have cellular connectivity . However , it is noted that vides connectivity to AS1 . 
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Task 3 : The Remote UE then sets up a secure connection identity of the Remote UE that was received by AS1 in Task 
to the application server AS1 in the network . A secure 4. After AS1 has replaced the Temporary ID or other second 
connection allows the Remote UE to communicate with identity with the private identity of the Remote UE , AS1 
AS1 , without another entity ( such as the Relay UE ) being sends a request to obtain authentication vectors to Network 
able to see the information that is exchanged between the 5 Node 1 ( Task 12 ) . 
Remote UE and AS1 . The Relay UE includes a function that Task 13 : In examples where MMEa and MMEb are not upon receiving a request for an Internet Protocol ( IP ) the same entity , MMEa sends an identification request to address associated with the application server AS1 restricts MMEb to obtain from MMEb identity and context informa the access of the Remote UE . The access restriction allows tion . 
the Remote UE to access just specified services of the AS1 , 10 Task 14 : In response to the identification request , MMED until after the Remote UE has been authenticated . sends to MMEa identity and context information . In other Task 4 : The Remote UE requests a Temporary ID from examples , MMEa and MMEb can refer to other types of AS1 , by sending the private identity of the Remote UE to 
AS1 . The Temporary ID ( or more generally a second identity mobility management nodes . 
of the Remote UE that is different from a private identity of 15 In the ensuing discussion , it is assumed that there is just 
the Remote UE ) can be used by the Remote UE for authen one mobility management node . However , in general , tech 
tication purposes . niques or mechanisms discussed further below can be 

Task 5 : The Temporary ID or other second identity can be applied in examples where there are multiple mobility 
obtained by AS1 in a number of different ways . In some management nodes ( e.g. , MMEa and MMEb in FIG . 2 ) . 
examples , the second identity is allocated by AS1 . In other 20 The following describes further details regarding various 
examples , the second identity is allocated by a mobility different implementations ( e.g. , Implementation 1 , Imple 
management node , such as MMEb in FIG . 2 or another type mentation 2 , etc. ) according to some embodiments of the 
of mobility management node . present disclosure . Reference is made to different sections , 

In examples where the second identity is allocated by such as section 1.1 , as well as sub - sections of these sections . 
AS1 , two options ( Option A and Option C ) can be imple- 25 Section 1.1 , Implementation 1 
mented . In alternative examples where the second identity is 1.1.0 , General 
allocated by a mobility management node , Option B is In Implementation 1 , the Remote UE tunnels via the 
implemented . Relay UE to AS1 in the network . AS1 allocates a second 

Task 5 : With Option A , the second identity ( allocated by identity ( e.g. , a Temporary ID or another token ) to the 
AS1 ) and the private identity of the Remote UE are sent in 30 Remote UE so that the Remote UE can then subsequently 
a message to a Home Subscriber Server ( HSS ) , which is an use the second identity when the Remote UE performs a 
example of Network Node 1 in FIG . 2. The HSS responds registration via the Relay UE using a Layer 2 connectivity 
to the message by creating a binding of the private identity mechanism , for example . 
of the Remote UE with the second identity that is allocated The tunneling is achieved via the Relay UE having a 
by the AS1 . 35 Packet Data Protocol ( PDP ) connection set up that only 

Task With Option B , AS1 obtains from MMEb or allows restricted access by the Remote UE to an application 
another mobility management node the Temporary ID or server ( e.g. , AS1 ) until the Remote UE is authenticated . 
another second identity . The second identity can be a GUTI , Note that the Relay UE allows the restricted access by the 
for example . AS1 obtains the second identity by sending the Remote UE to a functional entity ( AS1 ) that may be located 
private identity of the remote UE to MMEb or another 40 in a totally different network ( from the network that the 
mobility management node . Relay UE is attached to ) . In other words , the Relay UE does 

Task 7 : AS1 sends the Temporary ID or another second not only restrict access to an application server of a local 
identity to the Remote UE . The Remote UE binds the network of the Relay UE . 
Temporary ID or other second identity provided by AS1 to The following refers to FIG . 3. In FIG . 3 , where there are 
the private identity of the Remote UE . 45 two or more entities depicted in a vertical stack , that implies 

Tasks 8 , 9 : In response to receiving the Temporary ID or that any of the entities in the vertical stack can perform the 
another second identity , the Remote UE registers with the respective function ( s ) depicted in FIG . 3 . 
wireless network using the Temporary ID or another second For example , in FIG . 3 , either an MME or an AMF can 
identity . A registration message containing the Temporary perform tasks of a mobility management node . Also , either 
ID or another second identity can be sent by the Remote UE 50 a P - GW or a UPF ( or alternatively , an entity that includes 
to the Relay UE ( Task 8 ) , which then forwards ( Task 9 ) the both P - GW and UPF ) can perform tasks of a data gateway . 
registration message to MMEa ( or another mobility man- Similarly , any of AS1 , ePDG , or N3IWF ( or alternatively , 
agement node ) . any combination of AS1 , ePDG , N3IWF ) can perform tasks 

Task 10 : With Option A or B , MMEa or another mobility of an application server . 
management node sends a request ( containing the Tempo- 55 FIG . 3 further shows another application server that can 
rary ID or other second identifier ) to obtain authentication be implemented with AS2 or AMF2 ( or alternatively , a 
vectors from Network Node 1 ( e.g. , the HSS ) . The authen- combination of AS2 and AMF2 ) . As another alternative , the 
tication vectors contain authentication information used to other application server can be implemented as any or some 
perform authentication of the Remote UE . The HSS either combination of AS1 and N3IWF . Also , in FIG . 3 , the tasks 
maps the received second identity to the private identity of 60 of Network Node 1 can be implemented with an AAA server 
the remote UE , or the HSS does not perform this mapping . or an AUSF ( or alternatively , a combination thereof ) . 

Tasks 11 , 12 : With Option C , the Temporary ID or other In FIG . 3 , Tasks 3 , 3b , and 6 can be implemented using 
second identity is of a format ( e.g. , an IMSI , E.212 , etc. ) so either the Extensible Authentication Protocol ( EAP ) or 
that the entity ( e.g. , MMEa or another mobility management OAuth 2.0 protocol to perform authentication . 
node ) that receives the Remote UE's registration request 65 Note also in FIG . 3 there is no temporal relationship 
( Task 9 ) sends a request to AS1 ( Task 11 ) . AS1 then replaces between Tasks 7 and 8 — these tasks can occur in any order 
the Temporary ID or other second identity with the private and asynchronously . 
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1.1.1 , Remote UE Operation Task 3 : The Relay UE receives a data packet ( e.g. , IP 
The following refers to various tasks of FIG . 3 that are packet ) from the Remote UE containing a destination 

performed by the Remote UE with Implementation 1 . address ( e.g. , IP address ) . The IP packet can include the 
Task 1 : The Remote UE associates / registers with the indication sent by the Remote UE to AS1 that the Remote 

Relay UE and retrieves information regarding the Relay UE , 5 UE wants to use a Relay UE as a resource to access the core 
where the association allows data packets , e.g. , IP packets to network . 
be sent to the Relay UE by the Remote UE . The information Task 3b : The Relay UE either : 
retrieved by the Remote UE from the Relay UE can include 1 ) checks to see if the destination IP address received in 
any , some , or none of the following : an identity of the Relay the IP packet is “ allowed ” ( e.g. , the IP address is the 
UE , the network ( e.g. , a Registered Public Land Mobile address of AS1 ) ; the Relay UE forwards the IP packet 
Network or RPLMN ) the Relay UE is connected to , the to AS1 if the destination IP address is “ allowed ” ; or 
location of the Relay UE , the Address of AS1 , and so forth . 2 ) sends the IP packet to an IP address pre - configured in 
As used here , a " location ” can refer to any or some com the Relay UE , where the pre - configured IP address is 
bination of a mobile country code ( MCC ) , a mobile network that of AS1 . 
code ( MNC ) , a Cell identity , GPS coordinates , waypoint In some examples , the address of AS1 and an access point 
details , a Service Set Identifier ( SSID ) , an Operator code , a name ( APN ) used to create the PDP context can be obtained 
Location Area ( LA ) , a Routing Area ( RA ) , a Tracking Area by the Relay UE in one of the following ways : 
( TA ) , and so forth . a ) the Relay UE receives the address of AS1 and the APN 

Task not shown : The Remote UE sets up a secure con- 20 from the network in a Protocols Configuration Options 
nection with an AS1 using either information retrieved from ( PCO ) information element in a NAS message when 
the Relay UE or internal configuration information of the the Relay UE communicates ( e.g. , attaches ) to the 
Remote UE . network ; or 

Task 3 : The Remote UE sends an indication ( using EAP b ) the address of AS1 and the APN are provisioned in a 
or OAuth , for example ) to AS1 that the Remote UE wants 25 Universal Integrated Circuit Card ( UICC ) of the Relay 
to use a Relay UE as a resource to access the core network . UE ( in this case the Relay UE will read the address of 
The Remote UE can send in the indication or in association AS1 and the APN into memory ) ; or 
with the indication one or more of the following informa- c ) the address of AS1 and the APN are provisioned in the 
tion : an identity of the Relay UE , the network the Relay UE Mobile Equipment ( ME ) , which is a UE without a 
is attached to , the location of the UE ( Remote UE and / or 30 UICC 
Relay UE ) , indication that the Remote UE wants to use a The PCO information element is defined in 3GPP TS 
Relay UE , and so forth . 24.008 , and allows a UE , via indicators ( where an indicator 

Task 6 : The Remote UE receives a token from AS1 , can include of one or more bits or even the absence of one 
wherein the token is or contains the second identity to use or more bits in a message ) sent to the network , to indicate 
when registering for layer 2 access with the Relay UE . 35 to the network information that the UE is requesting . The 

Task 8 : The Remote UE sends an NAS ( e.g. , Attach , network can respond back to the UE with that information . 
Location Update , Routing Area Update , Tracking Area Task 8 : The Relay UE receives the NAS message ( e.g. , 
Update , etc. ) message to the Relay UE containing the second Attach ) sent by the Remote UE . 
identity from the token . The NAS message is an example of Task 9 : The Relay UE sends the NAS message ( e.g. , 
a registration request used by the Remote UE to register with 40 Attach ) or other registration request to the network . 
the network so that the Remote UE can be authenticated and Task 12 : The Relay UE receives the authentication chal 
can obtain network services from the network . lenge initiated by a mobility management node ( e.g. , MME 

Task 13 : The Remote UE receives an authentication or AMF ) in response to authentication vectors sent ( Task 11 ) 
challenge per existing standards ( standards that are currently by Network Node 1 ( or alternatively , the AAA server or 
promulgated ) . This authentication challenge is initiated 45 AUSF ) responsive to the registration request by the Remote 
( Task 12 ) by a mobility management node ( e.g. , MME or UE . 
AMF ) in response to authentication vectors sent ( Task 11 ) by Task 13 : The Relay UE sends the authentication challenge 
Network Node 1 ( or alternatively , the AAA server or AUSF ) to the Remote UE . 
responsive to the registration request by the Remote UE . The Task 14 : The Relay UE receives a response to the authen 
authentication challenge is forwarded by the Relay UE to the 50 tication challenge per existing standards . 
Remote UE ( task 12 ) . Task 15 : The Relay UE sends the response to the authen 

Task 14 : The Remote UE responds to the authentication tication challenge to the network per existing standards . 
challenge per existing standards 1.1.3 , AS1 Operation 

1.1.2 , Relay UE Operatio The following refers to various tasks of FIG . 3 that are 
The following refers to various tasks of FIG . 3 that are 55 performed by AS1 with Implementation 1 . 

performed by the Relay UE with Implementation 1 . Task not shown : AS1 sets up a secure connection with the 
Task 1 : The Relay UE associates with the Remote UE and Remote UE . 

may provide any , some , or none of the following information Task 3 : AS1 receives from the Remote UE an indication 
to the Remote UE : an identity of the Relay UE , network that that the Remote UE wants to use a Relay UE as a resource . 
the Relay UE is connected to , the location of the Relay UE , 60 Information sent in or with the indication by the Remote UE 
an address of AS1 , and so forth . to AS1 can include any or some combination of the follow 

Task 2 : The Relay UE creates a PDP context to create a ing : an identity of the Relay UE , the network that the Relay 
data connection with the network . The PDP context has the UE is attached to , the location of the UE ( Remote UE and / or 
characteristic that the PDP context only provides connec- Relay UE ) , and so forth . 
tivity by the Remote UE to the address of an application 65 Task 4 : If AS1 is unable to complete the secure connection 
server ( e.g. , AS1 ) . This task is optional if the PDP context set - up e.g. because AS1 is in a visited network , then AS1 
already exists . sends the information received in Task 3 to AS2 . 
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Task 5 : If the Remote UE is authorized to use the Relay in the network results in Diameter or Mobility Application 
UE , then AS2 creates an indication that is or contains the Part ( MAP ) messages that request authentication vectors to 
second identity for the Remote UE , where the indication can be sent to the AS1 . 
include the token noted above , for example . 1.2.1 , Remote UE Operation 

Task 6 : AS1 sends a token to the Relay UE , where the 5 The operation of the Remote UE in Implementation 2 is 
token is or contains the second identity . similar to that of Implementation 1 , except with the follow 

Task 7 : AS1 or AS2 sends a message to Network Node 1 ing additions . 
containing at least one of : the token , the identity of the Task 5c : The Remote UE receives an authentication 
Remote UE , the identity of the Relay UE , and so forth . challenge from AS1 that is part of the process of obtaining 

1.1.4 , Network Node 1 Operation the second identity from AS1 . 
The following refers to various tasks of FIG . 3 that are Task 5d : The Remote UE sends a response to the authen 

performed by Network Node 1 with Implementation 1 . tication challenge back to AS1 . 
Network Node 1 can be any of the following : HSS , Home 1.2.2 , Relay UE Operation 
Location Register ( HLR ) / Authentication Center ( AuC ) , 5G The operation of the Relay UE in Implementation 2 is 
AUSF , AAA server , and so forth . similar to that of the Relay UE in implementation 1 . 

Task 7 : Network Node 1 receives a message from AS1 1.2.3 , AS1 Operation 
containing at least one of : the token , the identity of the The operation of AS1 in Implementation 2 is similar to 
Remote UE , the identity of the Relay UE , and so forth . In that of AS1 in Implementation 1 , except with the following 
response , Network Node 1 creates a binding or mapping 20 additions and / or modifications . 
between at least 2 of : the identity of the Remote UE , the Task 3 : AS1 receives from the Remote UE using a first 
identity of the Relay UE , and the second identity in the protocol an indication that the Remote UE wants to use a 
token . Relay UE as a resource to access the network . In some 

Task 10 : Network Node 1 receives , from the mobility examples , the first protocol can include EAP or NAS over IP , 
management node ( e.g. , MME or AMF ) a message request- 25 or alternatively , a different protocol . Information received by 
ing authentication vectors for the second identity . The mes- AS1 from the Remote UE as part of or in association with 
sage optionally contains the identity of the Relay UE . The the indication includes one or some of : the identity of the 
message received at Task 10 can be in response to the Relay UE , the network that the Relay UE is attached to , the 
registration request forwarded by the Relay UE from the location of the UE ( Remote UE and / or Relay UE ) , and so 
Remote UE to the mobility management node . Network forth . 
Node 1 determines the private identity of the Remote UE Task 4a : In response to the indication and the associated 
using the second identity so authentication vectors can be information ( sent by the Remote UE at Task 3 and forwarded 
retrieved . Optionally , Network Node 1 checks the identity of by the Relay UE at Task 3b ) , AS1 sends a request to the 
the Relay UE against the identity of the Relay UE created in mobility management node for the second identity using a 
the binding or mapping that is part of Task 7 above . second protocol . The request can contain the identity of the 

Task 11 : Network Node 1 sends authentication vectors to Remote UE received in Task 3. The second protocol can be 
the mobility management node . different from the first protocol and can be the NAS protocol 

Section 1.2 , Implementation 2 or a different protocol . 
1.2.0 , General Task 5b : AS1 receives an authentication challenge from 
Implementation 2 is depicted in FIG . 4 . the mobility management node using the second protocol . 
Implementation 2 is similar to Implementation 1 , except Task 5c : AS1 sends the authentication challenge to the 

that a mobility management node ( e.g. , MME or AMF ) Remote UE using the first protocol . 
allocates the second identity for the Remote UE , and sends Task 5d : AS1 receives the authentication challenge 
the allocated second identity back to AS1 so that AS1 can 45 response from the Remote UE using the first protocol 
send the second identity to the Remote UE to use in Task 8 Task 5e : AS1 sends the authentication challenge response 
of FIG . 4 . to the mobility management node using the second protocol . 
As part of the allocation process , the MME authenticates Task 4b : AS1 receives , from the mobility management 

the Remote UE using standard procedures ( procedures gov node , a response containing the second identity using the 
erned by current standards ) . The proposed differences 50 second protocol . between Implementations 1 and 2 are shown in dashed Task 6 : AS1 sends a token ( containing the second identity profile in FIG . 4 . for the Remote UE ) to the Remote UE using the first Section 2.2 describes three different implementations of protocol . Tasks 3-6 ( that optionally include Tasks 4a , 4b and 5a - 5e ) in 1.2.4 , Network Node 1 Operation FIG . 4 . 
A first of the three different implementations involves The operation of Network Node 1 in Implementation 2 is 

sending NAS messages directly from the Remote UE via similar to that of network node 1 in Implementation 1 , 
AS1 to the mobility management node . except with the following addition . 
A second of the three different implementations involves Task 5a : Network Node 1 receives , from the mobility 

sending Internet Key Exchange ( IKE ) / EAP messages from 60 management node , a request for authentication vectors . The 
the Remote UE to AS1 , where the AS1 then interworks request for authentication vectors sent by the mobility 
IKE / EAP to NAS messages sent to the mobility manage- management node is in response to the request from AS1 
ment node . sent to the mobility management node for the second 
A third of the three different implementations involves identity . 

sending IKE / EAP messages from the Remote UE to AS1 , 65 In response to the authentication vectors received from 
where the AS1 allocates a Private User ID ( e.g. , IMSI ) to the Network Node 1 , the mobility management node sends an 
Remote UE , the IMSI has the characteristics that the routing authentication challenge to AS1 ( Task 5b ) . 

35 
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Section 2.1 , Implementation 1 Details In response to receiving an IP packet from the Remote 
The following provides further details relating to the UE , the Relay UE sends the received IP packet from the 

various tasks of Implementation 1 discussed above in Sec- Relay UE over the data connection that was associated with 
tion 1.1 . the Remote UE in Task 2 . 

2.1.1 , General Information Flow The address of AS1 to be used was either obtained in Task 
The following refers to FIG . 3 , which shows a message 1 or provisioned in the Remote UE ( see Task 2 for possible 

flow for Implementation 1 . implementation ) . 
Task 1 : The Remote UE sets up a connection with the Another way of ensuring that the Remote UE is restricted 

Relay UE and may obtain , any or some combination of : to accessing only the target AS is by the Remote UE using 
a . an identity of the Relay UE , 10 an FQDN to reach the target AS . If the Remote UE sends an 
b . an identity of the network ( e.g. PLMN code , Service FQDN that does not match an FQDN stored in the Relay UE , 

Set Identifier ( SSID ) , etc. ) the Relay UE is connected the Relay UE modifies the FQDN to be that of the one stored 
to , in the Relay UE with the Relay UE’s location appended , and 

c . the location of the Relay UE , the Relay UE sends the FQDN in a request , such as a 
d . the address of AS1 ( see Task 2 for possible ways the 15 Domain Name System ( DNS ) request to a DNS server . 

address can be obtained by the Relay UE ) . The matching of FQDNs involve comparing the location 
The Remote UE stores the foregoing information received information of the Relay UE included in the syntax of the 

from the Relay UE . FQDN received from the Remote UE , to corresponding 
If the address of AS1 is a Fully Qualified Domain Name location information of an FQDN stored in the Relay UE . 

( FQDN ) , one of the following can occur . Task 4 : If AS1 is unable to complete the secure connection 
The Relay UE appends information of its location to the setup in response to the message from the Relay UE , e.g. , 
FQDN and sends the FQDN and location information because AS1 is in visited network , then AS1 sends the 
to the Remote UE . information received in Task 3 to AS2 . AS2 is determined by 

The Remote UE receives the FQDN and location infor- using the second identity of the Remote UE received in Task 
mation of the Relay UE . The Remote UE appends the 25 3. This determination is done by using the domain portion of 
location information to the FQDN . the second identity ( e.g. , the second identity is in the format 

Task 2 : If the Relay UE does not already have a data of a network access identifier ( NAI ) [ username @ domain ] 
connection with the network , the Relay UE creates a data where the domain identifies a network operator . If the 
connection with the network . The identifier ( e.g. , APN ) used received NAI domain portion is not handled by AS1 , AS1 
to identify the data network to connect to is either configured 30 then routes the message from the Relay UE to AS2 . 
on the Relay ME or on the Relay UE's UICC , or is obtained Task 5 : If the Remote UE is authorized to use a Relay UE , 
from the network . then AS2 creates an indication that is or contains the second 

In implementations where the identifier of the AS is identity for the Remote UE that is to be sent back in Task 5 
configured on the Relay ME or the UICC , Table 1 shown in ( e.g. , in a token ) . The indication is stored against the second 
FIGS . 13A - 13B sets forth example changes to 3GPP TS 35 identity of the Remote UE . AS2 sends the token or another 
31.102 or 3GPP TS 31.103 that can be made to allow for message containing the indication to AS1 . 
configuration of the identifier on the Relay ME or UICC . In Task 5 , if the Remote UE is not authorized to use a 
The underlined text in Table 1 below indicates examples of Relay UE or this specific Relay UE , then AS2 creates an 
changes made to either of the two standards , 3GPP TS indication that the Remote UE has not been authorized . AS2 
31.102 or 3GPP TS 31.103 . Although proposed example 40 sends , to AS1 , a message containing an indication that can 
changes to various standards are included in the present indicate any or some combination of the following : 
description , it is noted that techniques or mechanisms 1. the Remote UE failed authentication , 
according to some implementations of the present disclosure 2. the Remote UE is not allowed to use a Layer 2 Relay UE , 
can be implemented with other changes to the standards , or 3. the Remote UE is not allowed to use this specific Layer 
even to implementations where no changes to standards are 45 2 Relay UE , 
used . Also , when the word “ shall ” appears in a proposed 4. the Remote UE is not allowed to use a Relay UE when 
change text , that word can also cover other examples where roaming , 
“ shall ” is replaced with “ should ” or “ may . ” 5. the Remote UE is not allowed to use a Relay UE 

Alternatively , the Relay UE can obtain the address of AS1 connected to this RPLMN , or 
from the network , which is described in section 2.1.3 below . 50 6. another indication . 
A characteristic of the data connection set up by the Relay Note that AS2 and AS1 can be the same entity or can be 

UE is that the data connection allows a Remote UE restricted different entities . 
access to only communicate with an application server Authorization to use a Relay UE can be determined by 
( AS1 ) . using any or none of the following : a location of the Remote 

The Relay UE creates a mapping between the Remote UE 55 UE , an identity of the Relay UE , or a network ( e.g. RPLMN ) 
and the data connection that is set up . that the Relay UE is connected to . 

If the data connection already exists , the Relay UE creates The indication sent by AS2 to AS1 can be based upon any 
a mapping between the Remote UE and the existing data or none of the following : a location of the Relay UE , an 
connection . identity of the Relay UE , or a network ( e.g. , RPLMN ) that 

Tasks 3 , 3b : The Remote UE sets up a secure connection 60 the Relay UE is connected to . 
to AS1 in the network and may include in the secure setup Task 6 : AS1 sends , to the Remote UE , a message con 
message or a subsequent message ( e.g. , a Register message ) taining an indication including the second identity for the 
in the secure setup procedure any of the following : Remote UE ( e.g. token ) , or an indication that the Remote UE 

1. any of the information stored by the Relay UE in Task cannot use the Relay UE as a Layer 2 Relay UE . 
In response to receiving the indication that the Remote 

2. the second identity of the Remote UE ; or UE cannot use the Relay UE as a Layer 2 Relay UE , the 
3. other information . Remote UE can perform any of the following : 

1 ; or 65 
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1. display the indication on a display of the Remote UE ; Task 15 : The Relay UE sends , to the mobility manage 
2. play an audible sound ; ment node , the authentication challenge response received in 
3. if the received indication indicates the Remote UE is Task 14 . 

not allowed to use this specific Layer 2 Relay UE , then Note that in Tasks 12 , 13 , 14 , and 15 , the Relay UE 
the Remote UE may repeat the process from Task 1 if 5 transparently receives and sends messages communicated 
another Relay UE is available ; between the Remote UE and the mobility management node . 

4. if the received indication indicates the Remote UE is 2.1.2 , Communication with Application Server 
not allowed to use this specific Layer 2 Relay UE , then The following two sub - sections contain more detailed 
the Remote UE may repeat the process from Task 1 if information how tasks 3 , 3b , and 6 of FIG . 3 can be 
another Relay UE is available , but if the Relay UE performed . One mechanism is to use OAuth and the other is 
indicates the Relay UE is connected to the same to use EAP . 
RPLMN , the Remote UE does not proceed with any of 2.1.2.1 , OAuth 
the other tasks . Proposed example changes to 3GPP TS 33.180 are set 

Task 7 : AS2 sends a message to the HSS containing any forth in Table 2 shown in FIGS . 14A - 14D ( the changes are 
or some combination of the following : an indication that underlined ) to use OAuth . Figures of 3GPP TS 33.180 are 
may contain the second identity of the Remote UE , or other omitted for better clarity . 
information . Table 3 below describes an alternative example flow for 

The HSS receives the message from AS2 and stores , using OAuth . 
maps , or creates a binding between the indication and the TABLE 3 second identity of the Remote UE that was received in the 
message from AS2 . [ THE TASKS BELOW REFER TO FIG . 5 ] 

Task 8 : If an indication containing the second identity of 
the Remote UE is received in Task 7 , the Remote UE sends , Step 0 : The UE associates / connects to the RELAY UE and obtains 

a . Identity of the Relay UE . 
to the Relay UE , a message containing the second identity 25 b . Location of the Relay UE 
of the Remote UE that is part of the token received in the c . Identity of the Network serving the Relay UE . 
message from AS1 . d . FQDN Address of the Access Server 

Task 9 : The message of Task 8 from the Remote UE is Step 1 : The Relay Client sends to the ID Mgmt . Client the 
information received in Step 0 . 

received by the Relay UE at a layer in the protocol stack Step 2 : If the RELAY UE does not already have a PDP session 
such that the Relay UE does not interact with the message . 30 that allows connectivity to the 
The Relay UE passes , to the mobility management node , the Access Server , the RELAY UE sets up a PDP context using a 
message received at Task 8 . configured APN . 

Task 10 : In response Step 30 : ( not shown ) The IdM client in the UE sends a DNS the message of Task 9 from the query containing FQDN received in 
Relay UE , the mobility management node sends , to Network step 0 with the Location of the Relay UE appended . The IdM 
Node 1 , a message that includes any or some combination 35 client receives 

back the IP address of the Access Server . of : the second identity received in the message of Task 9 , Step 3a : The IdM client in the UE issues a HTTPS and the identity of the Relay UE . Authentication request to the OIDC based 
Network Node 1 ( e.g. , the HSS ) receives the message of IDM Server in the Access Server . The client includes the 

Task 10. The HSS determines ( e.g. , from the syntax of the code challenge value 
in this request . second identity ) that the second identity included in the 40 Step 3b : The identity of the Remote UE and associated message of Task 10 is a Temporary ID and determines if the credentials are provided to the IdM 

second identity is assigned to a profile ( e.g. , second identity server . The credentials are successfully authenticated 
profile of the Remote UE ) . Alternatively , the HSS uses the ( and optionally authorized ) by the Access Server . 
second identity received to retrieve a subscriber profile As part of Step 3a3b or 3e the UE includes the 

following information in the associated with the second identity , e.g. , in Task 7. As part 45 message sent to the IdM server : 
of retrieving the profile , the HSS obtains or creates authen- e . Identity of the Relay UE . 
tication vectors associated with the second identity of the f . Location of the Relay UE 
Remote UE . a . Identity of the Network serving the Relay UE . 

Step 3c : The Access Server may optionally request The determination of the Temporary ID can be by range , user consent for granting the IDM client 
e.g. , if the Temporary ID is in the format of an IMSI , then 50 access to the Relay service . 
specific digits within the IMSI structure can signify it is a Step 3d : The Access Server generates an 

authorization code that is associated with the Temporary ID . An example can be that the Nth ( N being an code challenge provided by the client . It sends integer between 0 and some non - zero value ) in the IMSI a browser redirect HTTP 
structure means the IMSI is temporary . message with the Authorization Response containing 

Task 11 : In response to the message of Task 10 , the HSS 55 the authorization code . 

sends , to the mobility management node , the authentication Step 3e : The UE IDM Client performs a HTTP POST 
request to exchange the 

vectors determined in Task 10 . authorization code for an access token . In the 
Task 12 : In response to the authentication vectors from the request , the client includes the 

HSS , the mobility management node sends the authentica- code - verifier string . This string is 
tion vectors to the Relay UE . cryptographically associated with the 

code challenge value provided in the Authorization 
Task 13 : The Relay UE sends the authentication vectors Request in Step 3a . 

received in Task 12 to the Remote UE . The authentication Step 3f : The IdM Server verifies the IdM Client 
vectors constitute an authentication challenge to the Remote based on the received code - verifier string and 

issues a 200 OK with an access token and ID token UE . ( specific to the NAS client Task 14 : In response to the authentication challenge , the 65 and Relay service ( s ) ) included in it . The ID token 
Remote UE sends , to the Relay UE , an authentication contains the JSON Web 
challenge response . 
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TABLE 3 - continued network node includes that address of the application server 
in the response to the request sent to the Relay UE . 

[ THE TASKS BELOW REFER TO FIG . 5 ] The address of the application server may be provisioned 
Token claim containing at least one of identity in an external database , e.g. , HSS / HLR , and sent to the 
that the UE should use when it 5 network node ( e.g. , Mobile Switching Center ( MSC ) , MME , 
Registers to EPC via Relay UE . Serving Call State Control Function , S - CSCF ) via a message NOTE : The server verifies by calculating the code ( e.g. , Insert Subscriber Data according to 3GPP TS 29.002 challenge from the received code verifier 
and comparing it with the code challenge value or 3GPP TS 29.272 ) 
provided by the client in Step 3a . Section 2.2 , Implementation 2 Details 
Step 3g : The access token and ID token are made The following describes various options that can be used 
available to the NASclient ( s ) . with Implementation 2 , including Options A , B , and C. Step 4 : NAS client REGISTERS and authenticates 
with the EPC network using the identity 2.2.1 , Option A 
received in the ID token : FIG . 7 shows Option A of Implementation 2 . 

The labeling of the arrows in FIG . 7 and description 
15 below are out of order on purpose , e.g. , Task 4b occurring 2.1.2.2 , EAP after Task 5e . They have been chosen to align with the Table 4 shown in FIGS . 15A - 15E shows example changes numbering in section 1.2 . to 3GPP TS 24.302 ( underlined text indicates changes ) for Task 1 : See section 2.1.1 Task 1 . using EAP Task 2 : See section 2.1.1 Task 2. The task of creating a 

2.1.3 , Relay UE Provision of Application Server Access 20 PDP context and PDN connection with the network includes 
Identities the task of Registering ( Attaching ) . 

The following describes examples of how a Relay UE is Tasks 3 , 3b : See section 2.1.1 Tasks 3 ) and 3b , with 
provided with an identity of an application server ( e.g. , further clarification below . 
AS1 ) . The Remote UE sends , to AS1 , a Register ( e.g. Attach , 

2.1.3.1 , UE Operation 25 etc. ) message containing any or some of : a Private User ID , 
The following refers to FIG . 6 . a first PDN address of the Remote UE ( such as in an Evolved 
Task 602 : The Relay UE sends a request to the network Packet System Session Management ( ESM ) message ) , the 

( e.g. , Attach , IMS Method [ e.g. , Register , Subscribe ] , etc. ) location of the Relay UE , or other information . 
containing an indication that the UE is a Relay UE , e.g. , in Task 4a : AS1 may remove or change the first PDN 

30 address , if one is received , in the message of Task 3b . If the 
Task 604 : The Relay UE receives a response ( to the first PDN address is included in the message from the 

request ) from the network ( e.g. , Attach Accept , 200 OK , Remote UE , the first PDN address may be replaced and set 
Notify , etc. ) containing an indication of the address ( e.g. , to one that is configured in AS1 ( a second PDN address ) 
APN , IP address , etc. ) to be used to access the application when the Attach message is sent to the MME . 
server identities . FIG . 8 depicts possible protocol stacks in the Remote UE , 

The Attach Accept can contain the indication in a PCO AS1 , and the MME , which show how Task 3b can be 
field . interworked to Task 4a and in subsequent interactions 

between Remote UE < - > AS1 < - > MME . The 200 OK or Notify message is an indication of the 
address of the application server , such as in an example The protocol stack of the Remote UE include a level 1 
format shown in Table 5 . 40 ( L1 ) layer , a level 2 ( L2 ) layer , an IP layer , an IP Security 

( IPSec ) layer , an Application layer , and a NAS layer . The 
AS1 includes a first protocol stack to communicate with the TABLE 5 Remote UE , where the first protocol stack includes an L1 

+ g.3gpp.ims.relay - app - id feature tag set to Application Server layer , an L2 layer , an IP layer , an IPSec layer , and an 
ID ( e.g. + g.3gpp.ims.relay - app - IP = address , + g.3gpp.ims.relay- 45 Application layer . AS1 further includes a second protocol 
app - APN = APN address ) stack to communicate with the MME , where the second 

protocol stack includes an L1 layer , an L2 layer , a Stream 
Table 6 shown in FIG . 16 sets forth an example imple- Control Transmission Protocol ( SCTP ) / IP layer , and an Si 

mentation for PCO in which proposed modifications to Application Protocol ( S1 - AP ) layer . AS1 also includes a 
3GPP TS 24.008 are indicated by the underlined text ( added 50 relay function 802 to relay between the first and second 
text ) and strikethrough text ( deleted text ) . protocol stacks of AS1 . 
When 0012H is included , the coding of the Provisioned The MME has a protocol stack that includes an L1 layer , 

services for Access Server can be found in Table 7 ( under- an L2 layer , an SCTP / IP layer , an S1 - AP layer , and a NAS 
lined text indicates addition to 3GPP TS 24.008 ) shown in layer . 
FIG . 17 . The interactions between Remote UE < - > AS1 < - > MME 

In Table 7 , coding for the APN and Access Server address include AS1 doing either of : 
can be found in Table 1 . 1. When AS1 receives a message from the Remote UE , the 

2.1.3.2 , Network Node Operation relay function 802 of AS1 takes the NAS message out of 
The following describes the operation of the network the Application layer and inserts the NAS message into an 

node in FIG . 6 . S1 - AP message and sends the S1 - AP message to the 
Task 602 — The network node ( e.g. , MME , S - CSCF , MME . 

P - GW , AMF , SMF , Application Server , etc. ) receives the 2. When AS1 receives a message from the MME , AS1 takes 
request from the Relay UE with an indication it is a Relay the NAS message out of the S1 - AP message and sends the 
UE . message to the Remote UE . 

Task 604 — If the message in Task 602 contains the 65 Task 4a : In response to the Register message of Task 3b 
indication that the UE is a Relay UE and if the network node in FIG . 7 , AS1 sends to an MME 702 a Register message 
is configured with an address of an application server , the ( e.g. , Attach , Location Update , Routing Area Update , Track 
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ing Area Update , etc. ) containing any or some of a Private In FIG . 10 , when AS1 receives an IKE or EAP message , 
User ID , the second PDN address , or other information . The ASI will interwork the content of the IKE or EAP message 
MME 702 is the " old " MME of the Remote UE , i.e. , the to a NAS message . This interworking can involve any of the 
MME that the Remote UE will be initially associated with following : 
based on the location of the Remote UE , for example . 5 1. AS1 can take a parameter from an EAP message and 

The characteristics of the second PDN address are such convert the parameter to an equivalent parameter , e.g. , 
that if the Remote UE attempts to use the PDN connection IMSI is coded as an NAI and is converted to a numerical 
corresponding to the second PDN address for sending data value where each number is represented by 4 bits . 
traffic , the traffic will fail . 2. AS1 can take a parameter from an EAP message and map 

The location of the Relay UE can be used to determine the 10 the parameter to an equivalent parameter . 
MME 702 that the AS1 is to send the Register message to . When AS1 receives a NAS message in the reverse direc 
There may be a mapping in the AS1 between locations and tion , AS1 performs the reverse conversion or mapping to an 
MMEs . EAP message . 

Task 5 a ) i ) : The MME 702 requests authentication vectors The following refers to tasks of FIG . 9 . 
from the HSS using the Private User ID received in Task 3b . 15 Task 1 : See section 2.1.1 Task 1 . 

Task 5a ) ii ) : In response to the request of Task 5 a ) i ) from Task 2 : See section 2.1.1 task 2 ) 
the MME 702 , the HSS sends the authentication vectors to Task 2a : The Remote UE and the ePDG exchange a first 
the MME 702 . pair of messages , known as IKE_SA_INIT , in which the 

Task 51 : The MME 702 sends an authentication challenge ePDG and UE negotiate cryptographic associations , 
to AS1 , e.g. , in a NAS Authentication Request . 20 exchange nonces , and perform a Diffie_Hellman exchange 

Task 5c : In response to the authentication challenge , AS1 of Diffie_Hellman values . 
sends the authentication challenge to the Remote UE . Tasks 3 , 3b : The Remote UE sends , in a first message 

Task 5d : In response to the authentication challenge , the ( IKE_AUTH Request message ) of the IKE_AUTH phase , a 
Remote UE sends an authentication challenge response to user identity such as the Private User ID ( in the IDi payload 
AS1 . 25 of the first message ) , APN information ( in the IDr payload 

Task 5e : AS1 sends the authentication challenge response of the first message ) , and the Remote UE location ( encoded 
to the MME 7702 , e.g. , in a NAS Authentication Response . as part of the user identity ) . The IKE_AUTH Request 

Task 4b : In response to the authentication challenge message also includes security association information for 
response , the MME 702 sends , to AS1 , a Registration Accept the Remote UE to begin negotiation of child security asso 
( e.g. , Attach Accept , Location Accept , Routing Area Update 30 ciations . The Remote UE sends the configuration payload 
Accept , Tracking Area Update Accept , etc. ) with a Tempo- ( CFG_REQUEST ) within the IKE_AUTH request message 
rary ID ( e.g. , GUTI , TMSI , etc. ) . In Option A , the Tempo- to obtain an IPv4 and / or IPv6 home IP address and / or a 
rary ID of the Remote UE is allocated by the MME 702 . Home Agent address . The Remote UE omits the AUTH 

Task 6 : AS1 sends to the Remote UE the Temporary ID parameter in order to indicate to the ePDG that the Remote 
received at Task 46 from the MME 702 . 35 UE wants to use EAP over IKEv2 . The user identity is 

Task 8 : After receiving the Temporary ID , the Remote UE compliant with the Network Access Identifier ( NAI ) format 
sends , to the Relay UE , a Register message containing the specified in TS 23.003 , and contains the IMSI or the 
Temporary ID . The Register message can include a Attach , pseudonym , as defined for EAP - AKA ( Authentication and 
Location Update , Routing Area Update , Tracking Area Key Agreement ) in Request for Comments ( RFC ) 4187 . 
Update , and so forth . Note : See descriptions for Tasks 3 and 3b elsewhere 

Task 9 : See Section 2.1.1 Task 9. Note that in FIG . 7 the within this disclosure regarding how the UE Relay may 
Register message can be forwarded by the Relay UE to a ensure that messages of Tasks 2a , 3 , and 3b are routed to the 
new MME 704 , which can be the same as or different from correct AS1 . 
the old MME 702 . Task 3c : In response to the IKE_AUTH Request message , 

Tasks 9a , 9b : The new MME 704 obtains context infor- 45 the ePDG sends an Authentication and Authorization 
mation from the old MME 702 associated with the Remote Request message to the 3GPP AAA Server ( part of Network 
UE using existing standards . Node 1 ) . The Authentication and Authorization Request 

Tasks 10-15 ) See Section 2.1.1 , Tasks 10-15 , respectively . message contains the user identity , the Remote UE location , 
2.2.2 , Option B and the APN included in the received IKE_AUTH Request 
FIG . 9 shows Option B of Implementation 2 . 50 message . The Remote UE uses the NAI as defined in 
Note in FIG . 9 , AS1 can be implemented with an ePDG accordance with clause 19.3 of 3GPP TS 23.003 , and the 

and an AAA server . The ePDG and AAA server can be part 3GPP AAA server identifies based on the realm part of the 
of the same network node or can be included in separate NAI that combined authentication and authorization is being 
network nodes . In addition , in some examples , an MME can performed for tunnel establishment with an ePDG which 
be also combined with AS1 , as well as the P - GW . 55 allows only EAP - AKA . 
FIG . 10 depicts possible protocol stacks when the ePDG Task 4a : The AAA server then performs interworking 

and AAA server are combined . As shown in FIG . 10 , the between the EAP message of Task 3c and a NAS message 
Remote UE has a protocol stack that includes an L1 layer , that is sent to an MME 702. The NAS message can include 
an L2 layer , an IP layer , and an IKEv2 / EAP layer . AS1 a Register message , an Attach message , a Location Update 
includes a first protocol stack to communicate with the 60 message , a Routing Area Update message , a Tracking Area 
Remote UE . The first protocol stack includes an L1 layer , an Update message , and so forth . The 3GPP AAA server takes 
L2 layer , an IP layer , and an IKEv2 / EAP layer . the user identity in the Authentication and Authorization 
A second protocol stack of AS1 that communicates with Request message received from the ePDG , and generates a 

an MME includes an L1 layer , an L2 layer , an SCTP / IP Temporary ID ( represented as User ID1 ) . The AAA server 
layer , and a NAS layer . A protocol stack of the MME 65 also , creates a mapping between the user identity and the 
includes an L1 layer , an L2 layer , an SCTP / IP layer , and a Temporary ID ( User ID1 ) , and includes the Temporary ID 
NAS layer . ( User ID1 ) in the NAS message of Task 4a sent from the 
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AAA server to the MME 702. The NAS message can also Attach Accept message to an EAP Success message . The 
include an APN , which may be taken from Task 3c or can be AAA server takes a Temporary ID ( e.g. , GUTI ) from Task 4b 
modified as described in Task 4a of section 2.2.1 ( for Option and includes it in the EAP Success message . 
A above ) . If all checks are successful , the AAA server sends , to the 

See Task 6 section 2.2.1 for other possible procedures . 5 ePDG , the final Authentication and Authorization Answer 
Task 5a ) i : The MME 702 sends a request for authentica- ( with a result code indicating success ) including the relevant 

tion vectors for the Temporary ID ( User ID1 ) to the AAA service authorization information , GUTI , the EAP success 
and the key material to the ePDG . The key material includes 

Task 5a ) 1 : The AAA server uses the received Temporary a Master Session Key ( MSK ) generated during the authen 
ID ( User ID1 ) to find the user identity ( see Task 4a above 10 tication process . When the SWm and swd interfaces 
regarding how this mapping is created between Temporary between the ePDG and the AAA server are implemented 
ID ( User ID1 ) and the user identity ) . The AAA server sends , using Diameter , the MSK is encapsulated in the EAP 
to an HSS ( part of Network Node 1 ) , a request for authen- Master - Session - Key - AVP , as defined in RFC 4072 ] . 
tication vectors for the user identity . Task 6 : The ePDG sends , to the Remote UE , an IKE_Auth Task 5a ) 2 : In response to the request for authentication 15 Response message containing the Temporary ID ( e.g. , 
vectors , the HSS sends , to the AAA server , a message GUTI ) . The IKE_Auth Response message is responsive to 
contain authentication vectors . The AAA server receives the the IKE_Auth Request message of Task 5d . 
authentication vectors and the authentication vectors against Tasks 8 , 9 , 9a , 9b , 10-15 : See section 2.2.1 Tasks 8 , 9 , 9a , 
the user identity . 9b , 10-15 , respectively . 

Task 5a ) ii : The AAA server sends , to the MME 702 , a 20 2.2.3 , Option C 
message containing the received authentication vectors . FIG . 11 shows Option of Implementation 2 . 

Task 5b : The MME 702 , in response to receiving the In Option C , the Remote UE uses non - 3GPP S2b proce 
authentication vectors from the AAA server , sends a NAS dures authenticate with an ePDG . This authentication 
Authentication Request message ( an authentication chal- process provides an identity that the Remote UE can use for 
lenge ) to the AAA server . 25 registering with the core network via a Relay UE . 

Task 5b ) 1 : The AAA server interworks the NAS Authen- Tasks 1 , 2 , 2a , 3 , 3c , 5a ) 1 , 5a ) 2 , 5b ) 1 , 5c , 50 , 5d ) 1 , 4b ) 1 , 
tication Request message to an EAP Request / Challenge See section 2.2.2 Tasks 1 , 2 , 2a , 3 , 30 , 5a ) 1 , 5a ) 2 , 5b ) 1 , 5c , 
message . The AAA Server initiates the authentication chal 5d , 5d ) 1 , 4b ) 1 , respectively . 
lenge by sending the authentication challenge in an Authen- Task 6 : See section 2.2.2 Task 6. In addition , when the 
tication and Authorization Answer message to the ePDG , 30 ePDG sends the IKE_AUTH Response message of Task 6 , 
which is responsive to the Authentication and Authorization the ePDG also assigns or allocates a Temporary ID ( e.g. , 
sent by the ePDG to the AAA server . The AAA server also having a format of an IMSI , etc ) . The ePDG creates a 
stores the authentication vectors that were used in the NAS binding between the user identity received in Task 3 and the 
Authentication Request message so that the AAA server can Temporary ID ( e.g. , IMSI , etc. ) . 
later determine which set of authentication vectors were 35 Task 8 : See section 2.2.2 Task 8. The UE sends , to the 
used to challenge the Remote UE . This information of Tasks Relay UE , a message , e.g. , Attach , Tracking Area Update , 
5b ) 1 and 4b ) 1 ( discussed further below ) are used to create Location Update , etc. , containing the Temporary ID received 
the correct key material . in Task 6 . 

Task 5c : The ePDG responds to the Authentication and Task 9 : See section 2.2.2 Task 9 . 
Authorization Answer message by sending an IKE_AUTH 40 Task 10 : The MME 702 sends , to the AAA server , a 
Response message to the Remote UE , where the IKE_ request for authentication vectors for the Temporary ID 
AUTH Response message is responsive to the IKE_AUTH received in Task 9 . 
Request message of Tasks 3 and 3b . The IKE_AUTH Note that the value of the Temporary ID is such that the 
Response message contains the ePDG’s identity , a certifi routing of the request for authentication vectors terminates 
cate , and an AUTH parameter to protect the previous mes- 45 on the entity that allocated this Temporary ID ( which in this 
sage the ePDG sent to the Remote UE ( in the IKE_SA_INIT case is the AAA server ) . 
exchange of Task 2a ) . The EAP message received from the Task 10a : Upon receipt of a request for authentication 
AAA Server ( EAP - Request / AKA - Challenge ) is included in vectors for the Temporary ID received in Task 10 , the AAA 
the IKE_AUTH Response message to start the EAP proce- server uses the Temporary ID to determine if a mapping 
dure over IKEv2 . 50 exists to another identity ( e.g. , the private identity of the 

Task 5d : In response to the IKE_AUTH Response mes- Remote UE ) . If another identity exists ( i.e. , the user identity 
sage , the Remote UE checks the authentication parameters received in Task 3 ) , the AAA server uses the other identity 
and responds to the authentication challenge by sending , to to retrieve authentication vectors . The AAA server sends a 
the ePDG , another IKE_AUTH Request message . The IKE_ request for authentication vectors for the other identity to the 
AUTH request message of Task 5d includes an EAP mes- 55 HSS 
sage ( EAP - Response / AKA - Challenge ) containing the Task 10b : The HSS sends the requested authentication 
Remote UE's response to the authentication challenge . vectors to the AAA server . 

Task 5d ) 1 : The ePDG forwards the EAP - Response / AKA- Task 11 : The AAA sever sends the authentication vectors 
Challenge message to the AAA server in an Authentication to the MME 702 . 
and Authorization Request message . 

Task 5e : The AAA server takes the authentication chal System Example 
lenge response from Task 5d ) 1 and includes the authentica 
tion challenge response in an Authentication Response mes- FIG . 12 is a block diagram of a communication node 
sage to the MME 702 . 1200 , which can be any of a Remote UE , a Relay UE , an 

Task 4b : See section 2.2.1 Task 4b . 65 application server , a mobility management node , a network 
Task 4b ) 1 : The AAA server receives the Attach Accept node , or any other type of node that can be involved in 

message from the MME 702 ( Task 4b ) , and interworks the processes according to the present disclosure . 
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The communication node 1200 includes a processor 1202 wireless relay UE , information of a network the wireless 
( or multiple processors ) . A processor can include a micro- relay UE is attached to , a location of the wireless relay UE , 
processor , a core of a multi - core microprocessor , a micro- and an Internet Protocol ( IP ) address of the application 
controller , a programmable integrated circuit , a program 
mable gate array , or another hardware processing circuit . 5. The method of claim 1 , wherein the remote UE tunnels , 

The communication node 1200 also includes a non via the wireless relay UE , to the application server to 
transitory machine - readable or computer - readable storage perform the sending and the receiving . 
medium 1204 that stores machine - readable instructions 6. The method of claim 5 , wherein the tunneling is based 1206 that are executable on a processor ( i.e. , one or more on the wireless relay UE having a connection that only processors 1202 ) to perform various tasks as discussed in the 10 allows access to the application server and is based on an present disclosure . Internet Protocol ( IP ) address of the application server . The communication node 1200 also includes a commu 
nication interface 1208 to perform wired or wireless com 7. The method of claim 1 , wherein the first identity is 
munications . The communication interface 1208 can include allocated by the application server or an access and mobility 
a network interface controller , a radio transceiver , and so 15 function ( AMF ) for a 5G network . 
forth . 8. The method of claim 1 , further comprising establishing , 

The storage medium 1204 can include any or some by the remote UE , a secure connection with the application 
combination of the following : a semiconductor memory server , wherein the sending and receiving are performed in 
device such as a dynamic or static random access memory the secure connection . 
( a DRAM or SRAM ) , an erasable and programmable read- 20 9. The method of claim 1 , wherein the sending and the 
only memory ( EPROM ) , an electrically erasable and pro- receiving use an Extensible Authentication Protocol ( EAP ) 
grammable read - only memory ( EEPROM ) and flash or an OAuth Protocol . 
memory ; a magnetic disk such as a fixed , floppy and 10. The method of claim 1 , ising : 
removable disk ; another magnetic medium including tape ; as part of the registration with the wireless network : 
an optical medium such as a compact disk ( CD ) or a digital 25 sending , by the remote UE to the wireless relay UE , 
video disk ( DVD ) ; or another type of storage device . Note attach message that contains the first identity , the 
that the instructions discussed above can be provided on one attach message causing the wireless network to send computer - readable or machine - readable storage medium , or a request for authentication information to a network alternatively , can be provided on multiple computer - read node that has received , from the application server , able or machine - readable storage media distributed in a 30 the first identity ; large system having possibly plural nodes . Such computer receiving , by the remote UE from the network node , the readable or machine - readable storage medium or media is authentication information ; and ( are ) considered to be part of an article ( or article of 
manufacture ) . An article or article of manufacture can refer responding , by the remote UE , to the authentication 
to any manufactured single component or multiple compo- 35 information to perform authentication of the remote 

UE in the wireless network . nents . The storage medium or media can be located either in 
the machine running the machine - readable instructions , or 11. The method of claim 1 , wherein the first identity is 
located at a remote site from which machine - readable received by the remote UE from the application server that 
instructions can be downloaded over a network for execu obtained the first identity from the mobility management 
tion . 40 function using messaging according to a second protocol 

In the foregoing description , numerous details are set different from a first protocol used to send the indication by 
forth to provide an understanding of the subject disclosed the remote UE to the application server . 
herein . However , implementations may be practiced without 12. A user equipment ( UE ) comprising : 
some of these details . Other implementations may include a wireless interface to communicate wirelessly ; and 
modifications and variations from the details discussed 45 at least one processor configured to : 
above . It is intended that the appended claims cover such send an indication to an application server that the UE 
modifications and variations . is to use a wireless relay UE to access a wireless 
What is claimed is : network ; 1. A method comprising : receive , from the application server , a first identity sending , by a remote user equipment ( UE ) , an indication 50 different from a second identity associated with the to an application server that the remote UE is to use a UE , wherein the first identity is obtained by the wireless relay UE to access a wireless network ; application server from a mobility management receiving , by the remote UE from the application server , function ; and a first identity different from a second identity associ use the first identity for authentication and registration ated with the remote UE , wherein the first identity is 55 

obtained by the application server from a mobility with the wireless network . 
13. The UE of claim 12 , wherein the application server management function ; and 

using , by the remote UE , the first identity for authentica comprises a Non - 3GPP Inter - Working Function ( N3IWF ) of 
tion and registration with the wireless network . a 5G network or an Evolved Packet Data Gateway ( ePDG ) . 

2. The method of claim 1 , wherein the application server 60 14. The UE of claim 12 , wherein the at least one processor 
comprises a Non - 3GPP Inter - Working Function ( N3IWF ) of is configured to receive , from the wireless relay UE , infor 
a 5G network or an Evolved Packet Data Gateway ( EPDG ) . mation of the wireless relay UE , wherein the information of 

3. The method of claim 1 , further comprising receiving , the wireless relay UE is selected from among an identity of 
by the remote UE from the wireless relay UE , information the wireless relay UE , information of a network the wireless 
of the wireless relay UE . 65 relay UE is attached to , a location of the wireless relay UE , 

4. The method of claim 3 , wherein the information of the and an Internet Protocol ( IP ) address of the application 
wireless relay UE is selected from among an identity of the server . 
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15. The UE of claim 12 , wherein the at least one processor 18. The application server of claim 17 , wherein the first 
is configured to : protocol is one of an Extensible Authentication Protocol 

as part of the registration with the wireless network : ( EAP ) or a Network Access Stratum ( NAS ) over Internet 
send , to the wireless relay UE , an attach message that Protocol ( IP ) , and the second protocol is a NAS protocol . 

contains the first identity , the attach message causing 19. The application server of claim 17 , wherein the at least 
the wireless network to send a request for authenti one processor is configured to : 

receive an authentication challenge in messaging accord cation information to a network node that has ing to the second protocol from the wireless network ; received , from the application server , the first iden send , to the remote UE , the authentication challenge in tity ; messaging according to the first protocol ; 
receive , from the network node , the authentication receive , from the remote UE , an authentication challenge 

information ; and response in messaging according to the first protocol ; 
respond to the authentication information to perform send , to the wireless network , the authentication challenge 

authentication of the UE in the wireless network . response in messaging according to the second proto 
16. An application server comprising : col ; 
a communication interface ; and receive , from the wireless network , a response to the 
at least one processor coupled to the communication request , the response being in messaging according to 

interface and configured to : the second protocol and including the first identity ; and 
receive , from a remote user equipment ( UE ) , an indi send , to the remote UE , the first identity in messaging 

cation that the remote UE is to use a wireless relay 20 according to the first protocol . 
UE to access a wireless network ; 20. The application server of claim 16 , wherein the 

obtain , from a mobility management function , a first application server is a first application server , and wherein 
identity associated with the remote UE ; and the at least one processor is configured to : 

send , to the remote UE , the first identity different from receive , from the remote UE , a request to establish a 
secure connection between the remote UE and the first a second identity associated with the remote UE , the 

first identity for use by the remote UE in authenti application server ; 
cation and registration with the wireless network . in response to determining that the first application server 

17. The application server of claim 16 , wherein the at least is unable to establish the secure connection , send 
one processor is configured to : information associated with the request to a second 

send a request to the mobility management function for application server ; 
the first identity of the remote UE , the request sent in receive , from the second application server , the first 
messaging according to a second protocol different identity . 
from a first protocol of the indication . 
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