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(57) ABSTRACT 

A particular web service is selected based on conformation to 
a particular degree-of-trust. Information about available web 
services is requested. Responsive to requesting that informa 
tion on the particular web service, a list of possible services is 
presented. The list of possible services includes a plurality of 
services, each of the plurality having a levels-of-trust 
assigned thereto. An acceptable web service having an 
acceptable degree-of-trust can then be selected from the list of 
possible services. Responsive to selecting the acceptable Ser 
vice from the list of possible services, the acceptable service 
can be invoked. 
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SYSTEMAND METHOD FOR SELECTINGA 
WEBSERVICE FROMA SERVICE REGISTRY 

BASED ON AUDIT AND COMPLIANCE 
QUALITIES 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present application relates generally to a com 
puter implemented method, a computer program product, and 
a data processing system. More specifically, the present 
invention relates to a computer implemented method, a com 
puter program product, and a data processing system for 
selecting a web service from a service registry based on audit 
and compliance qualities. 
0003 2. Description of the Related Art 
0004. In the information security industry, audit is a fun 
damental component of any security Solution. Audit creates a 
trail of security-focused events. Compliance is a processes for 
assessing a given security Solution's conformance to a gov 
ernment, industry, or internal description of security direc 
tives, specifications or processes. 
0005 Collecting, storing and analyzing audit data is often 
part of a compliance program. A system or service will often 
implement such audit functions when determining compli 
aCC. 

0006. In a technical environment based on service oriented 
architecture, services are often catalogued in a service regis 
try, such as WebSphere Service Registry and Repository, or a 
Universal Description Discovery and Integration (UDDI) 
directory. Service registries such as these allow service con 
Sumers to search for a service based on various attributes, and 
retrieve the service definition. The Web Services Definition 
Language, or WSDL, is a standard for describing the interface 
of a web service. 
0007 Having web service consumers aware of the specific 
audit and compliance attributes is becoming increasingly 
important. However, certain audit and compliance attributes 
might be more important to certain services, and service 
consumers than other audit and compliance attributes, such 
that providing a litany of these attributes might not be neces 
sary or desirable for a specific application. 
0008. By way of example, a particular web service that is 
considered to be reputable may advertise comprehensive 
auditing. However, a certain user may wish to use a service 
that has demonstrated compliance with an applicable govern 
ment regulation, such as Sarbanes-Oxley (SOX). Similarly, a 
service customer may require the use of a service that adver 
tises compliance with a government or industry regulation in 
order to preserve their own organization's compliance. Such 
as maintaining compliance with the Health Insurance Port 
ability and Accountability Act. Additionally, a service that 
advertises comprehensive auditing may be considered a 
threat to the privacy of personal data by some consumers. If a 
user purchases a product from an online site, the user may 
prefer that no record of the transaction be retained in order to 
prevent the misuse of any stored information in a future 
targeted marketing scheme. 

BRIEF SUMMARY OF THE INVENTION 

0009. A computer implemented method, a computer pro 
gram product, and a data processing system use short mes 
saging service for selecting a particular web service based on 
conformation to a particular degree-of-trust. Information 
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about available web services is requested. Responsive to 
requesting information on a particular web service, a list of 
possible services is presented. The list of possible services 
includes a plurality of services, each of the plurality having a 
levels-of-trust assigned thereto. An acceptable web service 
having an acceptable degree-of-trust can then be selected 
from the list of possible services. Responsive to selecting the 
acceptable service from the list of possible services, the 
acceptable service can be invoked. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0010. The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, however, as well as a preferred mode of use, further 
objectives and advantages thereof, will best be understood by 
reference to the following detailed description of an illustra 
tive embodiment when read in conjunction with the accom 
panying drawings, wherein: 
0011 FIG. 1 depicts a pictorial representation of a net 
work of data processing systems in which illustrative embodi 
ments may be implemented; 
0012 FIG. 2 is a block diagram of a data processing sys 
tem in which illustrative embodiments may be implemented; 
0013 FIG. 3 is a data flow diagram of a typical authenti 
cation process that may be used when a client attempts to 
access a protected resource at a server according to an illus 
trative embodiment; 
0014 FIG. 4 is a data flow diagram for requesting a web 
service having a particular degree-of-trust according to an 
illustrative embodiment; and 
(0015 FIG.5 is a flowchart for selecting web services from 
a catalogued service registry, wherein the web services have 
a desired degree-of-trust according to an illustrative embodi 
ment. 

DETAILED DESCRIPTION OF THE INVENTION 

0016. As will be appreciated by one skilled in the art, the 
present invention may be embodied as a system, method or 
computer program product. Accordingly, the present inven 
tion may take the form of an entirely hardware embodiment, 
an entirely software embodiment (including firmware, resi 
dent Software, micro-code, etc.) or an embodiment combin 
ing Software and hardware aspects that may all generally be 
referred to herein as a “circuit.” “module' or “system.” Fur 
thermore, the present invention may take the form of a com 
puter program product embodied in any tangible medium of 
expression having computer usable program code embodied 
in the medium. 
0017. Any combination of one or more computerusable or 
computer readable medium(s) may be utilized. The com 
puter-usable or computer-readable medium may be, for 
example but not limited to, an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system, appara 
tus, device, or propagation medium. More specific examples 
(a non-exhaustive list) of the computer-readable medium 
would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk, 
a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, a portable com 
pact disc read-only memory (CDROM), an optical storage 
device, a transmission media such as those Supporting the 
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Internet oran intranet, or a magnetic storage device. Note that 
the computer-usable or computer-readable medium could 
even be paper or another suitable medium upon which the 
program is printed, as the program can be electronically cap 
tured, via, for instance, optical scanning of the paper or other 
medium, then compiled, interpreted, or otherwise processed 
in a suitable manner, if necessary, and then stored in a com 
puter memory. In the context of this document, a computer 
usable or computer-readable medium may be any medium 
that can contain, store, communicate, propagate, or transport 
the program for use by or in connection with the instruction 
execution system, apparatus, or device. The computer-usable 
medium may include a propagated data signal with the com 
puter-usable program code embodied therewith, either in 
baseband or as part of a carrier wave. The computer usable 
program code may be transmitted using any appropriate 
medium, including but not limited to wireless, wireline, opti 
cal fiber cable, RF, etc. 
0018 Computer program code for carrying out operations 
of the present invention may be written in any combination of 
one or more programming languages, including an object 
oriented programming language such as Java, Smalltalk, C++ 
or the like and conventional procedural programming lan 
guages, such as the “C” programming language or similar 
programming languages. The program code may execute 
entirely on the user's computer, partly on the user's computer, 
as a stand-alone software package, partly on the user's com 
puter and partly on a remote computer or entirely on the 
remote computer or server. In the latter scenario, the remote 
computer may be connected to the user's computer through 
any type of network, including a local area network (LAN) or 
a wide area network (WAN), or the connection may be made 
to an external computer (for example, through the Internet 
using an Internet Service Provider). 
0019. The present invention is described below with ref 
erence to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. 
0020. These computer program instructions may be pro 
vided to a processor of a general purpose computer, special 
purpose computer, or other programmable data processing 
apparatus to produce a machine. Such that the instructions, 
which execute via the processor of the computer or other 
programmable data processing apparatus, create means for 
implementing the functions/acts specified in the flowchart 
and/or block diagram block or blocks. These computer pro 
gram instructions may also be stored in a computer-readable 
medium that can direct a computer or other programmable 
data processing apparatus to function in a particular manner, 
such that the instructions stored in the computer-readable 
medium produce an article of manufacture including instruc 
tion means which implement the function/act specified in the 
flowchart and/or block diagram block or blocks. 
0021. The computer program instructions may also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer implemented process Such that the 
instructions which execute on the computer or other program 
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mable apparatus provide processes for implementing the 
functions/acts specified in the flowchart and/or block diagram 
block or blocks. 
0022. With reference now to the figures and in particular 
with reference to FIGS. 1-2, exemplary diagrams of data 
processing environments are provided in which illustrative 
embodiments may be implemented. It should be appreciated 
that FIGS. 1-2 are only exemplary and are not intended to 
assert or imply any limitation with regard to the environments 
in which different embodiments may be implemented. Many 
modifications to the depicted environments may be made. 
0023 FIG. 1 depicts a pictorial representation of a net 
work of data processing systems in which illustrative embodi 
ments may be implemented. Network data processing system 
100 is a network of computers in which the illustrative 
embodiments may be implemented. Network data processing 
system 100 contains network 102, which is the medium used 
to provide communications links between various devices 
and computers connected together within network data pro 
cessing system 100. Network 102 may include connections, 
Such as wire, wireless communication links, or fiber optic 
cables. 
0024. In the depicted example, server 104 and server 106 
connect to network 102 along with storage unit 108. In addi 
tion, clients 110, 112, and 114 connect to network 102. Cli 
ents 110, 112, and 114 may be, for example, personal com 
puters or network computers. In the depicted example, server 
104 provides data, Such as boot files, operating system 
images, and applications to clients 110, 112, and 114. Clients 
110, 112, and 114 are clients to server 104 in this example. 
Network data processing system 100 may include additional 
servers, clients, and other devices not shown. 
0025. In the depicted example, network data processing 
system 100 is the Internet with network 102 representing a 
worldwide collection of networks and gateways that use the 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
Suite of protocols to communicate with one another. At the 
heart of the Internet is a backbone of high-speed data com 
munication lines between major nodes or host computers, 
consisting of thousands of commercial, governmental, edu 
cational and other computer systems that route data and mes 
sages. Of course, network data processing system 100 also 
may be implemented as a number of different types of net 
works, such as for example, an intranet, a local area network 
(LAN), or a wide area network (WAN). FIG. 1 is intended as 
an example, and not as an architectural limitation for the 
different illustrative embodiments. 
0026. With reference now to FIG. 2, a block diagram of a 
data processing system is shown in which illustrative embodi 
ments may be implemented. Data processing system 200 is an 
example of a computer, such as server 104 or client 110 in 
FIG. 1, in which computer usable program code or instruc 
tions implementing the processes may be located for the 
illustrative embodiments. In this illustrative example, data 
processing system 200 includes communications fabric 202, 
which provides communications between processor unit 204. 
memory 206, persistent storage 208, communications unit 
210, input/output (I/O) unit 212, and display 214. 
0027 Processor unit 204 serves to execute instructions for 
software that may be loaded into memory 206. Processor unit 
204 may be a set of one or more processors or may be a 
multi-processor core, depending on the particular implemen 
tation. Further, processor unit 204 may be implemented using 
one or more heterogeneous processor Systems in which a 
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main processor is present with secondary processors on a 
single chip. As another illustrative example, processor unit 
204 may be a symmetric multi-processor system containing 
multiple processors of the same type. 
0028. Memory 206 and persistent storage 208 are 
examples of storage devices. A storage device is any piece of 
hardware that is capable of storing information either on a 
temporary basis and/or a permanent basis. Memory 206, in 
these examples, may be, for example, a random access 
memory or any other Suitable Volatile or non-volatile storage 
device. Persistent storage 208 may take various forms 
depending on the particular implementation. For example, 
persistent storage 208 may contain one or more components 
or devices. For example, persistent storage 208 may be a hard 
drive, a flash memory, a rewritable optical disk, a rewritable 
magnetic tape, or some combination of the above. The media 
used by persistent storage 208 also may be removable. For 
example, a removable hard drive may be used for persistent 
storage 208. 
0029 Communications unit 210, in these examples, pro 
vides for communications with other data processing systems 
or devices. In these examples, communications unit 210 is a 
network interface card. Communications unit 210 may pro 
vide communications through the use of either or both physi 
cal and wireless communications links. 

0030 Input/output unit 212 allows for input and output of 
data with other devices that may be connected to data pro 
cessing system 200. For example, input/output unit 212 may 
provide a connection for user input through a keyboard and 
mouse. Further, input/output unit 212 may send output to a 
printer. Display 214 provides a mechanism to display infor 
mation to a user. 

0031. Instructions for the operating system and applica 
tions or programs are located on persistent storage 208. These 
instructions may be loaded into memory 206 for execution by 
processor unit 204. The processes of the different embodi 
ments may be performed by processor unit 204 using com 
puter implemented instructions, which may be located in a 
memory, such as memory 206. These instructions are referred 
to as program code, computer usable program code, or com 
puter readable program code that may be read and executed 
by a processor in processor unit 204. The program code in the 
different embodiments may be embodied on different physi 
cal or tangible computer readable media, Such as memory 206 
or persistent storage 208. 
0032. Program code 216 is located in a functional form on 
computer readable media 218 that is selectively removable 
and may be loaded onto or transferred to data processing 
system 200 for execution by processor unit 204. Program 
code 216 and computer readable media 218 form computer 
program product 220 in these examples. In one example, 
computer readable media 218 may be in a tangible form, such 
as, for example, an optical or magnetic disc that is inserted or 
placed into a drive or other device that is part of persistent 
storage 208 for transfer onto a storage device, such as a hard 
drive that is part of persistent storage 208. In a tangible form, 
computer readable media 218 also may take the form of a 
persistent storage. Such as a hard drive, a thumb drive, or a 
flash memory that is connected to data processing system 
200. The tangible form of computer readable media 218 is 
also referred to as computer recordable storage media. In 
Some instances, computer recordable media 218 may not be 
removable. 
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0033 Alternatively, program code 216 may be transferred 
to data processing system 200 from computer readable media 
218 through a communications link to communications unit 
210 and/or through a connection to input/output unit 212. The 
communications link and/or the connection may be physical 
or wireless in the illustrative examples. The computer read 
able media also may take the form of non-tangible media, 
Such as communications links or wireless transmissions con 
taining the program code. 
0034. The different components illustrated for data pro 
cessing system 200 are not meant to provide architectural 
limitations to the manner in which different embodiments 
may be implemented. The different illustrative embodiments 
may be implemented in a data processing system including 
components in addition to or in place of those illustrated for 
data processing system 200. Other components shown in 
FIG. 2 can be varied from the illustrative examples shown. 
0035. As one example, a storage device in data processing 
system 200 is any hardware apparatus that may store data. 
Memory 206, persistent storage 208, and computer readable 
media 218 are examples of storage devices in a tangible form. 
0036. In another example, a bus system may be used to 
implement communications fabric 202 and may be com 
prised of one or more buses, such as a system bus or an 
input/output bus. Of course, the bus system may be imple 
mented using any Suitable type of architecture that provides 
for a transfer of data between different components or devices 
attached to the bus system. Additionally, a communications 
unit may include one or more devices used to transmit and 
receive data, Such as a modem or a network adapter. Further, 
a memory may be, for example, memory 206 or a cache Such 
as found in an interface and memory controller hub that may 
be present in communications fabric 202. 
0037. With reference now to FIG. 3, a data flow diagram 
illustrates a typical authentication process that may be used 
when a client attempts to access a protected resource at a 
server according to an illustrative embodiment. As illustrated, 
the user at client 310 seeks access over a computer network to 
a protected resource on web services server 312 through 
browser 314 executing on the client 310. A protected or 
controlled resource is a resource. Such as for example, but not 
limited to, an application, an object, a document, a page, a file, 
executable code, or other computational resource, or commu 
nication-type resource, for which access is controlled or 
restricted. A protected resource is identified by a Uniform 
Resource Locator, or more generally, a Uniform Resource 
Identifier, that can only be accessed by an authenticated and/ 
or authorized user. The computer network may be network 
102 of FIG. 1. The server may be server 104 of FIG. 1. 
0038 A user of browser 314 at client 310 desires to access 
a protected resource on web services server 312 in domain 
name server domain 316. The terms "server-side' and "client 
side refer to actions or entities at a server or a client, respec 
tively, within a networked environment. Browser 314, or 
associated application or applet, generates HTTP request 318 
that is sent to web services server 312. The terms “request' 
and “response' should be understood to comprise data for 
matting that is appropriate for the transfer of information that 
is involved in a particular operation, Such as messages, com 
munication protocol information, or other associated infor 
mation. 

0039. If client 310 does not have an active session with 
web services server 312, web services server 312 initiates and 
completes the establishment of a Secure Sockets Layer (SSL) 
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session between web services server 312 and the client 310. 
Establishing a Secure Sockets Layer entails multiple transfers 
of information between client 310 and authentication server 
320. After a Secure Sockets Layer session is established, 
Subsequent communication messages are transferred within 
the Secure Sockets Layer session; any secret information 
remains secure because of the encrypted communication 
messages within the Secure Sockets Layer session. 
0040 Authentication server 320 determines the identity of 
client 310 before allowing client 310 to have access to pro 
tected resources on web services server 312. Authentication 
server 320 therefore requires client 310 to performan authen 
tication process by sending to client 310 authentication chal 
lenge 322. Authentication challenge 322 may be in various 
formats, such as an HTML form. Client 310 then provides 
authentication response 324, which can be the requested or 
required information, such as a username or other type of user 
identifier along with an associated password or other form of 
secret information. 

0041 Client 310 sends authentication response 324 to the 
server, at which point authentication server 320 authenticates 
client 310. Authentication server 320 can authenticate client 
310 by retrieving previously submitted registration informa 
tion and matching the presented authentication information 
within the authentication response 324 with the client 310's 
stored information. Assuming that the authentication is suc 
cessful, an active session is established for client 310. 
Authentication server 320 creates session identifier 326 for 
the client, and sends session identifier 326 to client 310. Any 
Subsequent request messages from client 310 within the ses 
sion would be accompanied by the session identifier 326. 
0042 Web services server 312 then retrieves the originally 
requested web page and sends HTTP response message 328 
to client 310, thereby fulfilling the user's original request for 
the protected resource. At that point, client 310 may request 
another page within domain name server domain 316 by 
clicking a hypertext link within browser 314. Web services 
server 312 recognizes that client 310 has an active session 
because session identifier 326 is returned by web services 
server 312 in the HTTP request message. Web services server 
312 then sends the requested web page back to the client in 
another HTTP response message. 
0.043 A user, application developer, or application during 
run time selects a web service to be implemented from a list 
of providers of the desired service. Web services are often 
catalogued in a service registry, such as WebSphere Service 
Registry and Repository, or a Universal Description Discov 
ery and Integration directory. Service registries such as these 
allow service consumers to search for a service based on 
various attributes, and retrieve the service definition. The Web 
Services Definition Language is a standard for describing the 
interface of a web service. 

0044. In the illustrative embodiments herein, each entry in 
a service registry is also provided with an audit compliance 
policy that describes the policy constructs that are appropriate 
to the audit and compliance domain. By way of example, 
these constructs could include, but are not limited to, descrip 
tions of which attributes of a transaction are included in the 
audit trail, descriptions of the levels of protection or encryp 
tion used to store audit data, descriptions of the type of and 
length of data retention that is employed, and descriptions of 
applicable government regulations which the specific web 
service is compliant with. 
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0045. The audit compliance policy can be implemented as 
hierarchical levels-of-trust, that are implemented through the 
use of digital signatures. By way of non-limiting example, in 
one illustrative embodiment, a self-asserted, unsigned policy 
may have a low degree of trust. A policy signed by the orga 
nization publishing the web service may have a moderate 
degree of trust. A policy signed by a regulatory body or a 
known accreditation body of a particular compliance regula 
tion may have a high degree of trust. For example, a statement 
of compliance signed by the US Federal Reserve oran official 
assessor of Payment Card Industry-Data Security Standards 
compliance might have a high degree of trust. 
0046. Thus, the illustrative embodiments provide a 
method of selecting a particular web service based on con 
formation to a particular set of audit and compliance 
attributes and degrees of trust in those attributes. Information 
about available web services is requested. Responsive to 
requesting information on a particular web service, a list of 
possible services is presented. The list of possible services 
includes a plurality of services, each of the plurality having a 
levels-of-trust assigned thereto. An acceptable web service 
having an acceptable degree-of-trust can then be selected 
from the list of possible services. Responsive to selecting the 
acceptable service from the list of possible services, the 
acceptable service can be invoked. 
0047 Referring now to FIG. 4, a data flow diagram for 
requesting a web service having a particular degree-of-trust is 
shown according to an illustrative embodiment. 
0048 Client 410 sends request 412 to service registry 414. 
Client 410 can be client 110 of FIG. 1. Request 412 is a 
request for a list of providers of the desired web service, and 
information about that particular web service. Service regis 
try 414 is a catalogue of web services, such as WebSphere 
Service Registry and Repository, or a Universal Description 
Discovery and Integration directory. Service registry 414 can 
be maintained on a server, such as server 104 of FIG. 1. 
0049 Service registry 414 includes catalogue 416. Cata 
logue 416 is a data structure containing a list of available web 
services 418. Each of available web services 418 has a cor 
responding policy construct 420, any applicable digital sig 
nature 422, and degree-of-trust 424. 
0050. In one illustrative embodiment, a degree-of-trust is 
potentially a determination made by the client, based on the 
information obtained from the service registry. The business 
rules or algorithms that a client uses to decide on level of trust 
could vary from those employed by a different client. The 
various business rules and algorithms are more common case 
in an Internet environment, where a small business with low 
transaction Volumes and no requirement to comply with a 
regulation may consider a self-asserted claim high degree of 
trust. Conversely, a large organization that is subject to com 
pliance with government regulations such as Sarbanes-Oxley 
or Payment Card Industry-Data Security Standards may only 
consider a digital signature from an independent assessor to 
constitute a high degree of trust. 
0051 Policy construct 420 is a list of appropriate audit and 
compliance information for available web services 418. By 
way of example, policy construct 420 could include, but is not 
limited to, descriptions of which attributes of a transaction are 
included in the audit trail, descriptions of the levels of pro 
tection or encryption used to store audit data, descriptions of 
the type of, and length of data retention that is employed, and 
descriptions of applicable government regulations which the 
specific web service is compliant with. 
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0052 Digital signature 422 is the digital signature of any 
person, organization, regulatory body or a known accredita 
tion body asserting the validity or compliance of policy con 
struct 420. Degree-of-trust 424 is a hierarchical ranking sys 
tem of each of web services 418, based on digital signature 
422. By way of non-limiting example, in one illustrative 
embodiment, if digital signature 422 is a self-asserted, 
unsigned digital signature, degree-of-trust 424 may be “low”. 
If digital signature 422 is a digital signature signed by the 
organization publishing the web service, degree-of-trust 424 
may be “moderate'. If digital signature 422 is a digital sig 
nature signed by a regulatory body or a known accreditation 
body of a particular compliance regulation, degree-of-trust 
424 may be "high’. For example, a statement of compliance 
signed by the US Federal Reserve or an official assessor or 
Payment Card Industry-Data Security Standards standards 
compliance might have a high degree of trust. 
0053 Responsive to receiving request 412, service regis 

try 414 presents client 410 with catalogue 416, or some subset 
of the entries within catalogue 416. Client 410 can then select 
from those web services listed in catalogue 416 which match 
any desired policy construct 420, and wherein degree-of-trust 
424 is acceptable to the user. 
0054 Referring now to FIG. 5, a flowchart for selecting 
web services from a catalogued service registry, wherein the 
web services have a desired degree-of-trust, is shown accord 
ing to an illustrative embodiment. Process 500 is a software 
process, executing on a portal server, web application server 
or enterprise service bus software component, or a browser, 
such as browser 314 of FIG. 3, if process 500 occurs during 
run time. Additionally, process 500 can execute on web devel 
opment software, for use by a user or application developer, 
executing on client 310 of FIG. 3. 
0055 Process 500 begins by sending a request for web 
services to a service registry (step 510). The request can be 
request 412 of FIG. 4. The service registry can be service 
registry 414 of FIG. 4. The request for a web service can 
identify a policy construct that is desired by the user. By way 
of example, these constructs could include, but are not limited 
to, descriptions of which attributes of a transaction are 
included in the audit trail, descriptions of the levels of pro 
tection or encryption used to store audit data, descriptions of 
the type of, and length of data retention that is employed, and 
descriptions of applicable government regulations which the 
specific web service is compliant with 
0056 Responsive to sending the request for web services 

to a service registry, process 500 searches for a list of possible 
web services from the service registry (step 520). The list of 
possible web services can include any web service catalogued 
by the service registry that corresponds to a policy construct 
identified in the request. 
0057 Process 500 receives a list of possible web services 
from the service registry (step 530). The list of possible ser 
vices includes a plurality of web services. Each of the plural 
ity of web services having one of a plurality of levels-of-trust 
assigned thereto. 
0058 Process 500 makes a selection of an acceptable web 
service (step 540). The acceptable web service is one of the 
plurality of web services from the list of possible services, 
wherein the acceptable web service has an acceptable degree 
of-trust. 

0059 Process 500 then forwards the selection of the 
acceptable web service to the service registry, and invokes the 
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web service (step 550), with the process terminating thereaf 
ter. The web service is invoked in accordance with the data 
flow described in FIG. 3. 
0060 A user, application developer, or application during 
run time selects a web service to be implemented from a list 
of providers of the desired service. Web services are often 
catalogued in a service registry, such as WebSphere Service 
Registry and Repository, or a Universal Description Discov 
ery and Integration directory. Service registries such as these 
allow service consumers to search for a service based on 
various attributes, and retrieve the service definition. The Web 
Services Definition Language is a standard for describing the 
interface of a web service. 
0061. In the illustrative embodiments herein, each entry in 
a service registry is also provided with an audit compliance 
policy that describes the policy constructs that are appropriate 
to the audit and compliance domain. By way of example, 
these constructs could include, but are not limited to, descrip 
tions of which attributes of a transaction are included in the 
audit trail, descriptions of the levels of protection or encryp 
tion used to store audit data, descriptions of the type of and 
length of data retention that is employed, and descriptions of 
applicable government regulations which the specific web 
service is compliant with. 
0062. The audit compliance policy can be implemented as 
hierarchical levels-of-trust, that are implemented through the 
use of digital signatures. By way of non-limiting example, in 
one illustrative embodiment, a self-asserted, unsigned policy 
may have a low degree of trust. A policy signed by the orga 
nization publishing the web service may have a moderate 
degree of trust. A policy signed by a regulatory body or a 
known accreditation body of a particular compliance regula 
tion may have a high degree of trust. For example, a statement 
of compliance signed by the US Federal Reserve oran official 
assessor or Payment Card Industry standards compliance 
might have a high degree of trust. 
0063 Thus, the illustrative embodiments provide a 
method of selecting a particular web service based on con 
formation to a particular degree of trust. Information about 
available web services is requested. Responsive to requesting 
information on a particular web service, a list of possible 
services is presented. The list of possible services includes a 
plurality of services, each of the plurality having a levels-of 
trust assigned thereto. An acceptable web service having an 
acceptable degree-of-trust can then be selected from the list of 
possible services. Responsive to selecting the acceptable Ser 
vice from the list of possible services, the acceptable service 
can be invoked. 

0064. The flowchart and block diagrams in the Figures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple 
mentations, the functions noted in the block may occur out of 
the order noted in the figures. For example, two blocks shown 
in Succession may, in fact, be executed Substantially concur 
rently, or the blocks may sometimes be executed in the reverse 
order, depending upon the functionality involved. It will also 
be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
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diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
0065. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises” and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0.066 The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiment was chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 
0067. The invention can take the form of an entirely hard 
ware embodiment, an entirely software embodiment or an 
embodiment containing both hardware and Software ele 
ments. In a preferred embodiment, the invention is imple 
mented in software, which includes but is not limited to 
firmware, resident Software, microcode, etc. 
0068. Furthermore, the invention can take the form of a 
computer program product accessible from a computer-us 
able or computer-readable medium providing program code 
for use by or in connection with a computer or any instruction 
execution system. For the purposes of this description, a 
computer-usable or computer readable medium can be any 
tangible apparatus that can contain, Store, communicate, 
propagate, or transport the program for use by or in connec 
tion with the instruction execution system, apparatus, or 
device. 

0069. The medium can be an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system (or appa 
ratus or device) or a propagation medium. Examples of a 
computer-readable medium include a semiconductor or Solid 
state memory, magnetic tape, a removable computer diskette, 
a random access memory (RAM), a read-only memory 
(ROM), a rigid magnetic disk and an optical disk. Current 
examples of optical disks include compact disk-read only 
memory (CD-ROM), compact disk-read/write (CD-R/W) 
and DVD. 

0070 A data processing system suitable for storing and/or 
executing program code will include at least one processor 
coupled directly or indirectly to memory elements through a 
system bus. The memory elements can include local memory 
employed during actual execution of the program code, bulk 
storage, and cache memories which provide temporary stor 
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age of at least some program code in order to reduce the 
number of times code must be retrieved from bulk storage 
during execution. 
0071 Input/output or I/O devices (including but not lim 
ited to keyboards, displays, pointing devices, etc.) can be 
coupled to the system either directly or through intervening 
I/O controllers. 
0072 Network adapters may also be coupled to the system 
to enable the data processing system to become coupled to 
other data processing systems or remote printers or storage 
devices through intervening private or public networks. 
Modems, cable modem and Ethernet cards are just a few of 
the currently available types of network adapters. 
0073. The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in the 
form disclosed. Many modifications and variations will be 
apparent to those of ordinary skill in the art. The embodiment 
was chosen and described in order to best explain the prin 
ciples of the invention, the practical application, and to enable 
others of ordinary skill in the art to understand the invention 
for various embodiments with various modifications as are 
Suited to the particular use contemplated. 
What is claimed is: 
1. A computer implemented method for selecting a particu 

lar web service, the method comprising: 
requesting a web service from a service registry; 
responsive to requesting the web service, receiving a list of 

possible web services from the service registry, wherein 
the list of possible services includes a plurality of web 
services, each of the plurality of web services having a 
one of a plurality of levels-of-trust assigned thereto; 

making a selection of an acceptable web service, wherein 
the acceptable web service is one of the plurality of web 
services, wherein the acceptable web service has an 
acceptable degree-of-trust; and 

responsive to making the selection of the acceptable web 
service, invoking the acceptable web service. 

2. The computer implemented method of claim 1 further 
comprising: 

responsive to requesting the web service, receiving a list of 
possible web services from the service registry, wherein 
the list of possible services includes a plurality of web 
services, each of the plurality of web services having a 
one of a plurality of levels-of-trust assigned thereto, 
wherein each of the plurality of web services further 
comprises a corresponding policy construct. 

3. The computer implemented method of claim 2, further 
comprising: 

receiving the list of possible web services from the service 
registry wherein each of the plurality of web services has 
a corresponding policy construct associated therewith, 
the corresponding policy construct chosen from the list 
consisting of a description of which attributes of a trans 
action are included in an audit trail, descriptions of a 
level of protection used to store audit data, descriptions 
of a level of encryption used to store audit data, descrip 
tions of the type of data retention that is employed, 
descriptions of the length of data retention that is 
employed, and descriptions of an applicable government 
regulation which the specific web service is compliant 
with. 

4. The computer implemented method of claim 2, further 
comprising: 
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receiving the list of possible web services from the service 
registry wherein each of the plurality of web services has 
a digital signature associated therewith, the digital sig 
nature being an assertion of the validity or compliance of 
the policy construct. 

5. The computer implemented method of claim 4, further 
comprising: 

receiving the list of possible web services from the service 
registry wherein each of the plurality of web services has 
the digital signature associated therewith, wherein the 
digital signature is selected from the list consisting of a 
person's signature, an organization's signature, a regu 
latory body's signature, and a known accreditation 
body's signature. 

6. The computer implemented method of claim 4, further 
comprising: 

receiving a list of possible web services from the service 
registry, wherein the list of possible services includes a 
plurality of web services, each of the plurality of web 
services having a one of a plurality of levels-of-trust 
assigned thereto, and wherein the plurality of levels-of 
trust are based on the digital signature associated with 
the web service. 

7. The computer implemented method of claim 6, wherein 
the plurality of levels-of-trust is selected from a high degree 
of-trust, a moderate degree-of-trust, and a low degree-of 
trust. 

8. A computer program product for selecting a particular 
web service, the computer program product comprising: 

a computer usable medium having computer usable pro 
gram code embodied therewith, the computer usable 
program code comprising: 

computer usable program code to request information 
about web services from a service registry; 

computer usable program code, responsive to requesting 
information about the web services, to receive a list of 
possible web service from the service registry, wherein 
the list of possible services includes a plurality of web 
services, each of the plurality of web services having a 
one of a plurality of levels-of-trust assigned thereto; 

computer usable program code to make a selection of an 
acceptable web service, wherein the acceptable web ser 
vice is one of the plurality of web services, wherein the 
acceptable web service has an acceptable degree-of 
trust; and 

computer usable program code, responsive to making the 
selection of the acceptable web service, to invoke the 
acceptable web service. 

9. The computer program product of claim 8, wherein the 
computer usable program code embodied in the computer 
usable medium further comprises: 

computer usable program code, responsive to requesting 
the web service, to receive a list of possible web services 
from the service registry, wherein the list of possible 
services includes a plurality of web services, each of the 
plurality of web services having a one of a plurality of 
levels-of-trust assigned thereto, wherein each of the plu 
rality of web services further comprises a corresponding 
policy construct. 

10. The computer program product of claim 9, wherein the 
computer usable program code embodied in the computer 
usable medium further comprises: 

computer usable program code to receive the list of pos 
sible web services from the service registry wherein 
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each of the plurality of web services has a corresponding 
policy construct associated therewith, the corresponding 
policy construct chosen from the list consisting of a 
description of which attributes of a transaction are 
included in an audit trail, descriptions of a level of pro 
tection used to store audit data, descriptions of a level of 
encryption used to store audit data, descriptions of the 
type of data retention that is employed, descriptions of 
the length of data retention that is employed, and 
descriptions of an applicable government regulation 
which the specific web service is compliant with. 

11. The computer program product of claim 8, wherein the 
computer usable program code embodied in the computer 
usable medium further comprises: 

computer usable program code to receive the list of pos 
sible web services from the service registry wherein 
each of the plurality of web services has a digital signa 
ture associated therewith, the digital signature being an 
assertion of the validity or compliance of the policy 
COnStruct. 

12. The computer program product of claim 11, wherein 
the computer usable program code embodied in the computer 
usable medium further comprises: 

computer usable program code to receive the list of pos 
sible web services from the service registry wherein 
each of the plurality of web services has the digital 
signature associated therewith, wherein the digital sig 
nature is selected from the list consisting of a person’s 
signature, an organization's signature, a regulatory 
body's signature, and a known accreditation body's sig 
nature. 

13. The computer program product of claim 11, wherein 
the computer usable program code embodied in the computer 
usable medium further comprises: 

computer usable program code to receive a list of possible 
web services from the service registry, wherein the list of 
possible services includes a plurality of web services, 
each of the plurality of web services having a one of a 
plurality of levels-of-trust assigned thereto, and wherein 
the plurality of levels-of-trust are based on the digital 
signature associated with the web service. 

14. The computer program product of claim 13, wherein 
the plurality of levels-of-trust is selected from a high degree 
of-trust, a moderate degree-of-trust, and a low degree-of 
trust. 

15. A data processing system for selecting a particular web 
service, the data processing system comprising: 

a bus; 
a storage device connected to the bus, wherein the storage 

device contains a computer usable code; and 
a processing unit connected to the bus, wherein the pro 

cessing unit executes the computer usable program code 
to request information about web services from a service 
registry; responsive to requesting information about the 
web service, to receive a list of possible web services 
from the service registry, wherein the list of possible 
services includes a plurality of web services, each of the 
plurality of web services having a one of a plurality of 
levels-of-trust assigned thereto; to make a selection of an 
acceptable web service, wherein the acceptable web ser 
vice is one of the plurality of web services, wherein the 
acceptable web service has an acceptable degree-of 
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trust; and responsive to making the selection of the 
acceptable web service, to invoke the acceptable web 
service. 

16. The data processing system of claim 15, wherein the 
processor unit further executes the computer usable program 
code, responsive to requesting the web service, to receive a 
list of possible web services from the service registry, 
wherein the list of possible services includes a plurality of 
web services, each of the plurality of web services having a 
one of a plurality of levels-of-trust assigned thereto, wherein 
each of the plurality of web services further comprises a 
corresponding policy construct. 

17. The data processing system of claim 16, wherein the 
processor unit further executes the computer usable program 
code to receive the list of possible web services from the 
service registry wherein each of the plurality of web services 
has a corresponding policy construct associated therewith, 
the corresponding policy construct chosen from the list con 
sisting of a description of which attributes of a transaction are 
included in an audit trail, descriptions of a level of protection 
used to store audit data, descriptions of a level of encryption 
used to store audit data, descriptions of the type of data 
retention that is employed, descriptions of the length of data 
retention that is employed, and descriptions of an applicable 
government regulation which the specific web service is com 
pliant with. 
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18. The data processing system of claim 15, wherein the 
processor unit further executes the computer usable program 
code to receive the list of possible web services from the 
service registry wherein each of the plurality of web services 
has a digital signature associated therewith, the digital signa 
ture being an assertion of the validity or compliance of the 
policy construct. 

19. The data processing system of claim 18, wherein the 
processor unit further executes the computer usable program 
code to receive the list of possible web services from the 
service registry wherein each of the plurality of web services 
has the digital signature associated therewith, wherein the 
digital signature is selected from the list consisting of a 
person's signature, an organization's signature, a regulatory 
body's signature, and a known accreditation body's signature. 

20. The data processing system of claim 18, wherein the 
processor unit further executes the computer usable program 
code to receive a list of possible web services from the service 
registry, wherein the list of possible services includes a plu 
rality of web services, each of the plurality of web services 
having a one of a plurality of levels-of-trust assigned thereto, 
and wherein the plurality of levels-of-trust are based on the 
digital signature associated with the web service. 

21. The data processing system of claim 20, wherein the 
plurality of levels-of-trust is selected from a high degree-of 
trust, a moderate degree-of-trust, and a low degree-of-trust. 
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