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(57) ABSTRACT

Securely providing messages from a cloud server to an enter-
priseis disclosed. In one aspect, amessage is received at a first
server that provides a cloud service to a plurality of tenants.
The message complies with a protocol other than HTTP. The
message is put on a message queue for a first tenant of the
plurality of tenants. An HTTP connection is established in
response to a request from a second server to establish the
HTTP connection between the second server and the first
server. The first server receives an HTTP request from the
second serve over the HTTP connection for a message for the
firsttenant. The message is provided to the second server over
the HTTP connection in response to determining that the
second server is authorized to receive messages for the first
tenant.

21 Claims, 8 Drawing Sheets
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SECURELY PROVIDING MESSAGES FROM
THE CLOUD

BACKGROUND

The present disclosure relates to securely providing mes-
sages from a computing network.

Enterprises often need to allow messages to be delivered
from outside of the enterprise. Typically enterprises have
firewalls to provide security for their computers and associ-
ated resources. The firewalls, which are designed to provide
security, can make it difficult for an external source to provide
messages.

One possible solution is to open a port in the firewall to
allow the messages to be sent from an external source into an
enterprise. However, such a solution potentially leaves the
enterprise vulnerable to attack.

Another possible solution is a dedicated Virtual Private
Network (VPN) link from a server outside of the enterprise to
a server within the enterprise. However, the VPN may present
a high security risk as it may expose the entire enterprise to
attack from the external server.

BRIEF SUMMARY

According to one embodiment of the present disclosure a
message is received at a first server that provides a cloud
service to a plurality oftenants. The message complies with a
protocol other than HTTP. The message is put on a message
queue for a first tenant of the plurality of tenants. An HTTP
connection is established in response to a request from a
second server to establish the HI'TP connection between the
second server and the first server. The first server receives an
HTTP request from the second server over the HT TP connec-
tion for a message for the first tenant. The message is provided
to the second server over the HTTP connection in response to
determining that the second server is authorized to receive
messages for the first tenant.

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used as an aid in determin-
ing the scope of the claimed subject matter. The claimed
subject matter is not limited to implementations that solve any
or all disadvantages noted in the Background.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts one embodiment of an environment in which
embodiments may be practiced.

FIG. 2 is a flowchart of one embodiment of a process of
providing messages securely.

FIG. 3 is a flowchart of one embodiment of a process of a
connector server receiving a message from a cloud server.

FIG. 4A is a diagram showing one embodiment of end-
points in an enterprise.

FIG. 4B is one embodiment of a process of a connector
server processing the messages it receives.

FIG. 5 is a flowchart of one embodiment of configuring the
connector server.

FIG. 6 is a flowchart of one embodiment of a process of
processing messages received by the cloud server.

FIG. 7 is a flowchart of one embodiment of a process of a
cloud server processing a request from a connector server for
a message for a tenant.
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FIG. 8 is a flowchart of one embodiment of a process of a
cloud server looking for new messages for a tenant.

FIG. 9 is a flowchart of one embodiment of a process of
further details of a cloud server responding to a request for a
message.

FIG. 10 illustrates a high level block diagram of a computer
system which can be used to implement the technology
described herein.

DETAILED DESCRIPTION

Techniques for securely providing messages to an enter-
prise are described herein. These messages may be provided
from a cloud server. Enterprises often protect their valuable
computer related assets from attack over a computer network
by installing a firewall or other similar device. However,
enterprises would also like to allow communication from the
outside to be received. Thus, a problem is how to allow
messages to be received without compromising security.

One embodiment includes a cloud server that receives mes-
sages that are destined for various enterprises that may be
tenants of the cloud server. The messages may be of a type
that are not allowed through a firewall of the given enterprise,
absent the enterprise taking special steps such as opening a
port to allow the messages through. However, rather than
having the cloud server push the messages to the enterprise,
the cloud server holds the messages on various tenant mes-
sage queues. The cloud server may have a tenant message
queue for each tenant for which it provides cloud services.
When a new message is received by the cloud server, the
cloud server places the message on the appropriate tenant
message queue.

To obtain a message for a tenant, the enterprise has a
connector server that first initiates a HyperText Transfer Pro-
tocol (HTTP) connection with the cloud server, using tenant
credentials that were previously provided. After the cloud
server authenticates the connection server, the HT'TP connec-
tion is established. This may be an HT'TP/S (Hypertext Trans-
fer Protocol Secure) connection. As the term is used herein, an
HTTP connection includes an HTTP/S connection. Then, the
connector server can send an HTTP request to the cloud
server to pull messages into the enterprise. The connector
server may establish the HT'TP connection through a firewall
associated with the enterprise. However, the enterprise need
not open up ports in the firewall to obtain the messages.
Therefore, the enterprise is not vulnerable to external attacks
via the port. Further details are provided below.

As will be appreciated by one skilled in the art, aspects of
the present disclosure may be illustrated and described herein
in any of a number of patentable classes or context including
any new and useful process, machine, manufacture, or com-
position of matter, or any new and useful improvement
thereof. Accordingly, aspects of the present disclosure may be
implemented entirely hardware, entirely software (including
firmware, resident software, micro-code, etc.) or combining
software and hardware implementation that may all generally
be referred to herein as a “circuit,” “module,” “component,”
or “system.” Furthermore, aspects of the present disclosure
may take the form of a computer program product embodied
in one or more computer readable media having computer
readable program code embodied thereon.

Any combination of one or more computer readable media
may be utilized. The computer readable media may be a
computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may
be, for example, but not limited to, an electronic, magnetic,
optical, electromagnetic, or semiconductor system, appara-
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tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an appropriate optical fiber with a repeater, a por-
table compact disc read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document,
a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device. Program code embodied on a computer
readable signal medium may be transmitted using any appro-
priate medium, including but not limited to wireless, wireline,
optical fiber cable, RF, etc., or any suitable combination of the
foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written in any com-
bination of one or more programming languages, including
anobject oriented programming language such as Java, Scala,
Smalltalk, Eiffel, JADE, Emerald, C++, CII, VB.NET,
Python or the like, conventional procedural programming
languages, such as the “c” programming language, Visual
Basic, Fortran 2003, Perl, COBOL 2002, PHP, ABAP,
dynamic programming languages such as Python, Ruby and
Groovy, or other programming languages. The program code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider) or in
a cloud computing environment or offered as a service such as
a Software as a Service (SaaS).

Aspects of the present disclosure are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatuses (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable instruction
execution apparatus, create a mechanism for implementing
the functions/acts specified in the flowchart and/or block
diagram block or blocks.
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These computer program instructions may also be stored in
a computer readable medium that when executed can direct a
computer, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions when stored in the computer readable medium
produce an article of manufacture including instructions
which when executed, cause a computer to implement the
function/act specified in the flowchart and/or block diagram
block or blocks. The computer program instructions may also
be loaded onto a computer, other programmable instruction
execution apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other
programmable apparatuses or other devices to produce a
computer implemented process such that the instructions
which execute on the computer or other programmable appa-
ratus provide processes for implementing the functions/acts
specified in the flowchart and/or block diagram block or
blocks.

FIG. 1 depicts one embodiment of an environment in which
embodiments may be practiced. The environment includes a
cloud server 102 and several enterprises (Enterprise 1 . . .
Enterprise n). The enterprises may be tenants of the cloud
server 102. The cloud server 102 may provide cloud services
119 to the enterprises. In one embodiment, one of the cloud
service 119(1) is identity management. Identity management
may pertain to the management of individual identities, their
authentication, authorization, roles, and privileges within or
across system and enterprise boundaries. “Identity manage-
ment” may also be referred to as “access and identity man-
agement” (or AIM). Other cloud services 119(2)-119(») may
be provided.

The cloud server 102 provides messages to the enterprises.
The message delivery could be in connection to one of the
cloud services 119. In one embodiment, the messages are part
of the identity management service 119(1). For example,
these could be requests made by identity management busi-
ness logic.

To provide the messages, the cloud server 102 has a mes-
sage server 104, message broker 106, HTTP server 107, ten-
ant keys 111, and tenant queues 110(1)-110(»). The tenant
queues 110(1)-110(z) are used to store messages that are
destined for the various tenants. Each tenant that is served by
the cloud server 102 may have its own tenant queue. In one
embodiment, the tenant queues 110(1) are JMS (Java Mes-
sage Service) queues. In one embodiment, cloud server 102
uses ActiveMQ™ as a message broker to implement the
tenant queues 110(1)-110(). In one embodiment, the mes-
sage broker 106 creates an instance of a tenant queue for each
tenant that is served by the cloud server 102.

The message server 104 is able to receive messages from
network 107. The network 107 could be any network includ-
ing, but not limited to, the Internet, a local area network
(LAN), and/or a wide area network (WAN). These messages
may be destined for the various tenants hosted by the cloud
server 102. Also, these messages may be associated with one
of'the cloud services 119. In one embodiment, these messages
have any format except HTTP. Rather than push the messages
to the appropriate connector server 140, the message server
104 puts the messages onto the appropriate tenant queue
110(1)-110(#). In one embodiment, the message server 104 is
a Lightweight Directory Access Protocol (LDAP) server.
However, the message server 104 is not limited to being an
LDAP server.

FIG. 1 depicts several enterprises (Enterprises 1 . . . n),
which may be different tenants of the cloud server 102. Each
enterprise may be associated with a different enterprise such
as a business, organization, etc. Each enterprise has a connec-
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tor server 140(1)-140(»), which may have a firewall 122(1)-
120(n) associated with it. The connector server 140 commu-
nicates with the cloud server 102 to obtain cloud services,
obtain messages, etc.

Each connector server 140(1)-140(7) may have a consumer
120(1)-120(#). The consumer 120(1)-120(») may be a con-
sumer of messages that were stored on the respective tenant
queue 110(1)-110(7). The consumer 120 may provide these
messages to various endpoints in the respective enterprise
(not depicted in FIG. 1). An endpoint may be a final target of
the messages. Examples of endpoints include, but are not
limited to, active directories, databases, and mainframes.

Thus, note that the connector server 140 pulls the messages
into the enterprise. A given consumer 120 may be configured
with credentials associated with its associated tenant, such
that it is able to obtain messages. To obtain messages, the
consumer may initiate an HTTP connection with the cloud
server 102 through the firewall 122 associated with the con-
nector server 140. The HTTP connection may be established
over network 109. This may be an HTTP/S connection.

The firewall 122 may be a hardware firewall, a software
firewall, or some combination of hardware and software.
There may be more than one firewall associated with a given
connector server 140. In one embodiment, there is both a
hardware firewall and a software firewall associated with the
connector server 140 in a given enterprise. For example, there
may be a software firewall that runs on the connector server
140, as well as a hardware firewall outside of the connector
server 140.

In one embodiment, the firewall 122 is a stand-alone device
that is separate from the connector server 140. As one
example, the firewall 122 could be implemented within a
router. The firewall 122 could use packet filtering to examine
the header of a packet that is incoming from network 109 to
determine its source and destination. This information may be
compared to a set of predefined or user-created rules that
determine whether the packet is to be forwarded or dropped.
In one embodiment the firewall 122 is configured such that it
would drop a packet if the packet is in the format it had when
received by the cloud server 102. For example, the firewall
122 may be configured to drop a packet sent by an LDAP
server. Thus, the cloud server 102 would not be able to simply
send the message to the connector server 140.

As noted, the firewall 122 may be configured such that it
would not allow the messages to be passed to the connector
server 140 in their “raw” form in which they are received by
the message server 104 in the cloud server 102. One possible
option would be to configure the firewall 122 such that it
could receive the messages in the “raw” form. However, such
a change to the firewall 122 could make the enterprise vul-
nerable to attacks over the network 109.

The network 109 can include, e.g., the Internet, another
wide area network, and/or a local area network. Networks 107
and 109 may be the same or different networks. Also, the
various connector servers 140(1)-140(») may access the
cloud server 102 over the same or different networks.

An enterprise may have an HTTP proxy server 145
between the connector server 140 and the network 109. Such
an HTTP proxy server 145 is depicted in enterprise “n.” An
HTTP proxy server 145 may take HTTP requests from the
connector server 140 and forward them to the network 109.
The HTTP proxy server 145 may apply access policies to
control/block access to sites that are prohibited by the enter-
prise. The HTTP proxy server 145 may have other purposes,
as well. In one embodiment, a tenant consumer 120 is con-
figured with authentication credentials such that it can
authenticate with the HTTP proxy server 145. Therefore, the
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connector server 140 is able to establish an HT'TP connection
with the cloud server 102 via the HTTP proxy server 145. As
depicted in FIG. 1, the HTTP connection is between the cloud
server 102 and the HTTP proxy server 145.

The cloud server 102 is able to field requests from the
connector servers 140(1)-140(z), determine whether the con-
nector server 140 is entitled to messages from a given tenant
queue 110, and, if so, provide the messages. In one embodi-
ment, the tenant keys 111 are used to determine whether
access should be granted. The tenant keys 111 may include,
but are not limited to, user name, password, and tenant name.
In one embodiment, the HTTP server 107 receives HTTP
requests. These may be HTTP/S requests. These HTTP
requests may be forwarded to the message broker 106.

In one embodiment, the message broker 106 is able to
convert an HTTP request to a request that is compatible with
the tenant queue 110. In one embodiment, the message broker
106 converts an HTTP request to a request to obtain a mes-
sage from a JMS queue. In one embodiment, the message
broker 106 is an ActiveMQ™ message broker.

FIG. 2 is a flowchart of one embodiment of a process 200
of providing messages securely. The process 200 may be
practiced in the environment of FIG. 1, but is not so limited.
In one embodiment, process 200 is implemented by a cloud
server 102. In one embodiment, the cloud server 102 has a
processor that is configured to implement functionality
described in process 200. Process 200 describes processing
one message for one tenant that is received by the cloud server
102. Typically, the cloud server 102 processes many mes-
sages for each of numerous tenants.

In step 202, the cloud server 102 receives a message having
aprotocol other than HTTP. In one embodiment, the message
is received by an LDAP server. The message server 104 in the
cloud server may receive the message from one of the cloud
services 119. In one embodiment, the message is from the
identity management service 119.

In step 204, the cloud server 102 puts the message on a
message queue for a tenant to whom the message is intended.
For example, the message is placed onto one of the tenant
queues 110(1)-110(#). In one embodiment, step 204 includes
the cloud server 102 identifying a distinguished name in the
message in order to determine which tenant queue 110 to
place the message on. Further details are discussed in con-
nection with FIG. 6.

In step 206, the cloud server 102 receives a request from a
server in an enterprise to open an HTTP connection between
the cloud server 102 and the server in the enterprise. The
request could come from the connector server 140. The
request may come from a HTTP proxy server 145, on behalf
of the connector server 140.

In step 208, the cloud server 102 determines whether the
server is entitled to receive messages for the first tenant. In
one embodiment, the cloud server 102 determines whether
the connector server 140 is authorized to receive the tenant
message. Of course, in some cases, the cloud server 102 may
determine that a connector server 140 is not entitled to receive
messages for a particular tenant. In that case (step 209=no),
the process 200 concludes.

In step 210, an HTTP connection is established between
the cloud server 102 and the server that requested the connec-
tion. In one embodiment, an HTTP connection is established
between the cloud server 102 and the connector server 140 in
response to the cloud server 102 validating the connector
server 140 (step 209=yes). In one embodiment, the HTTP
connection is between the cloud server 102 and a proxy server
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145 between the connector server 140 and cloud server 102.
In one embodiment, the HTTP connection is an HTTP/S
connection.

In one embodiment, step 210 includes providing a token
(e.g., session token) to the connector server 140. The connec-
tor server 140 may use the token throughout a session with the
cloud server 102. The session will remain valid for a period of
time dictated by the HTTP server 107.

In step 212, the cloud server 102 receives an HT'TP request
from the connector server 140 for a message for the tenant.
Step 212 may include receiving the request over the HTTP
connection that was established in step 210. The HTTP
request may be passed to the cloud server 102 from the proxy
server 145. In one embodiment, the connector server 140
provides the token. FIG. 9 provides further details for one
embodiment of determining whether a connector server 140
is entitled to receive messages for a tenant of the cloud server
102.

Step 214 includes the cloud server 102 providing the mes-
sage to the connector server 140 over the HTTP connection in
response to validating the connector server 140. Note that the
cloud server 102 may validate the connector server 140 in
response to the request to open the HT'TP connection and/or
the request for the message. Step 214 may include the mes-
sage being sent through a firewall 122 associated with the
connector server 140.

FIG. 3 is a flowchart of one embodiment of a process 300
of'a connector server 140 receiving a message from a cloud
server 102. The process 300 may be practiced in the environ-
ment of FIG. 1. In one embodiment, a connector server 140
implements process 300.

Step 302 includes the connector server 140 receiving cre-
dentials for a tenant. The credentials may be provided from
the cloud server 102, in one embodiment. In one embodiment,
step 302 includes configuring the connector server 140 with
the credentials. This may be achieved by a system adminis-
trator entering in credentials that were provided by the cloud
server 102 into a user interface at the connector server 140.
Thus, in one embodiment, step 302 includes the connector
server 140 receiving the credentials through a user interface.

The credentials may include, but are not limited to a tenant
name, user name, and password. In one embodiment, step 302
includes configuring the connector server 140 with a URL
associated with the cloud server 102. In one embodiment, this
is the URL of HTTP server 107. Step 302 may include pro-
viding the various credentials and URL to the connector
server 140.

Step 304 includes the connector server 140 initiating an
HTTP connection between the connector server 140 and the
cloud server 102. In one embodiment, the connector server
140 sends a request to the cloud server 102 to open an HTTP
connection. In one embodiment, the request to open the con-
nection is sent from the proxy server 145.

The connector server 140 may initiate the HTTP connec-
tion through a firewall 122 associated with the connector
server 140. In one embodiment, the firewall 122 is configured
to allow HTTP connections to be established, providing that
they are initiated from within the enterprise. However, the
firewall 122 may be configured to prevent an HTTP connec-
tion from being established if the initiator is from outside of
the enterprise. In one embodiment, step 304 includes the
connector server 140 using the URL that it was provided in
step 302 to contact the cloud server 102. Step 304 may include
sending a request to that URL.

In one embodiment, the HTTP connection is a persistent
connection. A persistent connection allows multiple requests
to be sent from the connector server 140 to the cloud server
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102 while the HTTP connection remains open. However, the
HTTP connection is not required to be a persistent connec-
tion. In one embodiment, the connector server 140 opens a
new HTTP connection each time a request for a message is to
be sent to the cloud server 102.

As noted in the discussion of FIG. 1, the enterprise may
have a proxy server 145 between the connector server 140 and
the network 109. In this case, step 304 may include the HTTP
proxy server 145 intercepting the request to open the HTTP
connection. The HTTP proxy server 145 may send a chal-
lenge to the connector server 140 when the connector server
140 attempts to open the connection to the cloud server 102.
The connector server 140 then responds to the challenge with
credentials that have been previously provided. Upon passing
the challenge, the HT'TP proxy server 145 may then proceed
to forward the request to open the connection to the cloud
server 102.

Step 306 includes the connector server 140 receiving a
challenge from the cloud server 102 in response to the request
to open the HTTP connection.

Step 308 includes the connector server 140 providing the
tenant credentials to the cloud server 102 in response to the
challenge as a condition for establishing the HTTP connec-
tion.

If the connector server 140 is unable to provide the proper
credentials, the process 300 ends (step 309=no). If the con-
nector server 140 successfully responds to the challenge (step
309=yes), then the HTTP connection is established.

Step 310 includes the connector server 140 querying the
cloud server 102 for messages for the tenant over the HTTP
connection. The connector server 140 may query the cloud
server 102 using the HTTP connection through the firewall
122 associated with the connector server 140.

Step 312 includes the connector server 140 receiving a
message for the tenant from the cloud server 102 over the
HTTP connection. The message may be received through a
firewall 122 associated with the connector server 140.

After the connector server 140 receives a message it may
provide it to an endpoint, in one embodiment. FIG. 4A is a
diagram showing one embodiment of endpoints in an enter-
prise. The connector server 140 has connections to a number
of endpoints 402(1)-402(») within the enterprise. The end-
points 402 may be final consumers of the messages. An
example of an endpoint is a database. Another example of an
endpoint is an LDAP server. Another example of an endpoint
is a main frame computing system. The endpoints 402 may be
involved with the cloud services 119. In one embodiment,
messages are sent to the end points 402, as a part of providing
the cloud service. For example, the identity management
service 119(1) may send a message to one of the endpoints
402. FIG. 4A will be discussed in more detail when discuss-
ing FIG. 4B.

FIG. 4B is one embodiment of a process 400 of a connector
server 140 processing the messages it receives. As noted
previously, the connector server 140 establishes a HT'TP con-
nection with the cloud server 102. In FIG. 4B, the tenant
queue is depicted as having a tenant request queue 110(1a)
and a tenant response queue 110(15). The message broker
106 consumes a message from the tenant request queue 110
(1a) and provides it to the connector server 140 over the
HTTP/S connection. In step 422, the connector server 140
provides a message to an endpoint 402. An example of a
message is a request to create an account on an LDAP server.
Another example of a message is a request to modify an
account on a mainframe.

In step 424, the connector server 140 receives a response to
the message form the endpoint 402. In step 426, the connector
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server 140 provides the response to the cloud server 102. In
one embodiment, the message broker 106 places the response
on the tenant response queue 110(15). The responses on the
tenant response queue 110(15) may be processed by the mes-
sage server (104, FIG. 1). For example, the message server
104 may return the responses to the source that provided the
message to the cloud server 102.

Prior to being able to communicate with the cloud server
102, the connector server 140 may be configured. FIG. 5is a
flowchart of one embodiment of configuring the connector
server 140. FIG. 5 may be performed after receiving the
tenant credentials (e.g., step 302, FIG. 3). Prior to the process
of FIG. 5, a tenant consumer 120 may be accessed. The tenant
consumer 120 may be software to be installed on the connec-
tor server 140 to implement a connection server. In one
embodiment, the tenant consumer 120 is accessed as a down-
load from the cloud server 102, or another server. In one
embodiment, the tenant consumer 120 is accessed by obtain-
ing computer readable storage, such as a CD-ROM.

In step 502, a tenant consumer 120 is installed on the
connector server 140. In step 504, the connector server 140 is
logged onto and credentials are provided. The provided cre-
dentials are input to the tenant consumer 120 by the connector
server 140 so that the tenant consumer 120 can use those
credentials when challenged. For example, the user starts to
run the connector server 140 and accesses a login screen. The
user then provides various tenant credentials, which are input
to the tenant consumer 120 by the connector server 140. The
URL of the cloud server 102 may also be provided at this
time.

In step 506, endpoints 402 may be added to the cloud server
102. Step 506 may include logging on to a user interface
provided by the cloud server 102 and providing information
about endpoints 402 for which messages should be provided.
This may include identifying the connector server 140 (and/
or tenant consumer 120). After the connector server 140 has
been identified, the endpoints 402 associated with the con-
nector server 140 may be provided to the cloud server 102.
For example, an Active Directory endpoint may be added in
this manner. As other examples, a mainframe endpoint or a
database endpoint may be added.

FIG. 6 is a flowchart of one embodiment of a process 600
of processing messages received by the cloud server 102.
Process 600 provides further details for step 204 or FIG. 2.
This process may be performed by the message server 104 in
the cloud server 102. In step 602, a message is received by the
message server 104 in the cloud server 102. In one embodi-
ment, the message server is an LDAP server. However, the
message server 104 could be compliant with some other
protocol. In one embodiment, the message is any protocol but
an HTTP message. The message may be one that would notbe
able to be pass through the firewall 122 of the enterprise
without configuring the firewall 122 in a way that would
expose the enterprise to external attack.

In step 604, the message server 104 determines which
tenant the message is intended for. In one embodiment, the
message server 104 examines the message to determine a
distinguished name. A distinguished name is a unique name
for an entry in a directory service. The distinguished name
may comprise a hierarchy that provides a path to the tenant
consumer 120. In one embodiment, the distinguished name
pertains to an object that is attempted to be accessed. This
object may be associated with one of the endpoints 402(1)-
402(n). In one embodiment, the tenant can be uniquely deter-
mined based on the distinguished name. In one embodiment,
the distinguished name contains information that directly
identifies the tenant. In one embodiment, a server that pro-
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vides the messages to the cloud server 102 has the task of
providing information in the message that will uniquely pro-
vide the tenant.

In step 606, the message is converted to a protocol of the
tenant queue 110. In one embodiment, the message is con-
verted to a JMS message. In one embodiment, the message is
converted into an ActiveMQ™ message.

In step 608, the message is placed onto the appropriate
tenant queue 110(1)-120(z), as determined in step 604.

FIG. 7 is a flowchart of one embodiment of a process of a
cloud server 102 processing a request from a connector server
140 for a message for a tenant. Step 702 includes receiving an
HTTP/S request at the cloud server 102 from the connector
server 140. Step 702 may be performed by HTTP server 107
in the cloud server 102. The request might come from a proxy
server 145. The request might come from connector server
140.

In step 704, the cloud server 102 converts the HTTP/S
request to a format that complies with a format for the tenant
queue 110. Step 704 might be performed by either the HTTP
server 107, the message broker 106, or some other compo-
nent. In one embodiment, the HTTP server 107 passes the
HTTP/S request to the message broker 106, which converts
the HTTP/S request. In one embodiment, the HTTP/S request
is converted to an ActiveMQ™ request. In one embodiment,
the HTTP/S request is converted to a JMS request.

In step 706, the message broker 106 accesses the message
from the tenant queue 110. In one embodiment, a JMS mes-
sage is accessed. In step 708, the message is provided to the
connector server 140 over the HTTP/S connection.

Since the messages are not pushed to the connector server
140, the connector server 140 needs to have some way of
determining when messages are available. In one embodi-
ment, the connector server 140 performs a type of efficient
polling to look for new messages. In one embodiment, the
connector server 140 sends a request for messages and waits
for a response. Either a message is received or a no message
available is received. Upon receiving a message, the connec-
tor server 140 may request another message. Upon receiving
a no message is available response, the connector server 140
may submit another request for a message. FIG. 8 is a flow-
chart of a process from the perspective of the cloud server to
further illustrate.

FIG. 8 is a flowchart of one embodiment of a process of a
connector server 140 looking for new messages for a tenant.
Prior to this process, an HTTP connection has been success-
fully opened. In step 802, the cloud server 102 receives a
request using the established the HTTP connection for a
message from the tenant queue. Note that in one embodiment
the connector server 140 has already been authenticated at
this point.

In step 804, the cloud server 102 determines whether a
message is presently available on the tenant queue 110. If so,
the message is provided to the connector server 140 over the
HTTP connection, in step 806.

Inthere s presently not a message on the tenant queue, then
the cloud server 102 may wait some period of time to see
whether any messages become available. The period of time
could be configurable. So long as there is not a timeout (step
808=n0), the cloud server 102 continues to wait for messages.
If there is a timeout (step 808=yes), the cloud server 102
replies with a no message response to the connector server
140 over the HT'TP connection.

Thus, after sending a request for a message, the connector
server 140 may simply wait until it either receives a message
or receives a timeout message.
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In one embodiment, the connector server 140 synchronizes
its clock with a clock of the cloud server. This may help to
prevent a different type of timeout issue. Since the messages
are being put on tenant queues in the cloud server, they may
have a time to live (or other time parameter) that is based on
a clock of the cloud server 102. When the connector server
140 accesses a message from the tenant queue, it may check
the time parameter to determine whether the message has
expired. If so, it may determine that the message should notbe
delivered to, for example, an endpoint 402. When making this
check, the connector server 140 may use its own clock. Thus,
if its clock were not synchronized to the cloud server’s clock,
the connector server 140 could potentially mistakenly deter-
mine that a message has timed out. Therefore, in one embodi-
ment, the connector server 140 synchronizes its clock to the
clock of the cloud server 102, or the clock upon which time to
live for messages on the tenant queue are based.

The clock synchronization may be achieved by the connec-
tor server 140 sending a request to the cloud server 102 for the
present time of the cloud server’s clock. The synchronization
is not required to be extremely precise. In one embodiment,
there may be a few seconds difference between the clocks.
Some messages may have a time to live that is much larger
than this. In general, the precision of synchronization may
depend on how long messages have to live.

In one embodiment, when the connector server 140 opens
an HTTP connection, the cloud server 102 starts a session and
provides a session token to the connector server 140. F1G. 9 is
a flowchart of one embodiment of a process of further details
of'a cloud server 102 responding to a request for a message.
The process starts with a request from a connector server 140
for a message. This request may include a token that was
provided to the connector server 140 when the connector
server 140 was first authenticated. This was discussed in step
212 of FIG. 2.

In step 904, the cloud server 102 determines whether the
session token is valid. If the connector server 140 provides a
valid session token, then control passes to step 804 of FIG. 8.
Recall that step 804 is test to determine whether there are any
messages on the tenant queue.

If the connector server 140 did not present a valid session
token, then the cloud server 102 presents a challenge, in step
906. The connector server responds to the challenge in step
908. Step 906 and 908 may be similar to steps 306 and 308
from FIG. 3, but from the perspective of the cloud server 102.
If the challenge is not met, then the cloud server 102 sends a
message to the connector server 140 that authentication
failed, in step 914.

If the challenge was met (step 910=yes), the cloud server
102 provides a session token to the connector server 140, in
step 912. Then, control passes to step 804.

FIG. 10illustrates a high level block diagram of a computer
system which can be used to implement the technology
described herein. The computer system could be used to
implement cloud server 102, connector server 140, and/or
proxy server. In some cases, the computer system could be
used to implement a firewall 122. In some cases, multiple
computer systems are used to implement one of the forego-
ing.

The computer system of FIG. 10 includes a processor unit
970 in communication with main memory 972. Processor unit
970 may contain a single microprocessor, or may contain a
plurality of microprocessors for configuring the computer
system as a multi-processor system. These one or more pro-
cessors can perform the methods described above. Main
memory 972 stores, in part, instructions and data for execu-
tion by processor unit 970. If the system described herein is
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wholly or partially implemented in software, main memory
972 can store the executable code when in operation. Main
memory 972 may include banks of dynamic random access
memory (DRAM) as well as high speed cache memory. For
example, main memory 972 can store the tenant queues 110,
HTTP server 107, message broker 106, tenant keys 111,
tenant consumer 120, firewall 122, etc.

The system of FIG. 10 further includes a mass storage
device 974, peripheral device(s) 976, user input device(s)
980, output devices 978, portable storage medium drive(s)
982, a graphics subsystem 984 and an output display 986. For
purposes of simplicity, the components shown in FIG. 10 are
depicted as being connected via a single bus 988. However,
the components may be connected through one or more data
transport means. For example, processor unit 970 and main
memory 972 may be connected via a local microprocessor
bus, and the mass storage device 974, peripheral device(s)
976, portable storage medium drive(s) 982, and graphics sub-
system 984 may be connected via one or more input/output
(I/O) buses. Mass storage device 974, which may be imple-
mented with a magnetic disk drive or an optical disk drive, is
anon-volatile storage device for storing data and instructions
for use by processor unit 970. In one embodiment, mass
storage device 974 stores the system software for implement-
ing the technology described herein for purposes of loading to
main memory 972. Peripheral device(s) 976 may include any
type of computer support device, such as an input/output
(I/0) interface, to add additional functionality to the com-
puter system. For example, peripheral device(s) 976 may
include a network interface for connecting the computer sys-
tem to a network, a modem, a router, etc. User input device(s)
980 provides a portion of a user interface (e.g., to allow user
to enter configuration information for configuring connector
server 140, cloud server 102, proxy server 145, firewall 122,
etc.). User input device(s) 980 may include an alpha-numeric
keypad for inputting alpha-numeric and other information, or
a pointing device, such as a mouse, a trackball, stylus, or
cursor direction keys. In order to display textual and graphical
information, the computer system of FIG. 10 includes graph-
ics subsystem 984 and output display 986. Output display 986
may include a cathode ray tube (CRT) display, liquid crystal
display (LCD) or other suitable display device. Graphics
subsystem 984 receives textual and graphical information,
and processes the information for output to display 986. Addi-
tionally, the system of FIG. 10 includes output devices 978.
Examples of suitable output devices include speakers, print-
ers, network interfaces, monitors, etc.

The components contained in the computer system of FIG.
10 are those typically found in computer systems suitable for
use with the technology described herein, and are intended to
represent a broad category of such computer components that
are well known in the art. Thus, the computer system of FIG.
10 can be a personal computer, mobile computing device,
smart phone, tablet, workstation, server, minicomputer,
mainframe computer, or any other computing device. The
computer can also include different bus configurations, net-
worked platforms, multi-processor platforms, etc. Various
operating systems can be used.

One embodiment disclosed herein includes a system for
securely providing messages. The system comprises a pro-
cessor that is configured to provide a cloud service for a
plurality of tenants, receive a message having a protocol other
than HTTP, and put the message on a message queue for a first
tenant of the plurality of tenants. The processor is further
configured to receive a request from a requesting device to
open an HTTP connection between the system and the
requesting device. The processor is further configured
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receive, from the requesting device, an HTTP request for a
message for the first tenant. The processor is further config-
ured to validate that the requesting device is authorized to
receive messages for the first tenant. The processor is further
configured provide the message to the requesting device over
the HT'TP connection in response to validating the requesting
device.

One embodiment disclosed herein includes a computer
program product comprising a computer readable storage
medium comprising computer readable program code
embodied therewith. The computer readable program code
comprises computer readable program code configured to
provide a cloud service for a plurality of tenants. The com-
puter readable program code is configured to receive a mes-
sage having a protocol other than HTTP. The computer read-
able program code is configured to put the message on a
message queue for a first tenant of the plurality of tenants. The
computer readable program code is configured to receive a
request from a first server to open an HTTP connection
between a second server and the first server. The computer
readable program code is configured to receive, from the first
server, an HTTP request for a message for the first tenant. The
computer readable program code is configured to validate that
the first server is authorized to receive messages for the first
tenant. The computer readable program code is configured to
provide the message to the first server over the HTTP con-
nection in response to validating the first server.

One embodiment disclosed herein includes a computer
program product comprising a computer readable storage
medium comprising computer readable program code
embodied therewith. The computer readable program code
comprises computer readable program code configured to
initiate, from a first server, an HT TP connection between the
first server and a second server. The computer readable pro-
gram code is configured to provide the credentials from the
first server to the second server as a condition for establishing
the HTTP connection. The computer readable program code
is configured to query the second server from the first server
for messages for the tenant over the HTTP connection. The
computer readable program code is configured to receive a
message for the tenant at the first server over the HTTP
connection from the second server.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various aspects of the present disclo-
sure. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

The terminology used herein is for the purpose of describ-
ing particular aspects only and is not intended to be limiting of
the disclosure. As used herein, the singular forms “a”, “an”
and “the” are intended to include the plural forms as well,
unless the context clearly indicates otherwise. It will be fur-
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ther understood that the terms “comprises” and/or “compris-
ing,” when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations, ele-
ments, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of any means or step plus function elements in the claims
below are intended to include any disclosed structure, mate-
rial, or act for performing the function in combination with
other claimed elements as specifically claimed. The descrip-
tion of the present disclosure has been presented for purposes
of illustration and description, but is not intended to be
exhaustive or limited to the disclosure in the form disclosed.
Many modifications and variations will be apparent to those
of ordinary skill in the art without departing from the scope
and spirit of the disclosure. The aspects of the disclosure
herein were chosen and described in order to best explain the
principles of the disclosure and the practical application, and
to enable others of ordinary skill in the art to understand the
disclosure with various modifications as are suited to the
particular use contemplated.

What is claimed is:

1. A method of providing messages securely, the method
comprising:

receiving a request message at a cloud server that provides

a cloud service to a plurality of tenants, the message
complying with a protocol other than HyperText Trans-
fer Protocol (HTTP);
putting the request message on a Java Messaging Service
(JMS) tenant request message queue for a first tenant of
the plurality of tenants, wherein the JMS tenant request
message queue resides on the cloud server;

establishing an HTTP connection between the cloud server
and a connector server in response to a request from the
connector server to establish the HTTP connection
between the connector server and the cloud server,
wherein the connector server is located within an enter-
prise that is associated with the first tenant;

receiving, at the cloud server from the connector server

over the HTTP connection, an HTTP request for a mes-
sage for the first tenant;

accessing the request message from the JIMS tenant request

message queue for the first tenant; and

providing the request message from the cloud server to the

connector server over the HTTP connection in response
to the cloud server determining that the connector server
is authorized to receive messages for the first tenant.

2. The method of claim 1, further comprising:

the cloud server challenging the connector server for cre-

dentials for the first tenant in response to the request
from the connector server to establish the HTTP con-
nection; and

the cloud server verifying credentials provided by the con-

nector server in response to the challenge as a condition
of establishing the HTTP connection.

3. The method of claim 1, further comprising:

the cloud server challenging the connector server for cre-

dentials for the first tenant in response to the request
from the connector server for a message for the first
tenant; and

the cloud server verifying credentials provided by the con-

nector server in response to the challenge as a condition
of providing the message for the first tenant to the con-
nector server.

4. The method of claim 1, further comprising the cloud
server converting the HTTP request to a request format that is
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compliant with a protocol associated with the message queue
in order to remove the message from the message queue.

5. The method of claim 4, wherein the converting the HTTP

request to a request format that is compliant with the message
queue comprises converting the HTTP request to a JMS
request.

6. The method of claim 1, wherein the receiving a message

at the cloud server that provides a cloud service a plurality of
tenants comprises:

receiving a message having a protocol that is not allowed
through a firewall associated with the connector server.
7. The method of claim 1, wherein the receiving a message

at the cloud server that provides a cloud service to a plurality
of tenants comprises receiving the message at a Lightweight
Directory Access Protocol (LDAP) server.

8. The method of claim 1, wherein the HTTP connection is

an HTTP/S connection.

9. The method of claim 1, wherein the request message is a

request made by an identity management service provided
through the cloud service.

10. The method of claim 1, further comprising:

receiving a response message at the cloud server from the
connector server over the HTTP connection; and

placing the response message on a JMS tenant response
message queue for the first tenant, wherein the JMS
tenant response message queue resides on the cloud
server.

11. The method of claim 1, further comprising:

synchronizing a clock of the cloud server with a clock of
the connector server;

establishing a time to live parameter for the request mes-
sage based on the clock of the cloud server; and

determining by the connector server whether the request
message has timed out based on the time to live param-
eter and the clock of the connector server after it has
been synchronized to the clock of the cloud server.

12. A system for securely providing messages, the system

comprising:

a processor that is configured to:

provide a cloud service for a plurality of tenants via a cloud
server;

receive a request message having a protocol other than
HyperText Transfer Protocol (HTTP);

put the request message on a Java Messaging Service
(JMS) tenant request message queue for a first tenant of
the plurality of tenants, wherein the JMS tenant request
message queue resides on the cloud server;

receive a request at the cloud server from a connector
server to open an HTTP connection between the cloud
server and the connector server, wherein the connector
server is located within an enterprise that is associated
with the first tenant;

receive, at the cloud server from the connector server, an
HTTP request for a message for the first tenant;

validate that the connector server is authorized to receive
messages for the first tenant;

access the request message from the JMS tenant request
message queue for the first tenant; and

provide the request message to the connector server over
the HTTP connection in response to validating the con-
nector server.

13. The system of claim 12, wherein the processor is fur-

ther configured to:

challenge the connector server for credentials for the first
tenant in response to the request to open the HTTP
connection; and
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check credentials provided by the connector server in
response to the challenge as a condition of providing the
message.

14. The system of claim 12, wherein the processor is fur-

ther configured to:

challenge the connector server for credentials for the first
tenant in response to the request from the connector
server for a message for the first tenant; and

verifying credentials provided by the connector server in
response to the challenge as a condition of providing the
message for the first tenant to the connector server.

15. The system of claim 12, wherein the processor being
configured to receive the message comprises the processor
being configured to receive a Lightweight Directory Access
Protocol (LDAP) message, the processor is configured to
convert the LDAP message to a Java Messaging Service
(JMS) message.

16. The system of claim 12, wherein the processor is fur-
ther configured to convert the HTTP request to a request
format that is compliant with the JMS tenant request message
queue to remove the message from the message queue.

17. The system of claim 12, wherein the processor is fur-
ther configured to convert the HTTP request to an ActiveMQ
request to remove the message from the JMS tenant request
message queue.

18. The system of claim 12, wherein the cloud service is an
identity management service, the request message is from the
identity management service.

19. A computer program product comprising:

a non-transitory computer readable storage medium com-
prising computer readable program code embodied
therewith, the computer readable program code com-
prising:

computer readable program code configured to provide a
cloud service for a plurality of tenants via a cloud server;

computer readable program code configured to receive a
request message at the cloud server having a protocol
other than HyperText Transfer Protocol (HTTP);

computer readable program code configured to put the
request message on a Java Messaging Service (JMS)
tenant request message queue for a first tenant of the
plurality of tenants, wherein the JMS tenant request
message queue resides on the cloud server;

computer readable program code configured to receive a
request from a connector server to open an HTTP con-
nection between the connector server and the cloud
server wherein the connector server is located within an
enterprise that is associated with the first tenant, wherein
the connector server is a tenant consumer of the JMS
tenant request message queue,

computer readable program code configured to receive, at
the cloud server from the connector server, an HTTP
request for a message for the first tenant;

computer readable program code configured to validate
that the connector server is authorized to receive mes-
sages for the first tenant;

computer readable program code configured to access the
request message from the JMS tenant request message
queue for the first tenant; and

computer readable program code configured to provide the
request message from the cloud server to the connector
server over the HTTP connection in response to validat-
ing the connector server.

20. The computer program product of claim 19, wherein
the request message is an LDAP message, the computer read-
able program code is configured to convert the LDAPto a Java
Messaging Service (JMS) message.
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21. The computer program product of claim 19, wherein
the computer readable program code is configured to convert
the HTTP request to an ActiveMQ request to remove the
request message from the JMS tenant request message queue.
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