
United States 
US 2017.0005788A1 

(19) 

(12) Patent Application Publication (10) Pub. No.: US 2017/0005788A1 
Irvine (43) Pub. Date: Jan.5, 2017 

(54) COMMUNICATION SYSTEM AND METHOD H04L 29/06 (2006.01) 
H04L 9/4 (2006.01) 

(71) Applicant: David Irvine, Troon (GB) H04L 9/32 (2006.01) 
(52) U.S. Cl. 

(72) Inventor: David Irvine, Troon (GB) CPC ........... H04L 9/0625 (2013.01); H04L 9/0643 
(2013.01); H04L 9/14 (2013.01); H04L 9/3247 

(21) Appl. No.: 15/231,574 (2013.01); H04L 9/3239 (2013.01); H04L 
(22) Filed: Aug. 8, 2016 63/0884 (2013.01); H04L 63/083 (2013.01); 

H04L 63/0861 (2013.01); H04L 63/06 
Related U.S. Application Data (2013.01); H04L 63/0428 (2013.01); G06F 

(63) Continuation of application No. 14/260,432, filed on II/26 (2013.01) 
Apr. 24, 2014, now Pat. No. 9,411,976, which is a 
continuation-in-part of application No. 13/362,384, (57) ABSTRACT 
filed on Jan. 31, 2012, now Pat. No. 8,788,803, which There is provided a system, including a network that is 
is a continuation of application No. 12/476,229, filed defined by its novel approach to privacy, security and 
on Jun. 1, 2009, now abandoned, which is a contin- freedom for its users, namely privacy by allowing access 
uation of application No. PCT/GB2007/004421, filed anonymously, security by encrypting and obfuscating 
on Nov. 21, 2007. resources and freedom by allowing users to anonymously 

and irrefutably be seen as genuine individuals on the net 
(30) Foreign Application Priority Data work and to communicate with other users with total Secu 

rity and to securely access resources that are both their own 
Dec. 1, 2006 (GB) ................................... O624053.5 and those that are shared by others with them. Functional 
May 22, 2007 (GB) ................................... O709,759.5 mechanisms that the system are able to restore open com 

O O munications and worry-free access in a manner that is very 
Publication Classification difficult to infect with viruses or cripple through denial of 

(51) Int. Cl. service attacks and spam messaging; moreover, it will 
H04L 9/06 (2006.01) provide a foundation where vendor lock-in need not be an 
G06F II/26 (2006.01) issue. 

Watcher process 

uSeid 
+ pin 

these have acCeSS 
to key pair (6) 

system can now authenticate itself as 
running for that MID to madsafe 

run TMID 
algorithm 

i.e answer challenge? response questions 
also with PMID can receive instructions 

from others 

iteratively 

() allowS extract from 
do 

GetMD 
key pair Self Authentication Detail 

maidsafe.net 
+ chunk server 

Create MD () 

random 
ID in DHT 

Store on net 
this is MAD 

l 
key value 

MIDId=hash of MID pubkey 
MIDid KID-MIDpubkey-PMIDpubkey 

All signed with MIDprivkey 
If not at least the PMID chunk which 

Should also be stored 
PMIDid=hash of PMID pubkey 

PM|Did KID-MIDpubkey-PMID-Pubkey 
signed with PMID private key 

i.e. User not logged on 
() 

Get TMID from net 

() 

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 1 of 28 Patent Application Publication 

  



US 2017/0005788A1 Jan.5, 2017. Sheet 2 of 28 

| 

elea?emediºd #leurejesplew | 

Patent Application Publication 

    

  

  

    

  

  

  

  



US 2017/0005788A1 Jan.5, 2017. Sheet 3 of 28 Patent Application Publication 

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 4 of 28 Patent Application Publication 

pl. 3 Infil 

  

  

  

  

  

    

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 5 of 28 Patent Application Publication 

No.szal ºlujºuouw || 

31. 3.Infil 

  

  

  

  

  

  

  

  

    

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 6 of 28 Patent Application Publication 

S 

9.Ld 

J?, o infil 

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 7 of 28 Patent Application Publication 

snouuÁuouw || 

OZe; 

suo?es de Auo o 

5 L 3 Infig.) 

  

  

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 8 of 28 Patent Application Publication 

ZZe! 
  

  

  

  

    

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 9 of 28 Patent Application Publication 

8 

S No.vº || uobepilea j 

  

    

  

  

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 10 of 28 Patent Application Publication 

  

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 11 of 28 Patent Application Publication 

  



Patent Application Publication Jan.5, 2017. Sheet 12 of 28 US 2017/0005788A1 

User's PC Verifying PC Data PC 

registered email 
address and maidsafe 
PIN Creates 'unverified 

User ID Ke 

'hello' COde 

SHA1 hash Created 
as hello.packet 
(i.e. UserIDKey 

+ hello 

User IDKey 
reCOGnised 

decryption of 
'validation record 

extraction o data Chunk detail 

*Verified 

user proceeds to 
Construct their 

maidsafe.net data 
base from the data 
hunk details alread 

KnOWn to it 

“yes” got it 

equests existenca via Internet 
check on 1'chunk Hito Specific 

of data address 

signs User ID Key via Internet via Internet 

Fig. 4 
Authentication FOWChart 

  

    

  

  

  

    

  

  

    

    

  

  

  

    

  

  

    

    

    

  

  

  

    



Patent Application Publication Jan.5, 2017. Sheet 13 of 28 US 2017/0005788A1 

User's PC Data PC 

To guarantee 
accessibility to the 

USer's data 
DataASSurance 

HOW 

10 20 The disparate leaf 
The data is Copied to nodes s the data 
at least three disparate-Renated With with appendices that 

leaf nodes hash of Contents point to all other similar 
data Chunks 

Local copy of data 

Managed by 
Supernode 30 

Remotely stored data 

Single leaf node failure initiates 
replacement Copy of data being 
made on another disparate but 

equivalent leaf node 

Remaining Copies of data 
updated to reflect the newly 
added replacement leaf node 

Fig. 5 
Data Assurance Event Sequence 

  



Patent Application Publication Jan.5, 2017. Sheet 14 of 28 US 2017/0005788A1 

o provide manageable sized data 
elements and to enable a file Chunkin 

Complimentary data structure for 9 
Compression and encryption 

Nominated data elements 
USER pre-selection (files) are passed to the 

'chunking process 

The data element is split 
into Small chunkS 

The data ChunkS are 
encrypted 

All operations 
COnducted within the The data Chunks are 
user's local system. stored locally ready for 
No data is presented network transfer of 
externally. 

Fig. 6 
Chunking Event Sequence 

  



US 2017/0005788A1 

TOEGEL TOEGEL 

Jan. 5, 2017. Sheet 15 of 28 Patent Application Publication 

  

  

  

  

  



Patent Application Publication Jan.5, 2017. Sheet 16 of 28 US 2017/0005788A1 

Figure 8. Seif Healing Event Sequence 

To guarantee availability s 
of accurate data Self Healing 

USER pre-sefection aa chunsal integrity 

The location of the failing 
data chunks is assessed 
as unrelate and further 
data for that leaf rode is 

ignored, 

A Good Copy' from a 
"know good' data churik 
is recreated in a new and 

squivalent leaf rods 

The leaf rode with the 
failing data chunks is 

rafiked as unreliable and 
the data therein as "dirty 

All operations 
Conducted within the Peef leaf nodes becote 
user's Focal system. No aware af his unreliable 

leaf node and add its data is presented locatio to a Watch ist, externally, 

  



Patent Application Publication Jan.5, 2017. Sheet 17 of 28 US 2017/0005788A1 

O enSure COnSisten 
response and 

Peer Ranking WHY-> performance for the 
level of guaranteed 

HOW interaction recorded 
for the user 

Under the condition of each (leaf) 
storage node being Constantly 

monitored 

- 160 A qualified availability ranking is 
appended to the (leaf) storage 
node address by Consensus of a 
monitoring Super node group 

DATAINTEGRITY CHECKS 

/Data 
is checked by the instigating 
node via a 

Super 
Ode 

is checked 
paSS by (leaf) partner 

nodes via 
Super 
Ode 

pass/S Checked 
the (leaf) by 

torage nod 
itself 

Data checking cycle repeats 

200 

Leafnode marked as 'dirty 

210 
dirty status appended to leaf node 
address to mark it as requiring 
further checks on the integrity 

Of the data it holds 

230 220 
Additional checks Carried out on 

data Stored On the leaf node 
marked as 'dirty 

If pre-determined% of data found 
to be 'dirty", node is removed from 

the network except for message traffic 

Fig. 9 
Peer Ranking Event Sequence 

    

    

  

  

  

  



US 2017/0005788A1 

Ssed 

Jan. 5, 2017. Sheet 18 of 28 

ÅHWA 

Patent Application Publication 

    

  

  

  

  

  

  

  
  

  

  

    

  
  

  

  

  

    

  

  



Patent Application Publication Jan.5, 2017. Sheet 19 of 28 US 2017/0005788A1 

request sent on net 

search for chunk ID (CID) 
bit first 

not found 

| need to store X bytes 
inTZy(Time Zone) 

Supernode net picks up 

Supernode inTZY Indentifies a 
node with same rank and enough 

Space 

challenge response 
between 

the nodes (5) 

chunk stored giving 
US PMID Of 

storage node 

adding and removing 
signature from chunk 

identifier, 
ls done via challengel 

this is searched by any other 
initiator prior to requesting Key/value pair of chunkid.public 

key of initiator. storage and is updated with 
Written to netCreating a Chunk ID allowing their public key 

i.e. chunkname, key1-key2 etc (CID) 

Fig.11 
Perpetual Data 

    

  

        

    

  



Patent Application Publication Jan.5, 2017. Sheet 20 of 28 US 2017/0005788A1 

A Chunk DeSCribed 

Perpetual Data Called the hash of the data 
() Contains the data 

Chunk 1 Plus the first 10 signatures 
1 of people watching it 

randomly checks 

Randomly checks A forget request only made by a singed 
participant. 

randomly checks This request is accepted and their sig 
removed. 

Another node randomly checks a chunk 
(3) () and notes less than 10 sigs - adds theirs 

When one sig left forget request is accepted, 
the sig is removed and chunk will be deleted 

in 60 days - chunks Continue perpetual checks. 
Users will be checking chunks at least ever 40 

dayS. 

Fig. 12 
Chunk Checks 

  



Patent Application Publication Jan.5, 2017. Sheet 21 of 28 US 2017/0005788A1 

toring the other identica 
chun KSOeroetual data 

Storage MD 1 
earches for chunk ID (CID) 

bit first 

retrieve 

this gives uS 
Chunkname, key? 

shift left last bit of chunk name 

ensure there's no CD On 
net, if so, shift again 

need to store X 
bytes in TZy eventually be calculated on 
Time Zone chunk popularity - extra Copies in many locations 

() for speed of access. 
POOr Rank 

Supernode net picks up Many chunks to make up for poor rank - i.e. if 
a machine is of 16 hours a day, then we need more chunks 
So they're always available, 
This will be an algorithm - so poor rank means 
giving up more space to make up for it. 

Supernode in TZYldentifies 
a node With Same rank and 

enough Space 

Challenge response 
between number of Copies 
the nodes (6) 

Chunk stored 
giving us PMID of 

storage node 

chunk2nd-name...MID (stored at) key. 
chunk3rd-name...MID (stored at) key. 

CID 
updated 

Fig. 13 
Storage of Additional Chunks 

  

  

    

      

  

  

    

  



Patent Application Publication Jan.5, 2017. Sheet 22 of 28 US 2017/0005788A1 

this CID is called the chunk 
name and COntains 

chunk2nd-name...MID (stored at) key. 
chunk3rd-name...MID (stored at) key 

All nodes have Copy of 
CID-SO KnOW location 

of each other 

MID 1 (first chunk)K- - - - - - - - - - - MID 3 (3rd chunk) (3) 

MD 2 (second chunk) 

then MD 2 Crashes 

(5) 
MID 3 (3rd chunk) MID 1 (first chunk) 

The first node to notice 
Carries out a challenge response 
to second node informing them 
and Confirming renewal process 

then 

need to store 
X bytes in TZy 
Time Zone 

Supernode net picks up 

Supernode in TZY 
ldentifies a node With 
same rank and enough 

challenge response (2) 
between the nodes 

chunk stored giving Fig 1 4 
us MID of storage node (3) Self Healing 

  

    

    

      

  

  



Patent Application Publication Jan.5, 2017. Sheet 23 of 28 US 2017/0005788A1 

Receive signed message 
from put machine to aput 

Chunk of data 

N Ok I will Save 
XXXXX signed 

ith PMID 
please Save chunk W 
XXXX signed put MID 

() await locations 
receive locations and names (ifrequired) 

of identical of Other identical ChunkS 
chunkS 

Send back Conformation 
signed by PMID 

Contact each storage node 
(9) 

exchange public keys (actually PMIDID) 
which is checked by getting PMID 

Chunk from net 

begin 

chunk checking process 

Fig. 15 
Aput 

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 24 of 28 Patent Application Publication 

(9) 

(?) 

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 25 of 28 Patent Application Publication 

- ?0 deW 

pÐUSEL, 

  

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 26 of 28 Patent Application Publication 

(9) 

  

      

    

    

  

  

  

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 27 of 28 Patent Application Publication 

(?) 

  

  

  

    

  

  

  

  

    

  

  



US 2017/0005788A1 Jan. 5, 2017. Sheet 28 of 28 Patent Application Publication 

61 

@) 

  

  

  

  

  

  

    

  

  

    

  

  

  

  

  

  

  



US 2017/0005788 A1 

COMMUNICATION SYSTEMAND METHOD 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. non 
provisional patent application Ser. No. 14/260,432, filed 
Apr. 24, 2014, pending, which is a continuation-in-part of 
U.S. non-provisional patent application Ser. No. 13/362,384. 
filed Jan. 31, 2012, patented, which is a continuation of U.S. 
non-provisional patent application Ser. No. 12/476,229, filed 
Jun. 1, 2009, abandoned, which is a 371 of International 
Application PCT/GB2007/004421 with an International Fil 
ing Date of Nov. 21, 2007, and claiming priority to Great 
Britain patent application GB0624053.5, filed in Dec. 1, 
2006 and Great Britain patent application GB0709759.5, 
filed May 22, 2007, all of which are relied upon and 
incorporated herein by reference. 

TECHNICAL FIELD 

0002 The present disclosure relates to communication 
systems, for example to communication systems in which 
data is encrypted and obfuscated by employing a method of 
self-encryption. Moreover, the present disclosure also con 
cerns methods of communicating data within aforesaid 
communication systems, for example to methods of self 
encrypting data for communication and/or storage within 
aforesaid communication systems. Furthermore, the present 
disclosure also relates to software products stored on non 
transitory (non-transient) machine-readable data storage 
media, wherein the Software products are executable upon 
computing hardware for implementing aforesaid methods. 

BACKGROUND 

0003 Contemporary networks are characterized by a 
combination of vendor lock in, imposed vendor-based con 
trols and a lack of standards; there is thus a need for an 
improved system and method which allow users to take 
charge of a new global communication network in a manner 
that will maintain effectiveness and promote the setting and 
attaining of common goals. Moreover, issues arise with 
contemporary communication networks regarding the Secu 
rity and privacy of data; there is thus a need for an improved 
system and method which allow for a secure private and free 
communication network to be provided, wherein users are 
able to enjoy an efficiently managed working environment 
that presents a guaranteed level of private and securely 
protected activity. Such benefits are especially desirable 
when governmental Surveillance services are known to 
eavesdrop to a major extent on users’ data and data com 
munications, for example in the contemporary Internet. 
0004 Moreover, many contemporary computer resources 
are underutilised to a great degree; for example, there is 
underutilization of disk space, data memory, data processing 
power and associated attached resources; such underutiliza 
tion represents inefficiency and is also environmentally 
detrimental. There is thus a need for an improved system and 
method for improving utilization of these resources and for 
sharing them globally to people who purchase them or to 
people or organisations who are deemed appropriate to 
benefit from them, Such as children in poorer countries, 
science laboratories, and so forth. Moreover, it is desirable 
that allocation from Such resource pools, together with other 
resources, are decided by System users. 
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0005 Digital data is often stored on hard disks of indi 
vidual personal computers (PCs) which invariably have 
data memory and operational overhead restrictions. Storage 
of data on distributed systems such as the Internet is also 
possible, but requires specific data storage servers to be 
available. In addition to Such physical systems, data man 
agement elements such as security, repair, encryption, 
authentication, anonymity and mapping and so forth are 
required to ensure Successful data transactions and manage 
ment of data via the Internet. Contemporary systems for 
messaging and voting exist, but they do not allow for either 
authentication on what was voted for, or on line anonymity. 
There have been some attempts as listed below, but none of 
these attempts operate in a manner of embodiments of the 
present disclosure. 
0006 Known self-healing techniques are divided broadly 
into two classes. One class pertains to a centralized control 
system that provides overall re-routing control from a cen 
tral location of a network; in this approach, a re-routing 
algorithm is employed and establishing of alarm collection 
times becomes increasingly complex, as the number of 
failed channels increases in the network, and a substantial 
amount of time will be taken to collect alarm signals from 
the network and to transfer re-routing information should a 
large number of channels of a multiplexed transmission 
system fail. The other class pertains to a distributed 
approach in which re-routing functions are provided by 
distributed points of a given network. 
0007 Some attempts have been made to attain some 
limited aspects of self-encryption. 
0008. A range of limited methods for self-encryption 
have been developed. 
0009. No known systems and methods utilise self-en 
cryption as per embodiments of the present disclosure, and 
are related to voice and data transmissions, or include 
hardware controllers or servers. 
0010. In contemporary systems, secure transactions are 
achieved through encryption technologies Such as Secure 
Sockets Layer (SSL), Digital Certificates, and Public Key 
Encryption technologies. These systems address attacks by 
hackers through use of technologies such as Firewalls and 
Intrusion Detection systems. Associated merchant certifica 
tion programs are designed to ensure a given merchant has 
adequate inbuilt security to assure reasonably that their 
consumer transactions will be secure. These systems also 
ensure that a given vendor will not incur a charge back by 
attempting to verify the consumer through secondary vali 
dation systems such as password protection and, eventually, 
Smart Card technology. 
0011 Network firewalls are typically based on packet 
filtering which is limited in principle, since rules that judge 
which packets to accept or reject are based on Subjective 
decisions. Even VPNs (Virtual Private Networks) and other 
forms of data encryption, including digital signatures, are 
not really safe, because the information can be stolen before 
an encryption process is applied, as default programs are 
allowed to do whatever they like to other programs or to 
their data files or to critical files of an associated operating 
system. 
0012. There are currently several types of centralised file 
storage systems that are used in business environments. One 
Such system is a server-tethered storage system that com 
municates with end users over a local area network (LAN). 
The end users send requests for storing and retrieving files 
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over the LAN to a file server, which responds by controlling 
storage and/or retrieval operations to provide or store the 
requested files. While such a system works well for smaller 
networks, there is a potential bottleneck at an interface 
between the LAN and the file storage system. 
0013 Another type of centralised storage system is a 
storage area network, which is a shared, dedicated high 
speed network for connecting storage resources to the serv 
ers. While the storage area networks are generally more 
flexible and Scalable in terms of providing end user connec 
tivity to different server-storage environments, the systems 
are also more complex. The systems require hardware. Such 
as gateways, routers, Switches, and are thus costly in terms 
of hardware and associated Software acquisition. Yet another 
type of storage system is a network attached storage system 
in which one or more special-purpose servers handle file 
storage over the LAN. 
0014) Another known file storage system utilizes distrib 
uted storage resources resident on various nodes, or com 
puters, operating on the system, rather than employing a 
dedicated centralised storage system. These are distributed 
systems, wherein clients communicate in a peer-to-peer 
manner to determine which storage resources to allocate to 
particular files, directories and so forth. These systems are 
organized as global file stores that are physically distributed 
over the computers on the system. A global file store is a 
monolithic file system that is indexed over the system as, for 
example, a hierarchical directory. The nodes in the systems 
use Byzantine agreements to manage file replications, which 
are used to promote file availability and/or reliability. The 
Byzantine agreements require rather lengthy exchanges of 
messages and thus are inefficient and even impractical for 
use in a system in which many modifications to files are 
anticipated. 
0.015 Common e-mail communications of sensitive 
information is in plain text and is subject to being read by 
unauthorized code on a given sender's system, during transit 
and by unauthorized code on a corresponding receiver's 
system. Where there is a high degree of confidentially 
required, a combination of hardware and Software is ben 
eficial for securing data. A high degree of security to a 
computer, or several computers, connected to the Internet or 
a LAN. 

0016. With regard to cash transfers, a truly anonymous 
purchase is one in which a given purchaser and a given seller 
are unknown to each other, wherein the purchase process is 
not witnessed by any other person or party, and the exchange 
medium is cash. Such transactions are not the norm. Even 
cash transactions in a place of business are typically wit 
nessed by salespersons and other customers or bystanders, if 
not recorded on videotape as a routine security measure. 
Conversely, common transaction media such as payment by 
personal check or credit card represent a clear loss of 
anonymity, since the purchaser's identity as well as other 
personal information is attached to the transaction, for 
example driver's license number, address, telephone num 
ber, and any information attached to the name, credit card, 
or driver's license number. Thus, although a cash transaction 
is not a truly anonymous purchase, it provides a consider 
ably higher degree of purchase anonymity than a transaction 
involving a personal check or credit card, and affords 
perhaps a highest degree of purchase anonymity which is 
contemporarily achievable. The use of cash, however, has 
limitations, especially in a context of electronic commerce. 
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SUMMARY 

0017. An object of the present disclosure is to provide an 
improved system for protecting data, which is more imper 
vious to eavesdropping and more robust with regard to data 
Storage. 
0018. A further object of the present disclosure is to 
provide an improved method of operating a system for 
protecting data, which is more impervious to eavesdropping 
and more robust with regard to data storage. 
0019. According to first aspect of the present disclosure, 
there is provided a system as claimed in appended claim 1: 
there is provided a system for protecting data, wherein the 
system includes a plurality of users, a plurality of data 
storage nodes and a data communication network linking the 
plurality of users to the plurality of data storage nodes, 
wherein the system is operable to store user data by: 
0020 (i) dividing the user data into a plurality of data 
chunks; and 

0021 (ii) applying encryption to the data chunks and/or 
obfuscating the data chunks by Swapping data between 
the data chunks, thereby provided corresponding 
encrypted and/or obfuscated data chunks; and 

0022 (iii) storing the one or more encrypted and/or 
obfuscated data chunks at the plurality of data storage 
nodes, wherein locations of the plurality of data storage 
nodes, whereat the one or more encrypted and/or obfus 
cated data chunks are stored, are recorded in at least one 
data map. 

0023 The system is of advantage in that employing data 
chunks for representing the user data, wherein the data 
chunks are encrypted and/or obfuscated, makes it difficult 
for eavesdropping parties to obtain information regarding 
the user data from analyzing individual encrypted and/or 
obfuscated data chunks, namely without access to the at least 
one data map. 
0024 Optionally, in the system, at least one data map is 
stored in an encrypted form and available in at least one 
location in the plurality of data storage nodes. 
0025 Optionally, in the system, the data chunks are 
Subject to an encryption process, followed by an obfuscation 
process, to generate corresponding encrypted and/or obfus 
cated data chunks, wherein the obfuscation process is imple 
mented using a modulo division function and/or an XOR 
function. More optionally, in the system, the data chunks are 
compressed to generate compressed data chunks which are 
then subject to the aforementioned encryption process, fol 
lowed by the aforementioned obfuscation process. 
0026. Optionally, in the system, the data communication 
network is configured to function as a peer-to-peer (P2P) 
network. 
0027 Optionally, in the system, the data storage nodes at 
the locations whereat the one or more encrypted and/or 
obfuscated data chunks are stored are operable to maintain 
multiple copies of their respective encrypted and/or obfus 
cated data chunks, and to regenerate from uncorrupted 
copies of the encrypted and/or obfuscated data chunks one 
or more replacement encrypted and/or obfuscated data 
chunks to replace any copy of the encrypted and/or obfus 
cated data chunks which have been corrupted. 
0028 Optionally, the system is operable to enable the 
plurality of users to access their respective user data, by 
retrieving at least one encrypted data map against a userID, 
to decrypt the at least one data map to determine the 
locations whereat one or more encrypted and/or obfuscated 
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data chunks are stored, to fetch the one or more encrypted 
and/or obfuscated data chunks from the locations, to decrypt 
and/or de-obfuscate the one or more encrypted and/or obfus 
cated data chunks to generate one or more corresponding 
decoded data chunks, and to assemble the one or more 
decoded data chunks to regenerate the user data. 
0029 Optionally, in the system, the user data corresponds 
to a currency value (cyber) which is authenticated by an 
authenticating arrangement of the system serving the users. 
More optionally, the system is operable to transfer owner 
ship of the currency value from one given user to another, by 
way of registering a change of value ownership at the 
authenticating arrangement of the system. More optionally, 
the system is operable to enable the value to be traded to 
and/or from corresponding fiat currency, physical items 
and/or services. 
0030 Optionally, in the system, known information from 
the user data is used by the system as an encryption key for 
encrypting the data chunks and/or for encrypting the data 
map. 
0031 Optionally, the system is operable to encrypt each 
data chunk separately, and wherein, for each data chunk, 
known information from another chunk is data used as the 
encryption key. 
0032. Optionally, the system is operable to determine a 
hash value for the user data, and to use the determined hash 
value to determine at least one of sizes of the data chunks, 
the number of data chunks corresponding to the user data. 
0033 Optionally, in the system, a symmetric encryption 
algorithm is employed to encrypt the data chunks and/or the 
at least one data map. Such symmetric encryption is ben 
eficially used to obfuscate and produce pseudo-random data, 
for example for storage at data storage nodes. Moreover, 
Such encryption additionally, or alternatively, renders it 
difficult for any eavesdropping parties to guess uncompress 
ible output. 
0034. Optionally, the system is operable to swap data 
between the data chunks, wherein a byte of a first given 
chunk is Swapped with a byte of a second chunk. 
0035. Optionally, the system is operable to determine a 
hash value of each data chunk and to rename the chunk using 
the determined hash value of the data chunk. 
0036) Optionally, the system is operable to store the 
encrypted and/or obfuscated data chunks on a distributed 
nodal network. 
0037 Optionally, the system is operable to determine if 
each encrypted and/or obfuscated data chunk already exists 
on the data communication network and, if each chunk of 
the data already exists, not storing the encrypted and/or 
obfuscated data chunk. 
0038 Optionally, the system is implemented as a voting 
system. 
0039. Optionally, in the system, the encrypted and/or 
obfuscated data chunks are generated by a first user and 
stored at the storage nodes, and the encrypted and/or obfus 
cated data chunks are decrypted and/or de-obfuscated by the 
second user, wherein the first and second users are mutually 
cooperating parties of a secure data, video and/or audio 
communication link. 
0040. Optionally, the system is operable to employ deter 
ministic encryption that encrypts parts of files individually 
by chunking the data into determinable fixed-size data in a 
sliding window of several data chunks, wherein the deter 
ministic encryption requires no input except the data of the 
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files itself, and wherein the system provides in operation 
decryption that requires only the at least one data map 
produced (FIG. 2) for executing decryption of the encrypted 
data chunks. 
0041. Optionally, the system is operable to employ 
encryption keys when encrypting the data chunks and/or the 
data map, wherein the encryption keys are never reused. 
0042 Optionally, in the system, encryption keys that are 
used are at least as long as one or more messages in the user 
data to be encrypted. 
0043. Optionally, the system is operable to employ a 
finger printing algorithm to create pseudorandom data for 
use when encrypting the data chunks and/or the at least one 
data map. More optionally, in the system, the finger printing 
algorithm is implemented by hashing to generate the pseu 
dorandom data. 
0044 Optionally, the system is operable to increase its 
security of the encrypted and/or obfuscated data chunks 
proportionately to a chosen hashing algorithm employed by 
the system. More optionally, in the system, the chosen 
hashing algorithm is a Substantially perfect hashing algo 
rithm, wherein the Substantially perfect hashing algorithm 
approximates to a one time pad. However, it will be appre 
ciated that a perfect one time pad may potentially not be 
technically feasible. In general, a “one time pad, as defined 
by Shannon, is defined by conditions: 
0045 (i) such pads cannot be reused; 
0046 (ii) Such pads must be as long (for example, as 
expressed in bits or bytes) as a corresponding message to 
be encrypted; and 

0047 (iii) such pads must contain only random data. 
Aforesaid conditions (i) to (iii) are very difficult, or poten 
tially impossible, to achieve in practice, but an approxima 
tion thereto is feasible using contemporary computing 
SOUCS. 

0048. Optionally, in the system, fingerprinting informa 
tion from a given data chuck is harvested to transform 
mathematically other data chucks for the purpose of encrypt 
ing and/or obfuscating the other data chunks to generate 
corresponding encrypted and/or obfuscated data chunks for 
storage at the storage nodes. 
0049 Optionally, the system is additionally operable to 
filter the user data to generate corresponding metadata, and 
to make the corresponding metadata available for data 
mining processes associated with third parties. More option 
ally, the system is operable to filter the user data using a filter 
whose data filtering characteristics are controllable via one 
or more user-adjustable parameters. 
0050. According to a second aspect of the present dis 
closure, there is provided a method as claimed in appended 
claim 30: there is provided a method of protecting data, 
wherein the system includes a plurality of users, a plurality 
of data storage nodes and a data communication network 
linking the plurality of users to the plurality of data storage 
nodes, wherein the method includes storing user data by: 
0051 (i) dividing the user data into a plurality of data 
chunks; and 

0.052 (ii) applying encryption to the data chunks and/or 
obfuscating the data chunks by Swapping data between 
the data chunks, thereby provided corresponding 
encrypted and/or obfuscated data chunks; and 

0053 (iii) storing the one or more encrypted and/or 
obfuscated data chunks at the plurality of data storage 
nodes, wherein locations of the plurality of data storage 
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nodes, whereat the one or more encrypted and/or obfus 
cated data chunks are stored, are recorded in at least one 
data map. 

0054 Optionally, the method includes storing at least one 
data map in encrypted form in at least one location on one 
or more data storage nodes. 
0055 Optionally, the method includes subjecting the data 
chunks to an encryption process, followed by an obfuscation 
process, to generate corresponding encrypted and/or obfus 
cated data chunks, wherein the obfuscation process is imple 
mented using a modulo division function and/or an XOR 
function. More optionally, in the method, the data chunks are 
compressed to generate compressed data chunks which are 
then subject to the aforementioned encryption process, fol 
lowed by the aforementioned obfuscation process; in other 
words a sequence of chunk->compress->encrypt->XOR 
>store is beneficially employed. 
0056. Optionally, in the method, the data communication 
network is configured to function as a peer-to-peer (P2P) 
network. 

0057 Optionally, in the method, the data storage nodes at 
the locations whereat the one or more encrypted and/or 
obfuscated data chunks are stored are operable to maintain 
multiple copies of their respective encrypted and/or obfus 
cated data chunks, and to regenerate from uncorrupted 
copies of the encrypted and/or obfuscated data chunks one 
or more replacement encrypted and/or obfuscated data 
chunks to replace any copy of the encrypted and/or obfus 
cated data chunks which have been corrupted. 
0058 Optionally, the method includes arranging for the 
system to enable the plurality of users to access their 
respective user data, by retrieving the at least one encrypted 
data map against a user ID, to decrypt the at least one data 
map to determine the locations whereat the one or more 
encrypted and/or obfuscated data chunks are stored, to fetch 
the one or more encrypted and/or obfuscated data chunks 
from the locations, to decrypt and/or de-obfuscate the one or 
more encrypted and/or obfuscated data chunks to generate 
one or more corresponding decoded data chunks, and to 
assemble the one or more decoded data chunks to regenerate 
the user data. 

0059 Optionally, in the method, the user data corre 
sponds to a currency value (cyber) which is authenticated by 
an authenticating arrangement of the system serving the 
USCS. 

0060 Optionally, the method includes arranging for the 
system to transfer ownership of the currency value from one 
given user to another, by way of registering a change of 
value ownership at the authenticating arrangement of the 
system. 
0061 Optionally, the method includes arranging for the 
system to enable the value to be traded to and/or from 
corresponding fiat currency, physical items and/or services. 
0062 Optionally, in the method, known information from 
the user data is used by the system as an encryption key for 
encrypting the data chunks and/or for encrypting the data 
map. 
0063 Optionally, the method includes arranging for the 
system to encrypt each data chunk separately, and wherein, 
for each data chunk, known information from another chunk 
is data used as the encryption key. 
0064 Optionally, the method includes arranging for the 
system to determine a hash value for the user data, and to use 
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the determined hash value to determine at least one of: sizes 
of the data chunks, the number of data chunks corresponding 
to the user data. 
0065 Optionally, in the method, a symmetric encryption 
algorithm is employed to encrypt the data chunks and/or the 
at least one data map. 
0066. Optionally, the method includes arranging for the 
system to Swap data between the data chunks, wherein a byte 
of a first given chunk is Swapped with a byte of a second 
chunk. 
0067. Optionally, the method includes arranging for the 
system to determine a hash value of each data chunk and to 
rename the chunk using the determined hash value of the 
data chunk. 
0068. Optionally, the method includes arranging for the 
system to store the encrypted and/or obfuscated data chunks 
on a distributed nodal network. 
0069 Optionally, the method includes arranging for the 
system to determine if each encrypted and/or obfuscated 
data chunk already exists on the data communication net 
work and, if each chunk of the data already exists, not 
storing the encrypted and/or obfuscated data chunk. 
0070 Optionally, the method includes implementing the 
system as a voting system. 
0071 Optionally, in the method, the encrypted and/or 
obfuscated data chunks are generated by a first user and 
stored at the storage nodes, and the encrypted and/or obfus 
cated data chunks are decrypted and/or de-obfuscated by the 
second user, wherein the first and second users are mutually 
cooperating parties of a secure data, video and/or audio 
communication link. 
0072 Optionally, the method includes arranging for the 
system to employ deterministic encryption that encrypts 
parts of files individually by chunking the data into deter 
minable fixed-size data in a sliding window of several data 
chunks, wherein the deterministic encryption requires no 
input except the data of the files itself, and wherein the 
system provides in operation decryption that requires at least 
one data map to be produced (FIG. 2) for executing decryp 
tion of the encrypted data chunks. 
0073. Optionally, the method includes arranging for the 
system to employ encryption keys when encrypting the data 
chunks and/or the data map, wherein the encryption keys are 
never reused. 
0074. Optionally, in the method, encryption keys that are 
used are at least as long as one or more messages in the user 
data to be encrypted. 
0075 Optionally, the method includes arranging for the 
system to employ a finger printing algorithm to create 
pseudorandom data for use when encrypting the data chunks 
and/or the at least one data map. More optionally, in the 
method, the finger printing algorithm is implemented by 
hashing to generate the pseudorandom data. 
0076 Optionally, the method includes arranging for the 
system to increase its security of the encrypted and/or 
obfuscated data chunks proportionately to a chosen hashing 
algorithm employed by the system. More optionally, in the 
method, the chosen hashing algorithm is a Substantially 
perfect hashing algorithm, wherein the Substantially perfect 
hashing algorithm approximates to a one time pad. However, 
it will be appreciated that a perfect one time pad may 
potentially not be technically feasible. However, it will be 
appreciated that a perfect one time pad may potentially not 
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be technically feasible. In general, a “one time pad, as 
defined by Shannon, is defined by conditions: 
0077 (i) such pads cannot be reused; 
0078 (ii) such pads must be as long (for example, as 
expressed in bits or bytes) as a corresponding message to 
be encrypted; and 

0079 (iii) such pads must contain only random data. 
Aforesaid conditions (i) to (iii) are very difficult, or poten 
tially impossible, to achieve in practice, but an approxima 
tion thereto is feasible using contemporary computing 
SOUCS. 

0080 Optionally, the method includes harvesting finger 
printing information from a given data chuck to transform 
mathematically other data chucks for purpose of encrypting 
and/or obfuscating the other data chunks to generate corre 
sponding encrypted and/or obfuscated data chunks for stor 
age at the storage nodes. 
0081. Optionally, the method includes arranging for the 
system to be additionally operable to filter the user data to 
generate corresponding metadata, and to make the corre 
sponding metadata available for data mining processes asso 
ciated with third parties. More optionally, the method 
includes arranging for the system to filter the user data using 
a filter whose data filtering characteristics are controllable 
via one or more user-adjustable parameters. 
0082. According to a third aspect of the present disclo 
sure, there is provided a software product recorded on 
non-transitory (non-transient) machine-readable data Stor 
age media, characterized in that the software product is 
executable upon computing hardware for executing a 
method pursuant to the second aspect of the present disclo 
SUC. 

0083. It will be appreciated that features of the invention 
are susceptible to being combined in various combinations 
without departing from the scope of the invention as defined 
by the appended claims. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0084 Embodiments of the present disclosure will now be 
described, by way of example only, with reference to the 
accompanying drawings in which: 
0085 FIG. 1a is a system diagram according to an 
embodiment of the disclosure; 
I0086 FIG. 1b is a diagram of perpetual data elements of 
the system of FIG. 1a, 
0087 FIG. 1c is a diagram of self encryption elements of 
the system of FIG. 1a, 
0088 FIG. 1d is a diagram of datamap elements of the 
system of FIG. 1a, 
0089 FIG. 1e is a diagram of anonymous authentication 
elements of the system of FIG. 1a, 
0090 FIG. 1f is a diagram of shared access elements of 
the system of FIG. 1a, 
0091 FIG. 1g is a diagram of messenger elements of the 
system of FIG. 1a, 
0092 FIG. 1 h is a diagram of cyber cash elements of the 
system of FIG. 1a, 
0093 FIG. 1 i is a diagram of voting system elements of 
the system of FIG. 1a, 
0094 FIG. 2 is a flow chart of the self authentication 
process for the system of FIG. 1a, 
0095 FIG. 3 is a diagram of peer to peer interaction for 
the system of FIG. 1a, 
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0096 FIG. 4 is a flow chart of the authentication process 
for the system of FIG. 1a, 
0097 FIG. 5 is a flow chart of the data assurance event 
for the system of FIG. 1a, 
(0098 FIG. 6 is a flow chart of the chunking event for the 
system of FIG. 1a, 
(0099 FIG. 7 is an example of chunking performed by the 
system of FIG. 1a, 
0100 FIG. 8 is a flow chart of the self healing event for 
the system of FIG. 1a, 
0101 FIG. 9 is a flow chart of the peer ranking event for 
the system of FIG. 1a, 
0102 FIG. 10 is a flow chart of the duplicate removal 
event for the system of FIG. 1a, 
0103 FIG. 11 is a flow chart for storing perpetual data 
performed by the system of FIG. 1a, 
0104 FIG. 12 is a diagram of a chunk checking process 
performed by the system of FIG. 1a, 
0105 FIG. 13 is a flow chart of the storage of additional 
chunks for the system of FIG. 1a, 
0106 FIG. 14 is a flow chart of the self healing process 
for the system of FIG. 1a, 
0107 FIG. 15 is a flow chart of saving data for the system 
of FIG. 1a, 
(0.108 FIG. 16 is a flow chart of deleting data for the 
system of FIG. 1a, 
0109 FIG. 17 is a flow chart of a self encryption process 
of the system of FIG. 1a, 
0110 FIG. 18 is a flow chart of a shared access process 
of the system of FIG. 1a, 
0111 FIG. 19 is a flow chart of a messenger application 
for the system of FIG. 1a; and 
0112 FIG. 20 is a flow chart of a voting application for 
the system of FIG. 1a. 

DETAILED DESCRIPTION 

0113 Embodiments of the present disclosure will now be 
described, wherein reference is made to identifications (IDs) 
as provided in Table 5 when describing the embodiments. 

TABLE 5 

ID references used for describing embodiments 

ID 
reference Detail 

MID This is a base ID and is mainly used to store and forget files. 
Each of these operations requires a signed request. Restoring 
simply requires a request with an ID attached. 

PMID This is the proxy MID which is used to manage receipt of 
instructions to a given node from any network node Such as 
gettput forget, and so forth. This proxy MID is a key pair 
which is stored on the given node; if stolen, the key pair can 
be regenerated by simply disabling the thief's stolen PMID, 
although there is not much that can be done with a PMID key 
pair. 

CID Chunk Identifier, which is simply a chunkid. KID message on 
a data communication network, for example Internet or www. 

TMID This is today's ID, namely a one time ID as opposed to a one 
time password. Its purpose is to disguise further users and also 
ensure that their MID stays as secret as possible. 

MPID This is a public ID. This is the ID to which users allocate their 
own name and actual data if required. This is the ID for 
messaging via a messenger, for sharing, for non-anonymous 
voting and for any other method that requires that the user is 
known. 
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TABLE 5-continued 

ID references used for describing embodiments 

ID 
reference Detail 

MAID This is basically a hash of ad actual public key of the MID, 
wherein this ID is used to identify user-actions such as 
put forget get implemented on the network. This allows a 
distributed PKI infrastructure to exist and to be automatically 
checked. 

KID Kademlia ID: this can be randomly generated or derived from 
known and preferably anonymous information, Such as an 
anonymous public key hash as with the aforesaid MAID. In 
this case, it is feasible to use Kademlia as an example overlay 
network, although this can be almost any type of network in 
practice. 

MSID Share ID, namely an ID and key pair specifically created for 
each share to allow users to interact with shares using a 
unique key which is not related to their MID, which should 
always be anonymous and separate. 

0114. Anonymous authentication employed in embodi 
ments of the present disclosure relates to a system authen 
tication and, in particular, authentication of users for access 
ing resources stored on a distributed or peer-to-peer (P2P) 
file system. Moreover, such anonymous authentication has 
an aim to preserve the anonymity of the users and to provide 
secure and private storage of data and shared resources for 
users on a distributed data communication system. There is 
therefore provided a method of authenticating access to a 
distributed system comprising steps of 
0115 (i) receiving a user identifier; 
0116 (ii) retrieving an encrypted validation record iden 
tified by the user identifier; 

0117 (iii) decrypting the encrypted validation record, so 
as to provide corresponding decrypted information; and 

0118 (iv) authenticating access to data in the distributed 
system using the decrypted information. 

0119 Receiving, retrieving and authenticating activities 
in the steps (i), (ii) and (iv) are optionally performed on a 
node in the distributed system, preferably separate from a 
node performing the step of decrypting in the step (iii). The 
method further comprises a step of: 
0120 (v) generating the user identifier using a hash. 
Therefore, the user identifier may be considered unique, and 
optionally altered if a coincidental collision of identical 
generation of user identities occurs, and Suitable for identi 
fying unique validation records. The step of authenticating 
access may preferably further comprise a step of digitally 
signing the user identifier. This provides authentication that 
can be validated against trusted authorities. The method 
further optionally comprises a step of using the signed user 
identifier as a session passport to authenticate a plurality of 
accesses to the distributed system. This allows persistence of 
the authentication for an extended session. 
0121 The step of decrypting preferably comprises 
decrypting an address in the distributed system of a first 
chunk of data and the step of authenticating access further 
comprises a step of determining the existence of the first 
chunk at the address, or providing the location and names of 
specific data elements in the network in the form of a data 
map as previously describe. This efficiently combines tasks 
of authentication and starting to retrieve the data from the 
system. The method optionally further comprises a step of 
using the content of the first chunk to obtain further chunks 
from the distributed system. Additionally, the decrypted data 
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from the additional chunks optionally contain a key pair 
allowing the user at that stage to sign a packet sent to the 
network for packet-validation purposes, e them additionally 
is optionally employed to self-sign their own identification 
(ID). 
0.122 Therefore, embodiments of the present disclosure 
provide an advantage that there is no need to have a 
potentially vulnerable record of a file structure persisting in 
one place on the distributed system, as the user's node 
constructs its database of file locations after logging onto the 
system. Moreover, this allows for a higher degree of data 
security and/or user anonymity. 
I0123. In respect of embodiments of the present disclo 
Sure, there is provided a distributed system comprising: 

0.124 (a) a storage module which is operable, namely 
adapted, to store an encrypted validation record; 

0.125 (b) a client node comprising a decryption mod 
ule which is operable, namely adapted, to decrypt an 
encrypted validation record so as to provide decrypted 
information; and 

0.126 (c) a verifying node comprising: 
I0127 (i) a receiving module which is operable, 
namely adapted, to receive a user identifier, 

I0128 (ii) a retrieving module which is operable, 
namely adapted, to retrieve from the storage module 
an encrypted validation record identified by the user 
identifier; 

I0129 (iii) a transmitting module which is operable, 
namely adapted, to transmit the encrypted validation 
record to the client node; and 

0.130 (iv) an authentication module which is oper 
able, namely adapted, to authenticate access to data 
in the distributed file system using the decrypted 
information from the client node. 

I0131 The client node is further operable, namely 
adapted, to generate the user identifier using a hash. The 
authentication module is further adapted to authenticate 
access by digitally signing the user identifier. The signed 
user identifier is used as a session passport to authenticate a 
plurality of accesses by the client node to the distributed 
system. The decryption module is further operable, namely 
adapted, to decrypt an address in the distributed system of a 
first chunk of data from the validation record and the 
authentication module is further adapted to authenticate 
access by determining the existence of the first chunk at the 
address. The client node is further operable, namely, adapted 
to use the content of the first chunk to obtain further 
authentication chunks from the distributed system. 
0.132. There is provided at least one computer program, 
namely at least one software product, comprising program 
instructions for causing computing hardware, for example at 
least one computer, to perform the aforementioned method 
employed in embodiments of the present disclosure. At least 
one computer program is embodied on a recording medium 
or read-only memory, stored in at least one computer 
memory, and/or carried on an electrical carrier signal. 
Optionally, the at least one computer program is stored on 
non-transitory (non-transient) machine-readable data Stor 
age media. 
0.133 Additionally, there is optionally performed a check 
on the system to ensure that the user is logged into, namely 
“login', a valid node, implemented, for example, by execut 
ing a Software product package. This check on the system 
optionally includes an ability of the system to check validity 
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of running d.net Software by running content hashing or 
preferably certificate checking of the node and also the 
software code itself. 
0134. The private communication software is operable to 
provide a very secure and distributed data communication 
and storage system, which is in contradistinction to the 
contemporary Internet which allows for eavesdropping by 
governmental spying institutions, and which allows for 
user-stored data potentially to be rendered non-confidential 
by data mining activities undertaken by third parties. An 
example implementation of Such a secure and distributed 
data communication and storage system employs a plurality 
of innovative elements; linked elements for the private 
communication system are shown in FIG. 1. In FIG. 1, the 
communication system includes eight elements PTX, as 
provided in Table 6, which includes twenty eight interlinked 
functional elements Py, as provided in Table 7. 

TABLE 6 

Elements of the communication System 

Element PTX Detail 

PT1 Perpetual Data 
PT2 Self encryption 
PT3 Data Maps 
PT4 Anonymous Authentication 
PTS Shared access to Private files 
PT6 ms Messenger 
PT7 Cyber Cash 
PT8 Worldwide Voting System 

TABLE 7 

Interlinked functional elements of the communication system 

Functional element Py Detail 

P1 Peer Ranking 
P2 Self Healing 
P3 Security Availability 
P4 Storage and Retrieval 
P5 Duplicate Removal 
P6 Storing Files 
P7 Chunking 
P8 Encryption/Decryption 
P9 dentify Chunks 
P10 Revision Control 
P11 dentify Data with Very Small File 
P12 Logon 
P13 Provide Key Pairs 
P14 Validation 
P15 Create Map of Maps 
P16 Share Map 
P17 Provide Public ID 
P18 Encrypted Communications 
P19 Document Signing 
P20 Contract conversations 
P21 Counterfeit Prevention 
P22 Allow Selling of Machine Resources 
P23 interface with Non-Anonymous Systems 
P24 Anonymous Transactions 
P25 Anonymity 
P26 Proven Individual 
P27 Validation of Vote Being Used 
P28 

0135 Use of the communication system for distributed 
controlled voting will next be described. Such a controlled 
Voting system requires self-authentication functionality 
which will not be described in greater detail, with reference 
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to FIG. 2. In FIG. 2, a computer program product is denoted 
by 1, and consists of a user interface and a chuck server, 
namely a sub-system for processing in an anonymous man 
ner chunks of data; the computer program product is option 
ally continuously running on computing hardware, or is 
executed by way of a user selecting an icon or similar on a 
user-present graphical interface. Moreover, as denoted by 2. 
a user is able to input some data known to them Such as a 
user id, beneficially a random ID, and a personal identity 
number (PIN) in this example case. These pieces of infor 
mation, namely the user id and the PIN, may be concat 
enated together and hashed to create a unique identifier; the 
unique identify is optionally confirmed via a search in one 
or more databases to avoid coincidental duplication, as 
aforementioned. In this example case this is called the MID 
(communication network ID), as provided in aforemen 
tioned Table 5. 
0.136 Furthermore, as denoted by 3, a TMID, namely 
today’s MID, is retrieved from the communication network, 
the TMID is then calculated as will be described next 
0.137 The TMID is a single use or single day ID that is 
constantly changed. This allows the communication system 
to calculate a hash value based on the user ID pin and 
another known variable which is calculable. For this known 
variable, it is convenient, for example, to use a day variable 
which is the number of days since a beginning of an epoch, 
for example Jan. 1, 1970. This allows for a new ID daily, 
which assists in maintaining the anonymity of the user. This 
TMID will create a temporary key pair to sign database 
chunks and accept a challenge response from one of more 
holders of these database chunks. After retrieval and gen 
eration of a new key pair, the database is put again in new 
locations-rendering everything that was contained in the 
TMID chunk useless. The TMID cannot be signed by 
anyone, therefore hackers and similar cannot ban an 
unsigned user from retrieving data chunks corresponding to 
this; for example in a DOS attack, it is a special chunk where 
the data hash does not match the name of the chunk, as the 
name is a random number calculated by hashing other 
information, namely it is a hash of the TMID as described 
below: 
0.138. An example sequence of events in the communi 
cation system is as follows: 
I0139 (i) take “dave” as user ID and “1267 as the PIN; 
0140 (ii) combine user ID+PIN, namely dave+ 
1267-dave1267, and then hash this to generate the MID: 

0141 (iii) compute the day variable, for example today is 
the 13416" day since the aforesaid epoch=13416; 

0.142 (iv) thereafter take the PIN, and, for example, add 
in the number where the pin states, namely 
613dav41e 1267, wherein “6” is at beginning and is going 
around the PIN again; 

I0143 (v) so this is done by taking 1° PIN 1, so put first 
day value at position 1, then next PIN number 2, so that 
day value 2 is at position 2, then next PIN number 6 so 
that day value 3 is at position 6, then next PIN number 7 
so that day value 4 is at position 7, then next PIN number 
is 1, so that day value 5 is at position 1, again, so the 
TMID is a hash of 613dav41e1267 and the MID is simply 
a hash of dave 1267. 

It will be appreciated that (i) to (v) is merely an example 
algorithm and many other types of algorithms are alterna 
tively or additional employed to enforce security to a further 
degree. 
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0144. As denoted by 4 in FIG. 2, from the TMID chunk, 
a map of the user's database, or one or more lists of files 
maps, is identified. The database is recovered from a data 
communication network Supporting operation of the com 
munication system, which includes the data maps for the 
user and any keys passwords, and so forth. The database 
chunks are stored in another location immediately and the 
old chunks forgotten. This can be done now as the MID key 
pair is also in the database and can now be used to manipu 
late the user's data. 
0145 As denoted by 5 in FIG. 2, the communication 
system computer program product or application, can now 
authenticate itself as acting for this MID and put, get or 
forget data chunks belonging to the user, as appropriate. 
0146. As denoted by 6 in FIG. 2, a watcher process and 
Chunk server always have access to the PMID key pair as 
they are stored on the user's computing hardware, namely 
the user's machine, itself. So the computing hardware can 
start, receive and authenticate anonymous put/get/forget 
commands. Moreover, as denoted by 7 in FIG. 2, a DHT ID 
is required for a node in a DHT network; the DHT ID is 
optionally randomly generated, or alternatively, it is feasible 
to use the hash of the PMID public key to identify the node. 
0147 As denoted by 8 in FIG. 2, pertaining MAID, the 
user is successfully logged into the communication system, 
he/she is able to check whether or not his/her authentication 
validation records exist on the network of the system. These 
validation records may be as follows: 
0148 (i) 1: This is a data element stored on the network 
of the system, and preferably named with the hash of the 
MID public Key: 

0149 (ii) 2: It contains the MID public key+any PMID 
public keys associated with this user; 

0150 (iii) 3: This is digitally signed with the MID private 
key to prevent forgery; and 

0151 (iv) 4: Using this mechanism, there is thereby 
allowed validation of MID signatures by allowing any 
users access to this data element and checking the signa 
ture of it against any challenge response from any node 
pertaining to be this MID, as only the MID owner has the 
private key that signs this MID. Any adversary or unau 
thorized party could not create a private key that matches 
the public key to enable a valid digital signature, so 
forgery is made impossible given contemporarily avail 
able computer resources; 

0152 (v) 5: This mechanism also allows a user to add or 
remove PMIDS, or chunk servers acting on their behalf 
like a proxy), at will and replace PMIDs at any time in 
case of the PMID machine becoming compromised. 
Therefore, this can be regarded as being the PMID 
authentication element. 

0153. There will next be described PMID (Proxy MID): 
0154 (i) 1: This is a data element stored on the network 
and preferably named with the hash of the PMID public 
key: 

(O155 (ii) 2: It contains the PMID public key and the MID 
ID, namely the hash of the MID public key, and is signed 
by the MID private key, namely is authenticated: 

0156 (iii) 3: This allows a machine to act as a repository 
for anonymous chunks and Supply resources to the net for 
a MID: 

0157 (iv) 4: When answering challenge responses, any 
other machine will confirm the PMID by seeking and 
checking the MAID for the PMID, and by making sure 
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that the PMID is mentioned in the MAID data element, 
otherwise the PMID is considered invalid; 

0158 (v) 5: The key pair is stored on the machine itself, 
and may be encoded or encrypted against a password that 
has to be entered upon start-up, optionally, in the case of 
a proxy provider who wishes to further enhance PMID 
security; and 

0159 (vi) 6: The design allows for recovery from attack 
and theft of the PMID key pair as the MAID data element 
can simply remove the PMID ID from the MAID render 
ing it unauthenticated. 

0160. In FIG. 3, an illustration is provided, in schematic 
form, of a peer-to-peer (P2P) network in accordance with an 
embodiment of the present disclosure. In FIG. 4, there is 
provided an illustration of a flow chart of the authentication, 
in accordance with a preferred embodiment of the present 
disclosure. 
0.161 With reference to FIG. 3, a peer-to-peer network 2 
is shown with data nodes 4 to 12 connected by a data 
communication network 14. The data nodes 4 to 12 may be 
Personal Computers (PCs) or any other computing hardwire 
and/or hardwired logic device that can perform the process 
ing, communication and/or storage operations required to 
operate the embodiments of the present disclosure. There is 
employed a file system which typically has many more data 
nodes of all types than shown in FIG. 3; moreover, a PC may 
act as one or many types of data node described herein. The 
data nodes 4 and 6 store chunks 16 of files in the data 
communication network 14. A validation record node 8 has 
a storage module 18 for storing encrypted validation records 
identified by a user identifier. 
0162. A client node 10 has a module 20 for input of, and 
generation of user identifiers. It also has a decryption 
module 22 for decrypting an encrypted validation record, so 
as to provide decrypted information, a database or data map 
of chunk locations 24 and storage 26 for retrieved chunks 
and files assembled from the retrieved chunks. 
0163 A verifying node 12 has a receiving module 28 for 
receiving a user identifier from the client node 10. A 
retrieving module 30 is configured to retrieve from the data 
node an encrypted validation record identified by the user 
identifier. Alternatively, in the preferred embodiment, the 
validation record node 8 is the same node as the verifying 
node 12, namely the storage module 18 is part of the 
verifying node 12 (not as shown in FIG. 3). A transmitting 
module 32 is operable to send the encrypted validation 
record to the client node 10. An authentication module 34 
authenticates access to chunks of data distributed across the 
data nodes 8 to 12 using the decrypted information. 
(0164. With reference to FIG. 4, a more detailed flow of 
the operation of an embodiment of the present disclosure is 
shown laid out on the diagram with steps being performed 
at the User’s PC, namely client node 10, on a left side 40, 
those of the verifying PC, namely the verifying node 12, in 
a centre 42 and those of the data PC (node) on the right 44. 
0.165. A login box 46 is presented, that requires the user's 
name or other detail, for example an e-mail address, namely 
the same one used in the client node Software installation 
and registration process, or simply a name, for example a 
nickname, and the user's unique number, preferably the 
user's PIN number. If the user is a “main user, then some 
details may already be stored on the PC. If the user is a 
visitor, then the login box appears for the visitor to enter 
appropriate details. 
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0166 A content hashed number such as SHA (Secure 
Hash Algorithm), optionally beneficially 160 bits in length, 
is created in 48 from these two items of data, namely user 
name and PIN number. This hash is now known as the 
User ID Key (MID), which at this point is classed as 
“unverified within the communication system. This is 
stored on the network of the communication system as the 
MAID and is simply the hash of the public key containing 
an unencrypted version of the public key for later validation 
by any other node. This obviates a requirement for a 
validation authority The software on the user's PC then 
combines this MID with a standard “hello” code element 50, 
to create a hello.packet as denoted by 52. This “hello. 
packet' is then transmitted with a timed validity on the 
Internet, for example in a situation where the communica 
tion system is implemented via use of the Internet. 
0167. The hello.packet will be picked up by the first node 
(for this description, now referring as being the “verifying 
node'), that recognises, as denoted by 54, the User ID Key 
element of the hello.packet as matching a stored, encrypted 
validation record file, denoted by 56, that it has in its storage 
area. A login attempt monitoring system optionally ensures 
a maximum of three responses. Upon too many attempts, the 
verifying PC creates a “black list' for transmission to peers. 
Optionally, an alert is returned to the user if a black list 
entry is found and the user may be asked to proceed or 
perform a virus check. 
0168 The verifying node then returns this encrypted 
validation record file to the user via the data communication 
network, for example the Internet. A user's pass phrase 
denoted by 58 is requested by a dialog box 60, which then 
will allow decryption of this validation record file. 
0169. When the validation record file is decrypted, as 
denoted by 62, the first data chunk details, including a 
“decrypted address', are extracted, as denoted by 64, and the 
user PC sends back a request, as denoted by 66, to the 
verifying node for it to initiate a query for the first “file 
chunk ID' at the “decrypted address” that it has extracted 
from the decrypted validation record file, or preferably the 
data map of the database chunks to recreate the database and 
provide access to the key pair associated with this MID. The 
verifying node then acts as a relay node and initiates a 
“notify only query for this “file-chunk ID' at the 
“decrypted address'. 
0170 Given that some other node, for this embodiment, 
referred to as being the "data node', has recognised, as 
denoted by 68, this request and has sent back a valid 
“notification only' message 70 that a “file-chunk ID' cor 
responding to the request sent by the verifying node does 
indeed exist, the verifying node then digitally signs, as 
denoted by 72, the initial User ID Key, which is then sent 
back to the user. On reception by the user, as denoted by 74, 
this verified User ID Key is used as the user's session 
passport. The user's PC proceeds to construct, as denoted by 
76, the database of the file system as backed up by the user 
onto the network of the communication system. This file 
system, namely database, describes the location of all 
chunks that make up the user's file system. Preferably, the 
ID Key contains irrefutable evidence, such as a public/ 
private key pair, to allow signing onto the network as 
authorised users; preferably, this is a case of self signing 
his/her own ID-in which case the ID Key is decrypted and 
the user is valid-self validating. 
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(0171 Furthermore, details of the embodiment will now 
be described in greater detail. A “proxy-controlled' hand 
shake routine is employed through an encrypted point-to 
point channel, to ensure only authorised access by the legal 
owner to the communication system, then to the user's file 
storage database, then to the files therein. The handshaking 
check is initiated from the PC onto which the user logs, 
namely the “user PC, by generating the “unverified 
encrypted hash' known as the “User ID Key', this prefer 
ably being created from the users information, preferably 
e-mail address and their PIN number. This "hash' is trans 
mitted as a “hello.packet' on the Internet, to be picked up by 
any system that recognises the User ID as being associated 
with specific data that it holds. This PC then becomes the 
“verifying PC and will initially act as the User PCs 
"gateway into the communication system during the 
authentication process. The encrypted item of data held by 
the verifying PC will temporarily be used as a “validation 
record, it being directly associated with the user's identity 
and holding the specific address of a number of data chunks 
belonging to the user and which are located elsewhere in the 
peer-to-peer (P2P) distributed file communication system. 
This “validation record is returned to the User PC for 
decryption, with the expectation that only the legal user can 
Supply the specific information that will allow its accurate 
decryption. Preferably, this data may be a signed response 
being given back to the validating node which is possible as 
the ID chunk when decrypted, preferably symmetrically, 
contains the user's public and private keys allowing non 
refutable signing of data packets. Preferably, after successful 
decryption of the TMID packet, as described above, the 
machine will now have access to the data map of the 
database and public/private key pair allowing unfettered 
access to the system. 
0172. It should be noted that, in this embodiment, pref 
erably no communication is carried out via any nodes 
without an encrypted channel Such as TLS, namely Trans 
port Layer Security, or SSL, namely Secure Sockets Layer, 
being firstly being set up. In a communication system in 
accordance with the present disclosure, a peer talks to 
another peer via an encrypted channel and the other peer, 
namely proxy, requests the information, for example for 
Some space to save information on or for the retrieval of a 
file. An encrypted link is formed between all peers at each 
end of communications and also through the proxy during 
the authentication process. This effectively bans Snoopers 
from detecting who is talking to whom and also what is 
being sent or retrieved. The initial handshake for self authen 
tication is also over an encrypted link. Such security is 
effective at preventing, for example, governmental authori 
ties eavesdropping on the user's data and communications, 
even when considerable computing resources are employed 
to implement such eavesdropping. 
0173 Secure connection is provided via certificate pass 
ing nodes, in a manner that does not require intervention, 
with each node being validated by another, where any 
invalid event or data, for whatever reason, for example fraud 
detection, Snooping from node or any invalidalgorithms that 
catch the node, will invalidate the chain created by the node. 
This is all transparent to the user, who merely experiences a 
highly secure and reliable data communication data com 
munication and data storage service provided by the present 
communication system. 



US 2017/0005788 A1 

0.174 Further modifications and improvements may be 
added to the communication system and its methods of 
operation, without departing from the scope of the disclo 
sure herein described. 
(0175. In FIG. 5, there is provided an illustration of a flow 
chart of a data assurance event sequence in accordance with 
first embodiment of this present disclosure. 
0176). In FIG. 6, there is provided an illustration a flow 
chart of a file chunking event sequence in accordance with 
second embodiment of this present disclosure. 
(0177. In FIG. 7, there is provided an illustration of a 
schematic diagram of a file chunking example, pursuant to 
the present disclosure. 
(0178. In FIG. 8, there is provided an illustration of a flow 
chart of self healing event sequence, as employed in embodi 
ments of the present disclosure. 
(0179. In FIG.9, there is provided an illustration of a flow 
chart of peer ranking event sequence, as employed in 
embodiments of the present disclosure. 
0180. In FIG. 10, there is provided an illustration of a 
flow chart of duplicate removal event sequence, as 
employed in embodiments of the present disclosure. 
0181. With reference to FIG. 5, guaranteed accessibility 
to user data by data assurance is demonstrated by the flow 
chart. The user data is copied to at least three disparate 
locations at a step, denoted by 10. The disparate locations 
store data with an appendix pointing to the other two 
locations by a step, denoted by 20, and is renamed with a 
hash of contents. Preferably, such an action is managed by 
another node, namely a Super node acting as an intermediary 
by a step, as denoted by 30. 
0182 Each local copy at user's PC is checked for validity 
by integrity test by a step, denoted by 40, and in addition 
validity checks by performing one or more integrity tests, 
are made that the other two copies are also still OK by step, 
denoted by 50. 
0183 Any single node failure initiates a replacement 
copy of equivalent leaf node being made in another disparate 
location by a step, denoted by 60, and the other remaining 
copies are updated to reflect this change to reflect the newly 
added replacement leaf node by a step, denoted by 70. 
0184 The steps of storing and retrieving are beneficially 
carried out via other network nodes to mask the initiator, 
namely the Super node, as in the step 30. 
0185. The method further comprises a step of renaming 

all files with a hash of their contents; such an approach 
increases obfuscation of data within the communication 
system, from a perspective of any eavesdropping third 
parties. Therefore, each file can be checked for validity or 
tampering by running a content hashing algorithm such as, 
for example, MD5 oran SHA variant, the result of this being 
compared with the name of the file. 
0186. With reference to FIG. 6, there is provided a 
methodology to achieve manageable sized data elements and 
to enable a complimentary data structure for compression 
and encryption, wherein the methodology employs a step of 
file chunking. By user's pre-selection, the nominated data 
elements, namely files, are passed to undergo a chunking 
process. Each data element, namely, is split into Smaller 
chunks by a step, denoted by 80, and the data chunks are 
encrypted by a step, denoted by 90, to provide an enhanced 
degree of security for the data chunks. The data chunks are 
stored locally at step, denoted by 100, ready for performing 
network transfer of copies within the communication sys 
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tem. The person, namely user, or the group, to whom the 
overall data belongs, may, alternatively may not, know the 
location of these data chunks, in the step 100, or the other 
related but dissimilar chunks of data in the step 100, or the 
other related but dissimilar chunks of data. All operations are 
conducted within the user's local system. No data is pre 
sented externally, which represents a fundamentally differ 
ent approach to convention data communication and storage, 
for example in a known contemporary "cloud computing 
system which is highly susceptible to eavesdropping and 
Snooping by governmental organisations and third parties 
performing data mining of user data. 
0187. Each of the aforementioned data chunks does not 
contain location information for any other dissimilar data 
chunks. This provides for, security of data content, a basis 
for integrity checking and redundancy. 
0188 The method further comprises a step of only allow 
ing the person, namely the user, or group to whom the data 
belongs, to have access to it, preferably via a shared encryp 
tion technique. This allows persistence of the data within the 
madisafe.net system. 
0189 The checking of data or chunks of data between 
machines in the communication system is carried out via any 
presence-type protocol Such as a distributed hash table 
network. 

0190. In an event that all data chunks have been relo 
cated, for example when the user has not logged on for a 
while, a redirection record is created and stored in a Super 
node network of the communication system, for example a 
three copy process-similar to data, therefore when a user 
requests a check, the redirection record is given to the user 
to update their database. This efficiently allows data resil 
ience in cases where a network churn of the communication 
system is a problem, as in peer to peer or distributed 
networks. 
(0191 With reference to FIG. 7, there is an illustration of 
an example of flow chart of a method of file chunking. The 
User's normal file has, for example, a 5 Mbyte document, 
which is chunked into smaller variable sized data chunks, for 
example 135 kbyte, 512 kbyte, 768 kbyte in any order. All 
data chunks may be compressed and encrypted by using a 
pass phrase. In a next step, the method involves individually 
hashing data chunks and given hashes as names for the 
hashed data chunks. Then, a database record as a file is made 
from names of the hashed data chunks brought together, for 
example in an empty version of the original file 
(C1########, t1, t2,t3: C2######, t1, t2,t3, and so forth): 
this file is then sent to a transmission queue in a storage 
space allocated to the client, namely user, application. 
(0192 Referring next to FIG. 8, there is provided a 
self-healing event sequence methodology. Such self healing 
is required to guarantee availability of accurate data within 
the communication system. As data or data chunks become 
invalid by failing integrity test by a step, denoted by 110, the 
location of failing data chunks is assessed as unreliable and 
further data from the leaf node is ignored from that location 
by a step, denoted by 120. A Good Copy from a known 
good data chunk is recreated in a new and equivalent leaf 
node. Data or data chunks are recreated in a new and safer 
location by a step, denoted by 130. The leaf node with 
failing data chunks is marked as unreliable, and the data 
therein as “dirty” by a step, denoted by 140. Peer leaf nodes 
become aware of this unreliable leaf node and add its 
location to watch list by a step, denoted by 150. All 



US 2017/0005788 A1 

operations associated with the steps in FIG. 8 are conducted 
within the user's local system, for example on his/her PC. 
Beneficially, no data is presented externally, thereby main 
taining a high degree of security and anonymity, for example 
to unauthorized Surveillance by governmental authorities. 
Therefore, the introduction of viruses, worms, spy-bots, and 
so forth, will be prevented and faulty machines/equipment 
identified automatically in the communication system. Ben 
eficially, the network of the communication system option 
ally uses SSL- or TLS-type encryption to prevent unauthor 
ized access or Snooping. 
(0193 Referring next to FIG. 9, Peer Ranking ID is 
required to ensure consistent response and performance for 
a level of guaranteed interaction recorded for the user. For 
Peer Ranking, each node, namely leaf node, monitors its 
own peer node's resources and availability in a scalable 
manner, wherein each leaf node is constantly monitored. 
0194 In the communication system, each data store, 
whether a network service, physical drive and so forth, is 
monitored for availability. Beneficially, a qualified availabil 
ity ranking is appended to one or more leaf storage node 
addresses by consensus of a monitoring Super node group by 
a step, denoted by 160. A ranking figure will be appended by 
the step 160, and signed by the supply of a key from the 
monitoring Super node; this is optionally agreed by more 
Super nodes to establish a consensus for altering the ranking 
of the node. The new rank will preferably be appended to the 
node address, or by a similar mechanism to allow the node 
to be managed preferably in terms of what is stored there, 
and how many copies there has to be of the data for it to be 
seen as perpetual. 
0.195. In the communication system, each piece of data is 
checked via a content hashing mechanism for ensuring its 
data integrity, which is carried out by the storage node itself 
by a step, denoted by 170, or by its partner nodes via super 
nodes by a step, denoted by 180, or by an instigating node 
via super nodes by a step, denoted by 190, by retrieving and 
running the hashing algorithm against that piece of data. The 
data checking cycle optionally repeats itself. 
0196. In the communication system, as a peer, whetheran 
instigating node or a partner peer, namely one that has a 
same data chunk, checks the data, wherein the Super node 
querying the storage peer will respond with the result of the 
integrity check and update this status on the storage peer. 
The instigating node or partner peer will decide to forget this 
data and will replicate it in a more suitable location. If data 
fails the integrity check, the node itself will be marked as 
dirty by a step, denoted by 200, and a “dirty status 
appended to the leaf node address to mark it as requiring 
further checks regarding the integrity of the data it holds by 
a step, denoted by 210. Additional checks are optionally 
carried out on data stored on the leaf node marked as 'dirty 
by a step, denoted by 220. If a pre-determined percentage of 
data found to be “dirty', the node is removed from the 
communication system network, except for message traffic 
by a step, denoted by 230. In an event of a certain percentage 
of dirty data being established by aforesaid steps, the com 
munication system may conclude that this node is compro 
mised or otherwise damaged and the network would be 
informed of this. At that point, the node will be removed 
from the network except for the purpose of sending it 
warning messages by a step, denoted by 230. This allows 
either having data stored on nodes of equivalent availability 
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and efficiency or dictating the number of copies of data 
required to maintain reliability with the communication 
system. 
0.197 Further modifications and improvements may be 
added without departing from the scope of embodiments of 
the disclosure herein described. 
0198 Referring next to FIG. 10, duplicate data is option 
ally removed in the communication system to increase, for 
example maximize, an efficient use of the disk space avail 
able within the system. Prior to the initiation of the data 
backup process by a step, denoted by 240, internally gen 
erated content hash may be checked for a match against 
hashes stored on the Internet by a step, denoted by 250, or 
a list of previously backed up data; this will allow a number 
of replicate copies of data to be kept for robustness. More 
over, this reduces a network-wide requirement to backup 
data, which has mutually similar contents. Notification of 
shared key existence is beneficially passed back to an 
instigating node in a step, denoted by 260, to access that an 
authority check has been requested, which has to pass for 
signed result to be passed back to the storage node. The 
storage node passes shared key and database back to insti 
gating node by a step, denoted by 270. Such data is benefi 
cially backed up via a shared key, which after proof of the 
file existing on the instigating node in the step 260, the 
shared key, in the step 270, is shared with this instigating 
node. The location of the data is then passed to the node for 
later retrieval, if required. Moreover, this maintains copy 
right as parties, for example persons, can only backup what 
they prove to have on their systems and not publicly share 
copyright infringed data openly on the network of the 
communication system. Furthermore, this data may be 
marked as protected, or not protected, by a step, denoted by 
280, which has a check carried out for protected, or non 
protected, data content. The protected data ignores sharing 
process. 
0199 Next, perpetual data will be described, in respect of 
the communication system, with reference of FIG. 1, namely 
the aforesaid element PT1, and also with reference to FIG. 
11. 
0200. According to a related aspect of the present dis 
closure, pertaining to the communication system and its 
manner of operation, a file is chunked or split into constitu 
ent parts, denoted by 1, this process involves calculating a 
chunk size, preferably from known data such as the first few 
bytes of a hash of the file itself and preferably using a 
modulo division technique, for example based on an exclu 
sive OR operation, to resolve a figure between optimum 
minimum and optimum maximum chunk sizes for network 
transmission and storage. 
0201 Preferably, each data chunk is then encrypted and 
obfuscated in some manner to protect the data; Such obfus 
cation after applying a hash function is beneficially achieved 
by applying an XOR function, for example XORing one 
data chunk against another for obfuscation purposes. 
Optionally, a search of the network is carried out looking for 
values relating to the content hash of each of the chunks, as 
denoted by 2. 
0202. When looking for such values of the hash content, 
If this is found, as denoted by 4, then the other chunks are 
identified too; failure to identify all chunks may mean there 
is a collision on the network of file names or some other 
machine is in the process of backing up the same file. A 
back-off time is beneficially calculated to check again for the 
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other chunks. If all chunks are on the network, the file is 
considered backed up and the user will add their MID 
signature to the file after preferably a challenge response to 
ensure there is a valid user and there are enough resources 
to do this. 
0203 If no chunks are found on the network of the 
communication system, the user preferably via another 
node, denoted by 3, will request the saving of the first copy, 
preferably in distinct time Zones or by employing one or 
more other geographically dispersing methods. Thereafter, 
the chunk will be stored, as denoted by 5, on a storage node, 
allowing visibility of the PMID of the storing node and 
storage thereof. 
0204 Then, preferably, a Key. value pair of a chunkid. 
public key of the initiator is written to the network of the 
communication system, creating a Chunk ID (CID), as 
denoted by 6. 
0205 There will next be described storage and retrieval 
of data within the communication system, with reference to 
FIG. 1, for example the element P4. 
0206. According to a related aspect of the present dis 
closure, data is stored in the madisafe.net system in multiple 
locations. Each location beneficially stores locations of its 
peers that hold identical chunks, namely at least identical in 
content, and they all communicate regularly to ascertain the 
health of the data which is mutually stored therebetween. A 
preferable method includes steps as provided in Table 8; the 
steps are optionally implemented in various different orders 
to an order of steps as depicted in Table 8. Optionally, certain 
steps are omitted. 

TABLE 8 

Steps of a preferable method of storing data in mutually cooperating 
locations 

Step Detail 

S1 Copying the data to at least three disparate locations 
S2 Performing each copy via many nodes to mask the initiator 
S3 Checking each local copy for validity, and making checks that the 

preferably other 2 copies are also still valid 
S4 In an event of any single node failure, initiating a replacement copy 

o be made in another disparate location and updating the other 
associated copies to reflect this change 

S5 Carrying out the steps of storing and retrieving via other network 
nodes to mask the initiator 

S6 Renaming all files with a hash of their contents 
S7 Altering one or more names of the data, namely as data chunk, by 

a known process Such as a binary shift left of a section of the data: 
his allows the same content to exist, but also allows the chunks to 
appear as three different bits of data for the sake of not colliding on 
he network 

0207 Preferably, each data chunk has a counter associ 
ated therewith, namely “attached to it, that allows the 
network to determine, namely to understand easily, just how 
many users are attached to the data chunk, either by sharing 
or otherwise. A user requesting a "chunk forget command 
or instruction will initiate a system question if they are the 
only user using the data chunk, and, if so, the data chunk will 
be deleted and the user's required disk space reduced 
accordingly. Such a feature allows users to remove files no 
longer required, and to free up their local disk space. Any file 
also being shared is preferably removed from the user's 
quota and the user's database record or data map, as will be 
elucidated in greater later, is deleted. 
0208 Preferably, this counter is digitally signed by each 
node sharing the data and therefore will require a signed 
“forget' or “delete' command to cause its removal from the 
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communication system. Preferably, even “store', 'put', 
"retrieve’ and get commands, in respect of a given data 
chunk, are also either digitally signed or preferably go 
through a PKI-challenge response mechanism. This PKI 
challenge response mechanism assists to prevent unauthor 
ized third parties from attempting to disrupt or damage 
operation of the communication system by attempting to 
delete one or more data chunks. 
0209. In order to ensure fairness, execution of the method 
is beneficially monitored by a Supernode or similar, namely 
to ensure that the user has not simply copied the data map 
for later use without giving up the disk space for it. There 
fore, the user's private ID public key is beneficially used to 
request the “forget chunk” statement. This is used to indicate 
the user's acceptance of the "chunk forget command and 
allow the user to recover the disk space. Any requests 
against the data chunk will preferably be signed with this 
key, and consequently rejected unless the user's system 
gives up the space required to access this file. 
0210 Preferably, each user storing a data chunk will 
append their signed request to the end of the data chunk in 
an identifiable manner, for example prefixed with 80- or 
similar. 
0211 Forgetting the data chunk means that the signature 
is removed from the file. This again is done via a signed 
request from the storage node as with the original backup 
request. Preferably, this signed request is another Small data 
chunk stored at the same location as the data chunk with an 
appended postfix to the data chunk identifier to show a 
private ID is storing this chunk. Any attempt by Somebody 
else to download the file is rejected unless they first Sub 
scribe to it, namely a chunk is called 12345, so a file is saved 
and called 12345<signed store request>. This allows files to 
be forgotten when all signatories to the data chunk are gone. 
A user sends a signed “no store' or “forget” and their ID data 
chunk will be removed, and in addition if they are the last 
user storing that data chunk, the data chunk is removed. 
Preferably, this allows a private anonymous message to be 
sent upon data chunk failure or damage, thereby allowing a 
proactive approach to maintaining clean data. 
0212 Preferably, as a given node of the communication 
system fails, the other nodes preferably send one or more 
messages to all sharers of the data chunk to identify the new 
location of the replacement data chunk. 
0213 Preferably, any node attaching to a file which is 
downloading immediately should be considered to give rise 
to an alert, and the communication system optionally ben 
eficially takes steps to slow down this node's activity, or 
even halt it to protect against potential data theft. 
0214) Next, checks performed on data chunk will be 
described with reference to Table 9, in conjunction with FIG. 
1 and FIG. 12, namely with regard to aforementioned 
element P9. 

TABLE 9 

Checks performed on data chunks within the communication system 

Checking step Detail 

1. Checking A storage node of the madisafe.net system containing a 
peers given data chunk 1 checks its peers, namely its peer 

nodes. As each peer node is checked, it reciprocates the 
check. These checks are preferably split into two types: 
(a) An availability check, namely a simple network ping 
or similar; 
and 
(b) A data integrity check; in this instance, the checking 
node takes a chunk and appends random data to it and 



US 2017/0005788 A1 

TABLE 9-continued 

Checks performed on data chunks within the communication system 

Checking step Detail 

takes a hash of the result. It then sends the random data 
to the node being checked and requests the hash of the 
chunk with the random data appended. The result is 
compared with a known result and the chunk will be 
assessed as either healthy or not. If not, further checks 
with other nodes occur to find the bad node. 
In Such a manner, the storage node determines peer nodes 
that are likely to be reliable for the concurrent storage of 
data chunks. 
There may be multiple storage nodes, depending on the 
rating of machines and other factors pertaining to the 
communication system. The above checking is carried out 
by all nodes from 1 to n (where n is total number of 
storage nodes selected for the chunk). Obviously, a poorly 
rated node will required to give up disk space in relation 
to the number of chunks being stored to allow perpetual 
data to exist within the communication system. This is a 
penalty paid by nodes that are switched off. 

3. Integrity of Agiven user who stored the data chunk will check on a 
data chunk chunk from one storage node which is randomly selected. 

This check will ensure the integrity of the data chunk and 
also ensure there are at least ten other signatures existing 
already for the data chunk. If there are not such other 
signatures existing, and the user's ID is not listed, the 
user signs the data chunk. 

4. Checking Another example of another user checking the chunk is 
of a data shown. Note that the user checks X (40 days in this 
chunk diagram) are always at least 75% of the forget time 

retention (Y) (namely, when a chunk is forgotten by all 
signatories, it is retained for a period of time Y). This is 
optionally another algorithm that will continually develop 
in the madisafe.net system. 

2. Checking 
multiple 
storage nodes 

0215 Next, storage of additional data chunks will be 
described with reference to FIG. 12 and also Table 10. 

TABLE 10 

Storage of additional data chunks in the communication system 

Storage step Detail 

1. Chunk ID The communication system employs a program, wherein, 
with user logged in (so an MID exists), has "chunked a 
file', namely caused a file to be sub-divided into data 
chunks. It has already stored a chunk and is now looking 
o store additional chunks. Therefore a Chunk ID (CID) 
should exist on the communication network. This process 
retrieves this CID. 
The CID as shown in storing an initial data chunk contains 
he data chunk name and any public keys that are sharing 
he data chunk. In this instance, it should only be a given 

user's key, as the given user is the first party storing the 
ata chunks, wherein others would be in a back-off period 
o see if the given user backs up other data chunks. 
Beneficially, a last bit is optionally any function on any bit 
as long as it replicable by the given user. 
There is then performed a check that there will not be a 

avoidance collision with any other stored chunk on the net; there is 
search performed again a CID Search. 
4. Broadcast Abroadcast is hen issues to the given user's Supemodes, 
to namely to the Supernodes to which the given user is 
Supernodes connected, stating that the given user needs to store X bytes 

and any other information about where the given user 
requires to store it, for example geographically in the given 
user's case-time Zone (TZ). 

5. Supernode The Supernode network finds a storage location for the 
finds a given user with the correct rank, and so forth. 
storage 
location 

2. CID 

3. Collision 
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TABLE 10-continued 

Storage of additional data chunks in the communication system 

Storage step Detail 

6. Storage The data chunk is stored after a Successful challenge 
after response, namely in the communication network. MIDs are 
challenge require to ensure they are talking or dealing with validated 
response nodes, so to accomplish this a challenge process is carried 

out as follows, wherein a sender is denoted by “S”, and a 
receiver is denoted by “R: 
S. I wish to communicate (store/retrieve? forget data etc.) 
and I am MAID: 
R retrieves MAID public key from DHT and encrypts a 
challenge (possibly a very large number encrypted with the 
public key retrieved); 
Sgets key and decrypts and encrypts Ranswer with his 
challenge number also encrypted with R's public key: 
R receives response and decrypts his challenge and passes 
back answer encrypted again with Spublic key 
(Communication is now authenticated between these two 
nodes.) 

7. Update The CID is then updated with the second chunk name and 
CID the location it is stored at. This process is repeated for as 

many copies of a chunk that are required. 
8. Copies of Copies of chunks will be dependent on many factors 
chunks including file popularity (popular files may require to be 

more dispersed closer to nodes and have more copies. Very 
poorly ranked machines may require an increased amount of 
chunks to ensure they can be retrieved at any time (poorly 
ranked machines will therefore have to give up more 
space)). 

0216) Next, issues of security and availability of data will 
be described with reference to FIG. 1, namely element P3. 
0217. According to a related aspect of the present dis 
closure of the communication system and its method of 
operation, data of each file is split into relatively small 
chunks and thereafter encrypted to provide security for the 
data. Only a person or a group, to whom the overall data 
belongs, will know locations of corresponding related, but 
dissimilar, chunks of data corresponding to the aforesaid file. 
As described elsewhere in this disclosure, by encrypting and 
obfuscating the data chunks, a higher degree of data secrecy 
is maintained, namely Substantially impervious to unauthor 
ized eavesdropping by governmental organisations, such as, 
for example, NSA (USA) and GCHQ (United Kingdom). A 
high degree of data storage reliability is maintained by 
spreading risk regarding where the encrypted and obfuscated 
data chunks are stored, in combination to a plurality of 
copies of each data chunk being stored. Preferably, each of 
the above data chunks does not contain location information 
for any other dissimilar chunks; this provides for security of 
data content, as well as a basis for performing integrity 
checking and redundancy of data content. 
0218. Preferably, the method employed in the communi 
cation system further comprises a step of only allowing the 
person, or the group, to whom the data belongs to have 
access to it, preferably via a shared encryption technique 
which allows persistence of the data. 
0219 Preferably, in the method, checking of data or 
chunks of data, namely, data chunks, between machines of 
the madisafe.net system is carried out via any presence-type 
protocol such as a distributed hash table network. 
0220 Preferably, in an event when all data chunks have 
been relocated, namely the user has not logged on for a 
while, a redirection record is created and stored in the super 
node network, namely a three copy process-similar to data; 
thus, when a user requests a check, the redirection record is 
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given to the user to update his/her database. Such an 
approach provides enhanced operating efficiency, which in 
turn allows data resilience in cases where network churn is 
a problem, namely ability of the network to handle flows of 
data, as in peer to peer or distributed networks. This system 
message can be preferably passed via the messenger system 
described herein. 
0221 Preferably, the communication system may simply 
allow a user to search for his/her data chunks and through a 
challenge response mechanism, locate and authenticate him 
self/herself to have authority to get/forget this data chunk. 
0222 Furthermore, users can decide on employing vari 
ous modes of operation, preferably Such as: 
0223 (i) maintain a local copy of all files on their local 
machine, unencrypted or chunked; 

0224 (ii) or chunk and encrypt even local files to secure 
machine, preferably referred to as offline mode operation; 
or indeed 

0225 (iii) users may decide to remove all local data and 
rely completely on preferably the communication system 
or similar system to secure their data. 

0226. Next, there will be described a method of self 
healing of data within the communication system, with 
reference to FIG. 1 and the element P2 therein. According to 
a related aspect of the present disclosure, there is provided 
a self healing network method via us of a process, as 
follows: 
0227 (i) as data or data chunks become invalid from a 
given location, data is ignored from that location; 

0228 (ii) data or data chunks are recreated in a new and 
safer location; 

0229 (iii) the original location is marked as bad; and 
0230 (iv) peers note this condition and add the bad 
location to a watch list. 

The network is optionally the data communication network 
of the meadsafe.net system. Moreover, steps (i) to (iv) 
beneficially assist to prevent the introduction of viruses: 
worms and similar, and also allow faulty machines/equip 
ment to be identified automatically. Preferably, the commu 
nication system employs a network layer which employs 
SSL or TLS channel encryption to prevent unauthorised 
access or Snooping. 
0231. Next, there will be described self-healing of data or 
data chunks, with reference to FIG. 13 and also Table 11. 

TABLE 11 

Method of self-healing 

Step Detail 

1. A data element called a Chunk ID (CID) is created for each data 
chunk. Added to this is the also stored at <1 >MID for the other 
identical data chunks. The other data chunk names are also here as 
they may be renamed slightly, for example by bit shifting a part of 
the name in a manner that is calculable. 

2. All storing nodes (related to this data chunk) have a copy of this 
CID file, or can access it at any stage from the DHT network, 
giving each node has knowledge of all other nodes. 
Each of the storage nodes has their copy of the data chunk. 

4. Each node queries its partner nodes availability at frequent 
intervals. On less frequent intervals, a data chunk “health check 
is requested. This involves a node creating some random data and 
appending this to its data chunk and taking the hash. The partner 
node will be requested to take the random data and do likewise and 
return the hash result. This result is checked against the result the 
initiator had and chunk is then deemed healthy or not. Further tests 
can be done as each node knows the hash their chunk should create 
and can self check in that manner on error and report a dirty node. 

3. 
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TABLE 11-continued 

Method of self-healing 

Step Detail 

5. Now there arises a node fail, namely a dirty chunk being created. 
6. The first node to note this carries out a broadcast to other nodes to 

say it is requesting a move of the data. 
7. The other nodes agree to have CID updated; they may optionally 

carry out their own check to confirm this. 
8. Abroadcast is sent to the Supernode network closest to the storage 

node that failed, to state a re-storage requirement. 
9. The Supernode network picks up a request associated with the 

broadcast. 
10. The request is to the Supernode network to store X amount of data 

at a rank of y. 
11. A Supernode will reply with a location. 
12. The storage node and new location carry out a challenge response 

request to validate each other, namely invoke a mutual validation 
response. 

13. The chunk is stored and the CID is updated and signed by the three 
or more nodes storing the chunk. 

0232 Next, there will described peer ranking with refer 
ence to FIG. 1, and its associated element P1. 
0233. According to a related aspect of the present dis 
closure, there is provided an addition of a peer ranking 
mechanism, wherein each node, namely "leaf node' of a 
data communication network, for example as employed in 
the communication system, monitors its own peer node's 
resources and availability in a Scalable manner. Nodes 
beneficially constantly perform this monitoring function. 
Such a manner of operation of the nodes assists the com 
munication system to function in a distributed manner. 
0234 Each data store of the aforesaid data communica 
tion network, whether it is a network service, physical drive, 
and so forth, is monitored for availability. A ranking figure 
is appended and signed by a Supplying of a key from a 
monitoring Super node, wherein the key is preferably agreed 
by one or more other Supernodes to establish a consensus 
before altering the ranking of a given node of the data 
communication network. Preferably, the new rank will be 
appended to the node address, or by use of a similar 
mechanism, to allow the given node to be managed in terms 
of what is stored therein, and how many copies there has to 
be of the data stored for it to be regarded, namely “seen, as 
being perpetual. 
0235. In the aforementioned peer ranking method, each 
piece of data is checked via a content hashing mechanism. 
This is preferably carried out by the storage node itself or by 
its one or more partner nodes via Supernodes, or by employ 
ing an instigating node via Supernodes by retrieving and 
running the hashing algorithm against that piece of data. 
0236 Preferably, as a peer, whetheran instigating node or 
a partner peer, namely one that has same chunk, checks the 
data, the Supernode querying the storage peer will respond 
with the result of the integrity check and update this status 
on the storage peer. The instigating node or partner peer will 
decide to forget this data and will replicate it in a more 
suitable location. If the data fails the integrity check, the 
node itself will be marked as “dirty” and this status will 
preferably be appended to the node's address for further 
checks on other data to take this into account. Preferably, by 
establishing that a certain percentage of data is dirty data, it 
is concluded therefrom that this node is compromised or 
otherwise damaged and the network is beneficially informed 
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of this. At that point, the node will be removed from the 
network, except optionally for a purpose of sending it 
warning messages. 
0237. In general, the madisafe.net system computes a 
node ranking figure which takes into account at least one of 
0238 (i) an availability of a given network connection 
within the communication system; 

0239 (ii) an availability of resources within the commu 
nication system; 

0240 (iii) a time on the network with a rank, wherein the 
rank is useful for performing effort-based trust modelling: 
and 

0241 (iv) an amount of resource that is available within 
the communication system network, and also connectivity 
capabilities of any node, namely whether it is directly or 
indirectly contactable. 

0242 Such an approach allows data to be stored on nodes 
of equivalent availability and efficiency, and to determine 
the number of copies of data required to maintain reliability 
of data storage within the communication system. 
0243 Next, a “put operation occurring within the com 
munication system will be described with reference to FIG. 
15 and also Table 12. Here, the MID is the MID of the 
machine saving data to the net, and the PMID is the ID of 
the storage node chunk server. The communication is there 
fore between a communication application with a logged-in 
user, namely to provide a corresponding MID, and a chunk 
ing system on the net somewhere, for example in a storage 
node. 

TABLE 12 

Steps of a "put operation within the communication System 

Step Detail 

1. A message is signed with a user's MID, namely checked by getting 
he MAID packet from the net, is received for requesting storage of 

a data chunk. 
2. This message is a specific message stating the storage node's ID 

(PMID) and the data chunk name to be saved and signed, namely 
this is a unique message. 

3. The chunk server decides if it will store the data chunk. 
4. A signed message is returned stating if PMID will store this data 

chunk (chunkID). 
5. The data chunk is stored and checked, for example using a SHA 

ClCK. 

6. A message is sent back to state that the data chunk is saved and is 
OK. This is signed by the PMID of the data chunk server. 

7. The data chunk server awaits the locations of the other identical 
CillilkS. 

8. Locations of the identical data chunks returned to the chunk server 
are signed with the MID. 

9. Each storage node is contacted and public keys exchanged 
(PMIDs). 

10. The data chunk checking process is initiated. 

0244 Next, a “forget” operation within the communica 
tion system will be described with reference to FIG. 16. 

TABLE 13 

Steps of a 'forget operation within the communication system 

Step Detail 

1. A user has requested that a file should be deleted from his/her 
backup, namely forgotten from the communication system. 
The system signs a request using the user MID. 

2. The request is sent to a chunk server, for example a data chunk 
storage node. 
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TABLE 13-continued 

Steps of a 'forget operation within the communication system 

Step Detail 

3. The storage node picks up the request. 
4. The storage node sends the signed request to the other storage 

nodes that have this data chunk. 
5. The MID is checked as being on the list of MIDs that are watching 

the chunk; it will be appreciated that only a few, for example 
twenty, are ever listed. 

6. The other storage nodes are notified of this. 
7. If this is the only MID listed, then all owners are possibly gone. 
8. Chunk delete timer begins; this timer will always be higher than a 

user check interval, namely the timer of 60 days-user check interval 
40 days. 

9. This information is also passed to other storage nodes. 

0245 Next, a method of removing duplicate data chunks 
in the communication system will be described, namely 
“Duplicate Removal, with reference to FIG. 1, in respect of 
element P5 thereof. 

0246 According to a related aspect of the present dis 
closure, prior to data being backed up, a content hash may 
be checked against a list of previously backed up data. This 
will allow only one backed-up copy of data to be kept, 
thereby reducing the network wide requirement in the com 
munication system to backup data that has mutually similar 
content, for example mutually exactly same content. Pref 
erably, such a functionality is achieved via performing a 
simple search for existence on the net of all data chunks of 
a particular file. 
0247 Preferably, such data is backed up via a shared key, 
or mechanism of appending keys, to chunks of data, namely 
data chunks. After proof of the file existing on a given 
instigating node, the shared key is shared with the instigating 
node and the storing node issues a challenge response to add 
their ID to a pool, if it is capable of carrying out actions on 
the file such as get/forget; the “forget' functionality corre 
sponds to “delete'. The location of the data is then passed to 
the node for later retrieval, if required. 
0248 Such deletion of duplicate copies of data in the 
communication system is beneficially in respect of enforce 
ment of copyright, namely it maintains copyright as users, 
for example persons, can only backup what they prove to 
have as data on their systems; it is thereby not easy publicly 
to share copyright-infringed data openly on the network. 
Preferably, data may be marked as protected or not pro 
tected; for example copyright-sensitive content can be 
marked as “protected to reduce a risk of copyright infringe 
ment occurring. Preferably protected data ignores sharing 
processes invoked within the communication system. 
0249 Next, chunking of data, namely “chunking, within 
the communication system will be described with reference 
to FIG. 1 and the aforementioned element P7 thereof. 

0250. According to a related aspect of the present dis 
closure, data files are split, namely sub-divided, preferably 
using an algorithm to work out an appropriate data chunk 
size when splitting the data files into several component 
parts. The size of the parts is preferably worked out from 
known information about a corresponding file, or files, as a 
whole, preferably the hash of the complete file, or files. This 
information is run through an algorithm, Such as adding 
together the first X bits of the known information and using 
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a modulo division to give a chunk size that allows the file to 
preferably split into a plurality of parts, for example at least 
three parts. 
0251 Preferably, known information from each data 
chunk is used as an encryption key. This is preferably done 
by taking a hash of each chunk and using this as the input 
to an encryption algorithm to encrypt another chunk in the 
file. Preferably, there is used a symmetrical encryption 
algorithm, Such as an AES256 encryption algorithm. As will 
be described in further detail later, after encryption, data 
chunks are beneficially Subject to further processing to 
increase their obfuscation, for example data chunks are 
XOR'ed against each other. 
0252 Preferably, this key is input into a password creat 
ing algorithm Such as apbkdfalgorithm, and an initial vector 
and key calculated from that. Preferably, an iteration count 
for the pbkdfalgorithm is calculated from another piece of 
known information, preferably a sum of bits of another 
chunk, or similar. 
0253 Preferably, each initial chunk hash and the final 
hash after encryption are stored somewhere for later decryp 
tion, for example included in one or more data maps which 
enable stored encrypted data chunks to be recovered by an 
associated user of the communication system and then 
appropriately decoded to enable access to a data file corre 
sponding to the stored encrypted data chunks; the one or 
more data maps are beneficially stored in the communication 
system in an encrypted State. 
0254 Next, a method of self encrypting files will be 
described with reference to FIG. 1, in respect of the element 
PT2 thereof, and also with reference to FIG. 17. Reference 
is also made to Table 14. 

TABLE 1.4 

Steps of a method of self encrypting files 

Step Detail 

1. Take a content hash of a file or data element. 
2. Chunk a file with preferably a random calculable size, namely 

based on an algorithm of the content hash (to allow for recovery 
of the file). Also, obfuscate the file such as in step 3 

3. Obfuscate the chunks to ensure safety, even if encryption is 
eventually broken, as occurs with all encryption if given enough 
processing power and time: 
(a) chunk 1 byte 1 swapped with byte 1 of chunk 2 
(b) chunk 2 byte 2 swapped with byte 1 chunk 3 
(c) chunk 3 byte 2 swapped with byte 2 of chunk 1 
(d) This (a) to (c) repeats until all bytes are Swapped and then 
repeats the same number of times as there are chunks with each 
iteration making next chunk first one, namely second time round 
chunk 2 is in a starting position 
Take hash of each chunk and rename chunk with its hash. 
Take h2 and first X bytes of h;3 (6 in an example case here) and 
either use modulo division or similar to get a random number 
between two fixed parameters (in the example case 1000) to get 
a variable number. Use the above random number and h2 as the 
encryption key to encrypthi or use h2 and the random number as 
inputs to another algorithm (pdbfk2 in the example case) to create 
a key and iv. (initialisation vector) 

6. This process may be repeated multiple times to dilute any key 
throughout a series of chunks. 

7. Chunk name i.e. hi (unencrypted) and hlc (and likewise for each 
chunk) is written to a location for later recovery of the data. Added 
to this, it is possible simply to update such a location with new 
chunks if a file has been altered, thereby creating a revision control 
system where each file can be rebuilt to any previous state. 

8. The existence of the chunk will be checked on the net to ensure it 
is not already backed up. All chunks may be checked at this time. 

9. If a chunk exists, all chunks must be checked for existence. 

5. 
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TABLE 14-continued 

Steps of a method of self encrypting files 

Step Detail 

10. 
11. 
12. 

The chunk is saved. 
The file is marked as backed up. 
If a collision is detected the process is redone altering the original 
size algorithm (2) to create a new chunk set, each system will be 
aware of this technique and will do the exact same process till a 
series of chunks do not collide. There will be a back off period 
here to ensure the chunks are not completed due to the fact 
another system is backing up the same file. The original chunk 
set will be checked frequently in case there are false chunks or 
ones that have been forgotten. If the original names become 
available the file is reworked using these parameters. 

(0255. Next, there will be described a method of duplicate 
removal implemented in the communication system, with 
reference to FIG. 1, and in respect of the aforementioned 
element P5. 

0256 According to a related aspect of the present dis 
closure, data which is chunked and ready for storing can be 
stored on a distributed network, but a search is beneficially 
carried out for checking for the existence of all associated 
chunks created. Preferably, the locations of the chunks have 
the same ranking, from an earlier ranking system as afore 
mentioned, as user or better, otherwise the existing chunks 
on the net are promoted to a location of equivalent rank at 
least. If all chunks exist, then the file is considered as already 
having been backed up. If less than all chunks exist, then this 
will preferably be considered to be a collision, after a time 
period, and the file will be re-chunked using one or more 
secondary algorithms, namely preferably just adjusted file 
sizes. This allows duplicate files on any two or more 
machines only to be backed up once, although through 
perpetual data several copies will exist of each file; this is 
limited to an amount that will maintain perpetual data. 
0257 Next, a method of encrypt-decrypt in the commu 
nication system will be described with reference to FIG. 1, 
namely in respect of the aforementioned element P8. 
0258 According to a related aspect of the present dis 
closure, the actual encrypting and decrypting within the 
communication system is carried out via knowledge of the 
file’s content and this is somehow maintained, as will be 
described in greater detail below. Keys are generated and 
preferably stored for decrypting. Actually activities of 
encrypting the file will preferably include a compression 
process and further obfuscation methods, for example apply 
ing XOR operations to encrypted data chunks for obtaining 
further obfuscation. Preferably, the data chunk is stored with 
a known hash, preferably based on the contents of that 
chunk, as aforementioned. 
0259 Decrypting the file preferably requires a collation 
of all data chunks and thereafter rebuilding of the file itself, 
namely rebuilding the file giving that gave rise to the data 
chunks. The file may preferably have its content mixed up by 
an obfuscation technique rendering each chunk useless on its 
OW. 

0260 Preferably, every file is subjected in the commu 
nication system to a process of byte-swapping, or preferably 
bit-swapping, between its chunks to ensure the original file 
is rendered useless without all chunks. Such bit-swapping or 
byte-swapping is to be regarded as a form of obfuscation 
process. 
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0261 This process preferably involves running an algo 
rithm, which preferably takes the data chunk size, and then 
distributes the bytes in a pseudo-random manner, preferably 
taking the number of chunks and using this as an iteration 
count for the process. Moreover, this beneficially protects 
data, even in an event of a third party, namely somebody, 
getting hold of the encryption keys, as the chunks of data are 
rendered useless, even if transmitted “in the open’ without 
encryption having been employed. Such a method is able to 
circumvent Surveillance by governmental eavesdropping 
organisations, for example NSA (USA) and GCHQ (United 
Kingdom), thereby avoiding potential imposition of a police 
state, for example. Moreover, such obfuscation defends 
against Somebody copying all data and storing for many 
years until decryption of contemporary encryption algo 
rithms is possible; it is not anticipated that such decryption 
will be feasible until many years in the future. 
0262 This also defends against somebody; instead of 
attempting to decrypt a chunk by creating the enormous 
amount of keys possible, for example in an order of 254 
keys, rather instead creating the keys and presenting chunks 
to all keys; if this were possible, which is unlikely, a data 
chunk would decrypt. The process defined here makes this 
attempt useless. 
0263. When encryption and obfuscation of data chunks 
has been applied, all data is to be considered to be diluted 
throughout the original data chunks and preferably additions 
to this algorithm will only strengthen to a greater extent the 
process of obfuscation of data in the communication system. 
0264. Next, a method of identifying data chunks will be 
described, with reference to FIG. 1, and in respect of the 
aforementioned element P9. 
0265 According to a related aspect of the present dis 
closure, a data chunks original hash, or one or more other 
calculable unique identifiers, is stored. Such stored data 
preferably with the final name of the data chunk. This aspect 
defines that each file has a separate map, preferably a file or 
database entry, to identify the file and the name of its 
constituent parts. Preferably, this map includes local infor 
mation to users, such as its original location and associated 
rights, such as read-only rights in the system, and so forth. 
Preferably, some of this information can be considered 
shareable with others, such as filename, content hash and 
data chunk names. 

0266 Next, there will be described ID data with its 
associated Small file, namely data maps, with reference to 
FIG. 1, and with reference to the aforementioned element 
P11. 
0267 According to a related aspect of the present dis 
closure, these data maps may be very Small in relation to the 
original data itself, thereby allowing transmission of files 
across networks such as the Internet with extreme simplicity, 
security and bandwidth efficiency. Preferably, the transmis 
sion of maps will be carried out in a very secure manner, but 
failure to do this is akin to currently emailing a file in its 
entirety. Moreover, the communication system is thus 
capable of being hosted via the contemporary Internet, but 
is also capable of being hosted in other types of data 
communication networks. 
0268 Moreover, ID data allows a very small file, such as 
the data map or database record, to be shared or maintained 
by a user in a location not normally large enough to fit a file 
system of any great size, such as on a PDA, Smart phone, 
mobile phone and similar. The identification of the data 
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chunk names, original names and final names are all that is 
required in order to retrieve the data chunks and rebuild the 
file (from which the data chunks are generated) with cer 
tainty. 
0269. With data maps in place, as aforementioned, a 
users whole machine, or all its data, can exist elsewhere. 
Simply retrieving the data maps of all data is all that is 
required to allow the user to have a complete visibility and 
access to all his/her data as well as any shared files to which 
he/she has agreed. 
0270. Next, there will be described a method of revision 
control in the communication system, with reference to FIG. 
1, and with reference to the aforementioned element P10; 
revision control is required when updating data stored in the 
communication system as data chunks. 
0271 According to a related aspect of the present dis 
closure, as data is updated and the data map contents are 
altered to reflect the new contents, this will preferably not 
require the deletion or removal of existing chunks, but 
instead allow the existing chunks to remain and the map 
appended to with an indication of a new revision existing. 
Preferably, further access to the file will automatically open 
the last revision unless requested to open an earlier revision. 
Such a manner of revision control reduces a volume of data 
flow occurring within the communication system when data 
files are updated and Such updates are to be recorded 
securely and reliably in corresponding data chunks. 
0272 Preferably, revisions of any file can be forgotten or 
deleted, preferably after checking the file counter or access 
list of sharers as above. This allows users to recover space 
from revisions that are no longer required. 
0273 Next, there is described a method of creating a map 
of data maps, with reference to FIG. 1, with reference to the 
aforementioned element P15. 
0274. According to a related aspect of the present dis 
closure, data identifiers, preferably data maps as aforemen 
tioned, are appended to each other in a way that preferably 
allows a single file or database record to identity several files 
in one, namely as a form of share. Such a share can be 
private to a given individual, thereby replacing a directory 
structure of files that users are normally acquainted, and 
replacing this with a new structure of shares which is very 
similar to Volumes or filing cabinets, as this is more in line 
with normal human nature and should make things simpler 
when using the communication system. 
(0275 Next, there will described shared maps within the 
communication system, with reference FIG. 1, and with 
respect to the aforementioned element P16. 
0276 According to a related aspect of the present dis 
closure, this map, namely shared map, of maps will prefer 
ably identify the users that are connected to the shared map 
via some public ID that is known to each other user, with the 
shared map itself being passed to users who agree to join 
Such a share. Moreover, the sharing is preferably imple 
mented via an encrypted channel. Such as an ims messenger 
or similar. This shared map may then be accessed at what 
ever rank level users have been assigned. Preferably, there 
will be associated access rights such as read/delete/add/edit 
as is typically used in a contemporary context. As a map is 
altered, the user instigating such an alteration is checked 
against a user list in the map to determine whether or not the 
alteration is allowed. If the alteration is not allowed, the 
request is ignored, but preferably the users may then save the 
data themselves to their own database or data maps as a 
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private file or even copy the file to a share for which they 
have access rights. These shares will preferably also exhibit 
the revision control mechanism as described above. 

0277 Preferably, joining the share will mean that the 
users Subscribe to a shared amount of data storage space and 
reduce one or more other subscriptions, namely a 10 Gbyte 
share is created, and then the individual gives up 10 Gbyte, 
or equivalent dependent on system requirements which may 
be a multiple or divisor of 10 Gbyte) Another user joining 
result in them both having a 5 Gbyte space to give up and 
5 users would mean they all have a 2 Gbyte or equivalent 
space to give up. So with more people sharing, requirements 
on all users reduce. 

0278 Next, shared access to private files will be 
described with reference to FIG. 1 and FIG. 18, and also 
with reference to the aforementioned element PT5. 

TABLE 1.5 

Steps of a method of shared access to private files in the communication 
System. 

Step Detail 

1. User 1 logs onto a network 
2. The user 1 Authenticates ID, namely gets access to his/her public 

and private keys to sign messages. This should NOT be stored 
ocally but should have been retrieved from a secure location 
anonymously and securely. 

3. User 1 saves a file as normal (encrypted, obfuscated, chunked, and 
stored) on the net via a signed and anonymous ID. This ID is a 
special communication Share ID (MSID) and is basically a new 
key pair created purely for interacting with the share users, namely 
o mask the user's MID (i.e. cannot be tied to MPID via a share). 
So again the MSID is a key pair and the ID is the hash of the 
public key-this public key which is stored in a data chunk called 
he hash and signed and put on the net for others to retrieve and 
confirm that the public key belongs to the hash. 

4. User 1 creates a share, which is a data map with some extra 
elements to cover users and privileges. 

5. File data added to file map is created in the backup process, with 
one difference, namely this is a map of maps and may contain 
many files, see 14 
User 2 logs in 

7. User 2 has authentication details (i.e. their private MPID key) and 
can sign? decrypt with this MPID public key. 

8. User 1 sends a share join request to user 2 (shares are invisible on 
he net, namely nobody except the sharers to know they are there). 

9. User 1 signs the share request to state he/she will join the share. 
He/she creates his MSID key pair at this time. The signed response 
includes User 2's MSID public key. 

10. Share map is encrypted or sent encrypted (possibly by Secure 
messenger) to User 1 along with the MSID public keys of any 
users of the share that exist. Note the transmission of MSID public 
key may not be required as the MSID chunks are saved on the net 
as described in 3, so any user can check the public key at any time; 
this just saves the search operation on that chunk to speed the 
process up slightly. 

11. Each user has details added to the share these include public name 
(MPID) and rights (read/write/delete/admin etc.) 

12. A description of the share file is provided; it will be appreciated 
that as each user saves new chunks, he she does so with the 
MSID keys; this means that if a share is deleted or removed, the 
data chunks still exist in the user's home database and he she can 
have an option to keep the data maps and files as individual files 
or simply forget them all. 

6. 

0279. It will be appreciated that, as a user opens a file, a 
lock is transmitted to all other shares and they will only be 
allowed to open a file read only; they can request unlock, 
namely another user unlocks the file, namely meaning it 
becomes read only. Non-logged in users will have a message 
buffered for them; if the file is closed, the buffered message 
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is deleted, as there is no point in sending it to the user now, 
and logged in users are updated also. This will take place 
using the messenger component of the system to receive 
automatically messages from share users about shares, but 
being limited to that. 
0280 Next, there will be described a method of providing 
a public ID for the communication system, with reference to 
FIG. 1, and the aforementioned element P17 thereof. 
0281. According to a related aspect of the present dis 
closure, a public and private key pair is created for a network 
of the communication system, where, preferably, the user is 
anonymously logged on, and preferably has a changeable 
pseudo-random private id, which is only used for transmis 
sion and retrieval of ID blocks giving access to that network. 
0282 Preferably, this public private key pair is associated 
with a public ID. This ID is transmittable in a relatively 
harmless way using almost any method including in an open 
communication, for email, ftp, www, etc., but preferably in 
an encrypted form. Preferably, this ID is simple enough to 
remember. Such as a phone-number-type length. Preferably, 
this ID will be long enough, however, to be distinguishable 
in view of a size of contemporary world's population and 
more, for example this ID is beneficially approximately 11 
characters long, or more. 
0283. This public ID can be printed on business cards or 
stationary, like a phone number or email address, and 
beneficially cannot be linked to the user's private ID by 
external sources. However, the user's own private informa 
tion makes this link by storing such data in an ID bit that the 
user retrieves when logging into the communication system 
network, or via another correspondingly valid method of 
secure network authentication. 
0284. This public ID is beneficially used in data or 
resource sharing with others in a more open manner than is 
feasible with the private id. Moreover, use of the public ID 
keeps the private ID private, and allows for much improved 
inter-node or inter-person communications. 
0285) Next, there will be described secure communica 
tions in the communication system, with reference to FIG. 1, 
and with reference to the aforementioned element P18. 
0286 According to a related aspect of the present dis 
closure, communications between nodes of the communi 
cation system should be both private and validated. Such 
validation is preferably implemented in an irrefutable man 
ner, but there is beneficially provided a plurality of options 
in the communication system for refutable communications, 
if required. For irrefutable communications, a given user 
logs onto the network of the communication system, and 
retrieves his/her key pair and ID. This is then used to start 
communications via the communication system. Preferably, 
the user's system will seek another node to transmit to, and 
receive from, in a random manner; such randomness adds to 
the masking of the user's private ID as the private ID is not 
used in any handshake with network resources apart from 
logging into the network. 
0287. As part of the initial handshake between a plurality 
of users of the communication system, a key is optionally 
passed. Preferably, this is a code passed between users over 
another communications mechanism in a form Such as a pin 
number known only to the users involved, or it may be as 
simple as appending the user's name and other information 
to a communication request packet, Such as exists in some 
contemporary instant messaging clients, for example “ . . . 
David wants to communicate with you allow/deny/block”. 
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0288 Unlike many communications systems today, the 
aforementioned handshake is beneficially carried out on a 
distributed server-less network, for example a peer-to-peer 
network formed by users' own computing devices, without 
any central serves associated with contemporary types of 
data communication networks. This however gives rise to a 
problem of what to do when users are off-line, and data 
memory associated with the users is then not available to 
users of the communication system. In contemporary data 
communication systems, messages are either stopped or 
stored on a server, and in many cases not encrypted or 
secured. In contradistinction, embodiments of the present 
disclosure allow users to have messages securely buffered 
whilst off-line. Such secure buffering is preferably achieved 
by the user's node creating a unique identifier for only a 
present session and passing that ID to all known nodes in the 
user's miadsafe.net address book. Users on-line get this 
present-session ID immediately, whereas users off-line have 
this present-session ID buffered to their last known random 
ID. Such a manner of operation ensures that the ability of 
third parties to Snoop on a user's messages is significantly 
reduced, as there is no identifier such third parties outside 
the address book to provide any information indicative to 
where the name of the random ID bit associated with the 
messages are stored. The random ID bit is preferably used as 
a first part of an identified buffer file name; when more 
messages are stored, another file is saved with the random 
ID and a number appended to it representing a next sequen 
tial available number. Therefore, a user will log on and 
retrieve his/her message sequentially. This allows buffered 
secured and distributed messaging to exist within the com 
munication system. 
0289 Next, there will described a method of signing 
documents, namely "document signing, within the com 
munication system, with reference to FIG. 1, and the afore 
mentioned element P19 thereof. 
0290 According to a related aspect of the present dis 
closure, there is provided a method of signing documents, 
wherein the method is a by-product of securing communi 
cations between nodes using asymmetric encryption as 
aforementioned, namely achieved by introducing a non 
refutable link. Such a link allows not only for messages 
communicated between nodes to be non-refutable, but also 
for documents signed in the same manner as messages to be 
non-refutable. In contemporary data communication sys 
tems, somebody can easily steal a user's password or 
purposely attack users, as they are not anonymous; embodi 
ments of the present disclosure provide an enhanced degree 
of anonymity, and backs this up with access to resources; for 
example, the communication system enables documents to 
be signed and passed as being legally-enforceable between 
parties, for example as in a manner of a contract in one or 
more countries. 
0291 Next, a method of implementing contract conver 
sations within the communication system will be described 
with reference to FIG. 1, namely in respect of the afore 
mentioned element P20 thereof. 
0292 According to a related aspect of the present dis 
closure, a conversation or topic can be requested under 
various contractual conditions, for example within the com 
munication system. The system may have implemented 
therein a non-disclosure agreement as an example, and both 
parties to the agreement digitally sign it automatically on 
acceptance of an associated contract conversation, for 
example, in this case, an associated non-disclosure conver 
sation. Such an approach preferably speeds up and protects 
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commercial entities entering into associated agreements, or 
in situations where a mutual relationship is merely being 
investigated. Preferably, other conditions can be applied 
here. Such as preferably full disclosure conversations, pur 
chase order conversations, contract signing conversations, 
and so forth. Such interaction is all carried out via the 
communication system, preferably having ready-made 
enforceable contracts for automatic signing. These contracts 
may preferably be country- or legal-domain-specific, and are 
optionally are require to be enforceable under laws of 
countries where such conversations are happening. This 
requires the users, preferably automatically, to use a com 
bination of geographic IP status and by selecting which is 
their home country and where they are at that time located 
and having that conversation. Preferably, only the discussion 
thread is under this contract, allowing any party to halt the 
contract but not the contents of the thread, which is under 
contract. Preferably, in operation of the communication 
system, there is employed a very clear intent statement for 
a given conversation, to which both parties agree. This 
statement beneficially forms a basis of a contract in a event 
of any debate Subsequently arising in respect of the contract. 
0293 Next, a method ofms messenger will be described, 
with reference to FIG. 1 and Table 16, and the aforemen 
tioned element PT6 thereof. 

TABLE 16 

Steps of a method of nS messaging using the communication System 

Step Detail 

1. A non-public ID, namely preferably one which is used in some 
other autonomous system, is used as a sign-in mechanism and 
creates a Public ID key pair. 

2. The user selects or creates his/her public ID by entering a name 
that can easily be remembered (such as a nickname) the network 
is checked for a data element existing with a hash of this and, if 
not there, this name is allowed. Otherwise, the user is asked to 
choose again at step 1 of Table 16. 

3. This ID is called the MPID (communication public ID) can be 
passed freely between friends or printed on business cards, and 
so forth as an e-mail address, namely in a contemporary manner. 

4. To initiate communications, a user (initiator) enters the nickname 
of a person (receiver) with whom he she is trying to communicate, 
with perhaps a short statement (like a prearranged pin or other 
challenge). The receiver agrees or otherwise to this request, 
wherein disagreeing means a negative score starts to build with 
the initiator. This score may last for hours, days or even months 
depending on a regularity of refusals. A high score will accompany 
any communication request messages. Users may set a limit on 
how many refusals a user has prior to being automatically ignored. 

5. All messages now transmitted are implemented in an encrypted 
manner, with the receiving party's public key, making messages 
less refutable. 

6. These messages are optionally communicated via a proxy system, 
or additional nodes to mask a location of each user (for example 
initiator and/or receiver). 

7. This system also allows document signing (namely use of digital 
signatures) and contractual conversations. In contractual 
conversations, a contract is signed and shared between associated 
users. Preferably, this signed contract is equally available to all in a 
signed (non-changeable manner) and retrievable by all associated 
contractual parties. Therefore, the method is well Suited to being 
implemented in a distributed environment, for example as pertains 
to the communication system. These contracts are, for example, 
NDA's, Tenders, Purchase Orders and so forth. 

8. This may in Some cases require parties to prove their identity, 
wherein Such proof of identity can take many forms, for example 
from dealing with drivers licenses to utility bills being signed off in 
person, or by other electronic methods such as inputting passport 
numbers, driving license numbers, and so forth. 

9. If the recipient is on-line, then messages are sent straight to them 
for decoding. 
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TABLE 16-continued 

Steps of a method of ns messaging using the communication system 

Step Detail 

10. If the recipient is not on line, messages are require to be buffered 
as required for contemporary e-mails. 
Unlike contemporary e-mails though, the method is implemented 
via the communication system which is a distributed system with 
no servers in which to buffer. In the communication system, 
messages are stored on the net and are encrypted with the 
receiver's public key. Buffer nodes may be known trusted nodes 
or not. 

Messages will look like receiver's id. message 1. message 2 or 
simply be appended to the user's MPID chunk; in both cases, 
messages are signed by the Sender (initiator). This allows messages 
to be buffered in cases where the user is offline. 

11. 

12. 

0294. When implementing the method, when the user 
comes on-line, he/she check his/her ID chunk and looks for 
appended messages as above, for example ID. message1 and 
so forth, which is for example in a format “MPID.<message 
1 data.<message 2 data”, and so forth. 
0295 The communication system is operable to support 
sending of automatic system messages, for example in a case 
of sharing shared data, wherein data maps can exist on 
everyone's database and never be transmitted or stored in an 
open state, thereby avoiding eavesdropping from occurring. 
File locks and changes to the maps can automatically be 
routed between users using the messenger system as 
described above. Such automatic routing is straightforward 
to achieve on account of the distributed nature of commu 
nication system, in contradistinction to other contemporary 
known messaging systems. In the maidesafe.net system, 
these system commands are strictly limited for security 
reasons and are initially used to send alerts from trusted 
nodes and updates to share information by other shares of a 
private file share, for example whether they are speaking 
with them or not. In the communication system, an avoid 
ance of a need of e-mail servers also prevents occurrence of 
e-mail spam, which is a problem associated with operation 
of conventional contemporary e-mail systems. 
0296 Next, a method of performing anonymous transac 
tions within the communication system will be described 
with reference to FIG. 1, namely with regard to the afore 
mentioned element P24. 
0297 According to a related aspect of the present dis 
closure, the communication system is capable of providing 
a platform to performing transactions in a global digital 
medium is made available in conjunction with the system. 
Such transaction is achieved by passing signed credits to 
sellers in return for goods, thereby providing a mechanism 
for exchange of consideration. The credits are beneficially 
implemented as data chunks with a given worth preferably 
1, 5, 10, 20, 50, 100, and so forth units, for example 
conveniently referred to as being “cybers’ in this case: 
however, the madisafe.net system also provides a perfect 
platform for using other types of representations of consid 
eration, for example BitCoin and so forth. These cybers are 
a digital representation of a monetary value and can be 
purchased as described below or earned, for example, for 
giving up machine resources such as disk space or CPU 
time, and so forth. Beneficially, many different ways of 
earning cybers are beneficially provided in the communica 
tion system. Such a system for handling consideration for 
making purchases via use of the communication system is 
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potentially more secure than contemporary banking systems, 
where institutions such as the Federal Reserve in the USA 
create fiat currency from nothing, in a World where per 
petual growth is expected by financial markets, but not 
possible in reality due to finite Earth resources. The com 
munication system provides a far Superior Solution in com 
parison to contemporary banking systems and financial 
Structures. 

0298. A cyber is, in practice, a digitally signed piece of 
data containing a corresponding value statement, for 
example “10 cybers' and preferably a unique corresponding 
serial number. During a transaction, a given seller's serial 
number database is checked for validity of the cyber alone. 
The record of the ID used to transact is preferably not 
transmitted or recorded. This cyber will have been signed by 
the issuing authority as having a value. This value will have 
been proven, and preferably initially will actually equate to 
a single currency for instance linked to a Euro, or to a real 
non-fiat item of worth Such as a defined amount of a precious 
metal, for example Gold or Silver, stored in a precious 
metals repository institution. This value will preferably alter 
through time as the communication system hosting the cyber 
currency increases in capability. 
0299. Some sellers may request non-anonymous transac 
tions, and if a given user agrees, he/she will then use a public 
ID creation process to authenticate a non-anonymous trans 
action and may have to Supply more data. However, there 
may be other sellers who will sell anonymously. Such a 
manner of financial transaction potentially has a dramatic 
effect on marketing and demographic analysis, and so forth, 
as some goods will sell anywhere and Some will not. It is 
assumed that this communication system hosting the cyber, 
or similar type of verifiable currency, allows privacy and 
freedom to purchase goods without being analysed. Again, 
this avoids unauthorized eavesdropping and spying of gov 
ernmental organisations, for example the NSA (USA) and 
GCHQ (United Kingdom). 
0300. The aforementioned process of transacting the 
cybers will preferably involve a signing system, such that 
two persons in a given transaction will actually pass the 
cyber from the buying person (“buyer') to the selling person 
(“seller). Such a process will preferably alter the signature 
on the cyber to the seller's signature. This new signature is 
reported back to the issuing authority, responsible for issuing 
cybers. 
0301 Next, there will be described a method of interfac 
ing, in respect of the communication system, with non 
anonymous systems, with reference to FIG. 1, and with 
regard the aforementioned element P23. 
0302) According to a related aspect of the present dis 
closure, a situation potentially arises wherein people pur 
chase digital cash or credits from any seller of the digital 
cash or credits. A given seller preferably creates actual cash 
data chunks which are signed and serialised to prevent 
forgery. This is preferably accountable as with contemporary 
actual cash, namely to prevent fraud and counterfeiting. In 
an embodiment of the present disclosure, sellers are prefer 
ably registered centrally in Some cases. Users can then 
purchase cybers for contemporary cash, and store these 
cybers in their database of files in a system, preferably such 
as the aforementioned communication system. 
0303 As a cyber is purchased by a purchaser, it is 
preferably unusable and in fact simply a reference number 
which is utilized to claim the cyber's monetary value by the 
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purchaser's system. This reference number is preferably 
valid for a period of time. The purchaser then logs into their 
system, for example the communication system, and inputs 
the reference number via a secure communications medium 
as a cyber request. This request is analysed by a cyber 
issuing authority and a corresponding transaction process 
begins, defined by the reference number. Preferably, the 
cyber is signed by the issuing authority that then preferably 
encrypts it with the purchaser's public key and issues a 
signing request. The cyber is not valid at this point. Only 
when a signed copy of the cyber is received by the issuing 
authority is the serial number made valid and the cyber is 
live for the purchaser to employ, for example for claiming 
resources, namely physical products and/or services. 
0304. This cyber now belongs to the purchaser and 
validated by the issuer. To carry out a transaction, Such a 
process is preferably carried out again, namely the seller 
asks for payment and a cyber signed by the buyer is 
presented; this cyber signed by the buyer is validated by 
checking with the issuer that the cyber's serial code is valid 
and that the buyer is the actual owner of the cyber. Prefer 
ably, the buyer issues a digitally-signed transaction record to 
the issuing authority to state he/she is about to alter that 
cyber's owner. This transaction record is then passed to the 
seller, who is then requested to sign it. The seller then signs 
the transaction record pertaining to the cyber and requests 
the issuing authority to accept him/her as new owner via a 
signed request. The authority then simply updates the cur 
rent owner of the cyber in their records. 
0305 These transactions, for example with reference to 
cybers, are preferably anonymous, as users should be ben 
eficially using a private ID to accomplish this process. This 
private ID can be altered at any time, but the old ID should 
be saved to allow cyber transactions to take place with the 
old ID. 
0306 Next, anonymity within the communication system 
will be described, with reference to FIG. 1, and regarding the 
aforementioned element P25. 
0307 According to a related aspect of the present dis 
closure, there is provided a system of Voting which is 
non-refutable and also anonymous. Such non-refutable and 
anonymous features are a requirement to allow free speech 
and thinking to take place on a global scale without recrimi 
nation and negative feedback as encountered in contempo 
rary situations. 
0308 To partake in a vote, the user will have to be 
authenticated as above and then preferably be presented with 
an issue on which a vote is to be taken. The user then uses 
a private ID key to sign their vote anonymously. Optionally, 
non-anonymous irrefutable voting may also take place in the 
system by simply Switching from a private ID to a public 
one. This preferably forms the basis of a petition based 
system as an add-on to the Voting system. 
0309 The system requires that a block of data can be 
published, namely preferably broadcast to each user via a 
messenger function, and picked up by each user of the 
system and presented as a poll. This poll is then signed by 
the user, and sent back to a poll issuer whose system will 
count the votes and preferably show a constant indication of 
the Votes So far accumulated, for example in Substantially 
real-time. 
0310. As there are public and private IDs available, then 
each vote preferably requires only one ID, namely a unique 
ID, to be used to prevent double voting. Preferably, geo 
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graphic IP may be used to establish geographic analysis of 
the voting community particularly on local issues. 
0311. Next, a voting system pursuant to the present 
disclosure will be described with reference to FIG. 1, 
namely in relation to the aforementioned element PT8, and 
also with reference to FIG. 20. Details of a method of 
operating the Voting system are provided in Table 17. 

TABLE 17 

A method of operating a voting system based upon the communication 
System 

Step Detail 

1. A vote is created in a normal fashion; it could be a list of 
candidates or a list of choices that users have to select. Preferably, 
his list will always have an “I do not have enough information 
option appended to the bottom of the list, namely to ensure that 
voters have sufficient knowledge to make an informed decision. 
A limit on the last option should be stipulated as a limit to void 
he vote and redo the vote with more information. 

2. This vote is stored on the system with the ID of the voting 
authority. This may be a chunk of data called with a specific 
name and digitally signed for authenticity. All storage nodes may 
be allowed to ensure certain authorities are allowed to store votes, 
and only store votes digitally signed with the correct ID. 

3. A system broadcast may be used to let everyone interested know 
hat there is a new vote to be retrieved. This is an optional step to 
reduce network congestion with constant checking for votes; other 
similar systems may be used for the same ends. 

4. A non-anonymous user logged into the net will pick up the vote. 
This is a user with a public ID known at least to the authority. The 
vote may in fact be a shared chunk that only certain IDs have 
access to or know of its location (i.e. split onto several component 
parts and a messaging system used to alert when votes are ready). 

5. An anonymous user may be logged onto the net and may in fact 
use a random ID to pick up the vote. 
The vote is retrieved. 

7. The system will send back a signed (with the ID used to pick up 
he vote) “I accept the vote. 

8. The voting authority will transmit a ballot paper, namely a 
igitally-signed (and perhaps encrypted chunked) ballot paper. 

This may be a digitally signed “authorisation to vote slip which 
may, or may not, be sequentially numbered or perhaps a batch of 
X number of the same serial numbers (to prevent fraud by multiple 
voting from one source, namely to issue 5 same numbers randomly 
and only accept 5 votes with that number). 
User machine decrypts this ballot paper. 

0. The users system creates a one time ID + key pair to vote. This 
public key can be hashed and stored on the net as with a MAID or 
PMID so as to allow checking of any signed or encrypted votes 
sent back. 

1. The vote is sent back to the authority signed and preferably 
encrypted with the authority's public key. 

2. In the case of anonymous or non-anonymous voting, this may be 
urther masqueraded by passing the vote through proxy machines 

( Ole. 

3. The vote is received and a receipt chunk put on the net. This is a 
chunk called with the user's temp (or voting) ID hash with the last 
bit shifted or otherwise knowingly mangled, so as not to collide 
(namely be similar to) with the voting ID bit the user stores for 
authentication of their public key. 

4. The authority can then publish a list of who voted for what 
(namely a list of votes and the voting ID's). 

5. The user's system checks the list for the ID that was used being 
present in the list and validates that the vote was cast properly. 

If this is not the case: 

6. 

9. 

6. The users system issues an alert. This alert may take many forms 
and may include signing a vote alert packet; this can be a packed 
similarly (as in step 13), and altered to be a known form of the 
vote chunk itself. There are many forms of raising alerts including, 
or example, simply transmitting an electronic message through a 
messenger function or similar and possibly to a vote authentication 
party and not necessarily the voting authority themselves. 
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TABLE 17-continued 

A method of operating a voting system based upon the communication 
SYSten 

Step Detail 

17. The user has all the information to show the party investigating 
voting authenticity, accuracy, legality or some other aspect, thereby 
allowing faults and deliberately introduced issues to be tracked 
down. 
The user has the option to remove all traces of the vote from his 
system at this time. 

18. 

0312 Next, features of a proven individual of the com 
munication system will be described, with reference to FIG. 
1, and the aforementioned element P26 thereof. 
0313 According to a related aspect of the present dis 
closure, there is preferably using a system of anonymous 
authentication, preferably as in the communication system. 
0314. Access by a given user to a system can be made 
possible by use of information that the given user possesses, 
for example passwords and similar, or something that the 
given user physically has, for example iris/fingerprint or 
other biometric test. In order to prove an individuals 
identity, the system preferably uses a biometric test. Such 
tests are a key to a voting system, as such biometric tests 
become more broadly adopted in contemporary Society. It is 
inherent in this system that is herewith described, that any 
personally identifying data must be kept secret, and also that 
any passwords or access control information is never trans 
mitted. 
0315. When a user authenticates, the system can recog 
nise whether or not they have done so biometrically. In this 
case, an account is regarded as a unique individual rather 
than an individual account. This is possible as communica 
tion can authenticate without accessing servers or database 
records of a biometric nature, for example. 
0316. As a user logs into the communication system 
through a biometric mechanism, as aforementioned, a state 
of login is known so no login box is required to be presented 
for the user to type in information in order to access the 
system. This allows the system to guarantee that the user has 
logged in biometrically. Moreover, the system on each 
machine is always validated by communication on login to 
ensure this process cannot be compromised. Preferably, 
Some votes will exist in the communication system only for 
biometrically-authenticated users. 
0317 Next, a method of distributed controlled voting for 
the meaidsafe.net system will be described, with reference to 
FIG. 1, and in regard of the aforementioned element P29 
thereof. 
0318 According to a related aspect of the present dis 
closure, in order to manage further the system, there has to 
be a level of control as well as distribution to enable all users 
to access it at any time. The distribution of the votes is 
controlled as System messages are stored for users, for 
example using the messenger system described earlier. 
0319. A main issue arising in practice with regard to a 
system such as this would be “what is voted on and “who’ 
poses the votes and words polls. This is key to the fairness 
and clarity of the system and process. This voting system 
preferably always has a “not enough information' selection 
to provide a route by which users are able to access 
information, so that they are well informed before making 
any decision. 
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0320. The system requires a group of individuals, who 
are preferably voted into office by the public as the policy 
holders/trustees of the Voting system. This group is benefi 
cially known by their public ID and use their public ID to 
authenticate and publish a poll. This group is preferably 
voted into office for a term and may be removed at any time 
via a consensus of the Voting public. For this reason, there 
is beneficially continual polls on line which reflect how well 
associated policyholders are doing as a group, and prefer 
ably in respect of individual members of the group as well. 
0321. According to a related aspect of the present dis 
closure, users of the system beneficially input to the larger 
issues on the system. Macro-management is beneficially 
carried out via the policyholders of the system, whom, as 
mentioned previously, may be voted in or out at any time; 
however, larger issues are beneficially left to the users. 
These issues can preferably be one of more of: 
0322 (i) what licenses are used; 
0323 (ii) costs of systems; 
0324 (iii) dissemination of charitable contributions; 
0325 (iv) provision to humanitarian and scientific pro 
ects of virtual computing resources on large scales, 

and so forth. 
0326 To achieve this, preferably a system message is 
sent out, where it is not presented as a message but as a vote. 
This should show up in the users voting section of the 
system. User private IDs are them required to act on this 
Vote, and the users are able to make their decision. 
0327. In the system, there will be appeals on these votes 
when it would be apparent that a conclusion of the vote is 
dangerous to either a small community or the system as a 
whole. Users beneficially have an option of continuing with 
the Vote and associated potential damage, but essentially the 
user decides and that is final. Preferably, this system does not 
have a block vote or any other system which rates one 
individual over another at any time or provides an advantage 
in any other way. This requires no ability to allow veto on 
any decision or casting of votes by proxy, so that the 
authenticated user's decision is regarded as being properly 
recorded and final. 
0328. According to a related aspect of the present dis 
closure, there is provided a system of perpetual data, self 
encrypting files and data mapping which allows a global 
anonymous backup and restore system for data to exist, for 
example in a manner of a “drop box’ for data files. This 
system is beneficially constructed from the aforementioned 
communication system, where data is susceptible to being 
made perpetual on a network, and anonymously shared to 
prevent duplication. This, together with the ability to check, 
manipulate and maintain revision control over files, adds a 
capability of a time machine type environment where data 
may be time stamped on backup. 
0329. This allows a system to rebuild a given user's data 
set as it was at any time in history, since communication or 
similar technologies are employed. Such rebuilding of the 
user's data may form a defence at times where, in cases like 
prior art enduiries, insider dealing and similar are being 
considered, as the system is secure and validated by many 
other nodes, and so forth. It is therefore feasible to show 
what knowledge, at least from the point of view of owning 
the data pertaining to a Subject, anyone had of certain 
circumstances. 
0330. According to a related aspect of the present dis 
closure, preferably using features of one or more aspects of 
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the disclosure previously defined, taking distributed authen 
tication, backup and restore along with data map sharing, the 
system can add to this an ability for granular access controls. 
In this case, a node entering the network will request an 
authenticator to authorise its access. In this case the authen 
ticator will be a manager or equivalent in an organisation, 
whether matrix managed or traditional pyramid. This 
authorisation will tie the public ID of the authoriser to the 
system as having access to this node's data and any other 
authorisations they make, for example in an authorisation 
chain. This allows an environment of distributed secure 
backup, restore and sharing in a corporate or otherwise 
private environment. 
0331. According to a related aspect of the present dis 
closure, all of the capabilities described here with the 
exception of the above will ensure that a network of nodes 
can be created, in which users have security privacy and 
freedom to operate. 
0332 These nodes will have refutable IDs, for example 
MAID, PMID and similar, as well as non-refutable IDs, for 
example MPID, for different purposes; just as in human life 
in general, there are occasions when it is advantageous to be 
identified, and other occasions when it is desirable not to be 
identified. 
0333 According to a related aspect of the present dis 
closure, adding a functionality of non-refutable messaging 
allows users not only to communicate genuinely and 
securely, but also a functionality to communicate under 
contracted terms. This allows for the implementation of 
legally-kept trade secrets, as implied with NDA agreements 
and similar, together with many more contracted communi 
cations. This beneficially lessens a burden in System relating 
to legal issues such as litigation, and so forth. 
0334. According to a related aspect of the present dis 
closure, adding a functionality to create two voting systems, 
namely anonymous and non-anonymous, allows the system 
to provide a mechanism for instant democracy. This is 
achieved by allowing a voting panel to be provided in a 
given user's account that is constantly updated with issues 
regarding the system and initially improvements thereto. 
These votes are beneficially anonymous. 
0335. In another anonymous voting scenario, for example 
based upon the aforementioned communication system, 
users are optionally capable of continually Voting on certain 
Subjects, for example in a manner of a running poll, wherein 
these subjects are optionally leaders of management boards, 
and so forth. 
0336. In a non-anonymous voting scenario, for example 
based upon the aforementioned communication system, a 
situation potentially arises where there are one or more 
groups of identified people, for example identifiable via their 
MPID, who have a common grouping Such as a charity or 
similar, and they may require certain people to vote on 
certain matters and be recognised. This is where the MPID 
is beneficially used for Voting purposes. 
0337 According to a related aspect of this present dis 
closure, there is additionally provided a functionality, 
namely an ability to collect and trade credits anonymously, 
thereby allowing users to sell machine resources they are not 
using, and also to trade on a network with a cash equivalent, 
for example in a manner of a fiat currency, and go about their 
business on a network as they do in real life. 
0338 According to a related aspect of this present dis 
closure, there is provided a system of self-encryption of data 
that does not require user intervention or passwords. The 
resultant data item then has to be saved or stored somewhere 
as in all methods. The self-encryption system creates cipher 
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text (encrypted) objects that are extremely strong and closer 
to perfect in terms of reversibility, and produce difficult-to 
guess uncompress-able output. The difficult-to-guess and 
uncompressable output equates to random results based on 
random input data and random, unrelated algorithm inputs 
plain text, key and initialisation vectors in the case of 
modern symmetric ciphers. The self-encryption system 
includes a file chunking module, file encryption module, and 
a file obfuscation module. 
0339. The file chunking module splits an input data into 
several data chunks (C) based on the size of data file (f 
..size()) and total number of data chunks. The total number 
of data chunks may depend on maximum number of data 
chunks, or maximum chunk size specified by the user. In an 
example, the input data may be divided into chunks of size 
256 kB. The file chunking module beneficially further takes 
a hash of each data chunk, and hashes the hashed data 
chunks to create a structure, referred to as a data map. The 
file content, namely input data is referred to as f, file 
metadata is referred to as f, and 

file hash f=H(f)orfh EHCH(C)+H(C)+... 
H(C)) (1) 

The data chunks are created with fixed size to ensure the set 
required to recreate the file is almost as large as the number 
of available data chunks in any data store. This data map is 
mapped to file metadata through f. 
0340. In cryptographically secure hashing, the input data 
is analysed and a fixed length key called the hash of the data 
is produced. A cryptographically secure hash is a one way 
function which creates output that has a uniform distribution 
and can be computed in polynomial time. The output should 
be in fact random, although can be affected by a size of 
input. The size of input required is dependent on the strength 
of the hash functions employed. A hash function can be 
thought of as a digital fingerprint. Just as a fingerprint of a 
person is Supposed to be unique, then a digital hash function 
is also Supposedly unique. Two data pieces with the same 
hash result leads to a collision, The more secure the hash 
algorithm, then the likelihood of a collision is reduced. 
Again, similar to human fingerprinting, a hash cannot reveal 
data, just as a fingerprint cannot reveal a person (i.e. the 
person cannot be recreated from the print and the data cannot 
be recreated from hash) 
0341 The file encryption module uses two separate non 
deterministic pieces of data, i.e., the encryption key (or 
password) and an initialisation vector (IV) for encryption of 
a data chunk. To ensure all data chunks of a file encrypt to 
the same end result, the IV is determined from non-deter 
ministic data, i.e. hash of one of the data chunks. The 
encryption of data with encryption key and IV can be 
represented by Enc Aey (data), where the key and the IV 
for encryption of n' chunk are derived from separate por 
tions of the hash of n-1" chunk. In an example, when the 
encryption algorithm is AES, the first 32 bytes of the hash 
of n-1" chunk are beneficially presumed to be the key and 
the next 16 bytes are beneficially presumed to be the IV, and 
an encrypted data chunk C is then formed from a data 8. 

chunk C., using hash of a n-1" data chunk C. Such that 
Cxer Ene|H(c. It 32 bytesDHCCn-132-48 p(Con) (2) 

(0342. The hash of the encrypted data chunk C is 
conveniently represented as H and the encrypted chunk 
C is then beneficially renamed with the corresponding 
hash H . 
0343 The file obfuscation module pollutes a data chunk 
with data from other data chunks. In an example, for 
obfuscating ann" data chunk C. firstly an identically-sized 
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data chunk is created by repeatedly rehashing the hash of 
n+2" chunk C2 and appending the result, i.e. H(C2)+H 
(H(C))+H(H(H(C)))+ . . . . This identically-sized data 
chunk may be referred to as XOR n” chunk (C). Then, 
the XOR n” chunk (Co.) is XORed (B) with n' data 
chunk C, to determine an obfuscated n' chunk C. 
0344. In an example, a first obfuscated data chunk 
CCC (DC, a second obfuscated data chunk 
COCCDC, and so forth. Although, XOR has been 
selected to represent a logical operation to obfuscate the 
data, this is not restrictive in any way and may be replaced 
by other obfuscation methods. 

TABLE 1.8 

A method of self-encrypting data using the file chunking, file encryption, 
and file obfuscation modules 

Step Detail 

1. Split an input data into several chunks (C). 
2. Take hash of each chunk (H). 
3. In case of AES or similar cypher, use keysize (C) as the key, 

use next bytes (C) as the initialisation vector (IV); (for AES 
O to 32 bytes == key and 32 to 48 bytes == IV). 

4. Create obfuscation chunk (OBFC) by concatenating the hashes 
of other chunks (unused part of C. C.2 and C). 

5. Run encryption cypher or similar reversible method on (C), to 
produce (Candon.) 

6. Now data is considered to be randomised and of the same length 
as input data. 

7. OBFC, is also random output, but of a length less than the input 
data. 

8. Take OBFC (repeated) XORC, to produce output data. 
9. Rename each with the hash of the new content and save these 

hashes. 

0345. In the aforementioned method of encrypting data, 
the encryption of the data chunks and then thereafter 
XORing them together, namely for obfuscation purposes, 
provides synergistically extremely secure data, which is 
substantially impossible for NSA in the USA and GCHQ in 
the UK to decrypt, even using extremely powerful modern 
computers. When the obfuscation is performed before 
encryption, a much inferior result in terms of data security 
is obtained. The encryption followed by XOR obfuscation is 
very robust, as aforementioned. 
0346. The symmetric encryption algorithm (AES) intro 
duces randomness to the data, and the obfuscation module 
repeats random data. Therefore, the self-encryption process 
can be considered substantially, for practical purposes, as a 
form of one time pad. 
0347 Data Map: The data maps facilitate retrieval of 
plain-text from the cipher-text (encrypted) data chunks. 

TABLE 19 

Data map structure 
fh = H(H(c) + H(C2) + . . . H(C)) 

H(c) H(c.e) 
H(c) H(c.2) 

H(c) He...) 

In the aforementioned data map structure, the file hash f, in 
the top row identifies the data and acts as the unique key for 
the input file. The left-hand-column includes all the pass 
words and IV's, which are derived from the original chunk 
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hashes, and the right-hand-column include names of all the 
encrypted and obfuscated data chunks. The data map struc 
ture facilitates retrieval of plain-text from the cipher-text 
chunks, where the retrieval process includes: 

0348 1) Retrieving the chunks listed in right hand 
column 

0349 2) Creating each XOR chunk again 
0350 3) Reversing the obfuscation stage 
0351 4) Decrypting each result 
0352 5) Concatenating the results. 

0353 Data Atlas or Recursive Data Maps: 
The data maps (d) from multiple files can be concatenated 
into a new structure, referred to as a data atlas (d), where 
d6d1+d+ . . . d. This data atlas is itself now a large 
piece of data and may be fed into the self-encryption 
process, to produce a single data map and more data chunks. 
The data chunks may be stored somewhere and the single 
remaining data map may be the key to all data. 
0354 Modifications to embodiments of the invention 
described in the foregoing are possible without departing 
from the scope of the invention as defined by the accom 
panying claims. Expressions such as “including”, “compris 
ing”, “incorporating”, “consisting of “have”, “is used to 
describe and claim the present invention are intended to be 
construed in a non-exclusive manner, namely allowing for 
items, components or elements not explicitly described also 
to be present. Reference to the singular is also to be 
construed to relate to the plural. Numerals included within 
parentheses in the accompanying claims are intended to 
assist understanding of the claims and should not be con 
Strued in any way to limit Subject matter claimed by these 
claims. 
What is claimed is: 
1. A method of protecting data in a peer-to-peer network 

of a plurality of nodes, comprising: 
splitting the data into a plurality of data chunks of one or 
more sizes, wherein the one or more sizes are randomly 
calculated based on the data; 

obfuscating the plurality of data chunks by Swapping 
individual bytes of each data chunk with individual 
bytes of every other data chunk until all bytes of each 
data chunk are Swapped; 

encrypting the plurality of obfuscated data chunks; and 
storing the plurality of obfuscated and encrypted data 

chunks at the plurality of data storage nodes. 
2. The method as set forth in claim 1, wherein encrypting 

the plurality of obfuscated data chunks further comprises 
using a hash value of a given data chunk of the plurality of 
obfuscated data chunks as an input to an encryption algo 
rithm to encrypt a next given data chunk of the plurality of 
obfuscated data chunks. 

3. The method as claimed in claim 1, wherein encrypting 
the plurality of obfuscated data chunks further comprises 
using a symmetric encryption algorithm. 

4. The method as claimed in claim 1, wherein encrypting 
the plurality of obfuscated data chunks further comprises: 

determining hash value of the plurality of obfuscated and 
encrypted data chunks; 

applying the modulo division function to the determined 
hash value of the plurality of obfuscated data chunks to 
generate a random number, and 

using the random number and the hash value of the 
plurality of obfuscated data chunks to encrypt the data 
chunk. 
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5. The method as claimed in claim 1, wherein encrypting 
the plurality of obfuscated data chunks further comprises: 
employing an encryption key derived from known informa 
tion from another of the plurality of data chunks. 

6. The method as claimed in claim 1, further comprising: 
maintaining multiple copies of the obfuscated and 

encrypted data chunks at the plurality of data storage 
nodes; 

regenerating, from uncorrupted copies of the obfuscated 
and encrypted data chunks, one or more replacement 
obfuscated and encrypted data chunks; and 

when any obfuscated and encrypted data chunk becomes 
corrupted, replacing the corrupted data chunk with a 
corresponding one of the replacement obfuscated and 
encrypted data chunks. 

7. The method as claimed in claim 1, wherein the splitting, 
the obfuscating, the encrypting and the storing are per 
formed by a first user; 

the method further comprising: decrypting and de-obfus 
cating the obfuscated and encrypted data chunks by a 
second user cooperating with the first user over a secure 
data, video and/or audio communication link. 

8. The method as set forth in claim 1, further comprising 
naming the plurality of obfuscated and encrypted data 
chunks using corresponding hash values of the data chunks. 

9. The method as set forth in claim 1, further comprising 
repeating the Swapping a number of times equal to the 
number of the plurality of data chunks. 

10. The method as set forth in claim 1, further comprising, 
recording, in at least one data map stored in encrypted form 
at one or more of the plurality of data storage nodes, 
identities of data storage nodes at which the plurality of 
obfuscated and encrypted data chunks are stored. 

11. A computer program product for protecting data in a 
peer-to-peer network of a plurality of nodes, the computer 
program product residing on a non-transitory computer 
readable storage medium and comprising instructions 
which, when executed by a processor, cause one or more 
computers cooperating over a secure data, video and/or 
audio communication link to: 

split the data into a plurality of data chunks of one or more 
sizes, wherein the one or more sizes are randomly 
calculated based on the data; 

obfuscate the plurality of data chunks by Swapping indi 
vidual bytes of each data chunk with individual bytes of 
every other data chunk until all bytes of each data 
chunk are swapped; 

encrypt the plurality of obfuscated data chunks; and 
store the plurality of obfuscated and encrypted data 

chunks at the plurality of data storage nodes. 
12. The computer program product as set forth in claim 

11, wherein the plurality of obfuscated data chunks are 
encrypted using a hash value of a given data chunk of the 
plurality of obfuscated data chunks as an input to an encryp 
tion algorithm to encrypt a next given data chunk of the 
plurality of obfuscated data chunks. 
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13. The computer program product as claimed in claim 11, 
wherein the plurality of obfuscated data chunks are 
encrypted using a symmetric encryption algorithm. 

14. The computer program product as claimed in claim 11, 
wherein the plurality of obfuscated data chunks are 
encrypted by: 

determining hash value of the plurality of obfuscated data 
chunks; 

applying the modulo division function to the determined 
hash value of the plurality of obfuscated data chunks to 
generate a random number, and 

using the random number and the hash value of the 
plurality of obfuscated data chunks to encrypt the data 
chunk. 

15. The computer program product as claimed in claim 11, 
wherein the plurality of obfuscated data chunks are 
encrypted using an encryption key derived from known 
information from another of the plurality of data chunks. 

16. The computer program product as claimed in claim 11, 
wherein the instructions, when executed on a processor, 
further cause one or more computers to: 

maintain multiple copies of the obfuscated and encrypted 
data chunks at the plurality of data storage nodes; 

regenerate, from uncorrupted copies of the obfuscated and 
encrypted data chunks, one or more replacement obfus 
cated and encrypted data chunks; and 

when any obfuscated and encrypted data chunk becomes 
corrupted, replace the corrupted data chunk with a 
corresponding one of the replacement obfuscated and 
encrypted data chunks. 

17. The computer program product as claimed in claim 11, 
wherein the splitting, the obfuscating, the encrypting and the 
storing are performed by a first of the one or more computers 
and wherein, the instructions, when executed on a processor, 
further cause a second of the one or more computers to 
decrypt and de-obfuscate the obfuscated and encrypted data 
chunks. 

18. The computer program product as set forth in claim 
11, wherein, the instructions, when executed on a processor, 
further cause the one or more computers to name the 
plurality of obfuscated and encrypted data chunks using 
corresponding hash values of the data chunks. 

19. The computer program product as set forth in claim 
11, wherein, the instructions, when executed on a processor, 
further cause the one or more computers to repeat the 
Swapping a number of times equal to the number of the 
plurality of data chunks. 

20. The computer program product as set forth in claim 
11, wherein, the instructions, when executed on a processor, 
further cause the one or more computers to record, in at least 
one data map stored in encrypted form at one or more of the 
plurality of data storage nodes, identities of data storage 
nodes at which the plurality of obfuscated and encrypted 
data chunks are stored. 

k k k k k 


