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MALWARE DETECTION AND PREVENTION SYSTEM

Cross-Reference To Related Applications

[0001] This Patent Cooperation Treaty (PCT) patent application is related to and claims priority
to U.S. Patent Application No. 62/374,521, filed August 12, 2016, titled "MALWARE
DETECTION AND PREVENTION SYSTEM," the entire content of which is incorporated herein

by reference for all purposes.

Technical Field

[0002] Aspects of the present disclosure generally relate to computing networks, and more
particularly to a system and method for utilizing computing devices to detect potential malware

and other harmful software packages received over a public network.

Background

[0003] Malware, or malicious software, often provides unauthorized access to a personal or
company’s computing device and can lead to many negative outcomes, from identity theft to a
viral attack on a company’s infrastructure. In general, malware is any software used to disrupt
computer operations, gather sensitive information, gain access to private computer systems, or
display unwanted advertising. Malware may be downloaded to a user’s computer through a
public network, such as the Internet, and attach to existing executable content on a user’s
computer. Once installed or executed on the user's computer, the malware may obtain
information from the user's computer and/or gain control over some or all of the computer’s

functions.

[0004] In many instances, malware is designed to steal information or spy on computer users
for an extended period without their knowledge, or it may be designed to cause harm, often as
sabotage or to extort payment. As used herein, “malware” may refer to a variety of forms of
hostile or intrusive software applications inadvertently obtained from a public network, including
viruses, worms, Trojan horses, ransomware, spyware, adware, and other malicious programs.
Typically, such malware is included embedded in programs downloadable from websites that
appear useful to the users. However, when executed on the user's computer, the programs
include the additional hidden tracking functionality that gathers information from the user’s

computer and provides such information to a third party over a network.
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[0005] Software such as anti-virus programs, anti-malware programs, and firewall programs or
devices is used to try and protect a user’s computer against activity identified as malicious, and
to recover from attacks. However, for such programs and devices to work, the source, type, or
signature of the malware is typically known prior to the user’s computer accessing the malware.
In other words, the preventative programs and devices know what to monitor for while a user
accesses the public network to block the malware from being downloaded to the user’s
computer. Building up a database of known malware programs or signatures of malware takes
time and processing power to accomplish and may, in some instances, require a user to
experience the effects of the malware program before the identification of the program is known

by the anti-virus program.

[0006] Many anti-virus systems attempt to detect malware programs through emulated Internet
browsers or sandbox programs that allow the malware to be downloaded and explored without
infecting a user's computer or connected network. However, malware is often designed to
detect when it is executed in an emulated browser or sandbox environment and cease working
or be deleted. In this manner, malware attempts to protect itself from detection when executed
in a safe environment so that the malware may not be detected for use in mitigation techniques.
Sophisticated malware programs may also monitor and detect interactions with the browser,
such as inputs received in the browser from an input device and a browser history file indicating
previous websites visited through the browser, to further determine whether the malware is

being executed in an emulated environment.

Summary

[0007] One implementation of the present disclosure may take the form of a method for
managing access to a public network. The method may include the operations of utilizing a
control system to control a computing device to access an initial node in the public network and
applying a personality profile to the computing device to access a second node in the public
network, with the personality profile comprising a plurality of inputs provided to the computing
device to control a browser program displayed on a display of the computing device. The
method may further include the operations of analyzing transmission of information between the
computing device and the public network during accessing of the second node of the public
network, detecting an indication of a malware program stored in the public network accessible
through the second node, and storing information of the malware program in a database based

on the analyzed transmission of information between the computing device and the public



WO 2018/031062 PCT/US2017/017233

network during accessing of the second node of the public network. Another implementation of
the present disclosure may take the form of a non-transitory computer-readable medium
encoded with instructions for detecting malware in a public network. The instructions, when

executed by a processor, perform one or more of the operations described above.

[0008] Another implementation of the present disclosure may take the form of a malware
detection system. The system may include at least one computing device in communication
with a public network and a control device in communication with the at least one computing
device. The control device may include a processing device and a computer-readable medium
connected to the processing device configured to store information and instructions that, when
executed by the processing device, performs certain operations. Such operations may include
instructing a browser program executed by the computing device to access an initial node in the
public network and applying a personality profile to the computing device to access a second
node in the public network, the personality profile comprising a plurality of inputs provided to the
computing device to control the browser program. The operations may also include analyzing
an exchange of information between the computing device and the public network during
accessing of the second node of the public network, detecting an indication of a malware
program stored in the public network accessible through the second node, and storing
information of the malware program in a storage device based on the analyzed transmission of
information between the computing device and the public network during accessing of the

second node of the public network.

Brief Description Of The Drawings

[0009] Figure 1is an example computing environment for detecting and storing information

concerning malware or other harmful software obtained over a public network.

[0010] Figure 2 is a flowchart of an example method for creating a computerized user of a

public network to detect and obtain malware or other harmful software from a public network.

[0011] Figure 3 is a flowchart of an example method for utilizing a computer device to detect

and obtain malware or other harmful software from a public network.

[0012] Figure 4 is a functional block diagram of an example electronic device including

operational units arranged to perform various operations of the presently disclosed technology.
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[0013] Figure 5 is a diagram illustrating an example of a computing system which may be used

in implementing embodiments of the present disclosure.

Detailed Description

[0014] Aspects of the present disclosure involve systems, methods, computer program
products, and the like, for utilizing one or more computing devices to access a public network
posing as a user to the network to detect one or more malware programs available for
downloading through the network. More particularly, a malware detection control system utilizes
a browser executed on a computing device to access a public network, such as the Internet.
Through the browser, sites or nodes of the public network are accessed by the control system
with the interactions with the sites of the public network designed to mimic or approximate a
human user of the browser. For example, a personality profile may be created by the malware
detection control system that mimics a particular human user of a computing device, including
input techniques (typing speed on a keyboard, a particular keyboard language used, mouse
pointer control, scrolling speed, etc.) public network interaction history (such as previously
visited websites and searches conducted), and/or pauses in-between interactions with the sites
to allow the human user to obtain information from the sites. Different profiles may be created
to mimic or approximate interests of the particular human users, including particular sites visited
that align with the interests of the profiled user. For example, the control system may select
sites to visit and links to other sites based on a determined “interest” of the profiled user. In this
manner, the control system mimics or approximates a human user of the browser to counter bot

detection techniques of malware programs.

[0015] Once one or more personality profiles of particular users are created, the control system
may utilize the browser of the computing device to access the public network. More particularly,
the control system may apply the one or more personality profiles to the browser of the
computing device to access and interact with the nodes of the public network. In this manner,
malware programs on the public network may monitor the interactions with the nodes of the
network and may not be aware of the control of the browser by the control system. Further, the
control system may monitor the information retrieved from the network sites to detect the
presence of malware within the nodes. In one embodiment, the control system may be
configured to access known or suspected sites or links where malware has a higher likelihood of
residing. Further, many such computing devices and browsers may be controlled by the control
system to scan the network for possible malware programs. Detected or suspected malware

programs may then be executed within the browser or computing device and analyzed to
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determine how the malware works, the malicious outcome of the executed malware, and
possible mitigation techniques to combat the malware. This information may also be stored by
the control system and provided to virus-prevention programs and/or firewall devices to prevent
the detected malware from being experienced by real-world users of the network. Thus,
through the control system, potential malware programs may be detected and utilized to prevent

future infection of a user's computing device.

[0016] Figure 1 is an example computing environment 100 for detecting and storing
information concerning malware or other harmful software obtained over a public network.
Through the environment 100, one or more malware programs residing or otherwise available
through a public network may be detected and information about the malware programs may be
stored. This information may then be utilized by malware-prevention techniques and/or devices

to prevent the access of the malware by computing devices of users of the network.

[0017] The environment 100 includes a control/reputation system 102 for controlling any
number of computing devices 104. In particular, each computing device 104 may include a
browser program 106 that the control system 102 utilizes to access a public network 108. In
one particular embodiment, the public network 108 is the Internet. Each browser 106 operating
or executing on the respective computing device 104 provides an interface through which sites
or nodes of the public network 108 are accessible. During accessing of the sites, information is
requested from the sites and provided to the computing device 104. Thus, each computing
device 104 may be in communication with the public network 108 through any type of
connection, such as a wireless connection or a wired connection. A request for the content of
the site of the public network 108 is transmitted along the connection from the computing device
104 to the public network, at which time the network transmits the requested information to the
browser program 106 of the requesting computing device. Those of ordinary skill in the art will
be aware of the types of communication sessions and information transmitted between the
computing device 104 and the Internet to cause the browser 106 to render the requested

information on the computing device’s display.

[0018] In one particular embodiment, one or more of the computing devices 104 connect to the
public network 108 through a telecommunications network. In general, the telecommunications
network provides for establishing communication sessions between network users and for
providing one or more network services to network users. For example, users to the network

may communicate with each other through communication devices, including voice
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communications and video communications. The telecommunications network includes
numerous components such as, but not limited to gateways, routers, and registrars, which
enable communication and/or provides services across the network. The connecting network
may include one or more long distance networks, one or more content delivery network (CDN),
one or more border networks (such as an Internet Service Provider (ISP)) or any other type of

telecommunications networks.

[0019] Returning to Figure 1, the control system 102 may control and operate the computing
devices 104 through a wireless or wired connection to the computer devices to direct the
devices to access the public network 108. In general, the control system 102 provides
instructions or commands to the computing device to execute the browser 106 within the
computing device to access the public network 108. The control system 102 may also provide
instructions to manipulate aspects of the browser 106 to access different sites or nodes within
the public network 108. For example, the control system 102 may provide an input instruction to
the computing device 102/browser 106 to select a link contained within the hypertext machine
language (HTML) code of a site of the public network 108 to request information from and
access a site within the network. Other input instructions, such as mouse point movements,
scrolling through a website, and typing into text boxes within the website may also be provided

and controlled by the control system 102 and into the browser program 106.

[0020] In some instances, the computing device 104 may be a personal computing device,
such as a laptop or desktop. In other instances, the computing device 104 may be a mobile or
wireless device, such as a smartphone or tablet. In general, any known or hereafter developed
computing device with a browser program may be controlled by the control system 102 to

access the public network 108 to obtain information of the sites or nodes of the network.

[0021] As mentioned above, the control system 102 may interact with the browser 106 of the
computing device 104 by utilizing a personality profile that mimics or approximates a human
user of the browser. More particularly, the personality profile may provide guidelines or
instructions for the control system 102 to manipulate or control the browser 106 of the
computing device 104. By utilizing or otherwise applying the personality profile, the control
system’s control of the browser 106 of the computing device 104 may appear as being
controlled by a live person. Figure 2 is a flowchart of an example method 200 for creating a
computerized user of a public network to detect and obtain malware or other harmful software

from a public network. In general, the operations of the method 200 of Figure 2 are performed
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by the control system 102 of the system 100 discussed above. However, one or more of the
operations of the method 200 may be performed by any networking or computing device of the

system 100.

[0022] In general, the method 200 of Figure 2 is performed to create or obtain a personality
profile for use during access of the public network 108 to detect the presence or location of
malware within the network. Beginning in operation 202, the control system 102 obtains a
browser history of a particular user of the browser that is to be emulated. For example, a
human operator of a computing device 104 that is to form part of the personality profile may
utilize the browser 106 to access the public network 108. The websites or nodes accessed by
the browser 106 during this period may be stored at the computing device 104 as a browser
history. More particularly, the operator may visit particular sites in which the user is interested.
For example, the user may be a sports fan and may visit websites that provide information
about sporting events. |In another example, the user may utilize the public network 108 to
conduct research into a particular area of study. In this manner, the sites visited provide an
indication of a personality of the operator and particular websites or network nodes that are of
particular interest to the subject of the personality profile. In other words, the browser history of
the user provides an indication of a human user’s interests around which a personality profile
may be constructed by the control system 102. As explained in more detail below, the control
system 102 may then utilize this browser history information to emulate a human operator of a
browser 106 to disguise that the control of the browser is from a system and not a human when

searching for malware within the public network 108.

[0023] In operation 204, the control system 102 may also observe particular interactions the
operator has with the browser and the public network. In addition to obtaining the visited
websites, the control system 102 may monitor the inputs provided to the browser 106 by the
human operator. Such inputs may include the movements of an icon input through a mouse
input device, the amount of time the user stays on a particular website, the scrolling activity of
the user to access additional parts of the website, links the user selects within a webpage, the
type of keyboard/language used, and any other input provided to the browser 106 from the user

of the computing device 104.

[0024] With the user visited websites and received inputs, the control system 102 may create a
personality profile that is then utilized to access the public network 108 through the computing

device 104 in operation 206. For example, the control system 102 may open a browser 106 of
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the computing device 104 and load the website history or other use history into a proper file
associated with the browser. This may prevent a malware program, when encountered in the
public network 108, from accessing the browser history and detecting that the user is a control
system and not a human user. Further, the inputs provided to the browser 106 may be
emulated by the control system 102 through one or more control instructions provided to the
computer device 104/browser 106 while accessing the public network 108. For example, the
control system 102 may access a first website. Depending on the information provided through
the website, the control system 102 may provide the control instructions to control the
interactions with the browser 106 while accessing a website, including mouse movements,
scrolling movements, length of viewing the webpage, selecting embedded links, etc. Different
personality profiles may have different use parameters such that no two personality profiles are
exactly alike. This may further disguise the use of the control system 102 controlling the
computing device 104 to access the public network 108 from such malware that may be
monitoring the particular inputs provided to the browser 106. Further, the control system 102
may utilize different personality profiles at different computing devices accessing the network
108. For example, computing device 104 of Figure 1 may have a first personality profile applied
for accessing the network (such as a personality profile of a sports fan), while computing device
110 may have a different personality profile from the first personality profile used (such as a
researcher). In general, the control system 102 may utilize any number of personality profiles
and computing devices to access the public network 108 in search of malware within the public
network 108.

[0025] As mentioned above, malware developers are particularly interested in detecting when
a malware program is being executed in a controlled or sandbox environment so that the
program can cease operating when such an environment is detected. Thus, malware
developers are continually developing better techniques to detect when the user is a bot or the
browser environment is a sandbox environment. To address the improvement of environment
detection techniques, the method 200 of Figure 2 may continue to adjust the parameters of the
personality profiles applied when accessing the network 108. For example in operation 208, the
control system 102 may receive malware bot detection characteristics. As described, malware
may attempt to determine when the malware is executed in a sandbox or emulated environment
or browser. To detect the sandbox environment, the malware may perform certain operations,
such as accessing a browser history and/or monitor inputs received at the browser from an input

device. These operations may be detected at the computing device 106 by the control system



WO 2018/031062 PCT/US2017/017233

102 through an analysis of the code or information requests received at the computing device
by the executing malware. Through the received requests or executed code, the control system
102 may determine that a malware program on the public network 108 is attempting to monitor

the inputs provided to the browser 106.

[0026] In addition, as more and more sophisticated sandbox environment detection techniques
are created, the control system 102 may detect these additional techniques based on an
analysis of the malware code and operations. Further, in operation 210, the control system 102
may develop additional obfuscation techniques or adjust one or more personality profiles in
response to the received malware bot detection characteristics. In other words, as additional
environment techniques are discovered, the control system 102 may adjust the operation of the
browser 106 of the computing device 104 to further hide the control of the browser by the
control system by counteracting the detection techniques. In this manner, the operation of the
browser 106 by the control system 102 may appear to the malware as a human operator such
that the malware may continue to operate within the browser 106 or computing device 104 for

observation by the control system.

[0027] With the one or more personality profiles created, the control system 102 may utilize the
computing device 104 and browser 106 to access the public network 108 to search for and
obtain malware programs available on the public network. In particular, Figure 3 is a flowchart
of an example method 300 for utilizing a computer device 104 to detect and obtain malware or
other harmful software from a public network 108. In one embodiment, the operations of the
method 300 of Figure 3 may be performed by the control system 102 of Figure 1 to obtain
information about a malware program of the public network 108. In other embodiments, one or

more of the operations may be performed by any type of computing or networking device.

[0028] Beginning in operation 302, the control system 102 determines an initial website or
node of the public network 108 to access through the browser 106 of the computing device 104.
In one embodiment, the initial website may be based on the personality profile utilized by the
control system 102. For example, the initial website may be a sports-related website if the
personality profile utilized by the control system 102 is designed or configured to emulate a
sports fan. In another embodiment, the initial website may be a popular website as determined
by the control system 102. For example, the control system 102 may access a node of the
public network 108 that provides an indication of a currently popular website or topic, such as

news websites about a current or recently occurred event or websites devoted to an upcoming
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holiday. Several aggregation websites are available on the Internet that collect and list the most
popular websites at any one time or over a period of time. Through these aggregation websites,
a popular website may be selected as the initial website the control system 102 accesses to
begin the interaction with the public network 108. This may be selected as the initial website by
the control system 102 as malware producers may also use similar popularity aggregation
websites to determine where most users of the Internet may visit and attempt to introduce their
malware program into those popular websites to increase the proliferation of the malware

through users of the public network.

[0029] Once the initial website or node is selected, the control system 102 may operate the
computing device 104 (and more particularly, the browser 106 of the computing device) to
access the initial website or node in operation 304. This may be accomplished by providing the
website uniform resource locator (URL) or other address into the browser to navigate to the
initial website. Once the website is loaded into the browser 106, the control system 102 may
apply the selected personality profile to the usage of the website in operation 306. More
particularly, the control system 102 may provide inputs to the browser based on the personality
profile, such as by pausing for a particular amount of time between inputs, controlling the
scrolling through the website, moving the mouse pointer within the browser around the various
components of the website, and the like. These inputs provided to the browser 106 may be
based on the selected personality profile such that the inputs may vary from profile to profile and

are designed to emulate a human user of the browser 106 or computing device 104.

[0030] Concurrently with the application of the personality profile, the control system 102 may
also analyze the accessed websites for malware programs in operation 308. In general, the
browser 106 provides an address or URL to the public network 108 to access a website. In
return, the network 108 provides information or data to the browser 106 that instructs the
browser to render the website. Such information may include HTTP code or other software
instructions. The browser executes the received information or instructions and renders the
website on the display device associated with the computing device 104. Thus, the control
system 102 or the computing device 104 may include a program or other mechanism through
which the instructions received from the network 108 to render the website may be obtained and
analyzed during transmission of the instructions to the computing device 104. For example, the
website may include one or more javascript instructions to render video or audio within the
website. Malware programs may be embedded within such javascript instructions that are then

downloaded to the computing device 104 and executed by the browser 106 that infect the
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computing device as described above. The computing device 104 or control system 102 may
be configured to analyze the received instructions (such as the javascript used by the website)

to detect the presence of a malware program included in the instructions.

[0031] In many instances, the malware instructs the infected computing device 104 to
download the malware program without the knowledge of the user of the browser 106.
However, because the control system 102 or the computing device 104 monitors the
transmission of information to and from the public network 108, instructions to download or the
actual downloading of the malware program may be detected and tracked. Further, the control
system 102 may utilize a database of known malware signatures to determine when malware of
the public network 108 is encountered. For example, a particular line of code or instructions
that cause the computing device 104 to download a program from the network 108 may be
known as a malware program instruction. Thus, when the instruction is detected at the
computing device 104, the control system 102 may determine that a malware program is
encountered. |n this manner, the interactions between the computing device 104 and the
network 108 may create a signature that leads to the infection of the computing device. Other
types of signatures may include suspicious executable files provided through the website or
instructions for the computing device to access known malicious or suspicious |IP addresses

within the network 108 from which malware programs are known to originate.

[0032] As new malware programs are detected within the public network 108, information
concerning the malware programs and/or the sites through which the malware programs are
encountered may be stored in a database by the control system 102 in operation 310. As
described, the information stored may be used by the control system 102 (or other control
systems) to aid in detecting more information about the malware programs on the network 108.
Further, the information may be provided to other malware prevention devices or programs to
inform those devices of the detected malware program to prevent other computing devices from
being infected. In still other embodiments, the control system 102 may analyze the detected
malware program and create one or more prevention rules to prevent further infection of
computing devices in operation 312. For example, the malware program may be associated
with a particular IP address within the network 108. When the malware program is detected, the
IP address used to obtain the malware may be flagged as a source of malware programs. This
IP address may then be shared with other prevention devices (such as firewalls) to prevent the
malware program from spreading. In another example, certain vulnerabilities within programs

utilized by the browser 106 may be exploited by the malware to gain access to the computing
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device 104. Through an analysis of the malware program, the vulnerabilities in the programs
may be determined and a patch may be created that fixes the vulnerabilities to prevent further
infection by the malware. Through these operations, the control system 102 may utilize the
computing device 104 to access the public network 108 to detect malware and create one or
more prevention techniques to prevent further spread of the detected malware to other

computing device.

[0033] In an additional embodiment, the control system 102 may create and store one or more
documents on the computing device 104 designed to attract a malware program to access the
documents. For example, the control system 102 may create one or more documents that
include keywords or titles of which a malware program may access, such as the keyword
“password” or “bank account number”. Further, the created documents may include a reporting
code, such as a webbug, that reports a piece of data back to a server when the document is
accessed and opened. For example, the webbug may provide an IP address or approximate
location of an accessing device. In this manner, the document lures in a malware program to
obtain the document and provide the document to an attacking device. The attacking device
may, upon retrieving the document, open the document to procure the information stored
therein. However, upon opening the document, a piece of identifying information may be
reported or otherwise transmitted to a server that indicates the document was maliciously

obtained and opened.

[0034] In one particular embodiment, the documents and the luring keywords of the documents
may be based on the personality profile for that particular computing device. In other words, the
keyword and/or a file type may be based at least on the personality profile of the human user
associate with the computing device. For example, a personality profile of a generated user
may indicate that the user accesses a particular online banking application. A luring document
may thus be created that includes the bank name or other banking information in the title or
keywords of the document. This may alert a malware program to retrieve the document, while
also suggesting to the malware program that the document is an actual document created by
the personality profile. In other words, similar to the analysis of the browser history that hides
the control of the computing device 104 by the control system 106, the parameters of the luring
document stored on the computing device may be based on one or more aspects of the
personality profile associated with the computing device. This may further aid the computing
device in identifying a source of a malware program to take steps in preventing further

downloading of the malware.

12
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[0035] The above operations may be performed by the control system 102 many times as the
system navigates through the public network 108. For example, the control system 102 may
operate the computing device 104 to access the initial website or node. After applying the
personality profile to the use of the initial website, the control system 102 may click on a link
within the initial website to access a second website. During the transfer of information between
the network 108 and the computing device 104 when accessing any website within the network,
the information may be obtained and analyzed by the control system 104 to detect the
occurrence of a malware program. At the second website, an additional link to another website
may be selected and the process may repeat. For example, the control system 102 may select
an advertisement within a website to access another website, all while monitoring the exchange
of information. In this manner, the control system 102 may control the computing device 104 to
access several or hundreds of websites within the network to crawl through the network
searching for malware. Further, the activities of the control system 102 may appear to any such
encountered malware as being from a human user such that the malware may execute fully
within the computing device 104. The activities of the malware may then be analyzed and/or
stored to develop prevention techniques against the encountered malware, all within a

controlled computing environment.

[0036] Turning to Figure 4, an example electronic device 400 including operational units 402-
412 arranged to perform various operations of the presently disclosed technology is shown.

The operational units 402-412 of the device 400 are implemented by hardware or a combination
of hardware and software to carry out the principles of the present disclosure. It will be
understood by persons of skill in the art that the operational units 402-412 described in Figure 4
may be combined or separated into sub-blocks to implement the principles of the present
disclosure. Therefore, the description herein supports any possible combination or separation or

further definition of the operational units 402-412.

[0037] In one implementation, the electronic device 400 includes a display unit 402 configured
to display information, such as a graphical user interface, and a processing unit 404 in
communication with the display unit 402 and an input unit 406 configured to receive data from
one or more input devices or systems. Various operations described herein may be
implemented by the processing unit 404 using data received by the input unit 406 to output

information for display using the display unit 402.
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[0038] Additionally, in one implementation, the electronic device 400 includes units
implementing the operations described with respect to Figure 4. For example, one or more
operations of the method 200 of Figure 2 may be implemented by a personality profile unit 408
of the electronic device. Further, the electronic device 400 may include a public network
accessing unit 410 configured to control a computing device to access a public network, such as
the Internet. In a similar manner, a malware detection unit 412 may analyze information and/or
instructions received from the public network to determine the presence or encounter of a
malware program within the public network. The malware detection unit 412 may also store
information about the detected malware program in a database associated with the electronic
device 400.

[0039] Figure 5 is a block diagram illustrating an example of a computing device or computer
system 500 which may be used in implementing the embodiments of the systems disclosed
above. In particular, the computing device of Figure 5 is one embodiment of the control system
102 that performs one of more of the operations described above. The computer system
(system) includes one or more processors 502-506. Processors 502-506 may include one or
more internal levels of cache (not shown) and a bus controller or bus interface unit to direct
interaction with the processor bus 512. Processor bus 512, also known as the host bus or the
front side bus, may be used to couple the processors 502-506 with the system interface 514.
System interface 514 may be connected to the processor bus 512 to interface other
components of the system 500 with the processor bus 512. For example, system interface 514
may include a memory controller 514 for interfacing a main memory 516 with the processor bus
512. The main memory 516 typically includes one or more memory cards and a control circuit
(not shown). System interface 514 may also include an input/output (1/O) interface 520 to
interface one or more 1/O bridges or I/O devices with the processor bus 512. One or more 1/O
controllers and/or I/O devices may be connected with the I/O bus 526, such as 1/O controller
528 and /O device 540, as illustrated.

[0040] 1/O device 530 may also include an input device (not shown), such as an alphanumeric
input device, including alphanumeric and other keys for communicating information and/or
command selections to the processors 502-506. Another type of user input device includes
cursor control, such as a mouse, a trackball, or cursor direction keys for communicating
direction information and command selections to the processors 502-506 and for controlling

cursor movement on the display device.
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[0041] System 500 may include a dynamic storage device, referred to as main memory 516, or
a random access memory (RAM) or other computer-readable devices coupled to the processor
bus 512 for storing information and instructions to be executed by the processors 502-506.

Main memory 516 also may be used for storing temporary variables or other intermediate
information during execution of instructions by the processors 502-506. System 500 may
include a read only memory (ROM) and/or other static storage device coupled to the processor
bus 512 for storing static information and instructions for the processors 502-506. The system
set forth in Figure 5 is but one possible example of a computer system that may employ or be

configured in accordance with aspects of the present disclosure.

[0042] According to one embodiment, the above techniques may be performed by computer
system 500 in response to processor 504 executing one or more sequences of one or more
instructions contained in main memory 516. These instructions may be read into main memory
516 from another machine-readable medium, such as a storage device. Execution of the
sequences of instructions contained in main memory 516 may cause processors 502-506 to
perform the process steps described herein. In alternative embodiments, circuitry may be used
in place of or in combination with the software instructions. Thus, embodiments of the present

disclosure may include both hardware and software components.

[0043] A machine readable medium includes any mechanism for storing or transmitting
information in a form (e.g., software, processing application) readable by a machine (e.g., a
computer). Such media may take the form of, but is not limited to, non-volatile media and
volatile media. Non-volatile media includes optical or magnetic disks. Volatile media includes
dynamic memory, such as main memory 516. Common forms of machine-readable medium
may include, but is not limited to, magnetic storage medium (e.g., floppy diskette); optical
storage medium (e.g., CD-ROM); magneto-optical storage medium; read only memory (ROM);
random access memory (RAM); erasable programmable memory (e.g., EPROM and EEPROM);

flash memory; or other types of medium suitable for storing electronic instructions.

[0044] Embodiments of the present disclosure include various steps, which are described in
this specification. The steps may be performed by hardware components or may be embodied
in machine-executable instructions, which may be used to cause a general-purpose or special-
purpose processor programmed with the instructions to perform the steps. Alternatively, the

steps may be performed by a combination of hardware, software and/or firmware.
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[0045] Various modifications and additions can be made to the exemplary embodiments
discussed without departing from the scope of the present invention. For example, while the
embodiments described above refer to particular features, the scope of this invention also
includes embodiments having different combinations of features and embodiments that do not
include all of the described features. Accordingly, the scope of the present invention is intended
to embrace all such alternatives, modifications, and variations together with all equivalents

thereof.
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CLAIMS

We claim:

1. A method for managing access to a public network, the method comprising:

utilizing a control system to control a computing device to access an initial node in the
public network;

applying a personality profile to the computing device to access a second node in the
public network, the personality profile comprising a plurality of inputs provided to the computing
device to control a browser program displayed on a display of the computing device;

analyzing transmission of information between the computing device and the public
network during accessing of the second node of the public network;

detecting an indication of a malware program stored in the public network accessible
through the second node; and

storing information of the malware program in a database based on the analyzed
transmission of information between the computing device and the public network during

accessing of the second node of the public network.

2. The method of claim 1 further comprising:
obtaining a use history of the browser program of the computing device, wherein the

personality profile comprises the use history of the browser program.

3. The method of claim 2 wherein applying the personality profile to the computing
device to access the second node in the public network comprises transmitting the use history

and the plurality of inputs to the browser program of the computing device.

4. The method of claim 2 wherein the plurality of inputs to the browser program of the
computing device comprise at least one of a mouse movement, a scrolling input, a length of
viewing of the initial node in the public network, or a selected embedded link within the initial

node.

5. The method of claim 1 further comprising:
adjusting the personality profile based at least on the analyzed transmission of
information between the computing device and the public network during accessing of the

second node of the public network.
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6. The method of claim 1 further comprising:
accessing an aggregation service of the public network to determine the initial node

accessed by the computing device.

7. The method of claim 1 wherein the initial node accessed by the computing device is

based at least on the personality profile applied to the computing device.

8. The method of claim 1 wherein the information of the malware program stored in the
database comprises an indication of a particular node in the public network at which the

detected malware program is accessible.

9. The method of claim 8 wherein the information of the malware program stored in the
database comprises an Internet Protocol (IP) address of the particular node in the public

network.

10. A malware detection system comprising:
at least one computing device in communication with a public network; and
a control device in communication with the at least one computing device, the control
device comprising:
a processing device; and
a computer-readable medium connected to the processing device configured to
store information and instructions that, when executed by the processing device,
performs the operations of:
instructing a browser program executed by the computing device to
access an initial node in the public network;
applying a personality profile to the computing device to access a second
node in the public network, the personality profile comprising a plurality of inputs
provided to the computing device to control the browser program;
analyzing an exchange of information between the computing device and
the public network during accessing of the second node of the public network;
detecting an indication of a malware program stored in the public network

accessible through the second node; and
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storing information of the malware program in a storage device based on
the analyzed transmission of information between the computing device and the

public network during accessing of the second node of the public network.

11. The system of claim 10 wherein the processing device of the control device further
performs the operation of obtaining a use history of the browser program of the computing

device, wherein the personality profile comprises the use history of the browser program.

12. The system of claim 11 wherein applying the personality profile to the computing
device to access the second node in the public network comprises transmitting the use history

and the plurality of inputs to the browser program of the computing device.

13. The system of claim 11 wherein the plurality of inputs to the browser program of the
computing device comprise at least one of a mouse movement, a scrolling input, a length of
viewing of the initial node in the public network, or a selected embedded link within the initial

node.

14. The system of claim 10 wherein the processing device of the control device further
performs the operation adjusting the personality profile based at least on the analyzed
transmission of information between the computing device and the public network during

accessing of the second node of the public network.

15. The system of claim 10 wherein the processing device of the control device further
performs the operation accessing an aggregation service of the public network to determine the

initial node accessed by the computing device.

16. The system of claim 10 wherein the initial node accessed by the computing device

is based at least on the personality profile applied to the computing device.
17. The system of claim 10 wherein the information of the malware program stored in

the database comprises an Internet Protocol (IP) address of the particular node in the public

network at which the detected malware program is accessible.
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18. A non-transitory computer-readable medium encoded with instructions for detecting
malware in a public network, the instructions, executable by a processor, comprising:

utilizing a control system to control a computing device to access an initial node in the
public network;

applying a personality profile to the computing device to access a second node in the
public network, the personality profile comprising a plurality of inputs provided to the computing
device to control a browser program displayed on a display of the computing device;

analyzing transmission of information between the computing device and the public
network during accessing of the second node of the public network;

detecting an indication of a malware program stored in the public network accessible
through the second node; and

storing information of the malware program in a database based on the analyzed
transmission of information between the computing device and the public network during

accessing of the second node of the public network.

19. The non-transitory computer-readable medium of claim 18 wherein the instructions
further comprise obtaining a use history of the browser program of the computing device,
wherein the personality profile comprises the use history of the browser program and applying
the personality profile to the computing device to access the second node in the public network
comprises transmitting the use history and the plurality of inputs to the browser program of the

computing device.

20. The non-transitory computer-readable medium of claim 19 wherein the plurality of
inputs to the browser program of the computing device comprise at least one of a mouse
movement, a scrolling input, a length of viewing of the initial node in the public network, or a

selected embedded link within the initial node.
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