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TITLE OF THE INVENTION

Method, electronic device and server for the obtaining of
deployment components to electronic devices

BACKGROUND OF THE INVENTION

Field of the invention:

The invention relates to device management.
Particularly, the invention relates to a method for
the obtaining of deployment components to electronic
devices.

Description of the Related Art:

As different data processing devices, such as
mobile stations, become more complex, the significance
of device management becomes more pronounced. Devices
require several different settings, such as settings
related to Internet access points, and setting them
manually by the user is arduous and difficult. To
solve this problem, for instance, device management
solutions have been developed so that the administra-
tor of a company’s information system or a network op-
erator can set an appropriate configuration for a de-
vice. Device management generally refers to actions by
which a person typically not using a device can change
the configuration of the device; for instance change
the settings used by the device. In addition to de-
vice-gpecific settings, it is also possible to trans-
mit user—spécific data, such as user profiles, logos,
ringing tones, and menus with which the user can per-
sonally modify the settings of the device, or the
modification takes place automatically in connection
with device management.

One of the device management standards 1is
Open Mobile Alliance (OMA) Device Management (DM),
which i1s partly based on the Synchronization Markup
Language (SyncML) protocol. The principles of OMA de-
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vice management protocol are disclosed in the OMA
specification “OMA Device Management Protocol”, Draft
Vergion 1.2, January 2005, OMA-DM-Protocol-V1_2 0-
20050125-D. For instance, a Personal Computer (PC) can
act as a device management server in a device manage-
ment protocol and a mobile station as a device manage-
ment client. A network operator may also host the de-
vice management server. In terms of device management,
the device management client, possibly on the basis of
a triggering message from the device management
server, transmits information concerning itself in a
session initiation message to the device management
server, and the device management server replies by
transmitting management commands. The device manage-
ment client replies to these with status information,
after which the server can end the session or transmit
more management commands. If the server transmits more
management commands, the client is to reply to them
with status information. The server can always, after
receiving status information, end the session or con-
tinue it by transmitting more management commands. De-
vice management can also be implemented by first
transmitting queries to the user about what she wishes
to update, and information on the user’s selections is
transmitted to the server. Next, the server can in the
next packet transmit the updates/commands the user de-
sires.

Reference is now made to Figure 1, which il-
lustrates the exemplary logical OMA device management
architecture in prior art. In Figure 1 there is a Mo-
bile Terminal (MT) 100, in other words, a mobile hand-
set. The mobile terminal communicates with a network
110, which comprises at least a base station 120. To
network 110 is connected a DM serxrver 130. It should be
noted that OMA DM is <transport agnostic. This means
that a connection between a client and a server may be
based on any transmission technology. For example,
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fixed connections and local short-range radio connec-
tions are as well possible.

The DM server manages information in mobile
terminal 100. The information to be managed comprises
settings utilized by native applications, telecommuni-
cation services such as General Packet Radio Service
(GPRS) and supplementary services in mobile terminal
100. The information to be managed also comprise down-
loadable software components, the settings associated
with them and the software component states, that is,
whether they are enabled for execution or disabled.
The information to be managed can be perceived as man-
aged objects. The information to be managed is stored
by mobile terminal 100 in its memory according to a
structure, which is optimized for the operation of mo-
bile terminal 100. However, the information is made
available by mobile terminal 100 as a management in-
formation data structure, which is intended to provide
an organized view on the managed objects.

In Figure 1 there is a box 102, which i1llus-
trates the internal functions of mobile terminal 100.
Mobile terminal 100 comprises a native Operating Sys-
tem (0S) environment, which performs a variety of op-
erating system services such as process scheduling,
memory management and file system management. Mobile
terminal 100 comprises also storage 154 for managed
objects. Storage 154 consists of memory avallable for
the managed objects in mobile terminal 100. The memory
may comprise consecutive or non-consecutive blocks of
memory. In storage 154 there are illustrated three
managed objects, namely, an object A 160, an object B
162 and an object C 164. The managed objects are or-
ganized in the memory of mobile terminal 100 in an ar-
bitrary fashion. In Figure 1 there is also a DM agent
150, which processes management requests issued from
the DM server 130. DM agent 150 processes management
messages sent to and received from DM server 130. DM
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agent 150 organizes the managed objects as a tree
structure 152. Tree structure may be called a manage-
ment information tree. Tree structure 152 provides an
organized view to the managed objects stored in arbi-
trary order in storage 154. The tree structure 152 is
made available to DM server 130, which perceives each
managed object as a node in tree structure 152. Tree
structure comprises interior nodes such as node 156
and 158, which provide a grouping of managed objects,
and nodes for the managed objects themselves. Objects
A, B and C are represented in tree structure 152 as
nodes 170, 172 and 174, respectively. Nodes in tree
structure are addressed using Internet Uniform Re-
source Identifiers (URIg). The tree structure can be
perceived as an Extensible Mark-up Language (XML)
document wherein the nodes are document elements. In
some cases there may be a direct correspondence be-
tween the location of managed object in the tree
structure and the location of the managed object in
storage 154. For example, there may be nodes corre-
sponding to specific directories in the file system of
mobile terminal 100.

Management sessions may be set-up between mo-
bile terminal 100 and DM server 130. During a manage-
ment session DM server 130 may typically send a man-
agement request 140, which identifies at least an op-
eration and the URI for the target node. Nodes may be,
for example, added, replaced, deleted, read and exe-
cuted. A node may comprise text, binary data and ac-
tions to be executed by mobile terminal 100. In re-
sponse to management request 140, mobile terminal 100
provides a management response, which comprises status
indicating success or failure of the operation and re-
turned result data.

Reference is now made to Figure 2, which il-
lustrates the OMA device management protocol operation
in prior art. In Figure 2 there is a DM client 200,
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which may be, for example, mobile terminal 100 as il-
lustrated in Figure 1. There is also a DM server 130,
which engages in a management session with DM client
200. In Figure 2 the commands exchanged in a manage-
ment session are illustrated. DM client 200 initiates
the management session by sending a package 201. A
package is a conceptual set of commands that could be
spread over multiple messages. A message ig an atomic
unit in the OMA DM protocol. It is one packet that the
bearer network is able to accept. One package could be
divided in many messages. A package comprises a syn-
chronization header (SyncHdr) and a synchronization
body (SyncBody). Synchronization body comprises at
least one command. The packages are structured accord-
ing to XML documents. The commands are XML elements in
the document.

In package 201 there is a synchronization
header, a synchronization body comprising an Alert
1201 command, a Replace command and a Final element.
Alert 1201 command indicates that it is question of a
client initiated management session. In the Replace
command DM client 200 provides its device properties
to the DM server 130. The Replace command indicates
that the device has replaced the management objects
associated with the device properties to correspond
the current device configuration. For example, exter-
nal adjunct devices such as a external display may
have been connected to DM client 200 since latest de-
vice property indication. The device properties may be
used, for example, in the selection of correct ver-
sions of software components, documents and multimedia
presentations to be downloaded during the management
session. DM server 130 responds by sending a package
202 to DM client 200.

Package 202 comprises a synchronization body,
which further comprises three Status commands indicat-
ing the successful delivery and processing of synchro-
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nization header, the Alert command and the replace
command, and a command sequence, which further com-
prises an Alert 1101 command for providing to the user
a prompt text and an Add command for adding a new node
for a managed object to the tree structure held by DM
client 200, and Final element. Success is indicated
with value 200 that 1s carried in the data element of
the Status command. DM client 200 provides the re-
sponse to package 202 by sending a package 203.

Package 203 comprises a synchronization body,
which further comprises four Status commands indicat-
ing the successful delivery and processing of synchro-
nization header, the command sequence, the Alert com-
mand and the Add command, and a Final element. The
success of Alert 1101 command indicates that the user
has accepted the management action further explained
in the prompt text. Had the user not accepted the man-
agement action, DM client 200 would have interrupted
the command sequence.

In response to the receiving of package 203,
DM server 130 sends a package 204, which comprises a
Status command for synchronization header and a Final
element. Package 204 acknowledges the status of DM
client 200. After receiving package 204 DM client 200
does not continue the protocol.

In OMA document “Firmware Update Management
Object” (OMA-DM-FUMO-V1_0_0-20050131-D), draft version
1.0, January 31°%, 2005, describing the updating of
firmware objects there is described a method where the
state of a firmware update package may be changed us-
ing commands issued by a DM server. The firmware up-
date package traverses through a number of states de-
pending on whether the downloading 1is progressing,
whether the download has been completed, whether the
update is in progress and whether the update has been
successful or whether it has failed. The problem asso-
ciated with the solution disclosed in the document is
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that the state machine for firmware updates is hard-
coded in the protocol. For each new state transition
to be added for packages, a new operation node must be
added to the management object tree. For the new node
will then be sent an execution command by the DM
server in order to fulfill the state transition. Thus,
the OMA DM standard must be updated every time a new
possible state is observed in firmware updating proc-
ess. It is not possible to determine target states dy-
namically based on values provided from the DM server,
which makes the protocol inextensible.

Reference is now made to Figure 3, which 'il-
lustrates management objects associated with deploy-
ment components organized using the teachings from the
prior art. The deployment components are software com-
ponents stored in a mobile terminal such as mobile
terminal 100 in Figure 1. The software components may
have been provided to mobile terminal using Hypertext
Transfer Protocol (HTTP), File Transfer Protocol (FTP)
or by using a carrier such as a memory card. The man-
agement objects associated with deployment components
are assembled under an interior node 300. There is a
node 310, which represents an inventory of deployment
components. The components that have merely been de-
livered are organized under node 313. The components
already deployed in mobile terminal 100 are organized
under a node 311. Under node 311 there is at least one
node 312. Each at least one node 312 represents a de-
ployment component that has been deployed. For a de-
ployed deployment component there are nodes that store
the identifier of the component (ID), component name,
component version and the state of the component. The
state indicates whether the component is active or in-
active. Under node 313 there is at least one node 314.
Each at least one node 314 represents a deployment
component that has been delivered. For a delivered de-
ployment component there are nodes that store the
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identifier of the component, component name, component
version, component binary code (data), installation
options and a descriptor.

There is also a node 320, under which are as-
sembled the nodes for the operations for the deploy-
ment components under node 311 or 313. The operations
comprise: Install, Remove, Update, Activate 322, Deac-
tivate 323 and InstallAndActivate 324. For example,
for activating a deployment component under node 311,
DM server 130 sends in a package an Execute command.
The Execute command specifies in the target element
the location URI for node 322 and in the data element
the correct deployment component URI. Respectively,
for deactivating a deployment component under node 311
an execute command specifies in the target element the
location URI for node 323.

There is also a node 330, for which an Exe-
cute command may be requested by DM server 130 in or-
der to download a deployment component to mobile ter-
minal 100. There is a URI node 331 for specifying the
deployment component location information for down-
loading. There are also nodes for status, deployment
component identifier, deployment component name and
version that are filled by mobile terminal 100 after
the downloading of the deployment component. In order
to download a deployment component DM server 130 sends
an Add command for adding the URI value. The Add com-
mand comprises the desired URI value. Thereupon, DM
server 130 sends an Execute command, which specifies
in the target element the URI for node 330. In re-
sponse mobile terminal 100 performs the downloading of
the deployment component specified in node 331.

The problem associated with the organization
of deployment components in prior art is that a de-
ployment component must be first downloaded and placed
under the node for delivered components. Thereupon, by
executing an activation node, the software component
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must be separately activated, which causes the trans-
fer of the deployment component under the node for de-
ployed components. The result is that a deployment
component has to be stored twice in the mobile termi-
nal memory. This may be unacceptable due to limited
memories available in mobile terminals. The two-phase
model of installation increases messaging traffic be-
tween mobile terminals and DM servers, which in turn
delays the installation of deployment components to be
activated.

SUMMARY OF THE INVENTION:

The invention relates to a method for the ob-
taining of deployment components to an electronic de-
vice. The method comprises: setting-up a management
session between the electronic device and a server;
receiving in the electronic device a location for a
deployment component from the server; receiving a tar-
get state for the deployment component in the elec-
tronic device from the server; determining the place
for a management object representing the deployment
component in a management object data structure in the
electronic device based on the target state; and down-
loading the deployment component in the electronic de-
vice from the location.

The invention relates to a method for the ob-
taining of deployment components to an electronic de-
vice, the method comprising: setting-up a management
session between the electronic device and a server;
receiving in the electronic device a location for a
deployment component from the server; receiving a tar-
get state for the deployment component in the elec-
tronic device from the server; downloading the deploy-
ment component in the electronic device from the loca-
tion; and determining the place for a management ob-

ject representing the deployment component in a man-
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agement object data structure in the electronic device
based on the target state.

The invention also relates to a method for
the delivery of deployment components to an electronic
device, the method comprising: forming in a server a
first command that comprises a location; forming in
the server a second command that comprises a target
state; forming in the server a third command that in-
dicates a node for triggering the downloading of a
deployment component; and sending the first, second
and third commands in at least one package from the
server to the electronic device.

The invention also relates to an electronic
device comprising: a device management agent config-
ured to set-up a management session between the elec-
tronic device and a server, to receive a location for
a deployment component from the server, to receive a
target state for the deployment component £from the
server, to determine the place for a management object
representing the deployment component in a management
object data structure in the electronic device based
on the target state; and a communication entity con-
figured to download the deployment component from the
location.

The invention also relates to a server com-
prising: a device management entity configured to set-
up a management session between an electronic device
and the server, to provide a location for a deployment
component to the electronic device, to provide a tar-
get state for the deployment component to the elec-
tronic device, to issue an execution request associ-
ated with a management object referring to the down-
loading of the deployment component.

The invention relates also to a computer pro-
gram comprising code adapted to perform the following
steps when executed on a data-processing system: set-
ting-up a management session to a server; receive a
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location for a deployment component from the server;
receiving a target state for the deployment component
from the server; determining the place for a manage-
ment object representing the deployment component in a
management object data structure based on the target
state; and downloading the deployment component from
the location.

The invention relates also to a computer pro-
gram comprising code adapted to perform the following
steps when executed on a data-processing system: set-
ting-up a management session between an electronic de-
vice and a server; providing a location for a deploy-
ment component to the electronic device; providing a
target state for the deployment component to the elec-
tronic device; and issuing an execution request asso-
ciated with a management object referring to the down-
loading of the deployment component.

The invention relates also to a computer pro-
gram comprising code adapted to perform the following
steps when executed on a data-processing system: set-
ting-up a management session to a server; receive a
location for a deployment component from the server;
receiving a target state for the deployment component
from the server; downloading the deployment component
from the location; and determining the place for a
management object representing the deployment compo-
nent in a management object data structure based on
the target state.

In one embodiment of the invention, the down-
loading of the deployment component, or the initiating
of the downloading of the deployment component, in the
electronic device from the location is performed be-
fore the determining step, wherein the place for a
management object representing the deployment compo-
nent in a management object data structure is deter-
mined in the electronic device based on the target
state. In one embodiment of the invention, the place
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for the management object is determined before the
downloading of the deployment component.

In one embodiment of the invention, the elec-
tronic device is a mobile terminal, which acts as an
Open Mobile Alliance (OMA) Device Management (DM) cli-
ent. The device management agent is an entity executed
in the mobile terminal, which sends device management
commands to the server and receives device management
commands from the server. The device management entity
maintaing a management object data structure, which
may be, for example, a management information tree.

In one embodiment of the invention, the
server 1is a device management server, for example, an
OMA DM server. The server comprises a device manage-
ment entity, which performs the device management re-
lated tasks in the server. The device management en-
tity may be a software component or a set of software
components that are responsible for the device manage-
ment tasks according to the invention.

In one embodiment of the invention, a node
name for the deployment component is received in the
electronic device from the server and the name for the
management object is set based on the node name in the
electronic device.

In one embodiment of the invention, a node
name for the management object is determined in the
electronic device and the node name for the management
object is indicated from the electronic device to the
server. The indication may be carried in an Alert com-
mand for a node representing the node name for the de-
ployment component.

In one embodiment of the invention, the loca-
tion and the target state are stored in a management
information tree in the electronic device. The manage-
ment session is ended before the downloading. The lo-
cation and the target state are provided from the man-

agement information tree to an indirect delivery en-
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tity in the electronic device, and the downloading is
performed by the indirect delivery entity.

In one embodiment of the invention, in the
server is formed a first command that comprises the
location. In the server is also formed a second com-
mand that comprises the target state. In the server is
also formed a third command that indicates a node for
triggering the downloading of the deployment compo-
nent. The first, second and third commands are sent in
at least one package from the server to the electronic
device. The commands are formed in a device management
entity in the server. The device management entity
sends the first, second and third commands in at least
one package to the electronic device.

In one embodiment of the invention, the loca-
tion comprises a Uniform Resource Identifier (URI). In
one embodiment of the invention, a Uniform Resource
Identifier (URI) specifies the place of the management
object in the management object data structure.

In one embodiment of the invention, the elec-
tronic device is at least one of a General Packet Ra-
dio System terminal, a Universal Mobile Telecommunica-
tions System terminal and a Wireless Local Area Net-
work terminal.

In one embodiment of the invention, the com-
puter program is stored on a computer readable medium.
The computer readable medium may be a removable memory
card, magnetic disk, optical disk or magnetic tape.

In one embodiment of the invention, the elec-
tronic device is a mobile device, for example, a lap-
top computer, a palmtop computer, a mobile terminal or
a personal digital assistant (PDA). In one embodiment
of the invention, the electronic device is a desktop
computer or a maihframe computer.

The benefits of the invention are related to
the increased efficiency in the delivery of deployment

components to the electronic device. The management
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session duration can be reduced. The invention also
avoids the storing of the same deployment component
twice in the electronic device memory, which enables
devices with smaller memories to be used to store
large deployment components.

BRIEF DESCRIPTION OF THE DRAWINGS:

The accompanying drawings, which are included
to provide a further understanding of the invention
and constitute a part of this specification, illus-
trate embodiments of the invention and together with
the description help to explain the principles of the
invention. In the drawings:

Fig. 1 is a block diagram, which illustrates
the OMA device management architecture in prior art;

Fig. 2 is a message sequence chart, which il-
lustrates the OMA device management protocol operation
in prior art;

Fig. 3 is a block diagram, which illustrates
management objects associated with deployment compo-
nents in prior art;

Fig. 4 is a block diagram, which illustrates
management objects associated with deployment compo-
nents, in one embodiment of the invention;

Fig. 5 is a message sequence chart, which il-
lustrates the use of OMA device management protocol,
in one embodiment of the invention;

Fig. 6 is a flow chart illustrating a deploy-
ment component delivery method, in one embodiment of
the invention; and

Fig. 7 is a block diagram illustrating an

electronic device according to the invention.
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DETAILED DESCRIPTION OF THE EMBODIMENTS :

Reference will now be made in detail to the
embodiments of the present invention, examples of
which are illustrated in the accompanying drawings.

Figure 4 1is a block diagram, which illus-
trates management objects associated with deployment
components in one embodiment of the invention. The
management objects are managed, for example, using OMA
device management protocol as illustrated in Figure 5.
The device management commands are sent between a DM
client 500 and DM server 530 as illustrated in Figure
5. DM client 500 represents a mobile station such as
mobile station 100. In Figure 4 there is a node 310
for deployment component inventory and a node 320 for
the deployment component operations with the respec-
tive sub-trees as illustrated in Figure 3. There is
also a node 330 for triggering the download of a de-
ployment component, that is, on which DM server 530
may impose an Execute command in order to download the
deployment component to DM client 500. There is a URI
node 331 for specifying the deployment component loca-
tion information for downloading. There are also nodes
for status, deployment component identifier, deploy-
ment component name and version that are filled by DM
client 500 after the downloading of the deployment
component. In addition to the nodes familiar from Fig-
ure 3, in Figure 4 there are two new nodes. There is a
node 400, which stores a target state for the deploy-
ment component identified with the URI in node 331. DM
server 530 may insert a value to the target state. The
value will indicate to DM client 500 the correct han-
dling for the deployment component after the download-
ing of it has been triggered. DM client 500 will check
the target state value. For example, if the target
state has values such as “install” or “update”, a node
for deployment component must be placed under node
311. Similarly, if the deployment component target
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state has the wvalue active, the deployment component
must be activated under the native operating system
within DM client 500. The state value node 315 will
indicate, using values active and inactive whether the
deployment component has been activated or whether it
remains inactive. Further, if the target state has the
value delivered, a node for deployment component must
be placed under node 313.

In Figure 4, there is also a node 401, which
is named as Dynamic Node Name Proposal (DNNP). The
name could, of course, be something else. The name is
just selected for the purpose of illustration. Priox
to triggering the download, DM server 530 adds a value
to node 401 to indicate what name is desired for the
interior node representing the deployment component.
The interior node representing the deployment compo-
nent will be put under either node 311 or 313 depend-
ing on the target state value.

Figure 5 is a message sequence chart, which
illustrates the use of OMA device management protocol
in one embodiment of the invention. In Figure 5 there
is a DM client 500 and a DM server 530. DM client 500
is in an electronic device, for example, a mobile ter-
minal such as mobile terminal 100. The DM client 500
may comprise a DM agent, which receives and sends com-
mands on behalf of the native operating system envi-
ronment. DM agent may receive indications from native
operating system on conditions that cause commands and
messages to be sent by DM agent. Similarly, in re-
sponse to commands from DM server 530, DM agent may
provide indications to the native operating system en-
vironment that cause a variety of operating system
services to be invoked. In Figure 5 there is illus-
trated the downloading of a deployment component A to
DM client 500 and the further processing of component
A in terms of the target state and node name, in one
embodiment of the invention.
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DM client 500 initiates the management ses-
sion by sending a package 501. In package 501 there is
a synchronization header, a synchronization body com-
prising an Alert 1201 command, a Replace command and a
Final element. Alert 1201 command indicates that it is
question of a client initiated management session. In
the Replace command DM client 500 provides its device
properties to the DM server 530. The Replace command
indicates that the device has replaced the management
objects associated with the device properties to cor-
respond the current device configuration. DM server
530 responds by sending a package 502 to DM client
500.

Package 502 comprises a synchronization body,
which further comprises three Status commands indicat-
ing the successful delivery and processing of synchro-
nization header, the Alert command and the replace
command, and a command sequence, which further com-
prises an optional Alert 1101 command for providing to
the user the prompt text for accepting deployment com-
ponent A, an Add command for adding the URI of deploy-
ment component A to node 331, an Add command for add-
ing the value “delivered” to node 400 representing
target state, an Execute command specifying node 330
URI that triggers the downloading of deployment compo-
nent A to DM client 500, and Final element. In re-
sponse to package 502 DM client 500 checks the down-
load URI for component A from node 331. DM client 500
also checks whether deployment component A should be
classified as delivered or deployed and whether the
interior node that represents deployment component A
should be placed under node 311 or node 313. Thereaf-
ter, DM client downloads deployment component A and
places the interior node that represents deployment
component A under node 313, because node 400 has the
value “delivered”.
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DM client 500 provides the response to pack-
age 502 by sending a package 503. Package 503 com-
prises a synchronization body, which further comprises
six Status commands indicating the successful delivery
and processing of synchronization header, the command
sequence, the Alert command, the two Add commands, the
Execute command, and a Final element. The success of
Alert 1101 command indicates that the user has ac-
cepted the management action further explained in the
prompt text. Had the user not accepted the management
action, DM client 500 would have interrupted the com-
mand sequence.

In response to the receiving of package 503,
DM server 530 sends a package 504, which comprises a
Status command for synchronization header and a Final
element. Package 504 acknowledges the status of DM
client 500. After receiving package 504 DM client 500
does not continue the protocol.

However, it should be noted that as DM server
530 issues an Execute command on an operation branch
such as a branch for indicating download, a status is
returned by DM client 500 in next package. The status
does, however, not indicate the completion of the op-
eration such as download. The status only indicates
that DM client 500 has started processing the opera-
tion. If the mere starting of the operation fails, DM
client returns a failure status. As soon as the entire
operation is complete, the success is indicated in an
asynchronic manner to DM server 530. If there is an
active management session, the success of the entire
operation is indicated using generic alert. If there
is no session, DM client 500 establishes it. The ge-
neric alert is associated to the Execute command using
a correlation value.

In one embodiment of the invention, node 401
is not used to provide the name for the interior node
representing the deployment component or DM client 500
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may alter the name provided. In this case the name
will be indicated to DM server 530 so that, for exam-
ple, in package 503 is sent an Alert command, which
reveals the name to DM server 530.

Figure 6 1s a flow chart illustrating a de-
ployment component delivery method in one embodiment
of the invention. In one embodiment of the invention,
the protocol used is as illustrated in Figure 5. In
one embodiment of the invention, the data structure
for storing information on managed objects is as 1il-
lustrated in Figure 4. The data structure comprises
nodes for representing managed objects and their prop-
erties.

At step 600 a Device Management (DM) session
is set-up between a DM client and DM server. The de-
vice management session may be set-up by DM client due
to a condition detected by DM client independently or
due to an alert notification received from DM server.
As a result of the DM session the DM server and DM
client may exchange commands. The management session
may be handled in DM client in a DM agent such as DM
agent 150 in mobile terminal 100 of Figure 1.

At step 602 DM server provides to DM client
information on the location of a deployment component.
The location of the deployment component may be, for
example, a Uniform Resource Identifier (URI). The lo-
cation of the deployment component may be provided so
that a value is attached to a node for storing the lo-
cation.

At step 604 DM server provides to DM client a
node name for the deployment component. The node name
of the deployment component may be provided so that a
value is attached to a node for storing the proposed
name. It should be noted that step 604 is omitted in
one embodiment of the invention. Thus step 604 is op-
tional.
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At step 606 DM server provides to DM client a
target state value for the deployment component. The
target state value of the deployment component may be
provided so that a wvalue is attached to a node for
storing the target state. In one embodiment of the in-
vention, the DM session may be terminated after the DM
client has acknowledged the receipt of the information
provided by the DM server. In this embodiment the ac-
tual downloading of the deployment component may be
performed indirectly using another delivery channel,
for example, using Hypertext Transfer Protocol (HTTP)
or delivery via a carrier such as a memory card.

At step 608 DM client checks the wvalue at-
tached to the target state node 400. If the target
state value is “install” or “update”, download target
is set to be the sub-tree for deployed deployment com-
ponents at step 610. If the target state value is “de-
livered”, download target is set to be the sub-tree
for delivered deployment components at step 612. The
mentioned sub-trees may be represented in DM client
file system as separate folders or files. The sub-
trees may also have separate memory buffers in case
the sub-trees are not represented as primary memory
structures.

At step 610 DM client downloads the deploy-
ment component. The downloading is performed to the
download target as designated at step 610 or at step
612. The downloading of the deployment component may
be triggered by DM server by issuing an execute com-
mand to DM client, which command designates a node
representing the downloading of deployment components
using the parameters earlier provided. For example,
node 330 1s such a node.

At step 612 DM client sets the node name for
the node representing the downloaded deployment compo-
nent. The node representing the downloaded deployment

component may be among the at least one node 312 or
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among the at least one node 314. DM client may inde-
pendently determine the node name or it may be the
node name provided from DM server at step 604.

Figure 7 is a block diagram illustrating an
electronic device according to the invention. Elec-
tronic device 700 may comprise a first memory (not
shown) and a second memory (not shown). The first mem-
ory is a volatile RAM work memory and the second mem-
ory is a non-volatile memory. In one embodiment of the
invention the first and the second memories are the
same memory, which is non-volatile. The electronic de-
vice also comprises a processor (not shown).

In Figure 7 there is a box 702, which illus-
trates the software in electronic device 700. The
software comprises at least an operating system entity
710, a device management agent 704 and a communication
entity 706. The device management agent 704 performs
the tasks of device management client 500 in Figure 5.
Device management agent 704 also comprises functional-
ities similar to management agent 150 in Figure 1.
Communication entity 706 performs the communication
related tasks in the electronic device. It comprises
the protocol stacks that are used for the radio inter-
face communication and in the communication with a re-
mote network such as the Internet. When communication
entity 706 receives messages related to device manage-
ment from a server, they are forwarded to device man-
agement agent 704. Similarly, device management com-
mands addressed to the network server are sent from
device management agent 704 via communication entity
706. Electronic device 700 may also comprise an inde-
pendent delivery entity 708, which performs the down-
loading or obtaining of deployment components inde-
pendent of device management entity 706. The communi-
cation entity performs the actual downloading of de-
ployment components either at the request of device

management agent 704 or independent delivery entity
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708. Electronic device 700 also comprises a storage
712, which corresponds to storage 154 as illustrated
in Figure 1. Storage may also be in an external device
connected to electronic device 700 via a wireless
(like Bluetooth, WLAN) or wired connection. Storage
712 stores deployment components and the data used by
management agent 704 to form the management informa-
tion data structure. Independent delivery entity 708
is able to obtain data either from device management
agent 704 or storage 712 in order to determine what
deployment components to download.

It is obvious to a person skilled in the art
that with the advancement of technology, the basic
idea of the invention may be implemented in wvarious
ways. The invention and its embodiments are thus not
limited to the examples described above; instead they
may vary within the scope of the claims.
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CLAIMS:

1. A method for obtaining deployment compo-
nents to an electronic device, the method comprising:
setting-up a management session between said elec-
tronic device and a server;
receiving in said electronic device a location for
a deployment component from said server;
receiving a target state for the deployment compo-
nent in said electronic device from said server;
determining a place for a management object repre-
senting said deployment component in a management ob-
ject data structure in said electronic device based on
said target state; and
downloading said deployment component in said
electronic device from said location.
. 2. The method according to claim 1, the
method further comprising:
receiving a node name for said deployment compo-
nent in said electronic device; and
setting a name for said management object based on
said node name in said electronic device.
3. The method according to claim 1, the
method further comprising:
determining a node name for said management object
in said electronic device; and
indicating the node name for said management ob-
ject from said electronic device to said server.
4, The method according to claim 1, the
method further comprising:
storing said location and said target state to a
management information tree in said electronic device;
ending said management session before said down-
loading;
providing said location and said target state from
said management information tree to an indirect deliv-

ery entity in said electronic device; and
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performing said downloading by said indirect de-
livery entity.

5. The method according to claim 1, wherein
said electronic device is an Open Mobile Alliance
(OMA) Device Management (DM) client and said server is
a device management server.

6. The method according to claim 1, wherein a
Uniform Resource Identifier (URI) specifies the place
of said management object in said management object
data structure.

7. A method for obtaining deployment compo-
nents to an electronic device, the method comprising:

setting-up a management session between said elec-
tronic device and a server;

receiving in said electronic device a location for
a deployment component from said server;

receiving a target state for the deployment compo-
nent in said electronic device from said server;

downloading said deployment component in said
electronic device from said location; and

determining a place for a management object repre-
senting said deployment component in a management ob-
ject data structure in said electronic device based on
said target state.

8. A method for delivery of deployment compo-
nents to an electronic device, the method comprising:

forming in a server a first command that comprises
a location;

forming in said server a second command that com-
prises a target state;

forming in said server a third command that indi-
cates a node for triggering downloading of a deploy-
ment component; and

sending said first command, said second command
and said third command in at least one package from
said server to said electronic device.

9. An electronic device comprising:
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a device management agent configured to set-up a
management session between said electronic device and
a server, to receive a location for a deployment com-
ponent from said server, to receive a target state for
the deployment component from said server, to deter-
mine a place for a management object representing said
deployment component in a management object data
structure in said electronic device based on said tar-
get state; and

a communication entity configured to download said
deployment component from said location.

10. The electronic device according to claim
9, wherein said device management entity is further
configured to receive a node name for said deployment
component and to set a name for said management object
based on saild node name.

11. The electronic device according to claim
9, wherein said device management entity is further
configured to determine a node name for said manage-
ment object and to indicate said node name for sgaid
management object to said server.

12. The electronic device according to claim
9, wherein said electronic device comprises:

a device management entity configured to store
said location and said target state to a management
information tree, to end said management session be-
fore said download, to provide said location and said
target state from said management information tree to
an indirect delivery entity; and

an indirect delivery entity to perform said down-
load.

13. The electronic device according to claim
9, wherein said electronic device is an Open Mobile
Alliance (OMA) Device Management (DM) client.

14. The electronic device according to claim
9, wherein a Uniform Resource Identifier (URI) speci-
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fies a place of said management object in said manage-
ment object data structure.

15. The electronic device according to claim
9, wherein said electronic device comprises at least
one of a General Packet Radio System terminal, a Uni-
versal Mobile Telecommunications System terminal or a
Wireless Local Area Network terminal.

16. A server comprising:

a device management entity configured

to set-up a management session between an elec-
tronic device and said server,

to provide a location for a deployment component
to said electronic device,

to provide a target state for said deployment com-
ponent to said electronic device,

to issue an execution request associated with a
management object referring to downloading of said de-
ployment component.

17. The server according to claim 16, wherein
said server is an Open Mobile Alliance (OMA) Device
Management server.

18. The server according to claim 17, wherein
said device management entity is further configured

to form a first command that comprises said loca-
tion,

to form a second command that comprises said tar-
get state,

to form a third command that indicates the manage-
ment object referring to the downloading of said de-
ployment component, and

to send said first, second and third commands in
at least one package to said electronic device.

19. A computer program comprising code
adapted to perform the following steps when executed
on a data-processing system:

setting-up a management session to a server;
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receive a location for a deployment component from
said server; .

receilving a target state for the deployment compo-
nent from said server;

determining a place for a management object repre-
senting said deployment component in a management ob-
ject data structure based on said target state; and

downloading said deployment component from said
location.

20. The computer program according to claim
19, wherein said computer program is stored on a com-
puter readable medium.

21. The computer program according to claim
20, wherein said computer readable medium is a remov-
able memory card.

22. The computer program according to claim
20, wherein said computer readable medium is a mag-
netic or an optical disk.

23. A computer program comprising code
adapted to perform the following steps when executed
on a data-processing system:

setting-up a management session between an elec-
tronic device and a server;

providing a location for a deployment component to
said electronic device;

providing a target state for said deployment com-
ponent to said electronic device; and

issuing an execution request associated with a
management object referring to downloading of said de-
ployment component.

24. The computer program according to claim
23, wherein said computer program is stored on a com-
puter readable medium.

25. The computer program according to claim
24, wherein said computer readable medium is a remov-
able memory card.
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26. The computer program according to claim
24, wherein said computer readable medium is a mag-
netic or an optical disk.

27. A computer program comprising code
adapted to perform the following steps when executed
on a data-processing system:

setting-up a management session to a server;

receive a location for a deployment component from
said server;

receiving a target state for the deployment compo-
nent from said server;

downloading said deployment component from said
location; and

determining a place for a management object repre-
senting said deployment component in a management ob-
ject data structure based on said target state.

28. The computer program according to claim
27, wherein said computer program is stored on a com-
puter readable medium.

29. The computer program according to claim
28, wherein said computer readable medium is a remov-
able memory card.

30. The computer program according to claim
28, wherein said computer readable medium is a mag-
netic or an optical disk.
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