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(57) ABSTRACT 

A wireless device may be alerted. For example, a message 
may be received from an invoking party and parsed for 
request data. Then a determination may be made as to 
whether identification data in the received message matches 
identification data resident in the wireless device. Next, the 
wireless device may be alerted when the received identifi 
cation data matches the identification data resident in the 
wireless device and when the request data includes a request 
to alert the wireless device. A return message may be sent to 
the invoking party when the request data includes the 
request to alert the wireless device. The return message may 
indicate that the wireless device as been alerted. Alerting the 
wireless device may comprise causing the wireless device to 
perform a function configured to indicate to a subject that the 
wireless device has been lost. 
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REMOTELY ALERTING AWIRELESS DEVICE 

RELATED APPLICATIONS 

0001. This patent application is a continuation-in-part of 
U.S. patent application Ser. No. 10/881,669, entitled “Sys 
tem. And Methods For Remotely Recovering And Purging 
Data From A Wireless Device In A Communications Net 
work, filed on Jun. 30, 2004 and assigned to the same 
assignee as this application. The aforementioned patent 
application is expressly incorporated herein by reference. 
Furthermore, this patent application is related to U.S. patent 
application Ser. No. 11/197,844, entitled “Methods And 
Systems For Remotely Recovering Security Data In A 
Wireless Device In A Communications Network, filed Aug. 
5, 2005, assigned to the assignee of the present patent 
application and is expressly incorporated herein by refer 
CCC. 

BACKGROUND 

0002 Wireless devices for communicating and storing 
Voice and data are becoming commonplace. Users of wire 
less communication devices are increasingly using their 
wireless devices to send electronic mail (“E-mail') as well 
as store personal data, such as contact lists, calendar infor 
mation, to do lists, and other notes. Much of this data may 
be considered as private to a user (e.g., passwords, credit 
card or bank account numbers, telephone numbers, 
addresses, and calendar or schedule information. Undesir 
able consequences may result for the user if the wireless 
device is lost and falls into the wrong hands. 
0003. Many wireless communication devices permit the 
user to enable a software lock of the device, which prevents 
use of the device unless a password is entered, and thus 
protects user data. However, use of this locking feature 
typically requires additional steps that the user might oth 
erwise not wish to take in operating their device, such as 
remembering and entering a multi-digit code every time the 
device is turned on or when an attempt is made to access the 
user's private data. As a result, the wireless device's locking 
feature is frequently unused. Moreover, if a device is stolen 
or lost, even if the locking feature is in place, the user Suffers 
the inconvenience of losing his or her data and wondering if 
the device had been previously locked. 

SUMMARY OF THE INVENTION 

0004 Consistent with embodiments of the present inven 
tion, Systems and methods are disclosed for alerting a 
wireless device. 

0005 For example, a message may be received from an 
invoking party and parsed for request data. Then a determi 
nation may be made as to whether identification data in the 
received message matches identification data resident in the 
wireless device. Next, the wireless device may be alerted 
when the received identification data matches the identifi 
cation data resident in the wireless device and when the 
request data includes a request to alert the wireless device. 
A return message may be sent to the invoking party when the 
request data includes the request to alert the wireless device. 
The return message may indicate that the wireless device as 
been alerted. Alerting the wireless device may comprise 
causing the wireless device to perform a function configured 
to indicate to a subject that the wireless device has been lost 
or mislaid. 
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0006. It is to be understood that both the foregoing 
general description and the following detailed description 
are examples and should not be considered to restrict the 
invention’s scope, as described and claimed. Further, fea 
tures and/or variations may be provided in addition to those 
set forth herein. For example, embodiments of the invention 
may be directed to various feature combinations and Sub 
combinations described in the detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007. The accompanying drawings, which are incorpo 
rated in and constitute a part of this disclosure, illustrate 
various embodiments of the present invention. In the draw 
ings: 
0008 FIG. 1 is a network diagram illustrating aspects of 
a data communications network; 
0009 FIG. 2 is a network diagram illustrating aspects of 
a voice communications network; 
0010 FIG. 3A is a flow diagram illustrating aspects of a 
process for recovering data, purging data, and performing 
other operations with respect to a wireless device in the data 
communications network of FIG. 1; 
0011 FIG. 3B is a flow diagram continuing the process of 
FIG. 3A; 
0012 FIG. 4A is a flow diagram illustrating aspects of a 
process for recovering data, purging data, and performing 
other operations with respect to a wireless device in the 
voice communications network of FIG. 2; and 
0013 FIG. 4B is a flow diagram continuing the process 
of FIG. 4A. 

DETAILED DESCRIPTION 

0014. The following detailed description refers to the 
accompanying drawings. Wherever possible, the same ref 
erence numbers are used in the drawings and the following 
description to refer to the same or similar elements. While 
embodiments of the invention may be described, modifica 
tions, adaptations, and other implementations are possible. 
For example, Substitutions, additions, or modifications may 
be made to the elements illustrated in the drawings, and the 
methods described herein may be modified by substituting, 
reordering, or adding stages to the disclosed methods. 
Accordingly, the following detailed description does not 
limit the invention. Instead, the proper scope of the inven 
tion is defined by the appended claims. 
0015 Systems and methods for remotely recovering data 
from a wireless device, purging data from the wireless 
device, and alerting a wireless device may be provided. A 
data message containing instructions for recovering/purging 
data stored on the device may be sent to the wireless device. 
The data message may be received by a recovery/purge 
application resident on the wireless device. FIGS. 1 and 2 
and the corresponding discussion are intended to provide a 
brief, general description of a Suitable communications 
network environment consistent with embodiments of the 
invention. 

0016 Referring now to FIG. 1, a data communications 
network for performing embodiments of the invention will 
be described. As shown in FIG. 1, a communications net 
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work 100 includes communications devices 102 for sending 
and receiving data over a network 114. Communications 
devices 102 include, for example, a wireless hand-held 
computer 104 and a personal computer 106. According to 
embodiments of the invention, wireless hand-held computer 
104 utilizes a wireless data gateway 108 to send and receive 
data messages over the network 114. As will be described in 
greater detail below, communications devices 102 may be 
utilized to send data messages over network 114 to recover 
and/or purge messages from lost or stolen devices in com 
munications network 100. The data messages may include, 
for instance, electronic mail ("e-mail’) messages, short 
message service (SMS) messages, text messages, or any 
other message types that may be communicated in a com 
munications network. Embodiments of the invention are not 
limited to hand-held computer 104 or personal computer 
106, but may be practiced with other communications 
devices including, but not limited to, two-way paging 
devices, voice over Internet protocol (“VOIP) or Internet 
telephones, microprocessor-based or programmable con 
Sumer electronics, minicomputers, mainframe computers, 
and the like. 

0017 Network 114 interconnects communications 
devices 102 with a network server computer 112 for man 
aging data traffic and a web server computer 126 for 
delivering web pages to connected devices over the network 
114. Network 114 may include any type of computing 
network, including a local area network or a wide area 
network, such as the Internet. Network 114 provides a 
medium for enabling communication between communica 
tions devices 102, server computers 112 and 126, a computer 
110, and a wireless device 118. 

0018 Wireless device 118 may be a hand-held computer. 
Wireless device 118 sends and receives data messages over 
the network 114 through communication with wireless data 
gateways 108 and 116. Wireless data gateways 108 and 116 
convert data communicated over a wireless data network 
(not shown) so that it may be communicated over network 
114. 

0.019 Consistent with embodiments of the invention, 
wireless device 118 may further include “smart phone” 
functionality. Smart phones combine the functions of a 
conventional mobile phone with functionality typically 
included in a personal or hand-held computer. This func 
tionality includes the capability of saving data, executing 
Software programs, sending and receiving e-mail and instant 
messages, and accessing Web pages over the Internet. 

0020 Wireless device 118 is operative to execute a data 
recovery/purge application 124. According to illustrative 
embodiments of the invention, data recovery/purge applica 
tion 124 may be utilized to recover and/or purge saved data 
from wireless device 118, e.g., upon the device becoming 
lost or stolen. Data recovery/purge application 124 may be 
executed or invoked upon receiving a message from either 
of the communications devices 102. The message may 
contain request data for identifying a lost wireless device, 
recovering the saved data, purging the saved data, recover 
ing and then purging the saved data, alerting wireless device 
118 or other instructions. The request data may also contain 
a return address, such as an e-mail address, for sending the 
recovered data and/or confirmation of a data purge to 
wireless devices 102 or to computer 110. The functions of 
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data recovery/purge application 124 will be discussed in 
greater detail below with reference to FIGS. 3 and 4. 

0021 Referring now to FIG. 2, a voice communications 
network for performing embodiments of the invention will 
be described. As shown in FIG. 2, a communications net 
work 200 includes communications devices 202 for con 
ducting voice and data communications with a Switch 230. 
Communications devices 202 may include a standard wire 
line telephone set 206 which is connected via a subscriber 
line to switch 230. Communications devices 202 also 
include a wireless telephone 204 that is in wireless commu 
nication with a mobile switching center (“MSC) 208. MSC 
208 may be utilized to communicate the wireless voice 
traffic from mobile telephone 204 to switch 230 via a 
wireline connection. Switch 230, MSC 208 and the connec 
tions between them and communications devices 202 may 
be components in a typical public Switched telephone net 
work (“PSTN). According to embodiments of the inven 
tion, switch 230 may be a standard central office circuit 
switch or a softswitch for routing voice and data traffic in the 
PSTN. 

0022 Communications network 200 also includes a 
voice node 219 in communication with Switch 230 and a 
customer profile database 226. According to embodiments 
of the invention, voice node 219 may be a server computer 
with interactive voice response (IVR) functionality. For 
instance, a customer may utilize an IVR to retrieve up-to 
date account information from a bank by entering his or her 
account number on a touch-tone telephone keypad in 
response to a synthesized voice recording. The IVR will then 
access a database associated with the bank and retrieve 
account information associated with the customer's account 
number. The account information may then be presented to 
the customer over the telephone via a synthesized voice 
generated by the IVR. 

0023 Communications network 200 also includes a net 
work 214. Network 214 provides a medium for enabling 
communication between voice node 219, a computer 210, 
and wireless device 218. The communication with wireless 
device 218 may be enabled through a wireless data gateway 
216 that converts data communicated over network 214 so 
that it is compatible with a wireless data network (not 
shown) in communication with wireless device 218. Net 
work 214 may include any type of computing network, 
including a local area network or a wide area network, Such 
as the Internet. 

0024 Voice node 219 is operative to execute a data 
recovery/purge application program 224 and an e-mail 
server program 228. According to embodiments of the 
invention, voice node 219 may be utilized to receive a voice 
call to a special directory number from Switch 230 for 
locating a lost or stolen wireless device in communications 
network 200. Data recovery/purge application 224 may be 
executed or invoked upon voice node 219 retrieving infor 
mation from database 226 associated with a wireless direc 
tory number for the lost or stolen wireless device. Data 
recovery/purge application 224 may receive this information 
and compose a message to send to e-mail server program 
228 that then sends the message over network 214 to a copy 
of data recovery/purge application 224 executed on wireless 
device 218. As previously discussed with respect to wireless 
device 118 in the description of FIG. 1, wireless device 218 
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may include Smartphone functionality to enable the execu 
tion of data recovery/purge application 224 as well as other 
Software application programs. 

0.025 The message may contain request data for identi 
fying the wireless device, recovering data saved on the 
wireless devices, purging the saved data, recovering and 
then purging the saved data, or other instructions. The 
request data may also contain a return address, such as an 
e-mail address, for sending the recovered data and/or con 
firmation of a data purge to computer 210. The functions of 
data recovery/purge application 224 in communications 
network 200 will be discussed in greater detail below with 
reference to FIGS. 4A and 4B. 

0026 Referring now to FIG. 3A, a routine 300 will be 
described illustrating a process that may be performed by 
data recovery/purge application 124 for recovering data, 
purging data, and alerting wireless device 118 performing 
other operations with respect to wireless device 118 in 
communications network 100, discussed above. The logical 
operations of various embodiments of the present invention 
may be implemented (1) as a sequence of computer imple 
mented acts or program modules running on a computing 
system and/or (2) as interconnected machine logic circuits or 
circuit modules within the computing system. Accordingly, 
the logical operations illustrated in FIGS. 3A-4B, and mak 
ing up the embodiments of the present invention described 
herein are referred to variously as operations, structural 
devices, acts, or modules. These operations, structural 
devices, acts, and modules may be implemented in Software, 
in firmware, in special purpose digital logic, and any com 
bination thereof. 

0027 Routine 300 begins at operation 305, wherein a 
user/invoking party of communications devices 102 initiates 
a message to execute data recovery/purge application 124 
resident in wireless device 118. In particular, an invoking 
party in communications network 100 may initiate a mes 
sage by sending an e-mail message from hand-held com 
puter 104 or the computer 106 directly to wireless device 
118 over network 114. The e-mail message may include a 
form comprising a number of fields of request data which are 
parsed by data recovery/purge application 124 upon receipt 
of the message. The request data fields may include a key 
field indicating a unique identification (such as the wireless 
telephone number) of the wireless device being contacted, a 
request type field indicating the type of operation to be 
performed by recovery/data purge application 124, and a 
data recovery address which may be an e-mail address for 
sending recovered data, a purge confirmation, or other data 
to the invoking party. The message is not limited to an e-mail 
message but may also take the form of wireless text mes 
sages such as SMS messages in addition to various other 
types of wireless and wireline messaging known. 

0028. From operation 305, routine 300 continues to 
operation 310 where the message from the invoking party is 
received at wireless device 118 at which time data recovery/ 
purge application 124 is executed. For instance, wireless 
device 118 may be preconfigured (i.e., preprogrammed) to 
automatically execute data recovery/purge application 124 
each time an e-mail message is received. Once executed data 
recovery/purge application 124 determines if the received 
message includes request data as described in detail at 
operation 315. 
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0029. From operation 310, routine 300 continues to 
operation 315 where data recovery/purge application 124 
parses the received message from the invoking party for 
request data indicating a request to recover data, purge data, 
or to perform other operations with respect to wireless 
device 118. In particular, recovery/purge application 124 
may be configured to search for request data fields in an 
e-mail message sent by the invoking party. For instance, 
recovery/purge application 124 may initially search for the 
key field to confirm that the request data in the message is 
applicable to wireless device 118. 
0030. From operation 315, routine 300 continues to 
operation 320 where data recovery/purge application 124 
compares identification information in the request data to 
identification data previously stored in wireless device 118. 
In particular, recovery/purge application 124 may search for 
an identification number in the key field in the request data. 
The identification number may include, for instance, the 
wireless telephone number of wireless device 118. 
0031) If, at operation 320, recovery/purge application 
124 determines that the identification data does not match 
the identification data stored in wireless device 118, routine 
300 branches to operation 310 where recovery/purge appli 
cation 124 waits to receive another message from the 
invoking party. Upon determining a non-match of the iden 
tification data, recovery/purge application 124 may further 
be configured to generate an alert in a return message to the 
invoking party indicating that the sent identification data 
does not match the identification data in the wireless device 
118. 

0032) If, at operation 320, recovery/purge application 
124 determines that the identification data matches the 
identification data stored in wireless device 118, routine 300 
continues to operation 330. At operation 330, recovery/ 
purge application 124 determines the type of request con 
tained in the request data in the received message from the 
invoking party. For instance, recovery/purge application 124 
may search a request type field in the received message to 
identify whether a request was made to recover personal 
contact data stored in wireless device 118. It should be noted 
that multiple types of requests can be requested. For 
example, the request data can indicate that Lock, Locate, and 
Alert, or any like combination of more than one of the types 
of request described herein and in FIGS. 3A, 3B, 4A and 4B. 
0033. From operation 330, routine 300 continues to 
operation 335 where data recovery/purge application 124 
determines whether the request data includes a request to 
recover the data stored in wireless device 118. If the request 
data includes a request to recover the data stored in wireless 
device 118, routine 300 continues to operation 340 where 
data recovery/purge application 124 retrieves the data stored 
in wireless device 118. In particular, data recovery/purge 
application 124 may access the memory in wireless device 
118 and initiate commands to make a copy of the stored data. 
For instance, data recovery/purge application 124 may be 
configured to copy a user's personal data, Such as telephone 
and address data, calendar information, passwords, and 
account numbers from wireless device 118 into a data file. 
Routine 300 then continues to operation 345. 
0034) If, at operation 335, recovery/purge application 
124 determines that the request data does not include a 
request to recover the data stored in wireless device 118, 
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routine 300 continues to operation 345 where recovery/ 
purge application 124 determines whether the request data 
includes a request to purge the data stored in wireless device 
118. If the request data includes a request to purge the data 
stored in wireless device 118, routine 300 continues to 
operation 350 where recovery/purge application 124 purges 
data stored in wireless device 118. In particular, data recov 
ery/purge application 124 may execute a delete command 
from a menu in wireless device 118 to purge the stored data. 
Routine 300 then continues to off-page connector A where 
routine 300 continues in FIG. 3B. If, at operation 335, 
recovery/purge application 124 determines that the request 
data does not include a request to purge the data stored in 
wireless device 118, routine 300 continues to off-page 
connector A where routine 300 continues in FIG. 3B. 

0035) Referring now to FIG. 3B, routine 300 continues 
from off-page connector A to operation 355 where data 
recovery/purge application 124 determines whether the 
request data includes a request to lock wireless device 118. 
If the request data includes a request to lock wireless device 
118, routine 300 continues to operation 360 where data 
recovery/purge application 124 locks wireless device 118. In 
particular, data recovery/purge application 124 may access a 
menu in wireless device 118 and enter a numerical code, 
provided by the invoking party in the request data, to lock 
the device so that device functions and data are prevented 
from being accessed by an unknown party. Routine 300 then 
continues to operation 365. 

0036). If the request data does not include a request to lock 
the wireless device 118, routine 300 continues to operation 
365 where data recovery/purge application 124 determines 
whether the request data includes a request to locate wireless 
device 118. If the request data includes a request to locate 
wireless device 118, routine 300 continues to operation 370 
where data recovery/purge application 124 executing on 
wireless device 118 retrieves location information. In par 
ticular, data recovery/purge application 124, in response to 
receiving a request for location information, may be con 
figured to access a menu in wireless device 118 to retrieve 
location data such as Global Positioning System (“GPS) 
data (if the wireless device 118 includes this feature). 
Routine 300 then continues to operation 375. 

0037. If the request data does not include a request to lock 
wireless device 118, routine 300 continues to operation 375 
where data recovery/purge application 124 sends a return 
message to the invoking party. In particular, data recovery/ 
purge application 124 may initiate and send an e-mail 
message from wireless device 118 over network 114 to a 
data recovery address or addresses specified in the request 
data sent by the invoking party. The return address may be 
a different address than the one from which the request data 
was sent by the invoking party. For instance, the invoking 
party may have initiated a recovery and purge request from 
computer 106 (which may be a home computer) but may 
wish the recovered data to be sent to an e-mail address 
associated with the computer 110 (which may be a work 
computer). In addition, the return message may be sent to 
multiple addresses. 

0038. The return message may include the recovered data 
file as an attachment and an acknowledgement confirming 
that data was recovered and/or purged from wireless device 
118. In one illustrative embodiment, data recovery/purge 
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application 124 may be configured to retry a data recovery 
or purge request until Successful. The return message may 
also include other information requested by the invoking 
party such as a confirmation that wireless device 118 was 
locked or current location information for wireless device 
118. From operation 375, routine 300 continues to operation 
380, where it ends. 

0.039 Turning now to FIG. 4A, a routine 400 will be 
described illustrating a process that may be performed by 
data recovery/purge application 224 for recovering data, 
purging data, and performing other operations with respect 
to wireless devices 218 in communications network 200, 
discussed above. Routine 400 begins at operation 402, 
wherein a user/invoking party of communications devices 
202 initiates a message request to execute data recovery/ 
purge application 224 resident in wireless device 218. In 
particular, an invoking party in communications network 
200 may initiate a message request by making a voice call 
to voice node 219. Upon the completion of the call, voice 
node 219 may generate synthesized voice prompts request 
ing the telephone number of wireless device 218 and the 
type of request or requests (e.g., data recovery, data purge, 
device lock, or device location). Once this information is 
received, voice node 219 accesses database 226 to retrieve 
profile information which may include identification data 
associated with wireless device 218 and a return address to 
be included in request data received by data recovery/purge 
application 224. 

0040. From operation 402, routine 400 continues to 
operation 404 where voice node 219 executes data recovery/ 
purge application 224 that receives the request data stored in 
the database and provided by the invoking party. In particu 
lar, data recovery/purge application 224 receives the iden 
tification data, the return address, and the request type (or 
types) for generating a message to send to wireless device 
218. 

0041. From operation 404, routine 400 continues to 
operation 405 where recovery/purge application 224 execut 
ing in Voice node 219 generates a message to execute data 
recovery/purge application 224 resident in wireless device 
218. In particular, data recovery/purge application 224 in the 
Voice node may generate an e-mail message that e-mail 
server program 228 sends directly to wireless device 218 
over network 214. As discussed above in the description of 
FIG. 3A, the e-mail message may include a form comprising 
a number of fields of request data including a key field 
indicating a unique identification (Such as the wireless 
telephone number) of the wireless device being contacted, a 
request type field indicating the type of operation to be 
performed by recovery/data purge application 224 resident 
in wireless device 218, and a data recovery address which 
may be an e-mail address for sending recovered data, a purge 
confirmation, or other data to the invoking party. Alterna 
tively, the message may also take the form of a wireless text 
message such as an SMS messages in addition to various 
other types of wireless and wireline messaging known to 
those skilled in the art. 

0042. From operation 405, routine 400 continues to 
operation 410 where the message from the invoking party is 
received at the wireless device 218 at which time data 
recovery/purge application 224 resident in wireless device 
218 is executed. For instance, wireless device 218 may be 
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preconfigured (i.e., preprogrammed) to automatically 
execute data recovery/purge application 224 each time an 
e-mail message is received. Once executed data recovery/ 
purge application 224 determines if the received message 
includes request data as described in detail at operation 415. 
0043. From operation 410, routine 400 continues to 
operation 415 where data recovery/purge application 224 
parses the received message from the invoking party for 
request data indicating a request to recover data, purge data, 
or to perform other operations with respect to wireless 
device 218. In particular, recovery/purge application 224 
may be configured to search for request data fields in an 
e-mail message. For instance, recovery/purge application 
224 may initially search for the key field to confirm that the 
request data in the message is applicable to wireless tele 
phone device 218. 

0044) From operation 415, routine 400 continues to 
operation 420 where data recovery/purge application 224 
compares identification information in the request data to 
identification data previously stored in wireless device 218. 
In particular, recovery/purge application 224 may search for 
an identification number in the key field in the request data. 
The identification number may include, for instance, the 
wireless telephone number of wireless device 218. 
0045. If, at operation 420, recovery/purge application 
224 determines that the identification data does not match 
the identification data stored in wireless device 218, routine 
400 branches to operation 410 where recovery/purge appli 
cation 224 waits to receive another message. Upon deter 
mining a non-match of the identification data, recovery/ 
purge application 224 may further be configured to generate 
an alert in a return message to computer 210 associated with 
the invoking party indicating that the sent identification data 
does not match the identification data in wireless device 218. 

0046) If, at operation 420, recovery/purge application 
224 determines that the identification data matches the 
identification data stored in wireless device 218, routine 400 
continues to operation 430. At operation 430, recovery/ 
purge application 224 determines the type of request con 
tained in the request data in the received message from the 
invoking party. For instance, recovery/purge application 224 
may search a request type field in the received message to 
identify whether a request was made to recover personal 
contact data stored in wireless device 218. 

0047. From operation 430, routine 400 continues to 
operation 435 where data recovery/purge application 224 
determines whether the request data includes a request to 
recover the data stored in wireless device 218. If the request 
data includes a request to recover the data stored in wireless 
device 218, routine 400 continues to operation 440 where 
data recovery/purge application 224 retrieves data stored in 
the wireless device 218. In particular, data recovery/purge 
application 224 may access the memory in wireless device 
218 and initiate commands to make a copy of the stored data. 
For instance, data recovery/purge application 224 may be 
configured to copy a user's personal data, Such as telephone 
and address data, calendar information, passwords, and 
account numbers from wireless device 218 into a data file. 
Routine 400 then continues to operation 445. 
0.048 If, at operation 435, recovery/purge application 
224 determines that the request data does not include a 
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request to recover the data stored in wireless device 218, 
routine 400 continues to operation 445 where recovery/ 
purge application 224 determines whether the request data 
includes a request to purge the data stored in wireless device 
218. If the request data includes a request to purge the data 
stored in wireless device 218, routine 400 continues to 
operation 450 where recovery/purge application 224 purges 
data stored in wireless device 218. In particular, data recov 
ery/purge application 224 may execute a delete command 
from a menu in wireless device 218 to purge the stored data. 
Routine 400 then continues to off-page connector A where 
the routine 400 continues in FIG. 4B. If, at operation 435, 
recovery/purge application 224 determines that the request 
data does not include a request to purge the data stored in 
wireless device 218, routine 400 continues to off-page 
connector A where routine 400 continues in FIG. 4B. 

0049 Referring now to FIG. 4B, routine 400 continues 
from off-page connector A to operation 455 where data 
recovery/purge application 224 determines whether the 
request data includes a request to lock wireless device 218. 
If the request data includes a request to lock wireless device 
218, routine 400 continues to operation 460 where data 
recovery/purge application 224 locks wireless device 218. In 
particular, data recovery/purge application 224 may access a 
menu in wireless device 218 and enter a numerical code, 
provided by the invoking party in the request data, to lock 
the device so that device functions and data are prevented 
from being accessed by an unknown party. Routine 400 then 
continues to operation 465. 
0050. If the request data does not include a request to lock 
the wireless device 218, routine 400 continues to operation 
465 where data recovery/purge application 224 determines 
whether the request data includes a request to locate wireless 
device 218. If the request data includes a request to locate 
the wireless device 218, routine 400 continues to operation 
470 where data recovery/purge application 224 executing on 
wireless device 218 retrieves location information. In par 
ticular, data recovery/purge application 224, in response to 
receiving a request for location information, may be con 
figured to access a menu in wireless device 218 to retrieve 
location data, such as Global Positioning System (“GPS) 
data (if the wireless device 218 includes this feature). 
0051) If the request data does not include a request to 
locate wireless device 218, routine 400 continues to opera 
tion 475 where data recovery/purge application 224 deter 
mines whether the request data includes a request to perform 
an alert task via wireless device 218. If the request data 
includes a request to perform an alert task via wireless 
device 218, routine 400 continues to operation 480 where 
data recovery/purge application 224 executing on wireless 
device 218 causes wireless device 218 to perform a function 
configured to indicate to a subject that wireless device 218 
has been lost. In particular, data recovery/purge application 
224, in response to receiving an alert request, may be 
configured to cause wireless device 218 to produce a visible 
alert on wireless device 218. For example, in response to 
data recovery/purge application 224, wireless device 218 
may flash a light on wireless device 218. The flashing may 
be in Some distinguishable sequence of on/off time segments 
or may be a distinguishable light color. The visible alert may 
be displayed via any visible component enabled by device 
218. For example, if device 218 includes a display screen, 
the alert may be produced by a display presented for visual 
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viewing on the screen. In other words the visible alert on 
wireless device 218 flashing may indicate to the subject 
(e.g., a person who may have noticed or found wireless 
device 218) that wireless device 218 is considered lost or 
mislaid by its owner. The visible alert may be presented in 
any manner to indicate that wireless device 218 is consid 
ered lost by its owner. 
0.052 Moreover, data recovery/purge application 224, in 
response to receiving the alert request, may be configured to 
cause wireless device 218 to emit an audible alert (e.g. a 
tone) from wireless device 218. The audible alert may be 
loaded into wireless device 218 in the same way that a ring 
tone or other audible alert is loaded. For example, the 
audible alert may be pre-established on wireless device 218 
prior to wireless device 218 being alerted, provided to 
wireless device 218 when wireless device 218 is alerted, or 
provided to wireless device 218 after wireless device 218 is 
alerted. In other words, the type of audible alert to be 
Sounded in response to the alert request may be pre-estab 
lished and pre-loaded into wireless device 218. In other 
embodiments of the invention, the type of audible alert to be 
Sounded in response to the alert request may be received 
with the alert request or Subsequent to receiving the alert 
request. Like the visible alert and audible alert, the alert may 
also be presented in the form of a motion alert produced by 
the device, for example, a vibration. 
0053. Furthermore, data recovery/purge application 224, 
in response to receiving an alert request, may be configured 
to cause wireless device 218 to display a message on 
wireless device 218. Like the aforementioned audible alert, 
the displayed message may be pre-established on wireless 
device 218 prior to wireless device 218 being alerted, 
provided to wireless device 218 when wireless device 218 is 
alerted, or provided to wireless device 218 after the wireless 
is alerted. In other words, the message to be displayed in 
response to the alert request may be pre-established and 
pre-loaded into wireless device 218. In other embodiments, 
the message to be displayed in response to the alert request 
may be received with the alert request or subsequent to 
receiving the alert request. The message may comprise, for 
example, information configured to let a Subject finding 
wireless device 218 know that wireless device 218 is lost 
and may provide directions on how to return wireless device 
218. The directions may include a location to mail or ship 
wireless device 218. The directions may include a telephone 
number to call or other contact information in order to report 
finding wireless device 218 and to receive further instruc 
tions for returning wireless device 218 to its owner. In 
addition, the message may provide an address in a display on 
the wireless device 218 and instructions to drop wireless 
device 218 in a mail box or take it to a delivery provider. In 
this way, the device may be returned to the owner (e.g. 
though a third party) in which wireless device 218s owner 
or the third party or both may pay the cost for returning 
wireless device 218. 

0054. In addition, data recovery/purge application 224, in 
response to receiving an alert request, may be configured to 
cause wireless device 218 to emit an audible message on 
wireless device 218. Like the aforementioned audible alert 
and displayed message, the audible message may be pre 
established on wireless device 218 prior to wireless device 
218 being alerted, provided to wireless device 218 when 
wireless device 218 is alerted, or provided to wireless device 
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218 after the wireless device is alerted. In other words, the 
audible message to be sounded in response to the alert 
request may be pre-established and pre-loaded into wireless 
device 218. In other embodiments, the audible message to be 
Sounded in response to the alert request may be received 
with the alert request or Subsequent to receiving the alert 
request. The audible message may comprise, for example, 
the same information as described above with respect to the 
aforementioned displayed message and could be presented 
over a speaker on wireless device 218 as either a recorded 
audio file or via text-to speech translation of a text message. 
0055 Also, data recovery/purge application 224, in 
response to receiving an alert request, may be configured to 
cause wireless device 218 to transmit location information 
corresponding to a location of wireless device 218. For 
example, the location information may comprise GPS coor 
dinates of wireless device 218. In this way, if the owner of 
wireless device 218 receives the GPS coordinates, the owner 
may be able to go to those coordinates to recover lost 
wireless device 218. In other embodiments, the GPS coor 
dinates of wireless device 218 may be sent to a server that 
may be configured to display to wireless device 218s owner 
a map indicating wireless device 218s location on the map 
based on the aforementioned GPS coordinates. The map 
may be presented to wireless device 218s owner via a 
computer network, for example, the Internet. 
0056. Once alerted, wireless device 218 may be caused to 
be operable to call a limited number of telephone numbers. 
In addition, wireless device 218 may be caused to indicate 
the limited number of telephone numbers. The limited 
number of telephone number may correspond to Subjects or 
service providers capable of providing information to wire 
less device 218s finder for returning wireless device 218. 
For example, wireless device 218 may either audibly emit or 
visibly display a message stating "press 1 to call this 
telephone's owner.” Furthermore, wireless device 218 may 
either audibly emit or display a message stating "press 2 to 
receive data to help return this telephone to its owner.” The 
aforementioned are examples, and other messages may be 
sounded or displayed by wireless device 218 directed to help 
a subject finding wireless device 218 to call one of the 
aforementioned limited number of telephone numbers. It is 
noted that the presentation of this information may be in 
Such a way as to preserve the anonymity of the owner of the 
device. That is, when the subject finding wireless device 218 
responds to the alert by, for example, pressing “1” to call the 
owner of the device, the result is that wireless device 218 
invokes a telephony application, retrieves a number to dial 
associated with the owner, and places a telephony call from 
wireless device 218 to the number retrieved, without requir 
ing the display, at any time, of the number being dialed or 
any other identifying information related to the owner of 
wireless device 218. Similarly, other types of communica 
tions can be used to send a communication from wireless 
device 218 to a communication address for the owner and 
may likewise maintain the anonymity of the owner if 
desired. These may include email, instant messaging, or any 
other type of communication application Supported by wire 
less device 218. In enabling only specific addressable tele 
phone numbers or other addresses, the utility of wireless 
device 218 may be limited to communication only for the 
purpose of aiding in the return wireless device 218 to its 
owner. All other communications may be disabled when this 
feature is invoked. Any one or more of the aforementioned 
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functions configured to indicate to a subject that wireless 
device 218 has been lost may be performed alone or in 
combination with any other one or more of the aforemen 
tioned functions. The routine 400 then continues to opera 
tion 485. 

0057) If the request data does not include a request to lock 
wireless device 218, routine 400 continues to operation 485 
where data recovery/purge application 224 sends a return 
message to the invoking party. In particular, data recovery/ 
purge application 224 may initiate and send an e-mail 
message from wireless device 218 over network 214 to the 
data recovery address linked to invoking party in the data 
base 226. The return message may be sent to multiple 
addresses. 

0.058. The return message may include the recovered data 
file as an attachment and an acknowledgement confirming 
that data was recovered and/or purged from wireless device 
218. Consistent with embodiments of the invention, data 
recovery/purge application 224 may be configured to retry a 
data recovery or purge request until Successful. The return 
message may also include other information requested by 
the invoking party Such as a confirmation that wireless 
device 218 was locked or current location information for 
wireless device 218. From operation 485, routine 400 con 
tinues to operation 490, where it ends. 
0059 Generally, consistent with embodiments of the 
invention, program modules may include routines, pro 
grams, components, data structures, and other types of 
structures that may perform particular tasks or that may 
implement particular abstract data types. Moreover, embodi 
ments of the invention may be practiced with other computer 
system configurations, including hand-held devices, multi 
processor Systems, microprocessor-based or programmable 
consumer electronics, minicomputers, mainframe comput 
ers, and the like. Embodiments of the invention may also be 
practiced in distributed computing environments where 
tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed 
computing environment, program modules may be located 
in both local and remote memory storage devices. 
0060) Furthermore, embodiments of the invention may be 
practiced in an electrical circuit comprising discrete elec 
tronic elements, packaged or integrated electronic chips 
containing logic gates, a circuit utilizing a microprocessor, 
or on a single chip containing electronic elements or micro 
processors. Embodiments of the invention may also be 
practiced using other technologies capable of performing 
logical operations such as, for example, AND, OR, and 
NOT, including but not limited to mechanical, optical, 
fluidic, and quantum technologies. In addition, embodiments 
of the invention may be practiced within a general purpose 
computer or in any other circuits or systems. 
0061 Embodiments of the invention, for example, may 
be implemented as a computer process (method), a comput 
ing system, or as an article of manufacture, such as a 
computer program product or computer readable media. The 
computer program product may be a computer storage 
media readable by a computer system and encoding a 
computer program of instructions for executing a computer 
process. The computer program product may also be a 
propagated signal on a carrier readable by a computing 
system and encoding a computer program of instructions for 
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executing a computer process. Accordingly, the present 
invention may be embodied in hardware and/or in software 
(including firmware, resident Software, micro-code, etc.). In 
other words, embodiments of the present invention may take 
the form of a computer program product on a computer 
usable or computer-readable storage medium having com 
puter-usable or computer-readable program code embodied 
in the medium for use by or in connection with an instruction 
execution system. A computer-usable or computer-readable 
medium may be any medium that can contain, store, com 
municate, propagate, or transport the program for use by or 
in connection with the instruction execution system, appa 
ratus, or device. 
0062) The computer-usable or computer-readable 
medium may be, for example but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, device, or propagation 
medium. More specific computer-readable medium 
examples (a non-exhaustive list), the computer-readable 
medium may include the following: an electrical connection 
having one or more wires, a portable computer diskette, a 
random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, and a portable 
compact disc read-only memory (CD-ROM). Note that the 
computer-usable or computer-readable medium could even 
be paper or another Suitable medium upon which the pro 
gram is printed, as the program can be electronically cap 
tured, via, for instance, optical scanning of the paper or other 
medium, then compiled, interpreted, or otherwise processed 
in a Suitable manner, if necessary, and then stored in a 
computer memory. 

0063 Embodiments of the present invention, for 
example, are described above with reference to block dia 
grams and/or operational illustrations of methods, systems, 
and computer program products according to embodiments 
of the invention. The functions/acts noted in the blocks may 
occur out of the order as shown in any flowchart. For 
example, two blocks shown in Succession may in fact be 
executed Substantially concurrently or the blocks may some 
times be executed in the reverse order, depending upon the 
functionality/acts involved. 
0064. While certain embodiments of the invention have 
been described, other embodiments may exist. Furthermore, 
although embodiments of the present invention have been 
described as being associated with data stored in memory 
and other storage mediums, data can also be stored on or 
read from other types of computer-readable media, Such as 
secondary storage devices, like hard disks, floppy disks, or 
a CD-ROM, a carrier wave from the Internet, or other forms 
of RAM or ROM. Further, the disclosed methods stages 
may be modified in any manner, including by reordering 
stages and/or inserting or deleting stages, without departing 
from the invention. 

0065 All rights including copyrights in the code included 
herein are vested in and the property of the Applicant. The 
Applicant retains and reserves all rights in the code included 
herein, and grants permission to reproduce the material only 
in connection with reproduction of the granted patent and for 
no other purpose. 
0066 While the specification includes examples, the 
invention’s scope is indicated by the following claims. 
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Furthermore, while the specification has been described in 
language specific to structural features and/or methodologi 
cal acts, the claims are not limited to the features or acts 
described above. Rather, the specific features and acts 
described above are disclosed as example for embodiments 
of the invention. 

What is claimed is: 
1. A method for alerting a wireless device, the method 

comprising: 
receiving an alert request message; 
parsing the alert request message for request data; 
determining a type of alert being indicated by the request 

data; and 
providing an alert performance message corresponding to 

the determined type to the wireless device. 
2. The method of claim 1, wherein providing the alert 

performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
perform a function configured to indicate to a subject that the 
wireless device has been lost. 

3. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
indicate a visible alert. 

4. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
indicate a visible alert, the visible alert comprising at least 
one of the following: a light flashing sequence of on/off time 
segments and a distinguishable light color. 

5. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
indicate an audible alert. 

6. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
indicate an audible alert, the audible alert being one of the 
following: pre-established on the wireless device prior to 
providing the alert performance message, provided to the 
wireless device when the wireless is provided with the alert 
performance message, and provided to the wireless device 
after providing the alert performance message. 

7. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
indicate an audible alert, the audible alert comprising a 
motion alert produced by the wireless device. 

8. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
displaying a message. 

9. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
displaying a message, the message being one of the follow 
ing: pre-established on the wireless device prior to providing 
the alert performance message, provided to the wireless 
device when the wireless is provided with the alert perfor 
mance message, and provided to the wireless device after 
providing the alert performance message. 
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10. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
provide an audible message. 

11. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
provide an audible message, the audible message being one 
of the following: pre-established on the wireless device prior 
to providing the alert performance message, provided to the 
wireless device when the wireless is provided with the alert 
performance message, and provided to the wireless device 
after providing the alert performance message. 

12. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to 
transmit location information corresponding to a location of 
the wireless device. 

13. The method of claim 1, wherein providing the alert 
performance message comprises providing the alert perfor 
mance message configured to cause the wireless device to be 
operable to initiate a communication to a limited number of 
communication addresses and to provide a prompt to initiate 
a communication to at least one of the limited number of 
communication addresses. 

14. A method for alerting a wireless device, the method 
comprising receiving an alert performance message at the 
wireless device, the alert performance message being con 
figured to cause the wireless device to perform a function 
configured to indicate to a subject that the wireless device 
has been lost. 

15. The method of claim 14, wherein receiving the alert 
performance message, the alert performance message being 
configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost further comprises receiving the 
alert performance message, the alert performance message 
being configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost wherein the function configured to 
indicate comprises the wireless device flashing a light on the 
wireless device based upon the received alert performance 
message. 

16. The method of claim 14, wherein receiving the alert 
performance message, the alert performance message being 
configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost further comprises receiving the 
alert performance message, the alert performance message 
being configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost wherein the function configured to 
indicate comprises the wireless device emitting an audible 
tone from the wireless device based upon the received alert 
performance message. 

17. The method of claim 14, wherein receiving the alert 
performance message, the alert performance message being 
configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost further comprises receiving the 
alert performance message, the alert performance message 
being configured to cause the wireless device to perform the 
function configured to indicate to the subject that the wire 
less device has been lost wherein the function configured to 
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indicate comprises the wireless device displaying a message 
on the wireless device based upon the received alert perfor 
mance message. 

18. A computer-readable medium which stores a set of 
instructions which when executed performs a method for 
alerting a wireless device, the method executed by the set of 
instructions comprising receiving an alert performance mes 
sage at the wireless device, the alert performance message 
being configured to cause the wireless device to perform a 
function configured to indicate to a subject that the wireless 
device has been lost. 

19. The computer-readable medium of claim 18, wherein 
receiving the alert performance message, the alert perfor 
mance message being configured to cause the wireless 
device to perform the function configured to indicate to the 
subject that the wireless device has been lost further com 
prises receiving the alert performance message, the alert 
performance message being configured to cause the wireless 
device to perform the function configured to indicate to the 
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subject that the wireless device has been lost wherein the 
function configured to indicate comprises the wireless 
device flashing a light on the wireless device based upon the 
received alert performance message. 

20. The computer-readable medium of claim 18, wherein 
receiving the alert performance message, the alert perfor 
mance message being configured to cause the wireless 
device to perform the function configured to indicate to the 
subject that the wireless device has been lost further com 
prises receiving the alert performance message, the alert 
performance message being configured to cause the wireless 
device to perform the function configured to indicate to the 
subject that the wireless device has been lost wherein the 
function configured to indicate comprises the wireless 
device emitting an audible tone from the wireless device 
based upon the received alert performance message. 


