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POLICY BASED AUTOMATION FOR A
SUPPLY CHAIN

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application relates, and claims priority, to U.S.
Provisional Patent Application Ser. No. 60/297,018 filed on
Jun. 8, 2001, entitled “Supply Chain Management,” which is
assigned to the present Assignee and is incorporated herein by
reference. This application is related to co-filed U.S. applica-
tion Ser. No. , entitled, “Separating Decision Logic
From Action Logic In a Supply Chain Management System,”
[Attorney Docket No. M-11873 US], which is assigned to the
present Assignee and incorporated herein by reference in its
entirety.

COPYRIGHT AND TRADEMARK NOTICE

[0002] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The owner has no objection to the facsimile reproduction by
any one of the patent document or the patent disclosure, as it
appears in the Patent and Trademark Office patent file or
records, but otherwise reserves all copyrights whatsoever.
Certain marks referenced herein may be common law or
registered trademarks of third parties, affiliated or unaffili-
ated, with the applicant or the assignee. Use of these marks is
by way of example and shall not be construed as descriptive or
limit the scope of this invention to material associated only
with such marks.

FIELD OF THE INVENTION

[0003] The invention relates to the management of supply
chains for creating, procuring, and delivering tangible goods.
Inparticular, it relates to policy based automation for a supply
chain.

BACKGROUND OF THE INVENTION

[0004] Systems and methods for conducting commerce via
an electronic means, such as a computer network are com-
monplace. Some such systems have been used to coordinate
entities involved in manufacturing, procuring, distributing,
supplying, repairing, and returning products and parts. Pre-
viously developed techniques may have been custom tailored
to individual commercial activities and are commonly, but not
always, oriented towards trade. Previous techniques have also
not been adaptable to provide a versatile system capable of
supporting a wide range, and, more importantly, a dynamic
range of providers of raw materials, goods and, sometimes,
related services.

[0005] For example, personal computer manufacturers
may offer many series of computer models, that can be indi-
vidually configured with board level, drive level or similar
subsystems, each of which may have dozens or thousands of
components having multiple layers of assembly and permu-
tation. These components themselves may involve complex
supply chains, which must be organized, not merely for pro-
duction, but also for providing spare parts for servicing, sup-
plies for product development, and ad hoc needs. The require-
ments for components may continually change as the
technology evolves so that parts and models are introduced
and obsoleted in quick succession.

[0006] A traditional approach to the problem of managing
a supply chain is vertical integration. Vertical integration
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essentially allows in-house service to be supplied with mini-
mal tracking or internal accounting when both “vendor” and
“consumer” belong to the same enterprise. Vertical integra-
tion, however, is unfeasible for any but the largest enterprises
when the product is complex and large volume. Even for giant
corporations, it is easy to be overwhelmed by ever growing
complexity, expectations and sheer size not to mention an
ongoing drive towards more efficiency and accountability of
many operational business units.

[0007] Moreover, vertically integrated business models are
rapidly giving way to outsourcing. Oftentimes, OEMs (origi-
nal equipment manufacturers) respond to cost and competi-
tive issues by divesting operations and outsourcing key func-
tions, such as manufacturing, distribution, logistics, service,
and inventory management. The rationale behind outsourcing
is to focus on core competencies, and to transfer responsibil-
ity for other activities to service providers who can enjoy, and
share, the benefits of their own economies of scale and scope.

[0008] Outsourcing has delivered significant financial
value (and sometimes, unexpected financial opportunities
and/or problems) to both the OEMs and the growing clusters
of'companies that support them. However, outsourcing, along
with globalization and system/application proliferation, has
also caused an increase in administrative complexity across
supply chains. Responses to such issues have included initia-
tives for enterprise and collaborative planning across supply
chain networks.

[0009] Initiatives in outsourcing and collaborative planning
have exposed a critical flaw in today’s extended supply
chains: specifically that they are not configured for efficient
execution. Ostensibly, efficient execution is typical for com-
panies that are vertically integrated. Thus, managing a supply
chain has become a task of near exponentially growing com-
plexity that enterprise-focused systems cannot adequately
support. Furthermore, collaborative planning solutions,
though useful, fail to coordinate execution across supply
chains.

[0010] Computer architectures for online electronic com-
merce have been developed using, for example, the Internet as
atransport mechanism to transmit data representing purchase
(and similar) requests between a proprietary browser and
server product pair. However, such computer architectures
have resulted in further complexity and have failed to
adequately address the need for efficiency.

[0011] For example, Netscape Communications Corpora-
tion uses its Navigator/Netsite World Wide Web (WWW)
browser/server pair. A buyer may use a Navigator to select a
seller’s “Netsite Server” (a form of electronic storefront),
which is in turn coupled to ordinary application server com-
puters (back-end subsystems), e.g., a credit server or a mem-
ber server for collecting demographic information on cus-
tomers. Such servers may contain representations of business
rules that are defined by the seller (but are subject to external
constraints). Some of these servers are connected to external
third-party services, for example, the credit server may be
connected to an external credit card processing network. The
actual commerce applications are typically represented as
being extensions of the application servers. Such application
server computers, or application servers for short, are said to
be instantiated in the applications. An outcome of such
approaches is that business rules (which may be from the
application servers) are bound together with the application
logic. Thus, such a system meets required levels of efficiency
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only at the undesirable cost of inflexibility as to business rules
of'the participants (typically partners) and is inadequate in the
present context.

[0012] Wide ranges of verifications may be required for
various electronic commerce transactions. For example, veri-
fication of a buyer’s credit or legal standing to place an order,
or verification of a seller’s ability to deliver the desired item
may be required. Previously developed systems do not readily
support diverse and dynamically evolving verification
requirements and other implications of local and distant busi-
ness policies, laws and so on.

[0013] In systems where the business policies and rules
must be determined in advance, changing them can be inef-
ficient and may create interruptions in service. One prior
approach is the use of client-server systems, but this too often
leads to a situation of unbounded growth in the complexity of
the supply chain operations. This results in a problem of
“business logic everywhere” having to be skillfully coordi-
nated for changes—a typical result is inefficiency in opera-
tion, inefficiency in changing to accommodate evolving
needs and general lack of robustness.

[0014] Another previously developed approach involves
the use of a distributed inference engine. But such systems
may be inefficient. Furthermore, design and implementation
of such systems is a highly skilled art and very complex.
Moreover in such a system there are serious problems as to
proving correctness of actions for audit purposes. Moving
away from vertical integration typically increases the need for
audit activities.

[0015] Commonly, the failure of such systems to be suffi-
ciently flexible is highlighted when there is a need to accom-
modate a new participant (e.g. supplier, manufacturer or cus-
tomer) in a supply chain, and the new participant has its own
requirements, rules and pre-existing procedures.

[0016] Thus, a need exists for effective coordination of
execution of business policies across networks even as ser-
vice and lead-time and other requirements evolve and partici-
pants therein come and go.

SUMMARY OF THE INVENTION

[0017] In contrast with previously developed implementa-
tions, the systems and methods for managing supply chains,
according to embodiments of the present invention, avoid
inference engines and embedded business procedures and
data. Techniques are disclosed wherein there is a clear, and
usually physical, separation of decision driving logic, data
processing and data/name space associations. Inventive are
not only the methods of implementing computer systems,
methods and computer products for managing supply chains
but also the resultant systems, methods and computer prod-
ucts themselves.

[0018] Inoneaspect,aprocessis provided for provisioning
from one or more business contracts to a technical implemen-
tation of a supply chain management system and correspond-
ing methods. Under this process, the supply chain manage-
ment system and corresponding methods are implemented
based upon the actual terms of contract (policies) between the
various entities involved in a supply chain. This policy-based
approach provides rapid implementation and avoids a tech-
nically procedural approach that would require a tedious,
involved translation from policy into a static technical proce-
dure.

[0019] Inanother aspect, ina system and method for supply
chain management, decision logic is separated from action
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logic using a framework. The decision logic can be related to
one or more business policies that govern conduct between
two or more entities in the supply chain. This decision logic
can be implemented as one or more name/value pairs
embodying the business policies. The action logic is related to
tasks or actions that are or should be performed as transac-
tions take place in the supply chain. The action can be imple-
mented as one or more state machines. Because the business
policies which are the framework for decision logic are very
susceptible to change, this aspect provides an advantage in
that the name/value pairs can be readily modified without any
need to modify the part of the system implementing the action
logic.

[0020] According to an embodiment of the present inven-
tion, a method is provided for implementing a computer net-
work system for managing a supply chain, wherein the com-
puter network system comprising a plurality of application
server computers. The method includes: identifying a busi-
ness context for the supply chain; identifying a set of business
policy rules for the business context, the set of business policy
rules governing the relationship between two or more entities
involved in the supply chain; creating at least one use-case
description from the set of business policy rules; creating a
plurality of executable code modules corresponding to the
use-case description; specifying a plurality of name/value
pair for modeling the set of business policy rules; provision-
ing the plurality of application server computers of the com-
puter network system with the executable code modules; and
provisioning a central directory database with the plurality of
name/value pairs; whereby the computer network system, in
response to one or more events in business transactions
between at least two entities involved in the supply chain, is
operable to dynamically deliver at least one name/value pair
from the central directory database and to execute at least one
code module.

[0021] Importanttechnical advantages of the present inven-
tion are readily apparent to one skilled in the art from the
following figures, descriptions, and claims.

BRIEF DESCRIPTION OF DRAWINGS

[0022] For a more complete understanding of the present
invention and for further features and advantages, reference is
now made to the following description, taken in conjunction
with the accompanying drawings, in which:

[0023] FIG. 1 illustrates a network of domains for manag-
ing a supply chain.

[0024] FIG. 2 shows a network for managing a supply
chain.
[0025] FIG. 3 illustrates an exemplary implementation

environment for policy based automation of a supply chain,
according to an embodiment of the present invention.
[0026] FIG. 4 is a flow chart of an exemplary method for
implementing policy based automation of a supply chain,
according to an embodiment of the present invention.
[0027] FIG. 5 illustrates an exemplary unified modeling
language (UML) model for use-case relationships in a pur-
chase order context.

[0028] FIG. 6 illustrates an exemplary state diagram.
[0029] FIG. 7 illustrates one embodiment for a provision-
ing component, according to an embodiment of the invention.
[0030] FIG. 8 illustrates a logical representation of a net-
work domain which, when executing, implements business
policies, according to an embodiment of the present inven-
tion.
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[0031] FIG. 9 illustrates aspects of network execution,
according to an embodiment of the present invention.

[0032] FIG.10illustrates distribution of policy rules from a
lightweight directory access protocol (LDAP) policy store
during adaptive execution of a system, according to an
embodiment of the present invention.

[0033] FIG. 11 illustrates an exemplary hardware imple-
mentation for at least a portion of a target system.

[0034] FIG. 12 is a flowchart of exemplary, interrelated
methods in which business policies are automatically
executed for a supply chain, according to an embodiment of
the present invention.

DETAILED DESCRIPTION

[0035] Turning first to the nomenclature of the specifica-
tion, the detailed description which follows is represented
largely in terms of processes and symbolic representations of
operations performed by conventional computer compo-
nents, such as alocal or remote central processing unit (CPU),
processor, server, or other suitable processing device associ-
ated with a general purpose or specialized computer system,
memory storage devices for the processing device, and con-
nected local or remote pixel-oriented display devices. These
operations may include the manipulation of data bits by the
processing device and the maintenance of these bits within
data structures resident in one or more of the memory storage
devices. Such data structures impose a physical organization
upon the collection of data bits stored within computer
memory and represent specific electrical or magnetic ele-
ments. These symbolic representations are the means used by
those skilled in the art of computer programming and com-
puter construction to most effectively convey teachings and
discoveries to others skilled in the art.

[0036] For purposes of this discussion, a process, method,
routine, or sub-routine is generally considered to be a
sequence of computer-executed steps leading to a desired
result. These steps generally require manipulations of physi-
cal quantities. Usually, although not necessarily, these quan-
tities take the form of electrical, magnetic, or optical signals
capable of being stored, transferred, combined, compared, or
otherwise manipulated. It is conventional for those skilled in
the art to refer to these signals as bits, values, elements,
symbols, characters, text, terms, numbers, records, files, or
the like. It should be kept in mind, however, that these and
some other terms should be associated with appropriate
physical quantities for computer operations, and that these
terms are merely conventional labels applied to physical
quantities that exist within and during operation of the com-
puter.

[0037] It should also be understood that manipulations
within the computer system are often referred to in terms such
as adding, comparing, moving, searching, or the like, which
are often associated with manual operations performed by a
human operator. It must be understood that no involvement of
the human operator may be necessary, or even desirable, in
the present invention. Some of the operations described
herein are machine operations performed in conjunction with
the human operator or user that interacts with the computer or
system.

[0038] In addition, it should be understood that the pro-
grams, processes, methods, and the like, described herein are
but an exemplary implementation of the present invention and
are not related, or limited, to any particular computer, system,
apparatus, or computer language. Rather, various types of
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general purpose computing machines or devices may be used
with programs constructed in accordance with the teachings
described herein. Similarly, it may prove advantageous to
construct a specialized apparatus to perform one or more of
the method steps described herein by way of dedicated com-
puter systems with hard-wired logic or programs stored in
non-volatile memory, such as read-only memory (ROM).

Overview

[0039] Business policies establish performance expecta-
tions, obligations, and liabilities between various parties,
such as, for example, an enterprise and its business partners.
Business policies can be outlined in contracts and agreements
between two or more parties. These business policies may
have been negotiated by the parties, each of which may apply
classic business analysis techniques, such as discounted cash
flow (DCF) and mean time to serve, mean time between
services (MTTS/MTBS) analyses. In addition, policy deci-
sions are useful for manufacturing and distribution issues,
such as to near just-in-time (JIT) parts procurement.

[0040] According to one aspect of the invention, systems
and methods are provided for implementing policy based
automation for a supply chain. According to another aspect of
the invention, systems and methods are provided for auto-
mated execution of business policies in a supply chain.
According to yet another aspect, systems and methods are
provided for separating decision logic from action logic in an
implementation for an automated supply chain management
system.

[0041] Inaccordance with some embodiments, an applica-
tion for supply chain management is decomposed into differ-
ent application elements. These application elements can
include, for example, business policy rules and business pro-
cesses. The business policy rules may determine or dictate the
business decisions to be made. A business policy rule can be
embodied in one or more name/value pairs, which can be
stored in a centralized directory. The business processes can
relate to or encompass actions (tasks), events (which trigger
business processes), and decision nodes (branching logic).
The actions or tasks may be configured for business policy
rules. The business processes may be implemented through-
out an implementation for a system for supply chain manage-
ment. When the system is operated, the name/value pairs for
business policy rules may be retrieved from the centralized
directory and distributed to appropriate parts of the system
implementation. This may be referred to as “adaptive execu-
tion” of the application. For example, the business policy
rules can be evaluated as part of the decision nodes or branch-
ing logic. Because the name/value pairs can be easily changed
without programmer/developer support, any system imple-
mentation can be readily configured and re-configured to
adjust for new or different business policy rules. Accordingly,
embodiments of the present invention allow rapid configura-
tion and reusability. This is in contrast to previously devel-
oped techniques which involved hard-coded, static imple-
mentations that are difficult to change and adapt to new and
different relationships.

[0042] Insome of the disclosed embodiments, purchasing,
manufacturing, distribution, selling, servicing, or other busi-
ness situations are broken down into a set of contexts. Each
context may cover a logistical area of commercial activity.
For example, there may be a purchase-order (PO) context, a
forecasting context, a manufacturing context, a materials
resource planning (MRP) context, and so on. These contexts
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may be translated and documented into one or more inter-
relationship diagrammatic forms.

[0043] Contexts and diagrammed inter-relationships may
be formalized into a systematic encoding or use-case descrip-
tions, for example, using a use-case engine. Once use-case
descriptions have been generated, name/value data pairs may
be described which, in turn, may lead to a description of a
decision process wherein the name/value pairs will be
encoded. Such name/value pairs may embody business poli-
cies, for example, by including policy values that define lim-
its, parameters and modes of business constraints. System
implementation follows wherein data and processing code
are collected or derived. In one embodiment, the processing
code may be implemented in a variant of the Java program-
ming language.

[0044] A process of provisioning may follow. Provisioning
may include the providing of data, control programs, data-
base controls, rules, policies and the like. If these items are
expressible as scalar or simple data structures, a lightweight
directory access protocol (LDAP) may be used for the storage
and propagation. It is noted that rules, such as those imple-
menting policies, are scoped with dynamic, configurable
branching logic, as opposed to internal programmed static
logic as found in previously developed implementations.
[0045] Insome embodiments of the present invention, sys-
tems and methods are provided for the automated adminis-
tration of terms and policies outlined in contracts, such as, for
example, service level agreements (SLAs) between two or
more entities in the supply chain.

[0046] Embodiments of the present invention and their
advantages may be understood by referring to FIGS. 1-12 of
the drawings. For simplicity in reference, like numerals are
used for like and/or corresponding parts and/or aspects of the
various drawings.

Network for Managing a Supply Chain

[0047] Referring now to the drawings, FIG. 1 illustrates a
network 10 for managing a supply chain. Network 10 pro-
vides an environment in which some systems and methods of
the present invention may be implemented, run, or executed.
FIG. 1 is a high-level representation of a number of domains
communicating in a communication network 12, including a
network domain 14, one or more enterprise domains 16, one
or more partner domains 18, and a customer domain 20. The
network 10 allows integration of the one or more partner
domains 18 with an enterprise domain 16.

[0048] Communication network 12 caninclude any portion
of one or more suitable networks for communicating infor-
mation or data. For example, such a network can be a tele-
communications network or the Internet. The Internet is an
interconnection of computer “clients” and “servers” located
throughout the world and exchanging information according
to Transmission Control Protocol/Internet Protocol (TCP/IP),
Internetwork Packet eXchange/Sequence Packet eXchange
(IPX/SPX), AppleTalk, or other suitable protocol. The Inter-
net supports the distributed application known as the “World
Wide Web.” Web servers maintain websites, each comprising
one or more web pages at which information is made avail-
able for viewing. Each website or web page can be identified
by a respective uniform resource locator (URL) and may be
supported by documents formatted in any suitable language,
such as, for example, hypertext markup language (HTML),
extended markup language (XML), or standard generalized
markup language (SGML). Clients may locally execute a
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“web browser” program. A web browser is a computer pro-
gram that allows the exchange of information with the World
Wide Web. Any of a variety of web browsers are available,
such as NETSCAPE NAVIGATOR from Netscape Commu-
nications Corp., INTERNET EXPLORER from Microsoft
Corporation, and others that allow convenient access and
navigation of the Internet. Information may be communicated
from a web server to a client using a suitable protocol, such as,
for example, HyperText Transfer Protocol (HTTP) or File
Transfer Protocol (FTP).

[0049] A telecommunications network may include tele-
phony and voice services, including plain old telephone ser-
vice (POTS), digital services, cellular service, wireless ser-
vice, pager service, etc. The telecommunications network
allows communication via a telecommunications line, such as
an analog telephone line, a digital T1 line, a digital T3 line, or
an OC3 telephony feed. The telecommunications network
may include a public switched telephone network (PSTN)
and/or a private system (e.g., cellular system) implemented
with a number of switches, wire lines, fiber-optic cable, land-
based transmission towers, spaced-based satellite transpon-
ders, etc. In one embodiment, the telecommunications net-
work may include any other suitable communication system,
such as a specialized mobile radio (SMR) system. As such,
the telecommunications network may support a variety of
communications, including, but not limited to, local tele-
phony, toll (i.e., long distance), and wireless (e.g., analog
cellular system, digital cellular system, Personal Communi-
cation System (PCS), Cellular Digital Packet Data (CDPD),
ARDIS, RAM Mobile Data, Metricom Ricochet, paging, and
Enhanced Specialized Mobile Radio (ESMR)). The telecom-
munications network may utilize various calling protocols
(e.g., Inband, Integrated Services Digital Network (ISDN)
and Signaling System No. 7 (SS7) call protocols) and other
suitable protocols (e.g., Enhanced Throughput Cellular
(ETC), Enhanced Cellular Control (EC?), MNP10, MNP10-
EC, Throughput Accelerator (TXCEL), Mobile Data Link
Protocol, etc.). Transmissions over the telecommunications
network may be analog or digital. Transmissions may also
include one or more infrared links (e.g., IRDA).

[0050] Domains 14, 16, 18, and 20 are part of a supply
chain. Each domain corresponds to a particular entity in the
supply chain. These entities may include an enterprise, one or
more partners who provide services or products to the enter-
prise, possibly an entity which maintains or operates one or
more systems of the network for the enterprise and/or part-
ners, and one or more customers of the enterprise. The enter-
prise may be a manufacturer of goods, such as an original
equipment manufacturer (OEM), or a provider of services to
businesses or consumers buying products from OEM compa-
nies, such as an electrical utility or a telecommunications
company. These companies rely on efficient supply chains
both for inbound materials and goods and services. A partner
may be a supplier of raw materials or parts, a third party
logistics (3PL) vendor such as a warehouse hub, a carrier, or
a service provider, a third party maintainer (3PM) such as
field service, third party repair center, third party returns
handling center, or a third party fulfillment provider such as a
distributor. A customer may purchase goods or services from
the enterprise. Associated with each domain may be one or
more functions that are performed by the respective entity.
Each entity may have its own systems (e.g., computer sys-
tems) to implement some aspects of the functionality,
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whereas some entities may lack its own systems to implement
some aspects of the functionality.

[0051] Furthermore, a network system of network 10 may
be implemented at least in part at each of enterprise domain
16, partner domains 18, network domain 14, or customer
domain 14 to execute the functionality of the respective
domain. One or more subsystems 22 (only some of which are
labeled, for clarity) of the network system supports commu-
nication with the network domain 14 and each of the enter-
prise domain 16, a partner domain 18, or the customer domain
20.

[0052] The network domain 14 may be linked through a
gateway to another network domain 14. For example, one
network domain 14 may be associated with a service network,
and another network domain 14 may be associated with an
inbound or supplier network. The service network may be
linked to the supplier network through the respective network
domains 14 to route transactions between the networks.
[0053] An enterprise operating through the enterprise
domain 16, partner domains 18, network domains 14, and
customer domain 20 of network 10 manages execution of one
or more tasks, processes, events, or actions (e.g., receiving
orders, manufacturing products, warehousing products,
delivering products, etc.) by the enterprise or its supply chain
partners. As such, network 10 facilitates the management of
the supply chain by the enterprise.

[0054] A more detailed description of the network environ-
ment in which the systems and methods according to embodi-
ments present invention may operate is provided in U.S.
application Ser. No. 10/027,965 filed on Dec. 19, 2001,
entitled “Reporting in a Supply Chain,” and U.S. application
Ser. No. 10/028,542, filed on Dec. 19, 2001, entitled “Supply
Chain Management,” both of which assigned to same
assignee as the present application, and the disclosures of
which are incorporated herein by reference in their entireties.
[0055] FIG. 2 illustrates another view of network 10 for
managing a supply chain. As seen in FIG. 2, the supply chain
may involve one or more networks, each of which involves a
plurality of entities cooperating to achieve or execute related
functions in at least one aspect of the supply chain. These
networks can be, for example, an inbound network 34, a
fulfillment network 36, and a service network 38. The entities
of the supply chain may include the enterprise 32 and one or
more partners, which can be contract manufacturers 40, sup-
pliers 42, logistics providers 44, 46, other service providers,
customers, etc. Some entities may be involved in one network
but not another network. Other entities may be involved in
multiple networks.

[0056] As depicted, the inbound network 34 may involve,
for example, manufacturers 40, suppliers 42, and logistics
providers 44. Manufacturers 40, suppliers 42, and logistics
providers 44 may cooperate to manufacture and deliver prod-
ucts to an enterprise 32. The contract manufacturer 40 may
manufacture parts for goods manufactured by the enterprise
32. The supplier 42 may supply raw materials to contract
manufacturer 40 and/or the enterprise 32. Logistics providers
44 may be needed to deliver parts, raw materials, or finished
goods to the enterprise 32.

[0057] The fulfillment network 36 and the service network
38 include various entities which may cooperate with the
enterprise 32 in delivering goods and services to customers
48. The fulfillment network 36 may involve, for example, call
centers, contract manufacturers, logistics providers, hubs,
distributors, wholesalers, or retailers who cooperate to take
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and fulfill orders from one or more customers. The service
network 38 may include, for example, call centers, customer
support, field service, repair vendors, or logistics providers
who cooperate to provide services (e.g., repair, replacement,
warranty, installation, etc.) for one or more customers. Logis-
tics providers 46 may work with the fulfillment network 36
and the service network 38. Logistics providers 46 may
include, for example, warehouse providers or delivery service
providers.

[0058] The various entities in the supply chain may each
operate under one or more business policies, which may
require, govern, dictate, or otherwise specify the desired or
appropriate conduct and actions of the entities in particular
situations. For example, for the enterprise 32, one such busi-
ness policy may specify the minimum quantity of product for
a particular order or the warranty replacement of a defective
product along with turnaround time for the same. As another
example, for a logistic provider 44, a business policy may
specify the target times for product delivery after receiving
the products to be delivered. Another policy may relate to
prices for parts, with schedules for large quantity discounts
and/or small quantity surcharges. Yet another exemplary
policy can be related to the obsolescence of parts, such as a
“last call for orders of production parts” date after which the
parts are available only on a more limited basis (e.g., service
exchange, repair, or refurbishment). In some instances, the
business policies may, at least in part, govern the relationships
between one or more entities in the supply chain.

[0059] Each entity in the supply chain may have its own
business for performing at least some of the functions or tasks
for which the entity is responsible. Embodiments of the
present invention enable business policy based automation
for the supply chain. This may include both systems and
methods for implementing the business policies into aspects
of the supply chain and systems and methods for automati-
cally executing the business policies throughout the supply
chain. Business policies form a foundation for specification
and implementation of the supply chain system as discussed
below.

[0060] At least some of the business policies under which
entities of the supply chain operate may be set forth or embod-
ied in one or more contracts 51. For example, each manufac-
ture, transfer, sale, purchase, or delivery of goods or services
through any of the various networks 34, 36, 38 can governed
by one or more contracts 51. Each contract 51 can be an
agreement between two or more entities in the supply chain
(such as, enterprise 32 and one of its partners), which is
reached after business issues are raised, negotiated, resolved
and specified between the relevant entities.

[0061] When the operational system is created or imple-
mented, contracts and policies are embodied in executable
code (which is configurable), database tables and LDAP
repositories as described below.

Implementation Environment

[0062] FIG. 3 illustrates an exemplary implementation
environment 200 for policy based automation of a supply
chain, according to an embodiment of the present invention.
In implementation environment 200, one business may inter-
act with another business, for example, in enterprise-to-part-
ner scenario. Referring to FIG. 3, a partner domain 18 is
associated with a partner (not shown), and a network domain
14 can be associated with the enterprise or one of its partners.
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[0063] In the implementation environment 200, a connec-
tion subsystem 228 resides within the partner domain 18.
Data and information for the transactions may be transferred
by a secure transport mechanism, i.e., a messaging service
232 (which can use HyperText Transfer Protocol (HTTP)),
between the partner domain 18 and the network domain 14.
[0064] A connection subsystem 228 at the partner domain
18 may send and receive messages 231 from the network
domain 14 via the messaging service 232. In one embodi-
ment, these messages 231 can be formatted in any suitable
markup language, such as, for example, eXtensible Markup
Language (XML) or some variant thereof. The connection
subsystem 228 may perform partner-specific data manipula-
tion, and may communicate with, for example, enterprise
resource planning (ERP) applications or subsystems 226 at
the partner. The connection subsystem 228 may comprise a
partner coordinator component 180. In one embodiment,
such partner coordinator component 180 may have or be
accessed by a particular uniform resource locator (URL). The
connection subsystem 228 is shown as physically residing in
the partner domain 18, but it could also reside in the enterprise
domain 16 (FIG. 1) or the network domain 14.

[0065] If context-based routing is required, a gateway sub-
system 234 in the network domain 14 may send and receive
messages 231 from the partner domain 18 via a messaging
service 232, which may use HyperText Transfer Protocol
(HTTP). The gateway subsystem 234 can be an implementa-
tion of a network gateway. The gateway subsystem 234 may
route those messages via Java Messaging System (JMS) 236
to other subsystems in the network domain 14, such as, for
example, an execution subsystem 236. If context-based rout-
ing is not required, messages may be sent directly between the
connection subsystem 228 and the execution subsystem 238.
[0066] The execution subsystem 238 may provide the pro-
cess management services for generating requests and evalu-
ating responses related to a transaction. The execution sub-
system is shown as part of the network domain 14, butitcould
also be part of a partner domain 18 or the enterprise domain
16 (FIG. 1). The execution subsystem 238 may also be
referred to or implemented as a network execution compo-
nent.

[0067] A performance measurement subsystem 244 func-
tions to monitor the system performance statistics. The per-
formance measurement subsystem 244 may be part of an
administration component (not shown). The performance
measurement subsystem 244 provides decision support to
users, for example, based on graphs and reports. It also can
define metrics for the performance (e.g., on-time delivery) of
various entities in the supply chain. The performance man-
agement subsystem 244 can display the performance statis-
tics in one or more reports on a GUI (graphical user-interface
e.g., “dashboard”) to facilitate monitoring and management
by a user. The reports and dashboards may be metric based.
The report statistics can be defined with customized struc-
tured query language (SQL) requests.

[0068] In one embodiment, the execution subsystem 238
and the performance measurement system 244 may each
implement business rules that may be derived from or corre-
spond to the policies of contracts 51 (FIG. 2). For example,
the execution subsystem 238 may implement business rules
that are associated with a purchase order (PO) context (de-
scribed herein), and the performance measurement sub-
system 244 implements rules to determine whether business
deadlines are being met. In one embodiment, one or more
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business rules are applied whenever events of a transaction
event cause triggers (discussed below).

[0069] A provisioning subsystem 240 may initialize (i.e.
bring to a well-known initial state) the applications in net-
work domain 14 in response to messages from partner domain
18. The provisioning subsystem 240 may provide or support
the configuration of the network system for business policy
automation. That is, the provisioning subsystem 240 may be
used to deploy business rules. It can be part of an administra-
tion component (not shown).

[0070] In one embodiment, the provisioning subsystem
240 can manage or facilitate the management of partners,
agreements, enterprise business units (EBUs), processes, and
users. It may set up EBUs, associated relationships, as well as
group and user entitlements (e.g., associating users to the
appropriate level of security, etc.). It may be also responsible
for creating rules and associating those rules to the appropri-
ate processes and tasks that are governed by these policies.
Provisioning subsystem 240 may receive requests to manage
EBU and partnership activities. It may also service requests
from the staffat an EBU to manage contract-related activities.
[0071] The provisioning subsystem 240 may support the
creation or collection of information and data relating to
partners, users, groups, security, and network policy. Prior to
a partner coming on-line, this information may be defined by
operations and professional services at an enterprise. This
information may be stored in an lightweight directory access
protocol (LDAP) repository. Thus, for example, when the
network system of network domain 14 receives a message
from a partner, provisioning subsystem 240 may provide the
appropriate uniform resource locator (URL) for the partner
coordinator component 180 of that partner, a digital certifi-
cate, and other partner-specific information needed to gener-
ate a valid request. User information may specify groups that
each user belongs to and user policy information. The con-
tracts or agreements between an enterprise and its partners
may specify business policy and collections. For each partner,
configuration properties may define the specifics for a partner
configuration.

[0072] In one embodiment, the functionality of gateway
subsystem 234, execution subsystem 238, performance mea-
surement subsystem 244, and provisioning subsystem 240
can be performed by any suitable communications hub or
router in combination with any one or more suitable proces-
sors, such as a main-frame, a file server, a workstation, or
other suitable data processing facility supported by memory
(either internal or external), running appropriate software,
and operating under the control of any suitable operating
system (OS), such as MS-DOS, MacINTOSH OS, WIN-
DOWS NT, WINDOWS 95, 0S/2, UNIX, LINUX, XENIX,
and the like.

[0073] A data storage facility 242 can store the data and
information received, generated, collected, or used by net-
work domain 14. Data storage facility 242 can be imple-
mented with any one or more suitable storage media, such as
random access memory (RAM), disk drives, tape storage, or
other suitable volatile and/or non-volatile data storage facil-
ity. The data facility 242 may typically be configured as a
relational database according to common practice. In one
embodiment, data storage facility 242 can maintain a light-
weight directory access protocol (LDAP) repository for busi-
ness policies and rules.

[0074] The LDAP repository may function as a central
storage facility for representations of business policy rules,
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from which all parts of a network system (including compo-
nents physically or logically located at the enterprise domain,
the partner domains, the customer domains, or the network
domain) may draw for up-to-date information and data. In
some embodiments, components of a network system may
query or make requests to retrieve this policy rule data and
information from the LDAP; in other embodiments, the data
and information is actively distributed to relevant compo-
nents of the network system using a suitable “push” technol-
ogy. Access to the LDAP repository can be token-based data
retrieval through process managers. The LDAP repository
can provide or support the administration or management of
unified policies for extended supply chain processes. The
policies maintained in the LDAP repository can support one
or more business process workflows. The LDAP repository
may provide storage for service level agreement (SLA) con-
figuration. In addition, the LDAP may be used as to maintain
user roles/access right information.

Implementing Policy Based Automation

[0075] Typically, business activities occur in specific con-
texts. Particular tasks in a supply chain, and the people/equip-
ment for performing the same, can be separated or partitioned
in areas of specialized expertise. By dividing into somewhat
independent operating sectors, such partitioning is effective
to limit risk and to reduce time needed to train operational
staff. For example, persons processing purchase orders (POs)
have little need to understand procedures in return material
authorization (RMA). Systems and methods, in accordance
with embodiments of the present invention, realize corre-
sponding economies and risk containment by dividing the
areas of business activity among contexts. Exemplary con-
texts include purchase order, forecast, materials resources
planning, manufacturing, inventory, shipping, and return
materials authorization (RMA) processing. In one embodi-
ment for automated supply chain, there can be separate (and
somewhat orthogonal) design and implementation activities
for these various contexts. One or more systems for policy
based automation for operating a supply chain can be imple-
mented by generating a vertical prototype data processing
requirements specification (e.g., software specification) for
each context within the supply chain.

[0076] FIG. 4 is a flow chart of an exemplary method 300
for implementing policy based automation of a supply chain,
according to an embodiment of the present invention. An
application for supply chain management can be decomposed
into different application elements, such as, for example,
business policy rules and business processes. The business
policy rules may determine or dictate the business decisions
to be made. The business processes can be workflows of one
or more tasks to be performed during supply chain manage-
ment.

[0077] A number of contexts are specified and subsystems
developed for each system implementation. Method 300 may
be considered an overview of a system development approach
to be used for each business context. The method 300 is
performed for a single context, and may be repeated for
multiple contexts. In one embodiment, method 300 may be
performed, at least in part, by provisioning subsystem 240 in
conjunction with a human user, such as, for example, a system
administrator or a developer.

[0078] Method 300 begins at step 302 where business poli-
cies are identified, for example, from contractual agreements,
guarantees, memoranda of understanding, statements of pur-
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pose and intent, and the like. One type of contract can be, for
example, a service level agreement (SLA). An SLA may
include timing policies and comparative policies. A timing
policy may specify a time limit for some event; if the event
occurs within the time limit, then a first action is taken (main
flow triggered). Alternatively if the event does not occur
within the period specified in a timing policy, then a second
action is taken at the end of the time limit. A comparative
policy may set some kind of threshold, typically a value limit.
For example a comparative policy may set upper and lower
bounds to acceptable values for certain costs or totals of a
transaction in trade.

[0079] At step 304, one or more use case descriptions are
created. Use case descriptions encode each policy relating to
the business context. Use case descriptions are understood by
those in the relevant arts for the design of software for com-
plex business application systems, and also for GUI (graphi-
cal user interface) driven software. A system implementation,
according to an embodiment of the present invention, can
include complex business application systems and be driven
at least in part with a GUI.

[0080] A use case represents a particular business process
with decision logic and corresponding policy rules. For each
context, one or more use cases be identified and diagrammed.
An exemplary use case diagram 400 for one particular busi-
ness context is illustrated in FIG. 5. This use case diagram 400
relates to a purchase order (PO) context. It shows the pro-
cesses that can be initiated by one or more people who may
operate parts of the system to be implemented. That is, a use
case diagram shows a set of use cases and actors and the
relationships among them. The purchase order context is a
relatively simple one from a use case standpoint and is docu-
mented here as an example. Similar or different use cases
exist for a number of other contexts within a supply chain
implementation.

[0081] Referring to FIG. 5, the three people involved in this
purchase order context are a buyer coordinator 402, a seller
coordinator 406 and a PO scheduler 404, which may be
representatives for one or more enterprise business units
(EBU). The diagrammed cases for the purchase order context
of FIG. 5 are as follows: an authenticate use case 408, process
create PO use case 410, a process update PO use case 412, a
process delete PO use case 414, a process release PO use case
416, a process close PO use case 418, a process cancel PO use
case 420, a process acknowledge PO use case 422, a process
accept PO use case 424, a process confirm PO use case 426,
a process reject PO use case 428, a notify user use case 430,
and a generate request PO timeout alert use case 432.
[0082] Authenticate use case 408 allows the buyer or seller
coordinators to log into and be authenticated by the system.
Process create PO use case 410 allows a purchase order to be
created, for example, by the buyer coordinator 402. The pro-
cess update PO use case 412 allows updating of a purchase
order that has not been released to the seller. Process release
PO use case 416 allows the buyer coordinator 402 to issue a
purchase order to a seller. Process delete PO use case 414
allows the buyer coordinator 402 to delete a purchase order
that has not yet been released to the seller. Process close PO
use case 418 allows the buyer coordinator 402 to close a
purchase order. Process cancel PO use case 420 allows a
purchase order to be canceled, for example, by the buyer
coordinator 402. Process acknowledge PO use case 422
allows the seller coordinator 406 to acknowledge the receipt
of a purchase order. Process accept PO use case 424 allows
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the seller coordinator 406 to indicate the acceptance of a
purchase order. Process confirm PO use case 426 allows the
seller coordinator 406 to confirm a purchase order. Process
reject PO use case 428 allows the seller coordinator 406 to
reject a purchase order. Generate Request PO timeout alert
use case 432 allows the PO Scheduler 404 to generate an alert
when the buyer has not confirmed or rejected the request PO
change from the seller in a pre-defined time. Notify user use
case 430 allows the user to be notified when the buyer or seller
employs one or more of the other use cases described herein.
This notification can be provided wireless device, email,
pager and/or user interface. Taken together, these illustrate
the use case breakdown for a typical PO context.
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[0083] Use case specifications are mapped onto use case
diagrams for the purchase order context as described herein.
A use case specification may include a portion, up to all, of the
use cases shown in the diagram 400 together, but there may
also be many underlying use-cases, which are separated from
the diagrammed cases. The use case specification provides
details on the purpose of each use-case. A use case specifica-
tion may also be referred to as a use case description.
[0084] An exemplary use case specification is given below
as Table 1. Table 1 shows a use case construct for a process
create PO use case 410, and illustrates a use of policies for
business rules.

TABLE 1

Use Case specification for Process Create PO:

8 Process Create PO
8.1 Description

This use case allows the Buyer Coordinator or the “Create PO” Use Case to create a Purchase Order.

8.2 Primary Actor
Buyer Coordinator
8.3 Pre-conditions

Buyer is successfully logged in to the system.

8.4 Post-conditions

Transaction is added to the Audit Log.

8.5 Trigger

A new Purchase Order is needed by the user.

8.6 “Included” Use Cases

Authorize

Audit Log

8.7 Primary Flow
Step  Action

1. The use case starts when the system receives a Create PO Message.
2. The system uses “Authorize” Use Case.
3. The system validates:

company id exists in the WC database
shipment and billing addresses exist

part number(s) is valid

order quantity is valid (> 0)

part and currency exist and are valid for the line items
If data is found to be invalid, <See Secondary Flow “Data Invalid>.
4. The system persists the PO. If the PO already exists in the database <See Secondary Flow

“Already Exists™>.

5. The system sets the state of the PO to “Pre-Released”.

IN HERE ?

Turnaround time TAT (from policy repository) is applied to the persisting PO.
6. The system creates PO CREATE RESPONSE message with a completion status “Success”.
7. The system uses “Audit Log” Use Case.

8. The use case ends.

8.8 Secondary Flows
8.8.1 DATA INVALID

Step  Branching Action

3a If the data is found to be invalid, the system creates PO CREATE RESPONSE message with a
completion status of “Data Invalid”.
3b Return to step 7 in Primary Flow.

8.8.2 ALREADY EXISTS
Step  Branching Action

4a If the PO already exists in the database, the system creates a PO CREATE RESPONSE message
with a completion status of “PO Already Exists”.
4.b Return to step 7 in Primary Flow.

8.9 Sub Flows
None

8.10 Extensions
None

8.11 Technology and Data Variations

Step  Variation

la Actor can be a Buyer or Seller Coordinator or another Use Case.

8.12 Assumptions
None
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TABLE 1-continued
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Use Case specification for Process Create PO:

8.13 Data Entities
Purchase Order
(Continued)
(Continuation)

Purchase Order Line Item
Company

Item Master

Contact Address

End of Table 1

[0085] Referring againto FIG. 4, after use case descriptions
have been created for the particular context, then at step 306
a unified modeling language (UML) model or equivalent for
the use case descriptions may be derived. In general, UML is
a language for specifying, visualizing, constructing, and
documenting the artifacts of software systems, and is under-
stood by those of ordinary skill in the art. See, e.g., Rum-
baugh, J., Jacobson, 1. and Booch, G. The Unified Modeling
Language Reference Guide (Addison Wesley, 1998). One or
more UML models can form a semantically complete
abstraction of a system to be implemented. Such models may
represent a simplification of the realities of the system.

[0086] At step 308, one or more name/value pairs or tagged
values are specified for modeling the business policies.
Name/value pairs are properties that can be attached to UML
model elements. For example, one policy may specity that the
turn-around time (TAT) for replacing a particular part should
not be greater than 72 hours. This policy can be realized by
creating and using a name/value pair of “TAT 72, wherein
“TAT” is the name and “72” is the value. The values in a
name/value pair can be configurable. Name/value pairs are
understood by those of ordinary skill. Name/value pairs may
be provided in the form of scalars, tables, or other suitable
structures that can be used to implement or embody business
policies in the target system.

[0087] At step 310, a specification is made as to where and
at what point in the process the name/value pairs are to be
coded (e.g., when a developer creates process models). This
may be carried out as part of the development of decision
process executable code. The decision process executable
code may embody or implement one or more business work-
flows or process models, which execute in the system to be
implemented. Each process model is defined as or is imple-
mented by a set of tasks. In one embodiment, a process is
observable through one or more process traces, which allow
various events related to the process to be tracked. Each such
process event may be recorded in a database for process trace
history. Two processes may communicate via documents,
each of which defines the structure of the information to be
communicated by some agent.

[0088] Some portion of'the process executable code may be
related to business policies in business contexts. Business
policies can govern how to distribute work, such as, for
example, repair orders, to a specific enterprise business unit
(EBU) from among many potential EBUs. There may also be
policies which govern how the work is communicated to the
EBU of choice. In addition, policies are defined to govern the
relationship between specific transactions. This is used to
manage an iteration of the business process and determine the
alerts that are generated when a workflow or process violates

one or more policies. For instance, if an EBU attempts to
replace a particular item, but a policy prohibits replacing such
items that are out of warranty, an alert can be generated. A
relationship between two EBUs may require many relation-
ship policies. Business policies may also govern access to the
system to be implemented and data handled therein. In one
embodiment, such policy can be implemented as an access
control list (ACL). One or more ACL policies may govern the
role of each user in a system.

[0089] Business processes or workflows for a system
implementation relate to or encompass one or more actions
(tasks) which can be carried out in accordance with the imple-
mented system, events which trigger these actions, and con-
ditions (which exist before or after the actions). Events, con-
ditions, and actions can be related to the business policies
which are set forth in contracts. For example, one service
level agreement between an enterprise and a partner delivery
service provider may specify that the partner delivery service
provider is required to deliver a product to a customer within
72 hours after it has picked such product up from a third party
warehouse provider. The agreement may further specify that
if the delivery service provider fails to do so for a particular
delivery, the enterprise is not required to pay anything for that
delivery.

[0090] During development of the system to be imple-
mented, a number of event-condition-action (ECA) items can
be generated. Each ECA item embodies a relationship
between an event, a condition, and an action. An event can
comprise the occurrence of something within the supply
chain, such as, for example, the placement of an order by a
customer, the delivery of a shipment of product from a part-
ner-vendor to an enterprise, or notification to a partner service
provider to send a repair person to a customer for servicing of
a machine. A condition can be a pre-condition (what exists
before) or a post condition (what exists after) a particular
event. An action may be carried out pursuant to an event. One
or more actions, which can take place in sequence or in
parallel, may be triggered by an event or a condition. For
example, in response to the placement of an order at a partner
call center, the partner call center may notify the enterprise of
the order, which in turn, polls its databases to identify a
warehouse facility which is closest to the customer, and then
directs the identified warehouse facility to package a product
for delivery; at the same time or shortly thereafter, the enter-
prise may contact one of its partner delivery services to pick
up the product from the third party warehouse facility and to
deliver to the customer. A number of actions which are related
to a particular event or condition may constitute a portion of
a workflow (or a business process model).
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[0091] Inthesystem to beimplemented, ECA items may be
monitored, controlled, or otherwise managed by one or more
applications, such as, for example, a business workflow com-
ponent (described in more detail below). ECA items may be
policy driven, rather than database driven, as with previously
developed techniques. As such, ECA items can be associated
with business process logic rather than specific data items in
a database.

[0092] The ECA items may be provided or incorporated in
one or more condition-action tables (e.g., “if (condition), then
(action)”). These condition-action tables may be used in mak-
ing decisions during the operation of the implemented system
for managing the supply chain. Decision logic for the system
may comprise one or more decision nodes (each of which
may correspond to a condition of an ECA item) at which a
decision should be made. Decision logic is implemented with
the name/value pairs. When a decision node is reached in a
business process, one or more name/value pairs can be
retrieved for making the decision. This provides for a highly
configurable system with dynamic execution, because name/
value pairs can be changed without shutting down the appli-
cation, and thus, there is no change in run time even when the
system is being, or has been modified. Typically, decision
logic is what is most frequently changed in a system imple-
mentation (e.g., possibly base on revised or changed business
policy).

[0093] Inthesystem to beimplemented, ECA items may be
supported by messages which are exchanged between and
within the various domains in the supply chain (e.g., partner
domain, enterprise domain) to convey, for example, informa-
tion pertaining to an event/condition for which action needs to
betaken. Some of these messages can formatted in eXtensible
Markup Language (XML), or some variant thereof. In one
embodiment, each such message include a header and a body.
The header may comprise information or data identifying an
originator of the message, the intended recipient of the mes-
sage, and a system agent which generates the message. The
header may also include information for credential, digital
signature, message type, process type, and process identifier.
[0094] In an organizational hierarchy such as a network of
enterprise business units (EBUs), one or more condition-
action tables can be used as a network routing table. The
network routing table makes sure that information pertaining
to an event/condition gets to the right EBU for processing/
handling. Each EBU may have its defined network node. A
network node may invoke one or more policies to govern the
routing and delivery of messages.

[0095] Inone embodiment, one or more state machines are
defined or created for handling and managing process flows
involving various ECA items. State machines are able to
maintain or track execution status or state of a process flow.
For example, an action may result in one or more transitions
of'state within a state machine for a business process. In terms
of'such an embodiment, a process can be defined as the set of
tasks that transition an entity (e.g., the enterprise) from one
state to another state. The state transition is governed by state
policies. FIG. 6 illustrates an exemplary state diagram 450 for
a state machine corresponding to a process flow in the of a
purchase order (PO) context. Such state machine includes a
number of states for “create PO,” “delete PO,” “update PO,”
“release PO,” “acknowledge PO,” “cancel PO,” “accept PO,”
“close PO,” “confirm PO,” and “reject PO.” In this example,
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the state machine can be implemented in target systems at a
buyer and a seller (which can be an enterprise and one of its
partners).

[0096] Inoneembodiment, the state machines are provided
with real-time data. The state machines are aware of transac-
tions. State machines can be distributed throughout the imple-
mented system. For example, one or more state machines can
be provided, in whole or in part, in an execution subsystem
238 or performance measurement subsystem 244 (see FIG.
3.

[0097] Inoneembodiment, the state machines and the ECA
items may implement action logic in the system for managing
the supply chain. Action logic relates to the tasks or actions
that must be performed once a decision has been made. In
another embodiment, a workflow engine (which can be com-
mercially available) can be used for managing state for the
action logic.

[0098] An advantage of the systems and methods, accord-
ing to some embodiments of the present invention, includes
separating the decision logic of the computer network system
for managing a supply chain from the action logic of the
computer network system. This is because separating deci-
sion logic from action logic in a business process makes the
system highly configurable. This is in contrast to previously
developed systems and techniques which use hard-coded,
static process models at the data level, thus making it difficult
to change or modify the systems; indeed, modification of
older systems generally required a developer or programmer.
[0099] Returning again to FIG. 4, at step 312 each case of
the use case specification may be implemented in procedural
code, such as, for example, in Java language using Enterprise
Java Beans (EJB). At least a portion of this procedural code,
when executed, may implement one or more process manag-
ers and business object managers. The process managers are
invoked by commands and may translate XML data to data
objects for processing by the business object managers. Busi-
ness object managers form the core platform functionality.
Process managers and business object managers are
described in more detail below.

[0100] Atstep 314, entries are provisioned for a lightweight
directory access protocol (LDAP) repository. In one embodi-
ment, the LDAP repository may store or maintain the name/
value pairs which embody the various business policies that
govern, for example, how to distribute work (e.g., repair
orders) to a specific EBU from among many potential EBUs.
Thus, policy based automation is supported or provided for
managing a supply chain.

[0101] Once a name/value pair is created by a developer
and stored in the central repository, a user is given the ability
(via, e.g., a suitable GUI) to change the value of the pair,
thereby allowing ease of configurability for the implemented
system. Thus, the implemented system is customizable or
extensible because a user can add or modify name/value pairs,
for example, to reflect changes in business policies, or to
implement additional or different business policies.

[0102] At step 316, one or more databases for supporting
the business processes are provisioned. Then at step 318, the
executables for the system for managing the supply chain are
provisioned. Thereafter, method 300 ends.

[0103] Steps 302-318 of method 300 may be performed for
implementing and provisioning a network system for a given
supply chain. It should be understood that these steps are
exemplary and, in other embodiments, more, less, or different
steps may be performed.
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[0104] In one embodiment, the implementation method
300 can be performed, at least in part, by a provisioning
subsystem 240 (FIG. 3) in conjunction with a human user.
FIG. 7 illustrates one embodiment for a provisioning compo-
nent 500, according to an embodiment of the invention. Pro-
visioning component 500 can be an implementation of pro-
visioning subsystem 240. Provisioning component 500 is
responsible for rules creation and associating those rules to
the appropriate processes and tasks. Provisioning component
500 can be used for initializing of aspects of applications.
Provisioning component 500 sets up on or more enterprise
business units (EBUs), associated relationships, as well as
group and user entitlement (e.g., associating individual users
with the appropriate level security).

[0105] The provisioning component 500 may service
requests from the EBU staff to manage and organize various
activities related to one or more contracts. The activities may
include partnership management, agreement management,
EBU management, process management, and user manage-
ment. These management activities may be part ofthe activity
which occurs in supply chain wherein different EBUs coop-
erate.

[0106] Referring to FIG. 7, a system administrator may
interact with provisioning component 500 through a graphi-
cal web browser type interface 502. The administrator man-
ages EBU and partnership activities using provisioning com-
ponent 500. A provisioning controller 504 can function to
create or modify various resources, such as, for example,
business policy name/value pairs, executables that implement
event-condition-action (ECA) based procedures, and other
resources as described herein. In one embodiment, provision-
ing controller 504 may be part of the network domain 14.
[0107] A provisioning views server 506 may be in commu-
nication with provisioning controller 504. Provisioning views
server 506 provides insight into the business policy name/
value pairs, executables for event-condition-action (ECA)
based procedures, etc. that are created or modified with pro-
visioning controller 504. Provisioning views server 506 can
be implemented, for example, using JAVA Servlets. JAVA
Servlets support the use of Java Server Pages (JSP), which
provides for mixing regular, static HTML content with
dynamically generated HTML on the server side. This may in
turn reflect the dynamic nature of the data being “provi-
sioned.”

[0108] Provisioning manager 508 organizes the transmis-
sion of the resources created or modified by the provisioning
controller 504. In particular, provisioning manager 508 may
organize the distribution of resources across the network
domain to one or more data brokers 510, which are typically
physically dispersed. In one embodiment, provisioning man-
ager 508 can be implemented in Enterprise Java Beans (EJB).
[0109] Data broker 510 can also be implemented using
EJB. Data broker 510 generally functions to coordinate the
storage of resources in a LDAP directory 514 or relational
database management system (RDBMS) 512 memories in
response to commands from provisioning manager 508. In
one embodiment, data broker 510 can be implemented in
Enterprise Java Beans (EJB).

[0110] Provisioning controller 504, provisioning manager
508, and data broker 510 may be implemented in the same or
separate hardware.

[0111] Provisioning component 500 also provides for the
creation of company information (for EBUs) containing part-
nership information, users, groups, security and network
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policy. Prior to a partner coming on line, this information is
defined using provisioning component 500 by operations and
professional services personnel. All this information may be
stored in an LDAP 514 or RDBMS policy resource repository
512.

[0112] The LDAP 514 may be used as a repository for
policy rules related to contractual obligations or trade agree-
ments between or among various entities involved in the
supply change to be managed. For example, these contractual
obligations can be related to or specified in a service level
agreement (SLA) for services provided by humans. An
example of such a service could be the repairing of an appli-
ance such as a microwave oven.

[0113] Whenever a user logs in through a browser 502,
provisioning controller 504 provides the appropriate partner
coordinator URL, digital certificate and other partner-specific
information needed to generate a valid request. User infor-
mation set up by the provisioning system includes such enti-
ties as a list of groups to which the user belongs, and user
policy information. Partnership contracts handled by the pro-
visioning component 500 comprise policy information and
collection information. Configuration properties handled by
the provisioning component 500 comprise specifics for the
partner configuration.

[0114] In one embodiment, provisioning component 500
implements a business process modeler. This business pro-
cess modeler functions to model business tasks, business
events, service level agreement (SLLA) decisions, and other
business related items into one or more processes or work-
flows which are carried out or managed by the system to be
implemented. The business process modeler may design or
provide template flows for processes, such as, for example, a
process to handle a repair order. In one embodiment, business
tasks may be triggered through XML -based messages. SL.As
may be supported by automated as well as manual decision
nodes. In a supply chain, multiple instances of the same
process may be carried out at one time.

[0115] In one embodiment, provisioning component 500
may also include a master data coordinator, an ERP broker,
and business repository database.

Automated Execution of Business Policies

[0116] FIG. 8 illustrates components of a network domain
14, according to an embodiment of the present invention.
FIG. 8 provides a logical representation of a system which,
when executing, implements business policies. As depicted,
network domain 14 comprises a process execution compo-
nent 132, a business data managers (BDM) component 134, a
data access layer component 136, and a common services
component 138. One or more transaction messages may enter
the network domain 14 via a business-to-business (B2B) con-
nector 146, such as a partner coordinator, alone or in combi-
nation with a remote management component 148, such as a
web-browser graphical user-interface (GUI). A workflow
event management component 150 or a workflow task appli-
cation programming interface (API) component 152 may
route the transaction messages based on the point of origin
found in the transaction message header to the appropriate
process execution component 132.

[0117] The transaction messages that enter process execu-
tion component 132 may contain transaction data and corre-
sponding event triggers responsive to actions taken in the
network system. Alternatively, the transaction data and asso-
ciated event trigger may arise out of execution of another
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transaction including the expiration of a timeout period. The
transaction data can be processed or handled pursuant to a
workflow which is governed by business policies as set forth
in terms of one or more contracts 51 (FIG. 2).

[0118] The APIcomponent 152 and the event management
component 150 provide an interface for external activities to
connect to and use the workflow(s) that are driven by the
process execution component 132.

[0119] The functions of business data manager component
134, data access layer component 136, process execution
component 132, common services component 138, workflow
event management component 150, and workflow task API
152 can be performed by any suitable computer data proces-
sor such as a main-frame, file server, workstation, or etc. The
computer data processor may typically operate under the
control of any suitable operating system software, such as
0OS/2®, UNIX®, and/or the like.

[0120] The network domain 14 enables control and man-
agement of workflows 140, 142, and 144 in the process execu-
tion component 132 through access to real-time data. A work-
flow or process may be initiated by a transaction or a demand,
and may execute tasks.

[0121] The behavior of processes and tasks are governed at
least in part by externally defined policies. For example, a
transaction process can be for the delivery of a product, and a
policy associated with that process may specify that the prod-
uct be delivered within two days provided certain criteria are
met. As another example, a task can be the handling of a
purchase order modification in which the desired quantity is
to be changed; an associated policy may set minimum and
maximum acceptable values for such a changed quantity.
[0122] During the execution of a workflow, the context of'a
transaction or a demand is maintained by the use of real-time
data. Each of workflow 140, 142, and 144 may include trig-
gers that call on common services component 138 or business
data managers component 134. The workflows may have
triggers that map onto, and are derived during system imple-
mentation from, the one or more use-case specifications (de-
scribed above).

[0123] The process execution component 132 is designed
to execute objects representing decision nodes, events, and
actions (e.g., tasks). The process execution component 132
may include software or applications for business workflow
140, exception workflow 142, and routing workflow 144. The
business workflow 140 manages business policies and trans-
actions in network domain 14, for example, by monitoring
and controlling various ECA events which are related to the
terms of various agreements between and among parties in
the supply chain. The exception worktlow 142 monitors and
manages alerts (inter alia). The routing workflow 144 routes
transaction messages throughout the network domain 14, as
well as to and from other domains (e.g., partner domains 18,
enterprise domain 16, both of FIG. 1).

[0124] The business data managers component 134 may
manage the processes involving one or more objects which
are instantiated pursuant to the transaction messages that flow
through network domain 14 and other domains. As depicted,
the business data managers component 134 may include a
policy manager component 154, an enterprise business unit
(EBU) manager component 156, an alert manager component
158, and a repair order manager component 160. The policy
manager component 154 maintains the policies and practices
specific to an enterprise’s way of doing business with a part-
ner, such as an extended EBU. Resources of the policy man-
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ager component 154 may be invoked by the business data
managers component 134 to ensure that a workflow complies
with organizational conditions of one or more entities in the
supply chain (e.g., enterprise, partner, etc.). The alert man-
ager component 158 may provide or support alert handling,
exception management, and event management capabilities
for the actions take (or not taken) by the various entities
pursuant to the transaction messages. The repair order man-
ager 160 provides or supports the management of events or
transaction messages related to the orders for repair of prod-
ucts provided by the enterprise and/or its partners.

[0125] The data access layer component 136 provides
access for other components of the network domain 14 to
databases, such as LDAP database 162 and relational data-
base 164. The use of the LDAP 162 provides for easy distri-
bution of key information throughout the network 10 for
access by network system components. Business policy rules
can be implemented or incorporated using a LDAP database
162 or a relational database 164 to allow for separation of
decision logic from process (or action) logic. Separation of
decision logic from process logic makes system application
elements (e.g., process, tasks, and decisions) more config-
urable to various business conditions. Some elements can be
networked and sharable, for example, from LDAP database
162. This mechanism allows for dynamic reconfiguration of
business policy rules with distribution throughout the net-
work 10. The business logic in the network 10 dynamically
loads policy rules through the use of a policy manager com-
ponent 154.

[0126] The common services component 138 administers
or manages areas, such as security, directory, auditing, alert
notification, logging 166, eXtensible Markup Language
(XML) converting 168, and messaging 170, which can be
commonly performed for various transactions. Logging 166
facilitates the auditing of data. XML converting 168 converts
or formats messages into XML. Messaging 170 provides
secure messaging between components. Security provides
authentication, non-repudiation, authorization, and confiden-
tiality services. Directory provides a data flow for platform
configuration data and parameters. Alerts provide warnings
and errors encountered by the network domain 14 and/or
other domains involved with the supply chain.

[0127] The common services component 138 and business
data managers component 134 may obtain real-time access to
data in databases, such as LDAP (lightweight directory
access protocol) database 162 and a relational database (for
example, an Oracle database, as labeled in FIG. 8) 164,
through the data access layer 136. The network domain 14 can
then use the real-time data in the databases to control and
manage the workflows 140, 142, and 144.

[0128] FIG. 9 illustrates aspects of network execution,
according to an embodiment of the present invention. In
particular, FIG. 9 provides a logical view of one or more
instances of various routines, objects, programs, or modules
executing on a system. The arrows in FIG. 9 indicate depen-
dency relationships, not necessarily data flows.

[0129] Referringto FIG. 9, in network execution, a network
domain gateway 816 may receive and convert an XML-for-
matted message into a JMS-formatted message for handling
within a system. The message may be picked off or selected
from a JMS queue. The message may contain data or infor-
mation specitying an event which will trigger one or more
actions which can be part of a workflow or process 810, 812,
and 814 in an execution process engine 802. In general, the
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execution process engine 802 facilitates the creation, cus-
tomization, and monitoring of processes.

[0130] Each workflow or process 810, 812, and 814 within
the execution process engine 802 may be one of the processes
modeled by a business process modeler of a provisioning
component 500 (as described above with reference to FIG. 7).
These processes can perform specific functions and may be
granular in nature. Processes 810, 812, and 814 may be
designed to be used in a variety of situations. Thus, for
example, the same process may be used as part of an effort to
manage exceptions or an effort to calculate interest. Each
process 810, 812, and 814 within the execution process
engine 802 may have an exception management sub-process
(not shown in FIG. 9) to handle exception conditions. Such
exception management sub-processes may be part of one or
more exception workflows 142 (see FIG. 8).

[0131] Each process 810, 812, and 814 may comprise one
or more tasks 820, 822, and 824, such as, for example, trans-
forming data according to specified business rules. In one
embodiment, there are two categories of tasks within each
process: action tasks and policy (or decision) tasks. Action
tasks perform specific actions while policy tasks facilitate the
interrogation of policy rules. For example, an action task
might provide for the creation of a purchase order (PO)
responsive to user initiation, whereas a policy task might
involve checking a promised turnaround time responsive to
reaching a decision node in that action task. A decision node
can be a dynamic branch in process logic.

[0132] One or more process managers 838 can be invoked
by each of the tasks (e.g., 820, 822, and 824) in a process 810,
812, or 814, for example, by being passed a command. The
command indicates which process manager 838 should be
invoked and the action to be taken. A process manager 838
generally functions to manage at least a portion of a process or
workflow. Process managers 838 may, for example, keep
track of the events, commands, and actions that have or
should occur in the execution of various tasks of a workflow.
A process manager 838 may implement actions by using the
command pattern, and actions invoked. In one embodiment,
each process manager 838 brokers access to a respective
business object managers 842, which form the core platform
functionality. Process managers 838 may translate XML-
formatted data to data objects for processing by the business
object managers 842. The process managers 838 may use the
business object managers 842 by converting XML content to
objects to perform functions, for example, to create and
update purchase orders. In one embodiment, process manag-
ers 838 can be implemented or executed using stateless ses-
sion beans.

[0133] Business object managers 842 form the core plat-
form functionality. For each process 810, 812, and 814, a
respective business object manager 842 may be responsible
for servicing requests initiated by the execution process
engine 802. For example, if there is a request to create a
purchase order, the process 810, 812, or 814 delegates the
request to an appropriate business object manager 842 to
create the purchase order on the caller’s behalf. Business
object managers 842 may be abstracted from changes in the
process and changes to the XML data structures by the pro-
cess managers 838. Each business object manager 842 may
provide an abstraction layer for database access to an appli-
cation data repository 850. Business object managers 842
may provide or support the creation and updating of data in
the database. Business object managers 842 provide search
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functionality for the workflows or processes. Like process
managers 838, in one embodiment, business object managers
842 can be implemented or executed using stateless session
beans.

[0134] The policy manager 830 maintains or enforces busi-
ness policies and related practices that are specific to an
entity’s (e.g., enterprise’s) way of doing business and that are
used to ensure that a worktlow does not violate organizational
conditions. The execution system 802 will call on the policy
manager 830 based upon the business processes that are
executed in the system. Business policies and the organiza-
tional conditions of one or more entities can be stored in a
policy data repository 832. Policy data repository 832 may
implement a lightweight directory access protocol (LDAP)
database.

[0135] FIG. 10 illustrates distribution of policy rules from a
lightweight directory access protocol (LDAP) policy store
700 during adaptive execution of a system, according to an
embodiment of the present invention. As described herein, an
LDAP repository may function as a central storage facility for
name/value pairs which embody or represent business policy
rules. All parts of the network system (including components
physically or logically located at the enterprise domain, the
partner domains, the customer domains, or the network
domain) may draw from the LDAP repository for up-to-date
information and data. Thus, the LDAP repository can provide
or support the administration or management of unified
policy rules for one or more business process workflows
throughout the system.

[0136] As depicted, in each of a subnet execution 702, a
network execution 704, and a business unit execution 706,
data and information for policies may be retrieved or distrib-
uted from the LDAP policy store 700. In one embodiment,
access to the LDAP policy store 700 can be token-based data
retrieval. The data/information for policy rules may be in the
form of name/value pairs which are used for decision making
in the system. Subnet execution 702 may utilize policies for
local automation. Network execution 704 may receive or
obtain policies relating to, for example, order and inventory
routing. Business unit execution 706 may use policies from
LDAP policy store 700 during the execution of one or more
processes 708, 710, and 712. Each process 708, 710, and 712
may operate under a different policy or set of policies. For
example, process 708 may operate under a policy that
requires delivery of a particular part within two hours; pro-
cess 710 may operate under a policy that requires delivery of
the part within four hours; and process 712 may operate under
a policy that requires delivery overnight. Each process 708,
710, and 712 may be associated with or managed by a respec-
tive state machine. Each of subnet execution 702, network
execution 704, and business unit execution 706 may comprise
one or more queues 720 for queuing messages that may be
exchanged throughout the network system.

[0137] FIG. 10 illustrates that policy rules in the network
system are scoped to where they are executing. That is, the
policy rules are dynamically loaded to appropriate areas of
the system, and execution and evaluation of rules is scoped to
those areas. Thus, policy rules are scoped at different levels
(e.g., subnet execution 702, network execution 704, or busi-
ness unit execution 706).

[0138] The scoping of policy rules in the network system
allows for centralized administration, but with distributed
execution. This provides a technical advantage in that there is
greater flexibility in the configuration options, and also
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greater scalability. In contrast, previously developed systems,
which used inference engines, stored and executed rules in
one place.

[0139] FIG. 11 illustrates a computer-based system 950
which is an exemplary hardware implementation for at least a
portion of a target system. Computer-based system 950 may
combine off-the-shelf technologies—such as, for example,
relational databases, web servers, application servers, Inter-
net technologies—in a unique way to deliver automated
execution of business policies in a supply chain. Computer-
based system 950 may include redundant network compo-
nents that provide fail over.

[0140] A network infrastructure for computer-based sys-
tem 950 includes routers 970, intrusion detection hubs 972,
and primary HTTP load balancers 976. Multiple border rout-
ers provide high reliability. Redundant firewalls 982 are con-
figured as primary and standby. The network may be sup-
ported with two levels of firewalls 982: an inner firewall and
an outer firewall. The inner firewall, which interfaces between
a DMZ and the backend application, allows communication
across TCP/SSL and HTTP(s). The outer firewall interfaces
between the DMZ and the Internet, a virtual private network
(VPN), or other suitable communication network. The outer
firewall may allow communication across HTTP(s).

[0141] Major software components may be categorized as
web services, messaging services, application services, and
persistent data services. These software components can be
deployed in several layers: a messaging layer, a web services
layer, an application server layer, and a database server layer.

[0142] The messaging layer, which resides in the DMZ,
handles business-to-business input into the computer-based
system 950. The messaging layer includes a proxy server 956
and one or more message servers 958. The message servers
958 may receive requests and delegate them directly to the
application services layer, thus, bypassing the web services
layer. The messaging layer can be clustered.

[0143] The web services layer may handle browser-based
input into computer-based system 950. It receives requests
and delegate them to a policy server 966 (in the application
server layer) for authentication or authorization. The request
may then be forwarded to a specified application server 964.
The web services layer may include one or more web servers
972. Each web server 972 may map directly to an application
server 964.

[0144] The application server layer provides or supports
application services. The application server layer may
include one or more application servers 964. This layer also
contains policy (e.g., Netegrity) and LDAP servers 966. The
policy and LDAP servers 966 may provides data services that
are common to all applications.

[0145] The database server layer provides fail-over redun-
dancy. As depicted, the database server layer includes pri-
mary and secondary database management system (DBMS)
servers 968 and network storage 954. Database server layer
may utilize a redundant array of independent disks (RAID)
protocol to mirror the data. The database repositories may be
stored using network attached technology to provide flexibil-
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[0146] Each of the servers within the three layers can be
implemented using any number of suitable server hardware
configurations, such as SUN SOLARIS, WINDOWS NT,
08/2 WARP, and NETWARE.

[0147] Each component of computer-based system 950 can
be configured with multiple NIC cards to provide fail over
local area network (LAN) reliability.

[0148] Computer-based system 950 may communicate
with other systems via a communication network, such as the
Internet or VPN. This communication network may be
capable of supporting data transfer between a client device
and a server device. The communication network may sup-
port communication via the Internet, using any suitable pro-
tocol, such as, Transmission Control Protocol/Internet Proto-
col (TCP/IP), Internetwork Packet eXchange/Sequence
Packet eXchange (IPX/SPX), or AppleTalk.link.

[0149] FIG. 12 is a flow chart for a number of exemplary
interrelated, methods 1002, 1004, 1006, and 1008 in which
business policies are automatically executed for a supply
chain, according to embodiments of the present invention. In
one embodiment, methods 1002, 1004, and 1006 may corre-
spond to exemplary executions of process execution 132 (or
execution process engine 802), process manager 838, and
policy manager 830, respectively, shown and described with
reference to FIG. 9.

[0150] Methods1002,1004,1006,and 1008 illustrates how
components of an implemented system are modeled to
execute processes as tasks within the selected open operating
environment. Process execution method 1002 handles trans-
actions that may be initiated by some triggering event. At step
1010, the event causes a trigger for the transaction. At step
1012, the trigger invokes a response from a procedure, which
in one implementation, can be an execution of an Enterprise
JAVA Bean (EJB). When the EJB execution reaches a policy
decision node at step 1014, it is triggered to use a policy
manager 830 to retrieve the relevant business policy rule. In
one embodiment, retrieval of the policy rule is initiated by
process execution forming and passing a specific token to a
process manager 838.

[0151] At step 1020, the process manager 838 receives the
token. It then identifies the token and determines the need for
a policy manager 830 resource at step 1022. The policy
resource is requested at step 1024 from the policy manager
830, which is poised to receive such requests at step 1030. The
policy manager 830 identifies the name/value pair(s) from the
token and at step 1032 requests the actual values from the
LDARP repository 832. The value(s) for the specified name is
retrieved from the LDAP repository services 832 at step 1040,
and returned to the policy manager 830 at step 1042.

[0152] At step 1034, the policy manager 830, in turn, sends
the name/value pair(s) to the process manager 838. Process
manager 838 at step 1026 evaluates the token criteria against
the name/value pairs obtained. Depending upon the result of
the evaluation, the appropriate trigger, (selected from one or
more alternatives) is activated at step 1028. The new trigger
thus formed will invoke an EJB response, thus providing
continued asynchronous process execution to fulfill the busi-
ness operational objectives. Thus, a scoped rule dynamic
branching logic is implemented. It can be noted that the
various managers (process and policy) may be implemented
across various open low level architectures, including difter-
ent types of network and computer hardware, and therefore,
data massaging of various kinds may be present. The value
obtained may, for example, be defined in an SLA (service
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level agreement) and is checked against incoming data that
triggered the process execution leading to the policy evalua-
tion. In short, the process execution (which may be Java code
in the form of EJB) evaluates the policy, and the evaluation
leads the process execution to be triggered to follow the
desired specific paths in the execution process. This approach
strictly limits complexity at run-time, thereby providing sig-
nificant advantages over previously developed techniques
(e.g., those using inference engines).

[0153] By way of further illustration, the following is
sample policy in accordance with one embodiment. The
sample policy specifies that the turnaround time for a particu-
lar part return should not be greater than 72 hours. The “72
hours” is actually a configurable value that is stored in an
LDARP repository. In this example the policy is a timer policy.
This sample policy is realized as a name value pair, specifi-
cally: Name=TAT, Value=72 hours. The execution process
engine 802 may have a policy decision node defined therein to
evaluate policy whenever it is triggered in accordance with
use-case criteria. When the policy rule needs to be examined,
the process manager 838 invokes the policy manager 830,
with enough information being passed thereto so that the
policy manager 830 can identify the policy rule based upon a
token. In the present example, the token may be the name of
the policy (i.e., “TAT”) together with supporting information
such as, for example, EBU identification that enables the
policy manager 830 to retrieve the appropriate information.
Data is retrieved to the process manager 838, which then
returns the parameter in a comparable form to the invoking
engine. This engine, in turn, evaluates the value against and
incoming value and causes the configured execution route to
be followed.

[0154] As described above, use-case methods are used
together with UML diagrams to document business rules to
be automated as processes within the network system. The
UML guides the creation of policies by human effort. Policies
are then decomposed by a human business analyst into mean-
ingful name/value pairs. Policies may be implemented in the
target process as either LDAP entities or in the database, the
decision as to which being made by a system architect. The
actual data population is controlled by LDAP programmers or
data modelers as appropriate. Exceptionally, some policies
are in the process engine itself and may be realized as name/
value pairs stored as XML (extended markup language pro-
grams).

[0155] As to run-time policy execution, in the exemplary
network system, Java language code fetches the provisioned
policies from the database or LDAP. EJBs (Enterprise Java
Beans) in the process engine may contain the logical algo-
rithms to evaluate the policies and to follow execution paths
based upon the results of the process/evaluation.

[0156] To facilitate policies a user interface is provided to
provision the data for the policy rules. For an LDAP reposi-
tory, this could be the use of an LDAP browser which allows
a system admin to manage the information stored in the
LDARP repository. Alternatively, a custom UI (User Interface)
may provide a means to update LDAP data.

[0157] Although particular embodiments of the present
invention have been shown and described, it will be obvious
to those skilled in the art that changes and modifications may
be made without departing from the present invention in its
broader aspects, and therefore, the appended claims are to
encompass within their scope all such changes and modifica-
tions that fall within the true scope of the present invention.
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What is claimed is:

1. A system for administering business policies within a
supply chain application in a distributed computer network
comprising a plurality of application server computers, the
system comprising:

a policy data repository operable to store data for business
policy rules governing a transaction involving an enter-
prise and at least one partner in the supply chain;

a process execution component operable to administer a
workflow related to a transaction; and

a manager component in communication with the process
execution component, the manager component operable
to dynamically provide least a portion of data for busi-
ness policy rules from the policy data repository to the
process execution component during operation of the
system.

2. The system of claim 1 wherein the data for business

policy rules is formatted as name/value pairs.
3. The system of claim 1 wherein the business policy rules
are related to a service level agreements defining a relation-
ship between the enterprise and the at least one partner.
4. The system of claim 1 wherein the business policy rules
specify a turnaround time.
5. The system of claim 1 wherein the business policy rules
specify a compare value.
6. The system of claim 1 wherein the policy data repository
comprises a LDAP repository.
7. The system of claim 1 wherein the policy data repository
comprises a RDBMS repository.
8. A system comprising:
a processor;
a storage medium for tangibly storing thereon program
logic for execution by the processor, the program logic
comprising:
logic executed by the processor for triggering a case
action by a transaction event in a process execution;

logic executed by the processor for reaching a decision
node in the case action;

logic executed by the processor for forming and passing
a token identifying a policy resource;

logic executed by the processor for receiving the token
by a process manager;

logic executed by the processor for requesting the policy
resource from a policy manager;

logic executed by the processor for evaluating the policy
resource received from the policy manager responsive
to the request; and

logic executed by the processor for activating a trigger
selected from a plurality of triggers according to
results of the evaluating.

9. The system of claim 8 wherein the program logic further
comprises:

logic executed by the processor for sending the policy
resource to the process manager by the policy manager.

10. The system of claim 8 wherein the policy resource
comprises a name/value pair.

11. The system of claim 8 wherein the policy manager
retrieves the policy resource from an LDAP repository.

12. The system of claim 8 wherein the policy manager
retrieves the policy resource from an RDBMS repository.

13. A method for administering business policies in a dis-
tributed computer network comprising:

triggering, using at least one computing device, a case
action by a transaction event in a process execution;
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reaching, using at least one computing device, a decision
node in the case action;

forming and passing, using the at least one computing
device, a token identifying a policy resource;

receiving, using the at least one computing device, the
token by a process manager;

requesting, using the at least one computing device, the
policy resource from a policy manager;

evaluating, using at least one computing device, the policy
resource received from the policy manager responsive to
the request; and

activating, using at least one computing device, a trigger
selected from a plurality of triggers according to results
of the evaluating.

14. The method of claim 13 further comprising:

sending, using at least one computing device, the policy
resource to the process manager by the policy manager.

15. The method of claim 13 wherein the policy resource

comprises a name/value pair.
16. The method of claim 13 wherein the policy manager
retrieves the policy resource from an LDAP repository.
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17. Non-transitory computer readable storage media for
tangibly storing thereon computer readable instructions for a
method comprising:

triggering a case action by a transaction event in a process

execution;

reaching a decision node in the case action;

forming and passing a token identifying a policy resource;

receiving the token by a process manager;

requesting the policy resource from a policy manager;

evaluating the policy resource received from the policy

manager responsive to the request; and

activating a trigger selected from a plurality of triggers

according to results of the evaluating.

18. The non-transitory computer readable storage media of
claim 17 further comprising sending the policy resource to the
process manager by the policy manager.

19. The non-transitory computer readable storage media of
claim 17 wherein the policy resource comprises a name/value
pair.

20. The non-transitory computer readable storage media of
claim 17 wherein the policy manager retrieves the policy
resource from an LDAP repository.
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