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FIG. 1

(57) Abstract: A power grid network is provided featuring a
mesh network having a mesh node with a signal processor.
The signal processor receives signaling containing informa-
tion about collected data, which includes electrical signaling
data related to electrical signaling being processed by a trans-
former to which the mesh node is coupled, metered data re-
lated to associated electrical signaling being provided from
the transformer to a building or structure, and other mesh net-
work data from one or more other mesh nodes deployed in the
mesh network. The signal processor also determines corres-
ponding signaling containing information about the collected
data for transmitting back to a central location or one or more
corresponding mesh nodes in the mesh network for further
processing, based upon the signaling received.
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DISTRIBUTED 802 LIS MESH NETWORK USING TRANSFORMER MODULE
HARDWARE FOR THE CAPTURE AND TRANSMISSION OF DATA

BACKGROUND OF THE INVENTION
1. Field of the Invention
The present invention relates to a distributed 802,115 wircless wide area mesh

network mcluding transformer momtoring devices, smart meters and other associated

wireless elements for the capture and transmission of data.

2. Bret Description of Related Art

Proliferation of the “Internet of Things” (TIoT) 18 driving interconnected smart
gystems. In particelar, smart grids are following this trend though the establishment of smart
energy, gas and water management. Interconnected components are pow providing an
unprecedented lovel of mtcliigence supporting numerous operational actions. This landscape
18 ushering in vast amounts of unstructured data and the need for intelligent data parsing,
analysis and action sysiems.

With this loT understanding and backdrop, currently there is a noed within global
smart grid networks, ¢.g., in urban and remote locations with linmited electric infrastmucture,
for communications with transformers, residential and commercial meters and other Intemet /
wircless connected foT devices. These targeted locations do not have sufficient infrastracture
to fully deploy a smart giid or Internet infrastructure.

There 1s a need within global smart grid networks, in urban and remote locations with
hemted electric infrastructure, for communications with transformers, residential and
commercial meters and other Internet / wircless connected devices {commonly referred to ag
the “Internet of Things”}. These targeted locations do not have sufficient infrastructure to
fully deplov a smart gnd or Internet infrastructure.

ther AMI {Advanced Metering Infrastructure) vendors have brought mesh

conununications 1o the marketplace for vears, typically using 900 MHz freguency radios 1o

Date Regue/Date Received 2022-02-01
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perform this function. These other technologies historically suffer from both poor throughput
and latency, offering nothing more beyond meter reading. Further complicating this situation,
prior busmess cascs for these networks were predicated upon the assumption that higher
order Smart Grid features would be deplovable in these networks, a proposition which failed
in practice. Examples of these prior assumptions were Fast Response Demand Response,
Consumcr Engagoment Style Energy Efficioncy, Frequenoy Response, otc.

By replacing the slow and crippled radio frequency {RF) implementations of other
vendors with a Wi-F1 based mesh network, the present invention is able to provide high
throughput and low latency communications from the hardware and network. This enhanced
capability enables the unfulfilled promise of AMI rollouts and opens the door to large seale
data collection and intcractive applications not available through any of todayvs™ AMI
sohitions.

More services will be enabled over time, taking advantage of real-time data
streamung. The first roll-out s fraud detection and enbanced AMI functionality, but others
such as rengwable balancing; fine grained cutage detection and demand response, 1o name a
few, will follow.

in addition to these utility focused solutions, we will in-time bring broadband to arcas
where investments in rollout have not yet occurred. By standardizing on a series of Wi-Fi
bubbles (that form our mesh), we may optionally open up portions of the bandwidth to other
uses for any Wi-Fi connectable device, depending upon the deployved AMI configuration and
the local back-haul availability (methodology and capability of the infrastructure connecting
the deploved AMI system with the backend connectivity solution) at the targeted locations.

Delta's solution enhances our utlity partaer’s enterprise operations through the
synergistic tnplementation of the smart grid network and balance sheet refinancing model
{recogmazing that the balance sheet refinancing model may not be necessary m all cases,
customers and installations} while deploving a unigue, alternative network for BtB / Bt data

receipt and debivery.

SUMMARY OF THE INVENTION
The smart grid network of the present invention provides the mclusion of wireless
mesh communications and data transmission capability into transformer monitoring modules,
transformer monitoring being a core component of the smart grid network. These

transtormer modules may mclude the capability 1o both collect and transmit information from
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the transformer, residential and commercial meters and other Intemet / wireless connected
devices. These devices differ from other existing technologies by incorporating a fransceiver,
transmitter and antcnna collcctively within the same device to both colicet data from other
network devices deployed in the ficld and communicate data back to a central location or
other connected devices, using a wireless wide area mesh network topology.

in general, mesh networking is a network topology m which a device transmits s
own data as well as serves as a relay for other devices” data. The mesh network connects the
transformer monitor devices, smart meters and other sensors or foT devices wirelessly to cach
other and to a central point 1n the mesh cell called a “collector” {o transmit data to the cloud
using the 802.11s standard in combination with other available back-haut technologies;
telocommunications, Ethoret, fiber optic and satellite, to name a few. The devices o the
mesh network may also comprise optical-based communications technology, for transmitting
and receiving optical signals contaiming data and information.

The collector s a circuitry-board based technology that passcs data between multiple
smart meters, fransformer monitoring devices and a server-based collection engine. The
collector functions as a router, exchanging messages between a clowd based software
collection engine and meters using a radio-frequoney wircless wide area network m
combination with other available back-baul technologies; telecommunications, Ethemet, fiber
optic and satelhite, to name a fow. Commuonications between the collector and the collection
enging is done using a Wireless Wide Arca Network (WWAN), deployed i a mesh network
topology, which can include a variety of back-haul technologies, as noted above. All network
communications meet ANSI C12 Meter Commumication and Data standards and
reguirements. The transformer monitoring device may comprise the collector.

The mesh network is dynamic and is continuousty being rebuilt using wireless
conununication between smart meters, transformer monitoring devices and collectors.
Connectivity between a meter or transformer moniioring devices, and a collector can be
direct, through another smart device or through meltiple ayers of smart devices. Smart
devices will automatically register through the collector that provides the best connectivity
signal and path to the collection engine. A smart device must register before communications
with the collection engine can begin. Each collector can support multiple devices over a self-
healing mesh network. If the path between a device and a collector is broken or blocked, the
device will locate another path, healing the mesh network, through the network mesh to the

collector.
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The segregation of near or overlapping mesh networks is secured through the use of a
utility identification (D). Only devices with the same unihity ID can communicate across a
mesh setwork. This ensures that a device with one utility 1D s 1sclated from a network
assigned g different utility ID. The use of the utility ID protocol allows neighboring utilitics
to use the smart grid network system, yet be securely isolated from the other utility's network.

The colloctor used by cach dovice to communicate with the colioction engine can
change over time. For example, if the communication path between a collector and device
deteriorates, the device will explore other paths to the same or different collector. If a better
commuptication path is found, the device will derggister from the original collector and
register with the collector that provides the best communication path. Connectivity testing,
registering and deregistening are buili-in capabilitics and are done antomatically.

The data from a device may pass through other devices in the mesh network before it
reaches the cell relay. The 802.11s mesh network is built asing the 5GHz radio signal
frequency band, 2GHz radio signal frequency band or other methodologies such as optical-
based communications technology. The mesh network is not imited to any specific RF,
Optical, wired or wireless structure.

The mesh network also may include a hub at both the restdence and business. The
hub would perform the following functions: (1) Be located in proximity to the smart meter
mstalled ot the residence or busimess; (2) Whercas the smart meter may be located on the
outside of the residence or business, the hub would be located inside the residence or
business; (3) the hub would communicate with the smart meter either wirelessly using the
302.11s mesh network or via hard wiring; (4} the hub would then broadcast a corresponding
302 11 specification based RF signal (a, b, g, 0, ac, ad, ah, a1, ax, ay, az or ¢thers that may
follow) internally to the structure in which it is place; {53 Other products and / or
conumercially available wireless 802,11 products would conumunicate with the hub and
expand its range, either point to pomt oy through a simular wireless mesh network structure;
{6} Fusrther other Wi-Fi enabled digital products would commaunicate with the hub, either
directly or through the expanded wirciess mesh notwork referenced above.

he nodes n the mesh network are arranged m a variable arrav and relay data bi-
directionally. The nodes cooperate i the distribution of data. Traditionally, there are no
defined roles in the mesh, such as clients, servers, inifiators and responders. Security is
typically provided by peer-to-pecr protocols, traditionally through MAC Address

authentication and a pre-shared kev, WPAZ password m many cases. Within the wireless
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wide area network (WWAN) standard strong level encryption protocols, to name a fow, are
used. The mesh array may be with fixed points / static topologies or mobile. Many counsider
a wircless mesh as an ad-hoc network, noting the multiple and potentially changing
pathways.

In operation, the wireless mesh will relay messages, also known as data packets, using
a varicty of methodologies; flooding and routing being two such methods. Hopping is a most
commonly used form or routing. Messages or data packets hop across nodes to other nodes,
and, this hopping can change, based upon the scenarios explaimed below. Hopping transfers
messages / data packets from a source to a destmation(s). The hopping pathway is not fixed
and can change or dynamically reconfigure. Self-healing algorithms drive path optimization,
mcluding changes m the data hopping, data flooding or overall data routes; routing around
unreliable nodes, routing around in-active nodes, routing around over-loaded notes,
wlentification of shortest paths, for example 6 name a few. In most cases, the wital
construct of the wircless mesh network, when first powered up, 1s sclf-constructing, ¢.g. it
does not necessartly need to be pre-defined. However, in many cases, there is a logic behind
the location of nodes within the network. In the initial wireless mesh construct, those
building the network may porform an "RE survey.” The RF Servey reviews the local
characteristics of the installation arca (hills, valleys, buildings, landscaping, eic.) and
determines the best locations for nodes to maximize their ability to transfor data wnimpeded.
However, this initial construct does not limit the final execution of the wireless mesh when
operational.

he present invention provides several advantages over the prior art. Legacy wireless

mesh technology has a high latency and Jow bandwidth., Existing direct broadcast networks
have low bandwidth, expensive radio and spectrum problems. In both cases, this resulisin a
fack of smart gnid application support and lack of retum on vestment. Collular networks
carry the downside power requirements, and radio, data and device certification costs. The
wireless mesh network of the present invention addresses these shorteomings by providing a
network that is self-healing, can be built out merementally, has multiple communication
paths, reduces RF spectrum issues and provides real time optimization, low latency, high
bandwidth and a history of backward compatibility to consumer, copvnercial and indostnal
devices. This results in full support for fast demand response, energy efficiency, real time
analysis and expanded product interaction and functionality. The wircless mesh network of

the present mvention provides a lower cost duc to ifs wireless stracture, the ad-hoc nature and
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non-reliance on a fixed and/or physical pathway and the incorporation of commonly available
RF equipment, chipsets and consumer/commercially available products.

According to some embodiments, the present mvention may melude, or take the form
of, a power grid network featuring a mesh network having a mesh node with a signal
processor configured to:

receive signaling contaiming information about collected data, including

clectrical signaling data related to electrical signaling being processed by a

transformer to which the mesh node is coupled, metered data related to associated

glectrical signaling being provided from the transformer to a building or structure, and
other mesh network data from one or more other mesh nodes deployed in the mesh
network; and
determine corresponding signaling containing information about the collected

data for transmitting back to a central location or one or more corresponding mesh
nodes in the mesh network for further processing, based upon the signaling reccived.

¢ power gnid network according to the present invention may also include one or

more of the following features:

The signal processor may be configured to provide the corresponding signaling to the
central location or the one or more other corresponding mesh nodes for further processing.

The mesh node may include a collector chip set, mesh/cellular chip set and /or
optical-based communications technology .

The collector chip set may be configured to recetve the signaling containing
mformation about the collected data, inchuding the electrical signaling data related to the
electrical signaling being processed by the transformer to which the mesh node 1s coupled,
the metered data related to the associated electrical signaling being provided from the
transformer to the building or structure, and the other mesh network data from the onc or
more other mesh nodes deploved in the mesh network.

The mesh/cellular chip set may be configured to provide the corresponding signaling,
meluding o cither a collular head-end, commonly noted as the back-haul and inclusive of
other transmissions agents in addition o cellular, or the one or more other corresponding
mesh nodes in the mesh network.

The mesh network may include another mesh node having a mesh/celludar chip set
configured to recetve the corresponding signaling from the mesh node, and provide the

corresponding signaling to either a cellular head-end, commonly noted as the back-haul and

G-
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melusive of other transnussions agents m addition to cellular, or another mesh node m the
mesh network.

The mesh network may include, or take the form of, an 802 1 1s mesh network,

The mesh node may include a transformer monitor, communication and data
collection device having a combination of a transceiver, transmitter and an antenna / optical
network configured to receive the signaling at the transformer located and arranged m the
power grid network and provide the corresponding signaling back to the central location or
the one or more other corresponding mesh nodes.

The transformer monitor, communication and data collection device may include a
housing with a magnet or bolt attachment for attaching the housing o a corresponding
housing of the transformer.

The building or structure may be a residential building or commercial structure,

The metered data may be received {from an electric meter associated with the building
ot structure, meluding where the moter data 1s reccived from a gas meter, or a water meter, ot
some combination of meters.

The metered data may be received either from a single phase residential electric meter
assoctated with a residential building, or either from a three-phase commercial electric mecter
associated with a commercial structure,

The signaling may contan associated information about the distribution of the
clectrical signaling in the power gnd network.

The associated information may include distribution mformation about a power
outage, the voltage of the electncal signaling, and/or transformer monitoring, mcluding
voltage analysis, DRM or energy theft.

The signaling and the corresponding signaling may be, or take the form of, wircless
signaling for communicating n the mesh network.

The signaling received may contain information about digital content requested by
one or more smart assets locally deploved 1n a smart asset infrastructure and
communicatively coupled to the mesh network.

The corresponding signaling determined may contain information about the digital
content reguested by the one or more smart assets for providing back to the central location n
the mesh network for further processing, based upon the signaling received.

The signal processor may be configured to receive associated signaling containing

mformation about the digital content requested back from the central location; and determime
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digital content signaling containing information about the digital content requested for
providing (o the one or more smart assets, based upon the associated signaling recetved.

The signal processor may be configured to provide the digital content signaling to the
one or more smart assets.

The smart asset infrastructure may include a residential home or commercial
strcture; and the one or more smart assets mclude a smart asset mesh node, including where
the smart asset mesh node takes the form of a residential home or commercial structure
automation device, a smart commumcations device, and/or a digital set-top box arranged in
relation to the residential home or commercial structure.

The digital content may include movies, songs, photographs, advertising media, social
media exchanges, internet scarching reguests, imtornet scarching downloads, digital imagery,
web page renderings, streaming media, on-ling gaming, voice over internet, video over
mitemet, email commuucations, business analviics, consumer analytics, industrial aidomation
mnchuding SCADA activities, home autornation, governmental and emergency related
broadcasts, digital business model facilifation, including on-line commerce.

The digital content may also contamn nformation about applications and/or processes
related to industry, cnergy, transportation, healthcare, consumer products, social media,
entertainment, transportation, banking, on-line commerce, industrial automation, or gaming.

The mesh node may include, or form part of, an vnmanned acnial vehicle or drone.

The mesh node mav be configured to communicate with a ¢loud network by
cxchanging cloud node signaling,

he cloud network may include the central location.

The central location may mclude a server that forms part of an Internet servic
provider network.

The mesh network may nclude a network topology m which each mesh node 1s
configured to transmit the collected data and serve as a relay to transmit corresponding
collected data received from corresponding mesh nodes in the mesh network.

The moesh network may include transformer monitor, communication and data
collection devices, smart meters and other sensors or IoT devices that are connected
wirelessly to each other and to a central point in a mesh cell or collector node to transmit data

to a cloud network using the IEEE 8021 1s standard.
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The mesh node may include a circuitry-board based technology that passes or
exchanges data between the transformer monitor, commmunication and data collection devices,
the smart meters and the other sensors or loT devices and the mesh cell or collector node.

The mesh cell or collector node may be configured as a router for exchanging
messages between a software collection engine and the smart meters using a radio-frequency
focal arca network.

The communications between the mesh cell or collector node and the software
collection engine may be done using a Wireless Wide Arca Network (WWAN3, deployed in a
mesh network topology, that includes various back-haul technologies.

The mesh node may be configured to register through the mesh cell or collector node
that provides a connectivity signal and path to the software collection enging.

Each mesh cell or collector node may be configared to support multiple mesh nodes
over a self-healing mesh network.

The mesh vode may be configured to locate another path throvgh the mesh network to
the mesh cell or collector node if a path between the mesh node and the mesh cell or collector
node is broken or blocked.

Each mesh node in the mesh network mayv be configured to recelve autility 1D 1n
order to provide the mesh network with security.

Fach mesh node may be configured to communicate across a part of the mesh
network having the same utility 1D to ensurs that a mesh node with one utility ID is isclated
from a network part of the mesh network assigned a different utility 1D

Each mesh node may be configured to explore other paths to the same or a different
mesh cell or collector node if a communication path between a given mesh cell or collector
node and a given mesh node deteriorates.

Each mesh node may be configured to dercgister from an original mesh cell or

&

collector node and register with a new mesh cell or collector node that provides a best
communication path.
Fach mesh node may be configured to impiement built-in capabilitics functionality

for connectivity festing, registering, deregistering/re-registering that are done automatically.

BRIEF DESCRIPTION OF THE FIGURES
FIG. 1 1s a diagram showing an establishment of a baseline, power gnid centric, smart

utihity mesh network, according to some embodiments of the present invention.
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FIG. 2 15 a diagram of a mesh network comprising two versions of the transformer
monitoring device hardware in accordance with an embodiment of the present invention.

FIG. 3 15 a diagram of a transformer montionng device in accordance with a first
embodiment of the present mvention.

FIG. 41 a dingram of an exemplary system architecture of the mesh network in
accordance with an embodiment of the mvention.

FIG. 5 1s a diagram of an exemplary deployment of the mesh network in accordance

with an embodiment of the nvention, including mesh cards and collector cards.

DETAILED DESCRIPTION OF THE INVENTION

The overall smart power grid network accordmg to the present invention reprosents an
intercomected so-called “BIG DATA™ technology system providing advanced intelligence
and synergistic components across power metering, distribution and communication,
optinuzation and mstallation and servicing. The network ncorporates discrete cloments in
the transformer monitoring and communications, residential and commercial metering and
asalytical, predictive and pre-cmptive software algorithms. The hardware associated with the
network faciltates communications with transformers, residential and commercial meters,
and other Internet / wircless connected devices {commonly referred to as the “Internet of
Things” (IoT})). The network's geographically disbursed assets support a wireless miesh
network communications extension, while aiding system optimization capabilities, noting
that many assets are in logistically difficult arcas to reference, re~locate, interrogate and
service. The overall mtegrated system drives substantial efficiencices in data visualization,
evaluation, diagnosis, optimization, and servicing using enhanced reality systems across this
miterconnected smart grid network and simdlar networks, The collective systems provide a
synorgistic and unigue alicmative nctwork for BtB / Bt data reccipt, delivery and
monetization.

An example of an implementation of a smart grid network 10 is shown in FIG. 1. The
smait grid network 10 according to the present invention represents a singular, standardized,
and scalable network, providing the mdustry’s first melusive solution from a singular
supplier. The smart grid network 10 may ncorporate a utility financials rebalancing, and
mcorporate utility customers and loT adjacencies. The smart grid network 10 is inclusive of
four basic technology clements. The primary hardware and software constituents of the

network are as noted and wdentified below.

-16-
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1. The pole or pad mounted transformer monitor / smart data collector deviee 1s
wdentified herein as element 20, according to the present invention {AKA "HyperSprout™"),
which 1s the localized data aggregation and power flow mvesiigation; establishing a data
capture and delivery capability wherever there 1s power, ¢.g., consistent with that set forth
herein.

2. A digtial data and delivery and receipt mesh network (AKA "DataVINEY™') 35
identified herein as element 40, which is a ubiquitous mesh network facilitating automated
residential and commercial metering while deploying an alternative data delivery capability;
enforcing a market-leadimg 100% meter read capability, ¢.g., consistent with that set forth in
U.S. application serial no. 13/250,119 (WFMB No. 736-2.6-23.

3. A smart node power grnid communication protocol and analytics platform (AKA
“DataSCAPE™™ identified hercin as element 45, which provides for a comprehensive nodal
exchange analysis of all grid parameters; realizing an inclusive geo-spatial understanding of
utility operations, ¢.g., consistent with that set forth im U5 provisional application serial no.
62/375, 170 (WFMB No. 736-2.4-23.

4. A head-mounted user device 70 for enhanced reality field vestigation, interaction
and servicing; deploving the industry’s first “virtual” atility (AKA "PowerVISE™") cg.,
consistent with that sct forth in U.S. patent application serial no. 15/234,293 (WFMB No.
756-2.3-2}.

The smart grid network 10 and the mesh retwork 40 enabled by the transformer
monitor device 20 and other network devices provide network access 1o an end user.
Additionally, the end user may use the established network for the purpose of storing and
retrigving data and files from a cloud-based server 90,

By wayv of example, FIG. 1 shows an example of a smart power gnd network
generally indicated as 19, according 1o some emebodiments of the present invention. The
smiart power grid network 10 oay take the form of, or may be configured 1o include, one or
mare digital data and delivery and receipt mesh networks like clement 40, Each digital data
and delivery and receipt mosh network 40 may inchude one or more communication nodes
such as the transformer module or device 20 tor exchanging information upstream and
downstream between the commuenication nodes and a central focation, e.g., which takes the
form of the private network 50 in FIG. 1. The one or more communication nodes may be

configured to be able exchange such upstream and downstream information between
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themselves in order to exchange such upstream and downstream information between a
respective communication node and the central location hike element 50,
in FIG. 1, the smart power grd network 10 may mnclude transformers like cloment 12

for providing electric energy 1o residential homes and commercial buildings like elements 16,
26, each having a respective electrical meter like elements 18, 28 for measusing the
assoctated electrical encrgy usage. The smart power gnd network 10 may also include
transformer monitor / data collection devices 20 configured to collect data about the electrical
energy usage in relation o residential homes and commercial buildings 16, 26 from the
respective electrical meter ke element 18, 28, For example, each electrical meter 18, 28
may provide metered data signaling containing information about metered data related to
associated cloctrical signaling being supplied from the transformer 12 to the building or
structure 16, 26 in the grid network 10. Moreover, transformer monitor / data collection
devices 20 may receive associated signaling containing information about electrical signaling
data rclated to clectnicity bemng proccssed by the transformer 12 located and arranged in the
grid network and to which the transformer monitoring device 1s mounted, as well as other
wireless network data related o other communication nodes forming part of other wireless
network devices deployed in the gnid network. in offect, the collocted data rocctved by the
transtormer monttor device 20 mav melude some combination of the elecirical signaling data
related to the transformer, the metered data related to the electrical meter and/or the other
wireless network data related to other commmnication nodes in the grid network, ¢.g., which
may include digital content as set forth in further detail below.

he transformer monitor / data collection devices 20 may also be configured to
provide suttable signaling containing mformation about the collected data to the private
network 50 via the digital data and delivery and receipt mesh network 40, The private
network 50 may be configured as a central point that processes the collected data, ¢ .g..
performing uiility analvsis that mayv nclude one or more of the following: delivery
subtraction apalysis, proactive asset momttoring, distribution asset utitization, T and D
subtraction analvsis, energy audits and analvsis, load control, geographic localization and
define pro-active and pre-emptive asset efficiency or operational activities. By way of
example, the vtility analysis may be performed 1n an effort to increase efficiency, decrease
costs, increase profits and/or community engagement related to the operation of the smart

grid network 10,
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The pole 14 mounted transformer monitoring device 20 may be configured
communnication with the clectrical meter 18 associated with the residential home 16, By way
of example, the clectrical meter 18 may be configured to measure single phase ¢lectrical
energy provided by the transformer 12 along a single phase utility line to the residential home
16.

in comparison, the pole 14 mounted transformer monitoring dovice 20 may also
meclude, or take the form of, a pad mounted transformer device in commrunications with an
clectrical meter associated with a commercial building or home. By way of example, the
electrical meter may be configured to measare three phase electrical energy provided by a
pad transformer along a three phase utility line to the commercial building or home.

FIG. 1 shows that the transformer monitoring deviee 20 may be configured to collect
data related to some distribution related functionality, e.g., including determinations related
o outage, momentary outage, voltage/VAR, and/or transformer monitoring. The transformer
monttor doviee 20 may be configured to collect data related to some voltage analvais, DRM
functionality and energy theft functionality in relation to its associated residential home or
commereial building. The transformer monitor device 20 can provide the sustable signaling
containing mformation about the collected data to the private network 50 via the digital data
and delivery and receipt mesh network 40, The collected data received by the private
network 50 may also be analyzed in rejation to conservation, load curtailment and/or a
demand response vis-a-vis the power utifity. In FIG. 1, the private network 30 may include a
private network computer and monitor gencrally indicated as 52 for performing or
mmplementing the aforementioned analysis and functionality.

FIG. 1 shows that the digital data and delivery and receipt mesh network 40 may
mclude other transformer monitor devices like element 20 exchanging information with other
meters like clements 18, 28 assoctated with other buildings or structures like clements 16, 26,
FIG. 1 also shows a relay 60 coupled between the digital data and delivery and receipt mesh
network 40 and the private network 50,

The present invention represents a new and unique inclusion of wircless
communications and data travsmission capability mto iransformer monitoring modules like
element 20, transformer monitoring being a core component within a so-called smart grid
network like element 16, These transformer modules 20 may be mounted directly to utlity
transformers 12 or utility poles 14 in the field and include the capability to both collect and

transmit information from the transformer 12, residential and conmvmercial meters bke element
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18 and other Internet / wireless connected devices in the network 10, The transformer

by incorporating a transcerver, fransnutier and antenna collectively within the same device to
both collect data from other network devices, including other transformer modules 20 or
smart assets. deploved in the field and communicate collected data back to a central location
like clement 50 or other connected deovices like other elements 20 whilst bwilding a Wireless
Wide Arca Network (WWAN), deploved in a mesh network topology.

The aforementioned overall combination provides an infinitely scalable data delivery
and receipt capability for communities with poorly estabhished, historical infrastructure while
providing a synergistic network capability to those communities with current or anticipated
cellular, satellite, optical or other capability.

Once established, the smart grid network implementation and the associated
transformer module and mesh network bardware and software assets may be eastly expanded
to allow for mtegration with both smart city wirastructure 16, 26 and home automation smart
devices. For example, inclusion of a smart grid network communications chip set for
implementing smart grid network conmumunications chip set signal processing functionality
mito locally deploved smart assets aliows for both the capture and conmununications of digital
mformation both to and from these smart asset devices. By way of example, these smart
asset devices may include, or take the form of, set top boxes having the smart grid network
communications chip set contained thersin, ¢.z., for communicating with a transtormer
madule hike element 20, or for comnuunication with the so-called cloud-based server 96, In
arcas of ¢stablished infrastructure, thus capability allows for the localized capture and
communtcations with smart devices within the geographical confines of the mesh network
smart network like element 10, In arcas where coordination 1s required outside of this
focalized network, a back-cnd cchlular capability may be utidized, like the back-cnd ccllular
functionality associated with a back-end coliular tower like element 110, In pent~urban and
rural areas of extremely poor infrastracture and cellular service, the smart grid network
deployed svstem provides a competitive and less costly alicrnative to dedicated celivlar
mfrastructure and may be paired with vanious wireless transmissions medias mncluding
cellular, satellite, optical or other wireless transmissions media either now known or later
developed in the future.

The mesh network 40 described herein 15 an open network, such that those within the

geographic region of operation will opt-in of desired, through the utility company,
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telecommunications partner or local ISP pariner admunistering the network. The network s
not closed to any individuals opting in, provided they have been authenticated using the
appropriate sccurtty protocols. The network is configured to support a throughput of up to
600 Mbps, as noted in the appropriate IEEE specification, and as realized in a 802.11s
wirgless mesh network topology.

By way of further example, the mtegration with, or replacement of, jocal wircless
network delivery systems allows the scamless integration with current home automation
technology, allowing for the direct communication with these devices using the smart gnid
network deploved svstem.

Scaling of the deploved transformer modules or devices 20 with ongoing optimization
of the defined mesh network 40 allows for establishing a lucrative alternative pathway for
digital content receipt and delivery to networked consumers. Recognizing the proliferation of
digital set-top boxes bike elements from the leading consumer techuclogy mnovators,
mnclusion of the smart gnd network chip set within these devices provides an alternative
capability for digital content bevond that currently offered by cellular and broadband
suppliers. The digital content may include movies, songs, photographs, advertising media,
social media exchanges, internet searching requests, mternat searching downloads, digital
imagery, web page renderings, streaming media, on-line gaming, voice over intemet, video
over mternet, ematl communications, business analvtics, consumer analytics, industrial
automation inchuding SCADA activities, home automation, governmental and emergency
related broadeasts, digital business model facilitation, including on-line commerce.

FIG. 2 shows an example of a mesh network with two versions of the transformer
monitoring device 20.

The first version 120 includes both a collector chip set and a mesh/cellular chip set. It
conununicates with the head-end (e.g., cellular tower 110}, while pulling transformer data,
mart meter data and transformer data the devices of the second version 130 and other mesh
network data.

The second version 130 mehades only the mesh/celbular chip set. It communicaies
with the devices of the first version 120 while pulling data.

Data flow in the smart grid mesh network may be as follows. Data collected at a
smart meter 18, 28 s transmitted through the wireless wide arca mesh network tc a
transtormer monitor / data collection device 20. The data i3 transmitted then to a head-end,

such as cellular tower 110, from which 1s transraitted to the cloud-based server 90. The data
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can then be analyzed using a smart node power gnd communication protocol and analvitics
platform 45, Metered data may also be collected from gas meters, water meters, or any othe
tvpe of resource measurcncnt meter, and transmitted to a transformer monitor / data
collection device 20 for transmission through the wireless mesh network 40

FIG 3 shows an example embodiment of a transformer monitor / data collection
device 20, having, for example, an upper housing 21, mternal circuitry 22 and a lower
housing base 23.

By way of example, the mtemal circuitry 22 may be configared inclusive of
fransmission, reception, networking. data aggregation and sensor input, among other
requirements for implementing signal processing functionality in relation to the same. For
gxample, any signal processing functionality may be implemented using a signal processor
Itke clement 24, consistent with that set forth herein and described in further detail below.

in particular, the internal circuitry 22 may be configored to implement
transmission/reception signal processing functionality, ¢.g., for ¢xchanging suitable
transmission/reception signaling to/from other communication nodes m the smart grid
network, or to/from the central location or other connection device like element S0 for further
processing, including in relation to some combination of either a cloud network, or a digital
data and dehivery and receipt mesh network 40, or by using a smart node power grid
communication protocel, consistent with that set forth herein,

Further, the mntemal circurtry 22 may also be configured to implement networking and
data aggrcgation signal processing functionality, ¢.g.. for exchanging suitable networking and
data aggregation signahng received to/from other communication nodes in the smart gnid
mesh network, or to/from the central location or other connection device for further
processing, including in relation to some combination of either the cloud network, or the
digital data and delivery and reccipt mesh network, or by using the smart nods power grid
comumunication protocol.

Furthermore, the mternal circuitry 22 may also be configured to implement secnsor
mput signal processing functionality, e.g., for exchanging suitable scnsor input signaling
containing information about sensed input information received by the transformer momtor /
data collection device 20 to/from the eleciric meter 18, 28 of the residential home or
commercial building, or to/from the transformer itself. Furthermore still, the scope of the
mvention is not mtended to be limited to any particular type or kind of signal processing

functionality that mayv be mmplemented by the mtemal circuitiy 22; embodiments are
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envisioned, and the scope of the invention is mtended to include, implementing other types or
kind of signal processing functionality by the intenal circuitry 22 either now known or later
developed 1n the firture within the spirit of the present mvention.

The upper housing 21 or housing base 23 may be attached to a pole, pad, transformer,
unrnanned acrial vehicle or another structure by being configured for magnetic attachment, a
strap, bolt attachment, or other methodologies. The scope of the mvention 15 not infended to
be limited to the type or kind of attachment; and embodiments are cnvisioned using, and the
scope of the mvention 1s ntended to nclude, other types or kinds of attachment techniques
either now known or later developed i the future within the spirit of the present invention.

The upper housing 21 and the lower housing base 23 may be combined together o
form an asscrabled housing having the mtoral circuitry 22 therein. Bv wayv of example, the
assembled housing may be hermetically sealed against the ingress of environmental elements,
¢.g., ke water, dust, particles, moisture, ete. Al inferconnect ports may be sealed. The
asscrubled housing may be configured to provide protection for reducing clectromagnetic
mierference (EMI), e.g., from the transformer sclf or other EMI emutting devices within
range. The assembled housing may alse be configured for casy transport, attachment,
detachment and decommissioning, ¢.g., in relation to a utility pole or some other structure.

The transformer monitor / data collection device 20 mav include an antenna / optical
network 25 buili into the mternal circuitry 22, or alternatively incorporated directly into either
housing 21 or 23, or altematively located external to the housing assembly. Technigues for
implementing a built-in antenna / optical network like element 23 into internal circuitry hike
clement 22, for incorporating an antenna / optical network divectly into a housing hke
elements 21 or 23, or for locating an external antenna / optical network to a housing assembly
are known in the art, and the scope of the invention is not intended to be himtted to any
particular type or kmd thereof cither now known or fater developed in the future,

In the transformer moonitor / data collection device 20, a battery may be provided for
device power. Alternatively, the transformer mountior / data collection device 20 may also
have an accommodation for wircless power transfor via inductance or tuned magnetic
resonance. These data and power functionalifies are provided by way of example; and the
scope of the invention is not intended to be Himited to the type or kind of data or power
functionality implementation; and embodiments are eavisioned using, and the scope of the

mvention is urtended to include, other types or kinds of data or power functionality
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mmplementation either now koown or later developed in the future within the spirtt of the
present invention.

The transformer montor device 20 may further comprise a memory or non-{fransory
computer readable medium. The memory may be configured 1o store information that is
recetved or transmaiited by the transformer monitor device 26, Further, the memory may be
stored with appropriate programming, which when executed by the signal processor 24 of the
transformer monitor device 29, is configured to enable the transformer monttor device 20 to
transmit and receive signaling, as would be understood by persons having ordinary skill in
the art.

The device may also be configured for light-based communications, including but not
hmited to visible hight, infrarcd hight, laser technology, LED technology and various light-
based communications schemes such as VLC or Li-Fi. Light controlling optics may be built
mio the wnternal circuitry, incorporated directly mto the upper housing or housing base, or
may be located externally to the housing. The device may comprise ong or more extornal
light receptors and transmitters, which are configured to receive and transmit optical signals.
The transmuitter may include, for example a beam gencrator, which is configured to gencrate a
fight beam comprising signaling containing information, which s for example transmitied
from a device to a further device, which recetves the signal via receptor and processes the
signal using the signal processor. The device may be configured to use one or more hight-
based communication technologies, and may be configured to vary between types of
communication depending on the particular usage. For example, for a long range
communication between two devices, laser technology may be most switable. However, fora
short range communication between two devices, Li-Fi may be the most suitable method of
communtcation. The transformer monitor device may farther comprise a memory or non-
transitory computer readable medium. The memory may be configured to store mtormation
that is received or transnutied by the light-based conmumunication of the transformer monitor
device. Further, the memory may be stored with appropriate programuming, which when
executed by the signal processor of the transformer monitor device, 1s configured to enable
the transformer monitor device to transmit and receive light-based communications, as would
be understood by persons having ordinary skill in the art.

The transformer monitor device may enable the establishment of a hybnd network
within the smart grid network 10, which may inchude at least three different types of

communication capabihitics. First, the devices may be configured to create an optical
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network, as previously described. In an optical network, devices, as well as other devices ina
smart grid network 10, such as eleciric meters 18 and IoT devices, having optical
transmiission and rocetving capabilitics may communicate with one another. Such an optical
network allows for communication of signals and data at a high bandwidth and range.

5 Additionally, the device may be further configured for cellular commpication. The device is
configured to send and receive signaling to and from a cellular tower and from cellular
devices in the smart grid network 10, Furthermore, the device may be configured to create a
wireless or Wi-Fi network, which can be used for conumunication with or between clectric
meters 18 and JoT devices, which m certain instances mayv not be configured for optical or

16 light-based communication. The creation of a Wi-Fi network by the device or a series of

devices enables communication between such legacy devices.
Exemplary mesh network architectare of the svstem is shown in FIG. 4. With

reference to FIG. 4, system architecture includes the below components in the mesh network:

TABLE 1
Terminology Application Description
in 802.11s terminoiogy
Mesh Station Mesh Card, A qualiy-of-service {(QoS) STA that implements

the mesh facility. They participate in the

{Mesh STA) Collector cand N ) . , ; [
formation of mesh basic service set
Any entity that has mesh station (8TA)
. ; functionality and provides access to one or more
Mesh Gate Collector card - ¥ ! e ¢

distribution systems, via the wirsless madinun
{WM) for the mesh basic service set {MBSS).
The portal is a function. It is the logical point
where wircless MSDUs (MAC service data units)
are translated t¢ and from a non-802.11 network.
Any entity that has station (8TA) functionality

Mesh Portal

(MPP) {Collector card

Mesh Access

i
194

Mesh Card,

and provides access to the distnibution services.

Pomt (MAF) Collector card via the wircless medmum (W M) for associated
STAs.
Mosh BSS ’ A basﬁc se rviccv \u (E%SS) that ‘melS a'_s‘ciiﬁ
(MBSS) Cell COElt;?iifli?d ns—ﬁ.{wor}g of mesh stations (STAs). An
) MEBSS containg zero or more mesh gates
A systern used to mterconnect and transport
Distribution Back-haul MSDU’s between mesh gates in the same or

system {DS)

network

differont MBSSs, between mesh gates and AP's,
between mesh gate and portals

802.11s amendment defines the concept of a mesh station (5.2.14.3). A Mesh station

is a station that supports the mesh facility and is capable of participating in a mesh cloud, or

Mesh Basic Service Set (MBSS).
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As shown in FIG. 4, a mesh card (Mesh STA) is integrated part of smart meter or
transformer monitoring device. A number of mesh cards {Mesh STA) with 802.11s mesh
capability forms a mesh network, Each mesh card (Mesh STA) can communicate to s
neighboring mesh card (Mesh STA) in mesh network.

In the embodiment shown in FIG. 4, Mesh BSS 1{(Celll) has formed a mesh network
of 1-10 nodges of mesh cards (Mesh 8TAg) for the mesh network of the present invention.

The distribution system {8} 15 a logical component that handles address to
destination mapping. It “distributes” frames from one intertace to another. This could be
distnibution of a frame from a client on the 2.4 GHz radio to a client on the 5 GHz radio; it
could be from a chient on the 2 4 GHz radio to the wired network; or it could be from a chient
on the 2.4 GHz radio to an MBSS on the 5 GHz radio. In any case, the DS s a logical
construct and not necessarily a separate medium, like the Ethernet.

For the mesh network of the present imvention, the distribution system may include a
back-haul nctwork of 4G/LTE, the wired network of Ethomcet, fiber optic network, satellitc
commumications, or other back-haul methodologies. Back-haul methodologies noted are not
meant to imply or represent lmitations as to back-hasl capabibities. Collector cards
mterconnest mesh network {all mesh nodes) with the collection engine through a 4G/LTE
back-haul network. Communication between two collector cards is also possible through 3
GHz Wi-T1, 2.4 GHz Wi-Fi, or 4G/LTE, to name a fow. Node 11 in Mesh BS851 (Cells 1),
Mesh BES2 (Cells 2) and Mesh BSS3 (Cells 3) are collector cards. These collector cards arg
playing multipie roles in g network, including: (1) A mesh station (Mesh STA) because it
participates 1n the MBSS; (2} A mesh gate because i translates between the MBAS and DS;
and (3} A mesh portal because it conmects MBSS to a non-802.11 DS (4G/LTE or Ethernet),

When the translation occurs between a mesh BSS and a non-mesh 802,11 DS, this
function 15 called mesh gate. The mesh gate 1s the logical point where mesh MSDUs are
transiated to and from a nov-mesh 302.11 DS and format.

All nodes bave frame forwarding capability and can thus forward frames originating
at a node and destimed for some other node. From a hardware standpoint, there will be two
versiong of PCBA's (Mesh card and Collector Card) as depicted in FIG . 4.

FIG. 5 shows an example of an ideal mesh network deployment of mesh cards and
collector cards.

In the ideal case, the collector card will be placed at center of network (Mesh BSS).

All mesh cards (Mesh 8TAs) are placed around the collector card at a distance of X feet in

“20-

PCT/US2017/019434
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terms of the line of sight of each other, which in some embodiments may be a mimmum 1000
feet)

in the examplc cmbodiment of the invention shown 1n FiG. 5, the nodes arc deploved
such that the data from last node 1 network will reach collector card m a maximum two
hops. In FIG 5, Mesh card 1 will soute the data to collector card (Mesh card 25) via mesh
card 7 with two hops. The note representations are not meand to imply or represent
limitations as to routing / hopping capabilities, and in altemative cmbodiments, more than
two hops may be deployed between nodes.

Smart Mesh Networks are also self-healing. If any node fails, the system recognizes
the fatture and automatically re-routes data over another available “best” or fastest path. The
altcmate paths are shown by dotied lines m FIG. 5. If any node fails 1a the network, the

system will antomatically recognize the alterate path for that node.

Uther Related Applications
¢ application is related to other patent applications, some of which are identified
above, that together form part of the overall family of technologies developed by one or more
of the mmventors herein, and disclosed 1n the following applications:

U.8. patent application serial no. 13/160,754, filed 20 May 2016, cntitled
"Transformer mounted monitor, communications and data collection device,” which
claims beunefit to U.S. provisional application no. 62/203,101 (WFMB No. 756-2.2-13,
filed 10 August 2015;

U.5. patent application scrial no. 15/234,293, filed 11 August 2016, entitled
"Enhanced reality svstem for visualizing, evaluating, diagnosing, optimizing and
servicing smart grids and incorporated components,” which claims benefit o U.S.
provisional apphication serial no, 62/203,719 (WFMB No. 756-2.3-1), filed 11 August
2015;

.S, provisional application serial no. 62/375,170 (WEFMB No. 756-2.4-2},
filed 15 August 2016, entiticd "Integrated sohition of Internct of Things, BSGN™,
and iDAP™ pertaining to Communication, Data and Asset Senalization™;

U.S. application serial no. 13/257.302 (WFMB No. 736-2.5-2} filed 6 Sept
2016, entitled “Svystem and Method for Determination and Remediation of Energy
Diversion i a Smart Grid Network”, which claims the benefit of US. provisional

application serial no. 62/213,815 (WEFMB No. 756-2.5-1), filed 3 Scptember 2013,

PCT/US2017/019434
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U.S. application serial no. 15/250,119 (WFMB No. 756-2.6-2) filed 29 August

Mesh Network Realized Through the Placement of Enbanced Transtormer Mounted
Monitoring Devices”, which claims the benefit of U.S. provisional application senial
5 no. 62/236 420 filed 2 October 2015,
U.S. application serial no. 15/332,245 (WEFMB Neo. 756-2.7-2) filed 24
October 2016, entitled “Angmertation, Expansion and Sclf-Healing of a
Geographically Distributed Mesh Network Using Unmanned Aernial Vehicle
Technology”, which claims the benefit of U5, provisional apphication serial nos.
10 62/244,914 and 62/244,919 filed 22 October 2015 and U.S provisional application
serial no. 62/299,348, filed 24 February 2016; and
.S, application serial no. 15/332, 151 (WFMB No. 756-2.8-2) filed 24
October 2016, entitled "Data Transfer Facilitation Across a Distributed Mesh
Network Using Light and Optical Based Technology”, which claims the benefit of
15 U.S provisional application serial no. 62/244,919 (WFMB No. 756-2.8-1), filed 22
October 2015;

which arc all assigned to the assignee of the mstant patend application.

¥t should be understood that, unfess stated otherwise herein, any of the featares,

20 characteristics, alternatives or modifications described regarding a particular embodiment
herein may also be applied, used, or incorporated with anv other embodiment described
herein. Also, the drawing herein may not be drawn o scale 1o whole or in part. Although the
wvention has been deseribed and illustrated with respect to exemplary embodiments thercof,
the foregoing and variocus other additions and omissions may be made therein and thereto

without departing from the spirit and scope of the present invention,
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WHAT IS CLAIMED:

1. A power grid network comprising:
a mesh network having a mesh node with a signal processor configured to:

receive signaling containing information about collected data, including electrical
signaling data related to electrical signaling being processed by a transformer to which
the mesh node is coupled, metered data related to associated electrical signaling being
provided from the transformer to a building or structure, and other mesh network data
from one or more other mesh nodes deployed in the mesh network; and

determine corresponding signaling containing information about the collected
data for transmitting back to a central location or one or more corresponding mesh nodes
in the mesh network for further processing, based upon the signaling received;
wherein the mesh node is a transformer monitoring device configured to serve as a mesh

access point to the mesh network, and comprises:

a collector chip set configured to receive at least the signaling containing
information about the metered data related to the associated electrical signaling being
provided from the transformer to the building or structure, and the other mesh network
data from the one or more other mesh nodes deployed in the mesh network; and

a mesh/cellular chip set configured to transmit the corresponding signaling.

2. A power grid network according to claim 1, wherein the mesh/cellular chip set is
configured to provide the corresponding signaling to the central location or the one or more other

corresponding mesh nodes for further processing.

3. A power grid network according to claim 1, wherein the one or more other mesh nodes
deployed in the mesh network comprise one or more meters each comprising a mesh/cellular
chip set; and

wherein the transformer monitoring device is configured to receive the metered data from

the one or more meters in the mesh network.

23-
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4. A power grid network according to claim 3, wherein the mesh network is a wireless

communication network incorporating a backhaul.

5. A power grid network according to claim 4, wherein the wireless communication
network is an open, closed or mixed network configured to provide network access to end user

devices authenticated by a network administrator.

6. A power grid network according to claim 5, wherein the wireless communication

network is a Wi-Fi mesh network.

7. A power grid network according to claim 1, wherein the mesh network comprises
another mesh node having a mesh/cellular chip set configured to

receive the corresponding signaling from the mesh node, and

provide the corresponding signaling to either a cellular head-end or another mesh node in

the mesh network.

8. A power grid network according to claim 1, wherein the mesh network includes, or

takes the form of, an 802.11s wircless mesh network.

9. A power grid network according to claim 1, wherein the transformer monitoring device
further comprises a combination of a transceiver, transmitter and an antenna / optical network
configured to receive the signaling at the transformer located and arranged in the power grid
network and provide the corresponding signaling back to the central location or the one or more

other corresponding mesh nodes.
10. A power grid network according to claim 9, wherein the transformer monitoring

device comprises a housing with a magnet or bolt attachment for attaching the housing to a

corresponding housing of the transformer.
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11. A power grid network according to claim 1, wherein the metered data is received
from an electric meter associated with the building or structure, including where the meter data is

received from a gas meter, or a water meter, or some combination of meters.

12. A power grid network according to claim 1, wherein the signaling contains associated

information about the distribution of the electrical signaling in the power grid network.

13. A power grid network according to claim 12, wherein the associated information
includes distribution information about a power outage, the voltage of the electrical signaling,

and/or transformer monitoring, including voltage analysis, DRM or energy theft.

14. A power grid network according to claim 12, wherein the signaling and the

corresponding signaling are wireless signaling for communicating in the mesh network.

15. A power grid network according to claim 1, wherein

the signaling received contains information about digital content requested by one or
more smart assets locally deployed in a smart asset infrastructure and communicatively coupled
to the mesh network;

the corresponding signaling determined contains information about the digital content
requested by the one or more smart assets for providing back to the central location in the mesh

network for further processing, based upon the signaling received.

16. A power grid network according to claim 15, wherein the signal processor is
configured to
receive associated signaling containing information about the digital content
requested back from the central location; and
determine digital content signaling containing information about the digital
content requested for providing to the one or more smart assets, based upon the

associated signaling received.
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17. A power grid network according to claim 16, wherein the signal processor is

configured to provide the digital content signaling to the one or more smart assets.

18. A power grid network according to claim 15, wherein

the smart asset infrastructure includes a residential home or commercial structure; and

the one or more smart assets include a smart asset mesh node, including where the smart
asset mesh node takes the form of a residential home or commercial structure automation device,
a smart communications device, and/or a digital set-top box arranged in relation to the residential

home or commercial structure.

19. A power grid network according to claim 15, wherein the digital content includes
movies, songs, photographs, advertising media, social media exchanges, internet searching
requests, internet searching downloads, digital imagery, web page renderings, streaming media,
on-line gaming, voice over internet, video over internet, email communications, business
analytics, consumer analytics, industrial automation including SCADA activities, home
automation, governmental and emergency related broadcasts, digital business model facilitation,

including on-line commerce.

20. A power grid network according to claim 15, wherein the digital content contains
information about applications and/or processes related to industry, energy, transportation,
healthcare, consumer products, social media, entertainment, transportation, banking, on-line

commerce, industrial automation, or gaming.

21. A power grid network according to claim 1, wherein the mesh node is configured to

communicate with a cloud network by exchanging cloud node signaling.

22. A power grid network according to claim 21, wherein the cloud network comprises

the central location.

23. A power grid network according to claim 22, wherein the central location includes a

server that forms part of an Internet service provider network or location.
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24. A power grid network according to claim 1, wherein the mesh network comprises a
network topology in which each mesh node is configured to transmit the collected data and serve
as a relay to transmit corresponding collect data received from corresponding mesh nodes in the

mesh network.

25. A power grid network according to claim 1, wherein the mesh network comprises
transformer monitoring devices, smart meters and other sensors or IoT devices that are connected
wirelessly to each other and to a central point in a mesh cell or collector node to transmit data to

a cloud network using the IEEE 802.11s standard.

26. A power grid network according to claim 25, wherein the mesh node comprises a
circuitry-board based technology that passes or exchanges data between the transformer
monitoring devices, the smart meters and the other sensors or IoT devices and the mesh cell or

collector node.

27. A power grid network according to claim 26, wherein the mesh cell or collector node
is configured as a router for exchanging messages between a software collection engine and the
smart meters using a radio-frequency wireless wide area network (WWAN), deployed in a mesh

network topology.

28. A power grid network according to claim 27, wherein the mesh node is configured to
register through the mesh cell or collector node that provides a connectivity signal and path to

the software collection engine.

29. A power grid network according to claim 28, wherein each mesh node is configured
to explore other paths to the same or a different mesh cell or collector node if a communication

path between a given mesh cell or collector node and a given mesh node deteriorates.

30. A power grid network according to claim 29, wherein each mesh node is configured
to deregister from an original mesh cell or collector node and register with a new mesh cell or

collector node that provides a best communication path.
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31. A power grid network according to claim 30, wherein each mesh node is configured
to implement built-in capabilities functionality for connectivity testing, registering,

deregistering/re-registering that are done automatically.

32. A power grid network according to claim 27, wherein each mesh cell or collector

node is configured to support multiple mesh nodes over a self-healing mesh network.

33. A power grid network according to claim 32, wherein the mesh node is configured to
locate another path through the mesh network to the mesh cell or collector node if a path

between the mesh node and the mesh cell or collector node is broken or blocked.

34. A power grid network according to claim 32, wherein each mesh node in the mesh

network is configured to receive a utility ID in order to provide the mesh network with security.

35. A power grid network according to claim 34, wherein each mesh node is configured
to communicate across a part of the mesh network having the same utility ID to ensure that a
mesh node with one utility ID is isolated from a network part of the mesh network assigned a

different utility ID.
36. A power grid network according to claim 27, wherein communications between the

mesh cell or collector node and the software collection engine is done using a Wireless Wide

Area Network (WWAN) that includes back-haul technologies.
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