a2 United States Patent

US011593275B2

ao) Patent No.: US 11,593,275 B2

Yost et al. 45) Date of Patent: Feb. 28, 2023
(54) OPERATING SYSTEM DEACTIVATION OF (56) References Cited
STORAGE BLOCK WRITE PROTECTION
ABSENT QUIESCING OF PROCESSORS U.S. PATENT DOCUMENTS
(71) Applicant: INTERNATIONAL BUSINESS 4,787,041 A 11/1988 Yount
MACHINES CORPORATION, 5,226,143 A 7/1993 Baird et al.
Armonk, NY (US) (Continued)
(72) Inventors: Christine Michele Yost, Hopewell FOREIGN PATENT DOCUMENTS
Junction, NY (US); Elpida Tzortzatos, N 12713838 A 102012
Iée}grangevﬂle, NY (US); Bruce Conrad DE 10141 484 AL 3/2003
iamei, Lagrangeville, NY (US); .
Timothy Slegel, Staatsburg, NY (US); (Continued)
Christian Borntraeger, Stuttgart (DE);
Damian Osisek, Vestal, NY (US); Lisa OTHER PUBLICATIONS
Cranton Heller, Rhinebeck, NY (US);
Ute Gaertner, Schoenaich (DE) Mel et al., “The NIST Definition of Cloud Computing,” National
Institute of Standards and Technology, Information Technology
(73) Assignee: INTERNATIONAL BUSINESS Laboratory, Special Publication 800-145, Sep. 2011 (pp. 1-7).
MACHINES CORPORATION, (Continved)
(*) Notice: Subject to any disclaimer, the term of this DPrimary Examiner — Stephame Wu .
patent is extended or adjusted under 35 (74). Azmrney., Agent, or Fzrm — Edward Wixted, Esq.;
U.S.C. 154(b) by 0 days. Kevin P. Radigan, Esq.; Heslin Rothenberg Farley &
Mesiti P.C.
(21) Appl. No.: 17/335,232
57 ABSTRACT
(22)  Filed: Jun. 1, 2021 Operating system deactivation of write protection for a
(65) Prior Publication Data storage block is provided absent quiescing of processors in
a multi-processor computing environment. The process
US 2022/0382683 A1~ Dec. 1, 2022 includes receiving an address translation protection excep-
tion interrupt resulting from an attempted write access by a
(51) Int. Cl. processor to a storage block, and determining by the oper-
GO6F 12/1027 (2016.01) ating system whether write protection for the storage block
GOGF 12/02 (2006.01) is active. Based on write protection for the storage block not
(Continued) being active, the operating system issues an instruction to
(52) US. CL clear or modify translation lookaside buffer entries of the
CPC ... GO6F 12/1027 (2013.01); GOGF 9/30043  processor associated with the storage block, absent waiting
(2013.01); GO6F 9/3861 (2013.01); GO6F for an action by another processor of multiple processors of
12/0246 (2013.01); GOGF 12/0833 (2013.01) the computing environment, to facilitate write access to the
(58) Field of Classification Search storage block proceeding at the processor.

None

See application file for complete search history.

o
402

APFLICATION PROGRAM
RUNRING ONCPUA

EXCEPTIONTO 08
404
08 PERFORMS MEMORY

WHICH INCLUDES
1SSUING RDP INSTR TO
CPUA

406
‘CPU A EXECUTES ROP.

« TTEPFOR STORAGE
BLGCK X SET 100

« ASSOCIATED TLB
ENTRIES N CPUAARE

APPLICATION PROGRAN
RESUMES OPERATION
ONCPUAAND IS NOW
PERWITTED T WRITE
TO STORAGE BLOCK X

CPUB QUEUES
REQUESTTOCLEAR
)3
ENTRES WHEN
CONVENIENT

412

424
o>
EXCEPTION YES.
‘CONDITION BEEN
NP 428
8 TTER=) o
NG “CR STORAGE BLOCK X7
RUBINSPECTS,
JTEP)
BREPORTS

18 Claims, 18 Drawing Sheets

« ASSOCATEDTLB
ENTRIES INCPU B ARE.

« QVERDETECTED
CONDITION HOT
REPORTED 1008

APPLICATION PROGRAM
RESOMES CPERATION
ONCFLI B AND IS NOW

PERMITTED TO WRITE
7O STORAGE BLOCK X




US 11,593,275 B2
Page 2

(51) Imt.ClL
GO6F 9/38 (2018.01)
GO6F 9/30 (2018.01)
GO6F 12/0831 (2016.01)
(56) References Cited

U.S. PATENT DOCUMENTS

5,442,704 A 8/1995 Holtey

5,835,954 A 11/1998 Duyanovich et al.
6,765,826 B2 7/2004 Kiehl et al.
7,600,106 B2  10/2009 Wang

7,617,380 B2  11/2009 So et al.
8,140,823 B2 3/2012 Corescu et al.
8,156,280 B2 4/2012 Kurosawa
8,806,179 B2 8/2014 Greiner et al.
9,015,436 B2 4/2015 Chee

9,086,904 B2 7/2015 Goggin et al.
9,213,302 B2  12/2015 Grisenthwaite et al.
9,292,219 B2 3/2016 Oiwa

9,727,380 B2 8/2017 Wang et al.
9,760,410 B2 9/2017 Robison

10,372,352 B2
2007/0198979 Al
2007/0283108 Al
2011/0145511 Al
2011/0145550 Al
2012/0137079 Al*

8/2019 Mari et al.
8/2007 Dice et al.
12/2007 Isherwood et al.
6/2011 Woflinden
6/2011 Greiner et al.
5/2012 Ueda ....ccoevvnenn GO6F 12/1036
711/141

2013/0339656 Al  12/2013 Greiner et al.
2014/0337585 Al* 112014 Grisenthwaite ..... GO6F 12/1009

711/152
2019/0026173 Al* 1/2019 Stephens ............. GO6F 11/0751
2020/0097313 Al*  3/2020 Dong .........ccen. GOG6F 9/485

FOREIGN PATENT DOCUMENTS

™ 323359 B 12/1997
™ 201502780 A 1/2015
WO WO 2021/064531 Al 4/2021

OTHER PUBLICATIONS

IBM Publication, “z/Architecture Principles of Operation,” IBM®
Publication No. SA22-7832-12, 13th Edition, Sep. 2019 (pp. 1-2000).
Giamei et al,, “Reset Dynamic Address Translation Protection
Instruction”, U.S. Appl. No. 17/335,224, filed Jun. 1, 2021 (74
pages).

Yost et al., “List of IBM Patents and/or Patent Publications Treated
as Related”, U.S. Appl. No. 17/335,232, filed Jun. 1, 2021, dated
Jun. 1, 2021 (2 pages).

International Search Report & Written Opinion for PCT Application
No. PCT/EP2022/064836, dated Oct. 13, 2022 (15 pages) (Year:
2022).

* cited by examiner



US 11,593,275 B2

Sheet 1 of 18

Feb. 28, 2023

U.S. Patent

VI 9Old
oLl
(SINOILLONYLSNI ]
AYH90Yd
I1avavay
(Ndo) IHOVD 431Nd0OO
¥OSSIO0Nd | T¥I07 . 0zl [ »
0l il oLL
. WILSAS RN
. ONILYY3dO oiL ]
I
(ndo) JHOVD
¥0SSAD0Hd | TWI01 -
¥0l il | 011 (SINV¥O0Hd e
i NOLLYOIdd¥
il SIOVAYIINI
IHOVD AHOWAN ol
AN 901 801 |

oLl

Z01 W3LSAS H3LNdNOD

8¢l

—

(SINOLLONYLSNI
WYH904d
J1avay3y ¥3LNdW0D

SWYHO0Yd
ﬁme

(MS1Q) F0IN3Q

JOVHOLS Y.IVd
el

FOV443INI
NHOMLAN

zel

(AAdA 3dvL "o3)
JOIA3A TYNY3LXT

o€l

(TYNIWY3L ¥3sn “o'3)
30IA3d TYNY3LX3

o€l




U.S. Patent Feb. 28, 2023 Sheet 2 of 18 US 11,593,275 B2

PROCESSOR 1?4
INSTRUCTION FETCH |~150
+ 170
INSTRUCTION DECODE |_ 4, S
OPERAND FETCH RESET ADDRESS
TRANSLATION-PROTECTION
+ 154
-
»| INSTRUCTION EXECUTE
160
+ 156 !
MEMORY ACCESS  |et—1| REGISTER(S)
158
' -
WRITE BACK -

FIG. 1B



U.S. Patent Feb. 28, 2023 Sheet 3 of 18 US 11,593,275 B2

ADDRESS/SPACE/CONTROL ~ 200

ELEMENT VIRTUAL ADDRESS
TABLE ORIGIN DT RFX | RSX | RTX | SX | PX | OFFSET
5 {
002 004 | 0 211 222 233244252 263
-~ ————— — — — — 208 |212 |216 |220]224 228
SELECT START LEVEL
REGION FIRST TABLE~ 206
ORIGIN INDEX
210
REGION SECOND TABLE
e
ORIGIN INDEX
214
REGION THIRD TABLE
.
ORIGIN INDEX
218
~
SEGMENT TABLE
e
ORIGIN INDEX
-l
222
PAGE TABLE
ORIGIN SIPI INDEX
225

226~~~ PAGE-FRAME REAL ADDRESS ¥

FIG. 2A



U.S.

Patent

ASCE ~ 200

Feb. 28, 2023

Sheet 4 of 18

ASCE~250

TABLE ORIGIN

REGION FIRST TABL

TABLE ORIGIN

REGION SECOND TABLE

REG

~
ION THIRD TABLE/\/L'

SEGMENT TABLE

225
)

Pl

PAGE TABLE

\
N
N
N

)
252

iP]

FIG. 2B

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE TABLE

HOST PFRA~274a

~ 272

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE TABLE

HOST PFRA~274b

~ 276

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE TABLE

HOST PFRA~274C

~278

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE TABLE

HOST PFRA~274d

~280

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE TABLE

HOST PFRA~274e

~282

REGION FIRST TABLE
REGION SECOND TABLE
REGION THIRD TABLE
SEGMENT TABLE

PAGE T,;‘\BLE

~ 284

HOST PFRA ~ 274f

US 11,593,275 B2



U.S. Patent Feb. 28, 2023 Sheet 5 of 18 US 11,593,275 B2

290
TRANSLATION LOOK-ASIDE BUFFER

ENTRY 294 ~~HIG 296~P —~—292

ENTRY H/IG P

ENTRY H/G P

FIG. 2C



U.S. Patent

Feb. 28, 2023 Sheet 6 of 18

300

RESET DYNAMIC ADDRESS
TRANSLATION PROTECTION

OPCODE | Ry | M, | Ry | R,

{ — {1 1
302 304 306 308 310
FIG. 3A

US 11,593,275 B2

PAGE TABLE ORIGIN

FIG. 3B

PAGE INDEX

FIG. 3C

REGION-TABLE OR SEGMENT-TABLE
ORIGIN OF THE ASCE USED FOR CLEARING

FIG. 3D

M,

LC

3%0
FIG. 3E



U.S. Patent Feb. 28, 2023 Sheet 7 of 18 US 11,593,275 B2
FIRST START )~ 400 C SECOND START )\420
402~ (ASYNCHRONOUS)
T '
N
RUNNING ONCPUZ. APPLICATION PROGRAM
_ RUNNING ON CPU B L _ 429
TO STORAGE BLOCK X: ATTEMPTS 10 WRITE
CPU A REPORTS DAT-P T0 STORAGE BLOCK X
EXCEPTION TO 0S
404
Y 424
0S PERFORMS MEMORY nsDATD
MANAGEMENT
EXCEPTION
OPERATIONS FOR
CONDITION BEEN
STORAGE BLOCK X DETECTED BY
WHICH INCLUDES FUB 428
ISSUING RDP INSTR TO -
oPU A IS TTE.P=0
FOR STORAGE BLOCK X?
206 (CPUBINSPECTS
~N TTEP) 430
CPU A EXECUTES RDP; Q
« TTE.P FOR STORAGE 426~ YES
BLOCK X SET TO 0 PROGRAM CPU B REPORTS
 ASSOCIATED TLB PERMITTED TO DAT-P EXCEPTION
ENTRIES IN CPU A ARE WRITE TO STORAGE T0 0S
CLEARED BLOCK X
« IF LC=0, THEN
POTENTIALLY 439
BROADCAST SIGNAL s
10 OTHER CRUS o ASSOCIATED TLB
* RDP ENDS WITHOUT ENTRIES IN CPU B ARE
WAITING FOR ACTIONS
BY OTHER CPUs CLEARED
« OVER-DETECTED
208 CONDITION NOT
~ REPORTED TO 0S
APPLICATION PROGRAM
RESUMES OPERATION
ON CPU A AND IS NOW
PERMITTED TO WRITE
TO STORAGE BLOCK X
434
412 vy [
Y APPLICATION PROGRAM
CPU B QUEUES RESUMES OPERATION
REQUEST TO CLEAR ON CPU B AND IS NOW
ASSOCIATED TLB PERMITTED TO WRITE
ENTRIES WHEN TO STORAGE BLOCK X
CONVENIENT
r
410 END

FIG. 4A



U.S. Patent Feb. 28, 2023 Sheet 8 of 18 US 11,593,275 B2

((FIRST START )-~400 C ( SECOND START ))\420

102 | ASYNCHRONOUS
RUNNING ONCPUA )
N
APPLICATION PROGRAM
ATTEMPTS TO WRITE RUNNINGONCPUB . | 499
TO STORAGE BLOCK X: ATTEMPTS TO WRITE
CPU AREPORTS DAT-P o STORAGE BLOCK X
EXCEPTION TO 0S
404
I 424
0S PERFORMS MEMORY S DATD
MANAGEMENT EXCEPTION N\_YES
OPERATIONS FOR CONDITION BEEN
STORAGE BLOCK X s
WHICH INCLUDES U
ISSUING RDP INSTR TO -
CPUA Y
CPUBREPORTS DAT-P |
406~ | EXCEPTION TO 0S 440
CPU A EXECUTES RDP: 496
« TTE.P FOR STORAGE N
BLOCK X SETTO 0 PROGRAM 0S RECOGNIZES
« ASSOCIATED TLB PERMITTED TO REPORTED CONDITION
ENTRIES IN CPU A ARE WRITE TO STORAGE IS AN OVERINDICATION }— 442
CLEARED BLOCK X AND ISSUES RDP INSTR
«IFLC=0, THEN TOCPUB
BROADCAST SIGNAL
TO OTHER CPUs ‘
« RDP ENDS WITHOUT :
WAITING FOR ACTIONS Sy B EXECUTES RO
BY OTHER CPUs BLOCK X INSPECTED
(VERIFIED TO BE 0)
G SR [
APPLICATION PROGRAM
RESUMES OPERATION . /S\R%ELTET@RFEQ) \O
ON CPU AAND IS NOW SIGNAL BROADCAST
PERMITTED TO WRITE
TO STORAGE BLOCK X T0 OTHER CPUs
412 r
‘ APPLICATION PROGRAM
CPU B QUEUES RESUMES OPERATION
REQUEST TO CLEAR ON CPU B AND IS NOW
ASSOCIATED TLB PERMITTED TO WRITE
ENTRIES WHEN TO STORAGE BLOCK X
CONVENIENT
1
410 END

FIG. 4B




U.S. Patent Feb. 28, 2023 Sheet 9 of 18

US 11,593,275 B2

0S RECEIVES REQUEST TO RESET WRITE
PROTECTION FOR STORAGE BLOCK X FROM |~ 500
APPLICATION PROGRAM RUNNING ON CPU A

!

OS LOCKS DAT ENTRY ASSOCIATED
WITH STORAGE BLOCK X

—~— 502

!

IF WRITE PROTECTION ACTIVE, OS ISSUES RDP INSTRUCTION
(WITHOUT SPECIFYING LOCAL CLEARING OPTION) — 504

-
CPU A EXECUTES RDP INSTRUCTION:
e TTE.P FOR STORAGE BLOCK XSETTOO0
o ASSOCIATED TLB ENTRIES IN CPU A ARE
CLEARED OR MODIFIED

SIGNAL TO OTHER CPUs

o RDP ENDS WITHOUT WAITING FOR ACTIONS BY

OTHER CPUs

| |
| I
| I
I |
| e [FLC =0, THEN POTENTIALLY BROADCAST ~506
| I
| I
| |

OS OBTAINS INDICATION THAT CPU A
HAS EXECUTED RDP INSTRUCTION

—~—508

!

FIG. 5A

OS UNLOCKS DAT ENTRY |~510



U.S. Patent Feb. 28, 2023 Sheet 10 of 18 US 11,593,275 B2

I_APPLICATION PROGRAM RUNNING ON CPU B ATTEMPTS TO WRITE—|

| TO STORAGE BLOCK X BEFORE PROCESSING OF BROADCASTED :/v 520
SIGNAL TO CLEAR OR MODIFY CPU B's ASSOCIATED TLB ENTRY

0S RECEIVES WRITE PROTECTION EXCEPTION
INTERRUPT ISSUED BY HARDWARE 522

!

0S OBTAINS CONTROL TO PROCESS THE
WRITE PROTECTION EXCEPTION INTERRUPT [~ 524

!

0S CHECKS DAT ENTRY FOR STORAGE BLOCK X, WHICH
INDICATES WRITE PROTECTION IS NOT ACTIVE ~—526

!

OS INITIATES RDP INSTRUCTION FOR STORAGE BLOCK X SPECIFYING
LOCAL CLEAR OF CPU B TO CLEAR OR MODIFY RELATED TLBENTRIES [ 928

!

OS COMPLETES THE WRITE PROTECTION EXCEPTION
INTERRUPT WITH A REQUEST SIGNAL TO CPUB TO RETRY THE |~—530
INSTRUCTION ATTEMPTING TO WRITE TO STORAGE BLOCK X

_________ o

| CPUB RETRIES THE WRITE ACCESS TO STORAGE—L’
BLOCK X AND WRITE ACCESS WILL COMPLETE K 532




U.S. Patent Feb. 28, 2023 Sheet 11 of 18 US 11,593,275 B2

0S RECEIVES REQUEST TO ACTIVATE WRITE PROTECTION
FOR STORAGE BLOCK X BEFORE ALL CPUs HAVE

PROCESSED A BROADCASTED SIGNAL TO CLEAR OR MODIFY [—940

LOCAL TLB ENTRIES ASSOCIATED WITH STORAGE BLOCK X

!

OS ISSUES A QUIESCING INSTRUCTION TO CLEAR
ASSOCIATED TLB ENTRIES ON ALL CPUs IN
MULTI-PROCESSOR SYSTEM BEFORE UPDATING DAT f~—542
ENTRY ASSOCIATED WITH STORAGE BLOCK X TO
INDICATE WRITE PROTECTION IS ACTIVE

544
FIG. 5C



U.S. Patent Feb. 28, 2023 Sheet 12 of 18 US 11,593,275 B2

RECEIVE, BY AN OPERATING SYSTEM OF THE COMPUTING ENVIRONMENT, AN
ADDRESS TRANSLATION PROTECTION EXCEPTION INTERRUPT RESULTING FROM
AN ATTEMPTED WRITE ACCESS BY A PROCESSOR TO A STORAGE BLOCK, THE
PROCESSOR BEING ONE PROCESSOR OF MULTIPLE PROCESSORS OF THE
COMPUTING ENVIRONMENT ~_ 509

DETERMINE, BY THE OPERATING SYSTEM, WHETHER WRITE PROTECTION FOR THE
STORAGE BLOCK IS ACTIVE—~_ g2

BASED ON WRITE PROTECTION FOR THE STORAGE BOCK NOT BEING ACTIVE,
ISSUE, BY THE OPERATING SYSTEM, AN INSTRUCTION TO CLEAR OR MODIFY
TRANSLATION LOOKASIDE BUFFER ENTRIES OF THE PROCESSOR ASSOCIATED
WITH THE STORAGE BLOCK, ABSENT WAITING FOR AN ACTION BY ANOTHER
PROCESSOR OF THE MULTIPLE PROCESSORS OF THE COMPUTING ENVIRONMENT,
TO FACILITATE WRITE ACCESS TO THE STORAGE BLOCK PROCEEDING AT THE
PROCESSOR ~—604

WHERE THE ADDRESS TRANSLATION PROTECTION EXCEPTION INTERRUPT
OCCURS PRIOR TO THE PROCESSOR HAVING PROCESSED A REQUEST TO CLEAR
OR MODIFY TRANSLATION LOOKASIDE BUFFER ENTRIES OF THE PROCESSOR
ASSOCIATED WITH THE STORAGE BLOCK ~ 06




U.S. Patent Feb. 28, 2023 Sheet 13 of 18 US 11,593,275 B2

FURTHER INCLUDING PRIOR TO RECEIVING, BY THE OPERATING SYSTEM, THE
ADDRESS TRANSLATION PROTECTION EXCEPTION INTERRUPT

OBTAIN, BY THE OPERATING SYSTEM, A REQUEST FROM A FURTHER PROCESSOR
OF THE COMPUTING ENVIRONMENT TO RESET WRITE PROTECTION FOR THE
STORAGE BLOCK

BASED ON OBTAINING THE REQUEST, ISSUE BY THE OPERATING SYSTEM AN
INSTRUCTION TO THE FURTHER PROCESSOR TO PERFORM A RESET ADDRESS
TRANSLATION PROTECTION OPERATION ABSENT WAITING FOR AN ACTION BY ANY
OTHER PROCESSOR OF THE COMPUTING ENVIRONMENT

f—610

WHERE THE INSTRUCTION TO THE FURTHER PROCESSOR TO PERFORM THE RESET
ADDRESS TRANSLATION PROTECTION OPERATION ABSENT WAITING FOR AN
ACTION BY ANY OTHER PROCESSOR OF THE COMPUTING ENVIRONMENT IS
WITHOUT REQUIRING A QUIESCING OPERATION BY ANY OTHER PROCESSOR OF
THE COMPUTING ENVIRONMENT

sz

WHERE PRIOR TO ISSUING THE INSTRUCTION TO THE FURTHER PROCESSOR TO
PERFORM THE RESET ADDRESS TRANSLATION PROTECTION OPERATION, THE
OPERATING SYSTEM LOCKS A DYNAMIC ADDRESS TRANSLATION (DAT) ENTRY IN
REAL STORAGE ASSOCIATED WITH THE STORAGE BLOCK, AND BASED ON THE
OPERATING SYSTEM OBTAINING AN INDICATION THAT THE FURTHER PROCESSOR
HAS COMPLETED EXECUTION OF THE RESET ADDRESS TRANSLATION PROTECTION
OPERATION ABSENT WAITING FOR AN ACTION BY ANY OTHER PROCESSOR, THE
OPERATING SYSTEM UNLOCKS THE DYNAMIC ADDRESS TRANSLATION ENTRY IN
REAL STORAGE ASSOCIATED WITH THE STORAGE BLOCK

f—*616

FURTHER INCLUDING COMPLETING, BY THE OPERATING SYSTEM, THE ADDRESS
TRANSLATION PROTECTION EXCEPTION INTERRUPT BY PROVIDING A REQUEST TO
THE PROCESSOR TO RETRY, AFTER PROCESSING THE INSTRUCTION, WRITE
ACCESS BY THE PROCESSOR TO THE STORAGE BLOCK

(-—618

WHERE THE INSTRUCTION ISSUED BY THE OPERATING SYSTEM IS FOR THE
PROCESSOR TO CLEAR OR MODIFY THE PROCESSOR'S TRANSLATION LOOKASIDE
BUFFER ENTRIES ASSOCIATED WITH THE STORAGE BLOCK WITHOUT
BROADCASTING A SIGNAL TO OTHER PROCESSORS OF THE COMPUTING
ENVIRONMENT TO ALSO CLEAR OR MODIFY TRANSLATION LOOKASIDE BUFFER
ENTRIES ASSOCIATED WITH THE STORAGE BLOCK




US 11,593,275 B2

Sheet 14 of 18

Feb. 28, 2023

U.S. Patent

V. Old

NNdO

~—~Cl

0NdO

\\.‘l-}

6} —

™~ SNOILONYLSNI
WYHO0Hd
318vav3y 431NdINOD

SIYH908d [

40IA3d

JOVHOLS V1Va

8l

91

i

W3LSASENS

on

Gl

1INN
T04.INOD
ol

9l
30IA3a
ol

VAN

9l
J0IA30
ol

AHOWIN

Gl
1INN
TOH.INOD
ol

9l
30IA3a
o]

VAN

9l
EElY
ol




US 11,593,275 B2

Sheet 15 of 18

Feb. 28, 2023

U.S. Patent

I/ 9l
SO [4—o0¢
6 T 11(9)ddv | | 1S3nD
IANIHOVI -
8z VNLYIA 9¢
JHYMINAIS .
d40SS3004d .
SI0O | 4—o0¢
6C T 11(S)ddv | | 1S3no
77 ANIHOVIN |-
Le TVNLHIA %
HOSIAYAdAH
SO [4—o0¢
62 ~11(9)ddv | | 1S3nD
IANIHOVI |
TVNLHIA %
21 AdOnan

d/ 9ld

pz {0080 ]

~~0¢

—€¢

~~0¢

~~0¢

NOILILHYd
OO0
24 :
JHVMINYIS .
H0SS3004d
n_ 'ddv
gz< -
O 'ddv
1z ¢NOILILHYd
OO0
HOSINYIdAH
& dav ]
G¢ -
.A < 'ddv
| NOILILYYd
OO0
Z1L  AYOWaN




U.S. Patent Feb. 28, 2023

Sheet 16 of 18

US 11,593,275 B2

3g 3§ 3§
NATIVE CPU MEMORY
11T REGETERS EM(l;J(IS,gTEOR INPUT / OUTPUT
42j 45
FIG. 8A
/38
32 MEMORY
r—— 1 423
| [ INSTRUCTION l GUEST
44— ™ FETCHING |eel——
| ROUTINE : INSTRUCTIONS
|
, Y | 46
| [TINSTRUCTION | !
45— TRANSLATION |——= INSTNRAUTCMIEONS
| ROUTINE |
| Y |
| |
EMULATION
47~/4|\ CONTROL :
| ROUTINE |
o o e |




US 11,593,275 B2

Sheet 17 of 18

Feb. 28, 2023

_ _ 6 Ol
/ﬁa@ & 50000

\472°]

\\ _
— VN \ 7y
Nm A / Ny __ \ \ \ \\ /
’ \ ) \
Ve \ / \ /
, N/ \ \ / /
rd
7 AN - A =~ \
~,

0S - E_H
\, | |

U.S. Patent

o] J-NVS oys




US 11,593,275 B2

Sheet 18 of 18

Feb. 28, 2023

0oL 9OlId

09
4

99

¥9

9JeM)JOS pue a1empIeH

SoaemSsil/,

g/ V.

AN e

=

1L
4

=

uonezienuiA

Juswebeuey

AVAY SV AV Vi

\\\\\\\

U.S. Patent



US 11,593,275 B2

1
OPERATING SYSTEM DEACTIVATION OF
STORAGE BLOCK WRITE PROTECTION
ABSENT QUIESCING OF PROCESSORS

BACKGROUND

One or more aspects relate, in general, to facilitating
processing within a computing environment, and in particu-
lar, to improving such processing.

Computer architectures typically provide a mechanism
for an operating system (OS) program to activate and
deactivate write protection for blocks of storage. Memory
management provided by the operating system in such a
case can include, in one or more embodiments, a sequence
of events, including the operating system activating write
protection for a particular storage block, and an application
program attempting to write to that particular storage block,
causing the processor or central processing unit (CPU) to
prevent the write and inform the operating system of the
attempted write. The operating system responds by perform-
ing appropriate memory management processes and deacti-
vating write protection for that particular storage block. The
application program repeats the attempt to write to the
particular storage block, and is now permitted to perform the
operation.

When the operating system changes the write permission
for a storage block, all processors in the computing envi-
ronment are informed, via a broadcast operation, and each
performs actions to ensure the change is observed locally.
The process of broadcasting and serialization required
among all processors in the computing environment is
referred to as a quiescing operation. As part of the quiescing
operation, each processor must reach an interruptible point,
perform any actions needed locally (e.g., remove any now
obsolete translation lookaside buffer (TLB) data) to guaran-
tee the change is observable, and respond to the initiating
processor that it has done so. Any instruction processing
which may rely on the updated permission is suspended until
after all processors in the configuration have indicated their
responses and the initiator has made the system-wide update
to the write permission for the specified storage block.

The described sequence of events can occur during fre-
quent memory management operations, such as copy-on-
write and change-tracking. The more processors in the
computing environment, the longer it takes to perform the
quiescing operation.

SUMMARY

Certain shortcomings of the prior art are overcome, and
additional advantages are provided through the provision of
a computer program product for facilitating processing
within a computing environment. The computer program
product includes at least one computer-readable storage
medium having program instructions embodied therewith.
The program instructions are readable by a processing
circuit to cause the processing circuit to perform a method
including receiving, by an operating system of the comput-
ing environment, an address translation protection exception
interrupt resulting from an attempted write access by a
processor to a storage block, where the processor is one
processor of multiple processors of the computing environ-
ment. The method further includes determining, by the
operating system, whether write protection for the storage
block is active, and based on write protection for the storage
block not being active, issuing, by the operating system, an
instruction to clear or modify translation lookaside buffer
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entries of the processor associated with the storage block,
absent waiting for an action by another processor of the
multiple processors of the computing environment, to facili-
tate write access to the storage block proceeding at the
processor. By clearing or modifying translation lookaside
buffers of the processor associated with the storage block,
absent waiting for an action by another processor of the
multiple processors of the computing environment, perfor-
mance is enhanced within the computing environment.

In one or more embodiments, the address translation
protection exception interrupt occurs prior to the processor
having processed a request to clear or modify translation
lookaside buffer entries of the processor associated with the
storage block. In this manner, the system avoids performing
a quiescing operation in order for write protection for the
storage block to be deactivated pursuant to the request. This
reduces suspension of instruction processing by processors
within the computing environment, and thereby enhances
performance. In addition, it reduces contention for quiesce
serialization mechanisms in the system.

In one or more implementations, prior to receiving, by the
operating system, the address translation protection excep-
tion interrupt, the operating system obtains a request from a
further processor of the computing environment to reset
write protection for the storage block, and based on obtain-
ing the request, issues an instruction to the further processor
to perform a reset address translation protection operation,
absent waiting for an action by any other processor of the
computing environment. Without waiting for an action by
any other processor of the computing environment, such as
a quiesce operation, suspension of instruction processing by
other processors of the computing environment is reduced,
thereby enhancing performance. Further, this reduces con-
tention for the quiesce serialization mechanism within the
system. The instruction to perform the reset address trans-
lation protection operation provides the operating system
with an option to deactivate write protection for the storage
block without requiring serialization among all the proces-
sors in the computing environment to respond to the change.

In one embodiment, the instruction to the further proces-
sor to perform the reset address translation protection opera-
tion is without requiring a quiescing operation by any other
processor of the computing environment. Note that a qui-
escing operation in this context typically requires serializa-
tion among all processors in the computing environment.
Since a quiescing operation is avoided, serialization among
the processors is not required in order for write protection
for the storage block to be deactivated using the instruction.
This results in reduced suspension of instruction processing
by other processors of the computing environment, and
thereby enhances performance. In addition, it reduces con-
tention for the quiesce serialization mechanism in the sys-
tem.

In one embodiment, prior to issuing the instruction to the
further processor to perform the reset address translation
protection operation, the operating system locks a dynamic
address translation (DAT) entry in real storage associated
with the storage block, and based on the operating system
obtaining an indication that the further processor has com-
pleted execution of the reset address translation protection
operation absent waiting for an action by any other proces-
sor, the operating system unlocks the dynamic address
translation entry in real storage associated with the storage
block.

In one or more implementations, determining, by the
operating system, whether write protection for the storage
block is active includes checking, by the operating system,
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a dynamic address translation (DAT) entry for the storage
block, where the DAT entry indicates whether write protec-
tion for the storage block is active.

In one embodiment, the method further includes complet-
ing, by the operating system, the address translation protec-
tion exception interruption by providing a request to the
processor to retry the write access by the processor to the
storage block.

In one or more embodiments, the instruction issued by the
operating system is for the processor to clear or modify the
processor’s translation lookaside buffer entries associated
with the storage block without broadcasting a signal to other
processors of the computing environment to also clear or
modify translation lookaside buffer entries associated with
the storage block. By not broadcasting a signal to other
processors of the computing environment to also clear or
modify translation lookaside buffer entries associated with
the storage block, processing is enhanced by reducing sus-
pension of processing at other processors of the computing
environment to process the broadcasted signal.

Computer systems and computer-implemented methods
relating to one or more aspects are also described and
claimed herein. Further, services relating to one or more
aspects are also described and may be claimed herein.

Additional features and advantages are realized through
the techniques described herein. Other embodiments and
aspects are described in detail herein and are considered a
part of the claimed aspects.

BRIEF DESCRIPTION OF THE DRAWINGS

One or more aspects are particularly pointed out and
distinctly claimed as examples in the claims at the conclu-
sion of the specification. The foregoing and objects, features,
and advantages of one or more aspects are apparent from the
following detailed description taken in conjunction with the
accompanying drawings in which:

FIG. 1A depicts one example of a computing environment
to incorporate and use one or more aspects of the present
invention;

FIG. 1B depicts further details of a processor of FIG. 1A,
in accordance with one or more aspects of the present
invention;

FIG. 2A depicts one example of address translation, and
an address translation protection bit to be reset, in accor-
dance with one or more aspects of the present invention;

FIG. 2B depicts another example of address translation,
and an address translation protection bit to be reset, in
accordance with one or more aspects of the present inven-
tion;

FIG. 2C depicts one embodiment of an address translation
lookaside buffer, in accordance with one or more aspects of
the present invention;

FIGS. 3A-3E depict one example of a format of a Reset
Dynamic Address Translation Protection instruction, in
accordance with one or more aspects of the present inven-
tion;

FIG. 4A depicts one embodiment of processing associated
with execution of a Reset Dynamic Address Translation
Protection instruction, in accordance with one or more
aspects of the present invention;

FIG. 4B depicts another embodiment of processing asso-
ciated with execution of a Reset Dynamic Address Trans-
lation Protection instruction, in accordance with one or more
aspects of the present invention;
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FIGS. 5A-5C depict one embodiment of a workflow
illustrating certain aspects of one or more embodiments of
the present invention;

FIGS. 6A-6B depict one example of facilitating process-
ing within a computing environment, in accordance with one
or more aspects of the present invention;

FIG. 7A depicts another example of a computing envi-
ronment to incorporate and use one or more aspects of the
present invention;

FIG. 7B depicts one example of further details of a
memory for the computing environment of FIG. 7A, in
accordance with one or more aspects of the present inven-
tion;

FIG. 7C depicts another example of further details of a
memory for the computing environment of FIG. 7A, in
accordance with one or more aspects of the present inven-
tion;

FIG. 8A depicts yet another example of a computing
environment to incorporate and use one or more aspects of
the present invention;

FIG. 8B depicts further details of the memory of FIG. 8A,
in accordance with one or more aspects of the present
invention;

FIG. 9 depicts one embodiment of a cloud computing
environment, in accordance with one or more aspects of the
present invention; and

FIG. 10 depicts one example of abstraction model layers,
in accordance with one or more aspects of the present
invention.

DETAILED DESCRIPTION

In accordance with an aspect of the present invention, a
capability is provided to facilitate processing within a com-
puting environment. As one example, a single instruction
(e.g., a single architected machine instruction at the central
processing unit/software interface) is provided to perform a
reset operation. The instruction, referred to herein as a reset
dynamic address translation protection instruction, or reset
address translation protection instruction, is part of a gen-
eral-purpose processor instruction set architecture (ISA),
which is dispatched by a program on a processor, such as a
general-purpose processor. (In another example, the instruc-
tion may be part of a special-purpose processor, such as a
co-processor configured for certain functions.)

As part of execution of the single instruction (e.g., the
Reset Dynamic Address Translation Protection instruction),
various operations are performed including determining, by
the processor, that an address translation protection bit in a
specified translation table entry associated with a storage
block is to be reset, and based on the determining, resetting
the address translation protection bit to deactivate write
protection for the storage block, where the resetting opera-
tion, and instruction execution, are independent of any
associated operations of one or more other processors of the
computing environment, such as absent, or without, requir-
ing a quiescing operation by the one or more other proces-
sors of the computing environment to reset write protection
for the storage block in the processor. Each of these opera-
tions is performed as part of executing the single instruction,
improving system performance, and reducing use of system
resources.

As noted, computing environments, or computer archi-
tectures, typically provide a process or sequence of events
for an operating system (OS) program to selectively activate
and/or deactivate write protection for one or more blocks of
storage. Memory management provided by the operating
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system typically includes the following sequence of events:
1) the operating system activates write protection for a
particular storage block; 2) an application program attempts
to write to that particular storage block, causing the proces-
sor or central processing unit (CPU) to inform the OS of the
attempted write access; 3) the OS performs appropriate
memory management reaction processing, and deactivates
write protection for that particular storage block; and 4) the
application program repeats the attempt to write the particu-
lar storage block, and is now permitted to perform the
operation.

When the OS changes the write permission for a storage
block, all processors in the computing configuration or
environment are conventionally informed and perform asso-
ciated actions to ensure the change is adhered to. The
process of broadcasting and serialization required for such a
change is referred to as a quiescing operation among the
processors in the computing environment. As part of the
quiescing operation, subsequent to each processor reacting
to the change, each processor suspends instruction process-
ing until after all processors in the computing configuration
have indicated reactions that have completed.

The described sequence of events occurs during frequent
memory management operations, such as copy-on-write and
change-tracking. Further, the more processors or CPUs in
the computing environment, the longer it takes to perform
the quiescing operation. Therefore, eliminating the quiesce
operation reduces the amount of time required for the
computing configuration to react to this common change to
write permission, improves the performance of these opera-
tions, and thus facilitates processing within the computing
environment. In addition, due to the serialization require-
ments of the quiescing hardware, these resources are limited
in the system. Eliminating the need for quiescing in this
case, also reduces the system-wide constraints experienced
by this hardware.

Advantageously, the reset address translation protection
instruction disclosed herein provides an option for the OS to
deactivate write protection for a storage block, with no
requirement for serialization among the processors or CPUs
as part of the computing configuration response to the
change. The change is applied to the processor which
executes the instruction to deactivate the write protection
(i.e., information based on the prior (protection-enabled)
table entry is cleared from the translation lookaside buffer
(TLB) of the processor), and the change may or may not be
applied to one or more other processors, such as to all other
processors, in the computing configuration. When the OS
elects to use the reset address translation protection instruc-
tion operation, the OS knows of the possibility that another
processor may continue to report write protection violations
for the particular storage block, i.e., address translation
protection exception conditions. In such cases, the OS
recognizes the over-indication and can deactivate write
protection for the storage block on the processor that indi-
cated the violation (by clearing or modifying the TLB of'this
(second) processor). In one or more embodiments, the OS
can use the reset address translation protection instruction
provided herein when, for instance, it is unlikely other
processors in the computing configuration are also accessing
the particular storage block. Since serialization among pro-
cessors is not required in execution of the reset address
translation protection operation, suspension of instruction
processing by the other processors in the computing envi-
ronment is reduced. As a result, performance is improved.

One embodiment of a computing environment to incor-
porate and use one or more aspects of the present invention
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is described with reference to FIG. 1A. As an example, the
computing environment is based on the z/Architecture®
instruction set architecture, offered by International Busi-
ness Machines Corporation, Armonk, N.Y. One embodiment
of the z/Architecture instruction set architecture is described
in a publication entitled, “z/Architecture Principles of
Operation,” IBM Publication No. SA22-7832-12, Thirteenth
Edition, September 2019, which is hereby incorporated
herein by reference in its entirety. The z/Architecture
instruction set architecture, however, is only one example
architecture; other architectures and/or other types of com-
puting environments of International Business Machines
Corporation and/or of other entities may include and/or use
one or more aspects of the present invention. z/Architecture
and IBM are trademarks or registered trademarks of Inter-
national Business Machines Corporation in at least one
jurisdiction.

Referring to FIG. 1A, a computing environment 100
includes, for instance, a computer system 102 shown, e.g., in
the form of a general-purpose computing device. Computer
system 102 may include, but is not limited to, one or more
processors or processing units 104 (e.g., central processing
units (CPUs)), a memory 106 (a.k.a., system memory, main
memory, main storage, central storage or storage, as
examples), and one or more input/output (I/O) interfaces
108, coupled to one another via one or more buses and/or
other connections 110.

Memory 106 may include, for instance, a cache 112, such
as a shared cache, which may be coupled to local caches 114
of processors 104. Further, memory 106 may include one or
more programs or applications 116 and at least one operating
system 118. An example operating system includes a ZOS®
operating system, offered by International Business
Machines Corporation, Armonk, N.Y. z/OS is a trademark or
registered trademark of International Business Machines
Corporation in at least one jurisdiction. Other operating
systems offered by International Business Machines Corpo-
ration and/or other entities may also be used. Memory 106
may also include one or more computer readable program
instructions 120, which may be configured to carry out
functions of embodiments of aspects of the invention.

Computer system 102 can communicate via, e.g., I/O
interfaces 108 (e.g., peripheral component interconnect
(PCI), and/or other I/O interface connections) with one or
more external devices 130, such as a user terminal, a tape
drive, a pointing device, a display, and one or more data
storage devices 134, etc. A data storage device 134 may store
one or more programs 136, one or more computer readable
program instructions 138, and/or data, etc. The computer
readable program instructions may be configured to carry
out functions of embodiments of aspects of the invention.

Computer system 102 may also communicate via, e.g.,
I/O interfaces 108 with network interface 132, which
enables computer system 102 to communicate with one or
more networks, such as a local area network (LAN), a
general wide area network (WAN), and/or a public network
(e.g., the Internet), providing communication with other
computing devices or systems.

Computer system 102 may include and/or be coupled to
removable/non-removable, volatile/non-volatile computer
system storage media. For example, it may include and/or be
coupled to a non-removable, non-volatile magnetic media
(typically called a “hard drive”), a magnetic disk drive for
reading from and writing to a removable, non-volatile mag-
netic disk (e.g., a “floppy disk™), and/or an optical disk drive
for reading from or writing to a removable, non-volatile
optical disk, such as a CD-ROM, DVD-ROM or other
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optical media. It should be understood that other hardware
and/or software components could be used in conjunction
with computer system 102. Examples, include, but are not
limited to: microcode, device drivers, redundant processing
units, external disk drive arrays, RAID systems, tape drives,
and data archival storage systems, etc.

Computer system 102 may be operational with numerous
other general-purpose or special-purpose computing system
environments or configurations. Examples of well-known
computing systems, environments, and/or configurations
that may be suitable for use with computer system 102
include, but are not limited to, personal computer (PC)
systems, server computer systems, thin clients, thick clients,
handheld or laptop devices, multiprocessor systems, micro-
processor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputer systems,
mainframe computer systems, and distributed cloud com-
puting environments that include any of the above systems
or devices, and the like.

In one example, a processor (e.g., processor 104) includes
a plurality of functional components used to execute instruc-
tions. As depicted in FIG. 1B, these functional components
include, for instance, an instruction fetch component 150 to
fetch instructions to be executed; an instruction decode unit
152 to decode the fetched instructions and to obtain oper-
ands of the decoded instructions; one or more instruction
execute components 154 to execute the decoded instruc-
tions; a memory access component 156 to access memory
for instruction execution, if necessary; and a write back
component 158 to provide the results of the executed
instructions. One or more of the components may access
and/or use one or more registers 160 in instruction process-
ing. Further, one or more of the components may, in accor-
dance with one or more aspects of the present invention,
include at least a portion of or have access to one or more
other components used in performing a reset operation of,
e.g., a Reset Dynamic Address Translation Protection
instruction (or other processing that may use one or more
aspects of the present invention), as described herein. The
one or more other components include, for instance, a reset
address translation protection component (or one or more
other components) 170.

The computing environments described herein support
architectural functions, such as dynamic address translation
(DAT). With appropriate support by an operating system, the
dynamic address translation facility can be used to provide
to a user a system in which storage appears to be larger than
the main storage (a.k.a., main memory) which is available in
the configuration. This apparent main storage is referred to
as virtual storage, and the addresses used to designate
locations in the virtual storage are referred to as virtual
addresses. The virtual storage of a user may far exceed the
size of the main storage which is available in the configu-
ration and normally is maintained in auxiliary storage (e.g.,
storage not directly addressable). The virtual storage is
considered to be composed of blocks of addresses, called
pages. Only the most recently referred to pages of the virtual
storage are assigned to occupy blocks of physical main
storage (e.g., random access memory (RAM)). As the user
refers to pages of virtual storage that do not appear in main
storage, they are brought in to replace pages in main storage
that are less likely to be needed. The swapping of pages of
storage may be performed by the operating system without
the user’s knowledge.

Moreover, in virtual computing environments, the inter-
pretive execution architecture provides a storage mode for
absolute storage referred to as a pageable storage mode. In
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pageable storage mode, dynamic address translation at the
host level is used to map guest main storage. The host has
the ability to scatter the real storage of pageable storage
mode guests to usable frames anywhere in host real storage
by using the host DAT, and to page guest data out to
auxiliary storage. This technique provides flexibility when
allocating real machine resources while preserving the
expected appearance of a contiguous range of absolute
storage for the guest.

A virtual machine environment can call for application of
DAT multiple times: first at the guest level, to translate a
guest virtual address through guest managed translation
tables into a guest non-virtual address, and then, for a
pageable guest, at the host level, to translate the correspond-
ing host virtual address (i.e., guest non-virtual address) to a
host a non-virtual address, such as a host real or absolute
address.

A sequence of virtual addresses associated with virtual
storage is called an address space, and the dynamic address
translation facility can be used to provide a number of
address spaces. These address spaces can be used to provide
degrees of isolation between users. Such support can include
a completely different address space for each user, thus
providing complete isolation, or a shared area may be
provided by mapping a portion of each address space to a
single common storage area. Also instructions are provided
which permit a semi-privileged program to access more than
one such address space. Dynamic address translation pro-
vides for the translation of, for instance, virtual addresses
from multiple different address spaces without requiring that
the translation parameters in the control registers be
changed.

Dynamic address translation is the process of translating
a virtual address during a storage reference into the corre-
sponding real or absolute address. Dynamic address trans-
lation can be specified for instruction and data addresses
generated by the CPU. The real or absolute address that is
formed by dynamic address translation, and the absolute
address that is then formed by prefixing, in one embodiment,
are 64 bits in length. The virtual address can be a primary
virtual address, a secondary virtual address, an access reg-
ister (AR)-specified virtual address, or a home virtual
address. The addresses are translated by means of the
primary, the secondary, an AR-specified, or the home
address space control element (ASCE), respectively. After
selection of the appropriate address space control element,
the translation process is the same for all of the four types
of virtual addresses. An address space control element may
be a segment table designation or a region table designation.
A segment table designation or region table designation
causes translation to be performed by means of tables
established by the operating system in real or absolute
storage.

In the process of translation when using a segment table
designation or a region table designation, three types of units
of information are recognized—regions, segments, and
pages. The virtual address, accordingly, is divided into four
fields. In one example, bits 0-32 are called the region index
(RX), bits 33-43 are called the segment index (SX), bits
44-51 are called the page index (PX), and bits 52-63 are
called the byte index (BX). The RX part of a virtual address
is itself divided into three fields. Bits 0-10 are called the
region first index (RFX), bits 11-21 are called the region
second index (RSX), and bits 22-32 are called the region
third index (RTX), in one embodiment.

One example of translating a virtual address to a real
address is described with reference to FIG. 2A. This process
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is referred to herein as a DAT walk (or a page walk) in which
the address translation tables are walked to translate one
address (e.g., a virtual address) to another address (e.g., a
real address). In this example, an address space control
element (ASCE) 200 includes a table origin 202, as well as
a designation type (DT) control 204, which is an indication
of a start level for translation (i.e., an indication at which
level in the hierarchy address translation is to begin). Using
table origin 202 and DT 204, the origin of a particular table
is located. Then, based on the table, bits of the virtual
address are used to index into the specific table to obtain the
origin of the next level table. For instance, if the region first
table (RFT) 206 is selected, then bits 0-10 (RFX) 208 of the
virtual address are used to index into the region first table to
obtain an origin of a region second table (RST) 210. Then,
bits 11-21 (RSX) 212 of the virtual address are used to index
into region second table 210 to obtain an origin of a region
third table (RTT) 214. Similarly, bits 22-32 (RTX) 216 of the
virtual address are used to index into region third table 214
to obtain an origin of a segment table 218. Then, bits 33-43
(SX) 220 of the virtual address are used to index into
segment table 218 to obtain an origin of page table 222, and
bits 44-51 (PX) 224 of the virtual address are used to index
into page table 222 to obtain a page table entry (PTE) 225
having a page frame real address (PFRA) 226. The page
frame real address is then combined (e.g., concatenated)
with offset 228 (bits 52-63) to obtain a real address. Prefix-
ing may then be applied to obtain the corresponding absolute
address.

In one embodiment, one or more of the translation table
entries, such as page table 222, includes an address trans-
lation protection bit P which can be used to control write
access to the storage block or blocks associated with the
translation table entry. When the bit is a first value, for
instance, “0”, write protection for the storage block is
deactivated, and when the bit is a second value, for instance,
“17, write protection for the storage block is activated. For
instance, when set, the address translation protection bit
indicates that address translation protection applies to, for
example, the particular page in the context of page table
entries. (For segment table entries, the address translation
protection bit controls whether write accesses can be made
to the entire segment.) In one embodiment, the bit has no
effect on fetch accesses, only write accesses. If the protec-
tion bit is ‘0°, write accesses are permitted, and if the bit is
‘1°, write accesses are disallowed (i.e., in one embodiment).

Another example of address translation is described with
reference to FIG. 2B. In this example, a DAT walk is
performed to translate an initial guest virtual address to a
final host real address. In this example, address space control
element (ASCE) 200 is a guest address space control ele-
ment, and DT 204 of ASCE 200 indicates that guest trans-
lation determined by guest address translation structures 260
is to start at region first table 206 pointed to by table origin
202. Thus, the appropriate bits of the initial guest virtual
address (e.g., RFX 208) are used to index into region first
table 206 to obtain a pointer of an entry of the region first
table. The address of the region first table entry (RFTE) is a
guest real or absolute address. This guest real or absolute
address, with the main storage origin and limit applied,
corresponds to a host virtual address. This intermediate host
virtual address is then translated using host address trans-
lation structures 270. In particular, address space control
element (ASCE) 250 is a host address space control element
used to indicate a start level for translation in host address
translation structures 272. Based on the start level (e.g.,
region first table) indicated by DT 254 of ASCE 250, the
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particular bits of the host virtual address are used to index
into the indicated table with table origin 252 to be used for
translation using host address translation structure 272, as
described with reference to FIG. 2A. The translation of the
host virtual address corresponding to the guest RFTE con-
tinues until a host page frame real address (PFRA) 2744 is
obtained.

Data at the intermediate host page frame real address is a
pointer to the next level of guest address translation struc-
tures (e.g., guest region second table 210, in this particular
example), and translation continues, as described above.
Specifically, host address translation structures 276, 278,
280 and 282 are used to translate the intermediate host
virtual addresses associated with the guest region second
table 210, region third table 214, segment table 218 and page
table 222, respectively, resulting in host PFRAs 2745, 274c¢,
274d and 274e, respectively. Host page frame real address
274¢ includes the address of a guest page table entry 225.
Guest page table entry 225 includes a guest page frame real
address 226, which is concatenated with the offset from the
initial guest virtual address to obtain the corresponding guest
absolute address. The main storage origin and limit are then
applied to calculate the corresponding host virtual address,
which is then translated, as described above, using address
translation structures 284 to obtain host page frame real
address 274f. The host page frame real address is then
combined (e.g., concatenated) with the offset (e.g., bits
52-63) of the host virtual address to obtain the final host real
address. This completes translation of a guest virtual address
to a host real address.

Although in the above examples translation starts at the
region first table, this is only one example. Translation can
start at any region or segment table level for either the guest
or the host. Further, note that, as part of one or more of the
translation table entries, such as for the region second table,
region third table, segment table, page table, an address
translation protection bit P can be included in the table entry
and referenced during processing of a write access to an
associated storage block or blocks to determine whether the
write access is allowed to proceed. When the address
translation protection bit is a first value (e.g., ‘0”), the write
access to the storage block or blocks is allowed, and when
the address translation protection bit is a second value (e.g.,
‘1”), then write protection for the storage block or blocks is
active, and the write access is prevented.

Further, in one embodiment, to improve address transla-
tion, a virtual address to real or absolute address translation
mapping can be stored in an entry of a structure associated
with address translation, such as a translation lookaside
buffer (TLB). The TLB is a cache used by the memory
management hardware to improve virtual address translation
speed. The next time translation for a virtual address is
requested, the TLB will be checked and if a corresponding
entry resided in the TLB, there is a TLB hit and the real or
absolute address is retrieved therefrom. Otherwise, a page
walk is performed, as described above.

In one example, as depicted in FIG. 2C, a translation
lookaside buffer 290 may include one or more entries 292.
Any given translation lookaside buffer entry can include an
address translation protection bit P 296, which can be used
to control write access to the storage block or blocks
associated with the translation table entry, such as described
herein. Further, a TLB entry may be associated with a region
table entry, a segment table entry, or a page table entry of the
address translation tables. In one or more embodiments,
region table entries and segment table entries can also have
protection bits, in addition to the address translation protec-
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tion bit P in a page table entry. In the translation lookaside
buffer, all of the address translation protection bits P would
be ORed, to transition from the guest (or virtual) address to
the real address. An entry may be for a host or for a guest
(or both) of the computing environment, and may be marked
as such with an indicator (e.g., H/G indicator 294). For
instance, if H/G 294 is set to one, then it is a host entry, and
if set to zero, it is a guest entry, or vice versa. In some
embodiments, both guest and host level translations are
performed in turn, each proceeding through these table
levels for both guest and host levels, and the protection bits
from all guest and host level table entries are ORed to form
the protection bit in a composite translation lookaside buffer
entry. Many implementations of a translation lookaside
buffer are possible.

As indicated, guest translations can be included in the
TLB. These entries may be composite guest’/host entries
which implicitly include one or more host translations. For
example, a guest virtual TLB entry may buffer the entire
translation from the initial guest virtual address down to the
final host real or absolute address. In this case, the guest TLB
entry implicitly includes all intermediate host translations
272, 276, 278, 280 and 282, as well as the final host
translation 284, as described in FIG. 2B above. In another
example, a hierarchical TL.B may contain an entry in a first
level of the TLB which buffers a translation from the initial
guest virtual address down to the associated origin of the
guest page table 222. This first level entry represents, for
instance, a combined region and segment table entry
(CRSTE) and may be referred to as the CRSTE portion of
the TLB. Further, the hierarchical TLB may contain a
separate entry from a second level of the TLB which buffers
the translation from the guest page table entry address down
to the final host real or absolute address. In this example,
guest entries in the first level of the TLB implicitly include
intermediate host translations 272, 276, 278 and 280 which
correspond to the host translations which back guest region
and segment tables, and guest entries in the second level
implicitly include intermediate host translation 282 which
backs the guest page table and final host translation 284, as
described in FIG. 2B. Many implementations of a translation
lookaside buffer are possible.

In accordance with an aspect of the present invention, an
instruction, referred to herein as a Reset Dynamic Address
Translation Protection instruction, reset DAT protection
instruction or reset address translation protection instruction,
is provided to perform, as part of executing the single
instruction, determining, by the processor or CPU executing
the instruction, that an address translation protection bit in a
specified translation table entry associated with a storage
block is to be reset, and based on determining that the
protection bit is to be reset, resetting the address translation
protection bit to deactivate write protection for the storage
block. The resetting is without, or absent, requiring a qui-
escing operation by other processors of the computing
environment. In one or more embodiments, executing the
instruction is based on an attempted write access to the
storage block, with the write access being blocked by the
address translation protection bit in the specified translation
table entry prior to executing the instruction. Further,
executing the instruction can include ending execution of the
instruction based on resetting the address translation pro-
tection bit to deactivate write protection for the storage
block without waiting for any associated action by one or
more other processors of the computing environment. In this
manner, the processor executing the reset address translation
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protection instruction proceeds independent of any associ-
ated processing at one or more other processors of the
computing environment.

An operating system can activate and/or deactivate
address translation protection exceptions for one or more
blocks of storage as part of, for instance, copy-on-write
operations or change-tracking to particular storage locations.
As noted, the address translation protection bit of the appli-
cable translation table entries specifies when address trans-
lation protection exception conditions exist. Existing meth-
ods of modifying the address translation protection typically
involve a quiescing operation involving all other processors
in the computing environment. As explained, in one or more
embodiments, a reset address translation protection instruc-
tion is provided herein, the execution of which provides a
mechanism to clear the address translation protection bit of
a translation table entry, clear or modify local copies of
associated TLB entries, and optionally broadcast the change
to other CPUs in the configuration, when appropriate, with-
out requiring the serializing aspect of a quiescing operation.
The reset address translation protection operation disclosed
thus provides performance enhancements compared with the
typical approach of requiring quiescing among the proces-
sors of the computing environment for the resetting opera-
tion to proceed, and complete. In addition, the reset address
translation protection operation disclosed prevents the con-
sumption of limited, system-wide quiescing resources,
allowing the resources to be available for use for other
operations.

As noted, the address translation protection bit (e.g.,
DAT-protection bit) of the designated translation table entry
is set to zero, or verified to be zero, as part of the reset
dynamic address translation protection instruction execu-
tion. Further, associated translation lookaside buffer entries
in the processor or CPU which executes the instruction are
cleared or modified. When the local clearing control is zero,
associated translation lookaside buffer entries in other pro-
cessors in the computing environment may or may not be
cleared or modified asynchronously to the execution of the
instruction. Note that, in one embodiment, associated trans-
lation lookaside buffers in the processor which executes the
reset instruction are cleared or modified, even where the
designated address translation protection bit is not active at
the beginning of instruction execution.

One embodiment of a Reset Dynamic Address Translation
Protection instruction used to perform a reset operation is
described below with reference to FIGS. 3A-3E. The
instruction is executed, in one example, using a general-
purpose processor (e.g., processor 104 of FIG. 1A). In the
description herein, specific locations, specific fields and/or
specific sizes of the fields may be indicated (e.g., specific
bytes and/or bits). However, other locations, fields and/or
sizes may be provided. Further, although the setting of a bit
to a particular value, e.g., one or zero, may be specified, this
is only an example. The bit may be set to a different value,
such as the opposite value or to another value, in other
examples. Many variations are possible.

In one example, the Reset Dynamic Address Translation
Protection instruction has a format that denotes a register
and register operation with an extended operation code
(opcode) and an additional register. As shown in FIG. 3A, in
one example, a Reset Dynamic Address Translation Protec-
tion instruction 300 has a plurality of fields, and a field may
have a subscript number associated therewith. The subscript
number associated with a field of the instruction denotes the
operand to which the field applies. For instance, the sub-
script number 1 associated with register R, denotes that the
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register specified using R, includes the first operand, and so
forth. A register operand is one register in length, which is,
for instance, 64 bits.

In one embodiment, Reset Dynamic Address Translation
Protection (RDP) instruction 300 includes operation code
(opcode) field 302 (e.g., bits 0-15) indicating a reset opera-
tion; a first register (R,) field 308 (e.g., bits 24-27) used to
designate at least one first register; a second register (R,)
field 310 (e.g., bits 28-31) used to designate at least one
second register; a third register (R;) field 304 (e.g., bits
16-19) used to designate at least one third register; and a
mask (M,) field 306 (e.g., bits 20-23), each of which is
described below. In one embodiment, the fields are separate
and independent from one another; however, in other
embodiments, more than one field may be combined. Fur-
ther information regarding these fields is described below.

In one embodiment, register (R;) field 308 contains
contents which have the format of a segment-table entry,
with only the page-table origin used, as illustrated in FIG.
3B.

In one example, register (R,) field 310 can have the
format of a virtual address, with only the page index being
used, as illustrated in FIG. 3C.

In one or more embodiments, register (R,) field 304 of the
reset instruction has the format of an address-space-control
element (ASCE), with only the table origin and the desig-
nation-type control (DT) being used. FIG. 3D illustrates an
example of this, where register (R;) field 304 includes a
region-table or segment-table origin of the ASCE used for
clearing. These contents can be used to further select the
translation lookaside buffer entries to be cleared or modified.
If the R, field of the instruction is zero, then the entire
contents of R; are ignored, and translation lookaside buffer
entries are cleared, regardless of the ASCE used to form
them.

In one example, one or more controls are used in execut-
ing the instruction. Example controls are included in M,
field 306. Referring to FIG. 3E, M, field 306 includes (in one
embodiment) a local-clearing control (LC) bit, which when
set, indicates that associated translation lookaside buffer
entries only in the local processor or CPU are cleared or
modified, and when not set, in addition to clearing associ-
ated translation lookaside buffer entries in the local proces-
sor, associated translation lookaside buffer entries in all
processors of the computing environment or computer con-
figuration may or may not be cleared or modified.

In one or more specific embodiments, the page table
origin and the page index designate a page table entry,
following the dynamic-address translation rules for page-
table lookup. In a z/Architecture® architectural mode, the
page-table origin is treated as a 64-bit address, and the
addition is performed by using the rules for 64-bit address
arithmetic, regardless of the current addressing mode. The
address formed from these two components is a real or
absolute address.

During this procedure, the page-table entry need not be
inspected for format errors, and the page-frame real address
contained in the entry need not be checked for an addressing
exception. Additionally, the address translation protection
(or DAT-protection) bit is set to zero (or verified to be zero),
regardless of the value of the page-invalid bit.

The entire page-table entry appears to be fetched concur-
rently from storage, as observed by other processors. The
DAT-protection bit is examined. When the DAT-protection
bit is ‘1’ at the beginning of the instruction, the byte
containing the DAT-protection bit is stored. When the DAT-
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protection bit is ‘0’ at the beginning of the instruction, it is
model-dependent, whether the byte containing the DAT-
protection bit is stored.

If no exceptions are recognized, then the processor clears
selected entries from its translation lookaside buffer. Then,
if the L.C bit is zero, the processor can signal all processors
in the configuration to clear or modity selected entries from
their translation lookaside buffers when convenient and
without performing a quiescing operation. When a transla-
tion lookaside buffer is affected, the translation lookaside
buffer is cleared of at least those entries for which the
following conditions are met: 1) the page-table origin in
general register R; matches the page-table origin used to
form the TLB table entry; 2) the page index in general
register R, matches the page index in the TLB table entry;
3) the R, field is zero or the table-origin and designation-
type fields in general register Ry match the table-origin and
designation-type fields in the address-space-control element
(ASCE) used to form the TLB table entry; and 4) the
page-frame real address (PFRA) contained in the designated
page-table entry matches the PFRA used to form the TLB
table entry.

In one or more embodiments, a serialization function is
performed on the processor executing the instruction before
the reset operation begins, and again after the operation is
completed. As is the case for all serialization operation, this
serialization applies only to the processor executing the reset
address translation protection instruction. Advantageously,
other processors need not be serialized or quiesced to
perform the instruction disclosed herein.

As explained below, subsequent to executing the reset
address translation protection instruction, other processors
in the configuration can continue to recognize an address
translation protection exception for the page (i.e., storage
block) corresponding to the page-table entry modified by the
instruction. In this case, translation lookaside buffer entries
corresponding to the modified page-table entry have not yet
been cleared or modified for the processors which did not
execute the instruction. Furthermore, in this case, the pro-
cessor which did not execute the instruction can observe the
address translation-protection bit of the modified page-table
entry being zero. The operating system or control program
operating in the computing environment is aware of and
handles the potential scenario, as described further below
with reference to FIGS. 4A-5C.

To improve performance further, other processors in the
computing environment can minimize cases of presenting
unnecessary address translation-protection exceptions to the
operating system in the event an associated translation
lookaside buffer entry has not yet been cleared or modified.
For instance, prior to presenting a DAT-protection excep-
tion, the processor can examine the contents of the DAT-
protection bit of the translation-table entry. If this bit is
found to be zero, then the processor can discard the protec-
tion exception condition, clear or modify its local TLB of
entries that contain the outdated protection indication, and
re-execute the instruction that triggered the exception. Fur-
ther, on the processor which executed the RDP instruction,
when the DAT-protection bit of the specified page-table
entry is zero at the beginning of the instruction, it is
unnecessary to signal other processors in the computing
environment of the operation since the processor is not
making a change, and if a prior processor had made a
change, it would already have broadcast a signal where
appropriate. Further, proper operation is ensured even absent
further broadcasting of a signal, since any other processor
will either recognize and handle the over-indication as
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discussed herein, or present the exception, causing the
operating system to issue another RDP on that processor.

As noted, in another embodiment, instead of clearing the
TLB of entries with the protection indication, the processor
can modify or alter the TLB entries in-place to disable
protection. Advantageously, this obviates performing
another page walk to reconstruct the entry when the instruc-
tion is re-executed.

Note that, in one or more embodiments the reset address
translation protection instruction can apply to page-table
entries. In one or more other embodiments, the reset address
translation protection instruction can apply to segment-table
or region-table entries, as well as to page-table entries.

Note also that, although various fields and registers of the
Reset Dynamic Address Translation Protection instruction
are described, one or more aspects of the present invention
may use other, additional and/or fewer fields and/or regis-
ters, and/or other sizes of fields and/or registers, etc. Many
variations are possible. For instance, implied registers can be
used instead of explicitly specified registers and/or fields of
the instruction and/or explicitly specified registers and/or
fields can be used instead of implied registers and/or fields.
Other variations are also possible.

As noted herein, the address translation protection bit
(e.g., DAT-protection bit) can be provided in address trans-
lation table entries as a means or mechanism for an operating
system to activate and deactivate write protection for storage
blocks. To activate write protection, the operating system
sets the address translation protection bit to ‘1’ in a trans-
lation table entry used during an attempted write access to
the storage block of interest. To deactivate write protection,
the operating system sets the same address translation pro-
tection bit to zero. In certain implementations, the comput-
ing environment (e.g., IBM z/Aarchitecture®) can provide
the address translation-protection program exception as a
mechanism for the computing environment to inform the
operating system that an application program attempted to
write to a storage block having a corresponding translation
table entry (TTE) preventing write access. As noted, to
enhance performance, the computing environment proces-
sors can implement translation-lookaside buffers (TLBs).
Information associated with address translations can be
retained in TLB entries. Such information can include
contents of translation table entries used during an address
translation, such as the address translation protection bit.
When an address translation is required as part of executing
an instruction, the processor can use TLB entries, if avail-
able, in place of processing translation table entries, since
using the TLB saves the processor time.

The computing architecture (such as IBM z/Architecture)
can provide instructions for the operating system to modify
contents of translation table entries in a manner that provides
consistent results among all processors in the computing
configuration. To date, changes to translation table entries
include clearing associated TLB entries in the processors in
the computing configuration, and performing a quiescing
operation.

As noted, in one or more aspects, a reset dynamic address
translation (DAT)-protection instruction (or RDP instruc-
tion) is provided herein. The RDP instruction provides the
option for the operating system to set the address translation-
protect bit (e.g., DAT-protect bit) of a translation table entry
to zero (deactivating write protection) for a storage block
with no requirement for broadcasting or serialization (that is,
no requirement for a quiescing operation) among all the
processors as part of the computing environment response to
the change. The processor executing the reset address trans-
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lation protection instruction can test the address translation
protection bit in the specified translation table entry. If the
address translation protection bit is ‘1°, then it is changed to
zero. Regardless of the value at the beginning of execution
of the instruction, associated TLB entries, if any, are cleared
or modified in the processor executing the reset address
translation protection instruction. When the local clearing
option is not specified, the processor executing the reset
address translation protection instruction can broadcast a
signal to all other processors in the computing environment
to clear or modify associated TLB entries in the other
processors, and can indicate instruction completion without
waiting for TLB clearing or modifying by all the processors.
Advantageously, a quiescing operation need not be per-
formed during execution of the reset address translation
protection instruction.

By way of further example, FIGS. 4A & 4B depict
different embodiments of processing based on execution of
a reset dynamic address translation protection instruction, in
accordance with one or more aspects of the present inven-
tion. In one example, a processor or CPU, such as a general
processor or CPU 104 (FIG. 1A), is used to execute the
instruction. As an example, hardware and firmware of the
processor is used to execute the instruction. The hardware
and firmware can be within the processor or coupled thereto
for purposes of receiving the instruction from the processor,
which, for instance, obtains, decodes and sets up the instruc-
tion to execute on the hardware. Other variations are also
possible.

FIG. 4A depicts one example of processing associated
with execution of a reset dynamic address translation pro-
tection instruction for deactivating write protection for a
storage block X in a multiple-processor (i.e., multiple-CPU)
computing environment or configuration. As illustrated, the
process first starts 400 with an application program running
on a processor (CPU A) attempting to write to storage block
X, and being blocked 402. In this case, the processor (CPU
A) reports an address translation protection exception (e.g.,
DAT-P exception) to the operating system (OS). The oper-
ating system performs memory management operations for
storage block X, which include, in accordance with one or
more aspects of the present invention, issuing a reset
dynamic address translation protection (RDP) instruction on
the processor (CPU A) 404 (in one example). The processor
(CPU A) obtains (e.g., receives, fetches, etc.) the RDP
instruction and executes the instruction 406.

Execution of the instruction can include, in one embodi-
ment, testing the DAT-protect bit in the translation table
entry (TTE.P), and when set to write protect, updating the
translation table entry for storage block X to deactivate write
protection for the storage block (e.g., TTE.P for storage
block X is set to ‘0’). In addition, execution of the RDP
instruction further clears or modifies associated translation
lookaside buffer (TLB) entries in the processor (CPU A). If
the local clearing control is not set (i.e., LC=0), then a signal
may be broadcast to the other processors of the computing
environment to clear or modify when convenient associated
translation lookaside buffer entries in the other processors.
In one embodiment, the signal is sent to all other processors
in the computing environment. Execution of the RDP
instruction is independent of any associated processing by
the other processors in the computing environment, and
therefore ends without waiting for any actions by other
processors in the computing environment, such as without
requiring a serialization or quiescing operation by one or
more other processors of the computing environment. Note
that serialization in the context of the description provided
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herein means ensuring in certain embodiments that updates
to a configuration-wide resource (such as a translation table
entry) are visible to all processors in the configuration before
completion of the instruction.

The application program resumes operation on the pro-
cessor (CPU A), and is now permitted to write to storage
block X 408, which ends processing associated with the
RDP instruction on the processor (CPU A) 410. Further, as
illustrated in FIG. 4A, when one or more other processors
(e.g., CPU B) receive the broadcast signal requesting clear-
ing or modifying of associated TLB entries, the other
processor(s) (e.g., CPU B) queues the request to clear or
modify the associated TLB entries when convenient 412.
Note in this regard that the TLB can have multiple levels. In
one implementation, the TLB may include a level-1 TLB
and a level-2 TLB. For CPU B, subsequent to receiving the
request to clear or modify the associated TLB entries when
convenient, the TLB entries should be, but are not required
to be, cleared or modified. For instance, level-1 TLB entries
need not be cleared, with the other processor relying on the
associated entries aging out, and level-2 TLB entries can be
cleared or modified in a background process, which requires
less overhead. The particular approach for processing the
broadcast signal requesting clearing or modifying of asso-
ciated TLB entries is implementation-specific.

As illustrated in FIG. 4A, a second start 420, asynchro-
nous to the first start 400, occurs when an application
program running on the other processor (CPU B) attempts to
write to storage block X 422. Based on this, processing
determines whether the DAT-P exception condition has been
detected by CPU B 424. If not, then the application program
is permitted to write to storage block X 426, which com-
pletes processing 410.

In the event that the DAT-P exception condition is
detected by CPU B, then processing determines whether the
translation table entry protection bit (TTE.P) is zero for
storage block X, based on CPU B inspecting TTE.P 428. If
not, then CPU B reports the DAT-P exception to the oper-
ating system 430 for further processing.

Based on the content of the translation table entry pro-
tection bit (TTE.P) being zero, the condition is verified to be
over-detected. Therefore, the associated TLB entries in CPU
B are cleared or modified, and the condition is verified to be
over-detected and not reported to the operating system 432.
The application program resumes operation on CPU B, and
is now permitted to write to storage block X 434, which
completes processing 410. Note in regard to the above
discussion that, if the operating system selectively utilizes
the reset address translation protection instruction disclosed
herein, it is anticipated that over-detection of address trans-
lation protection exceptions will be infrequent.

FIG. 4B depicts an alternate embodiment of processing
associated with execution of a reset dynamic address trans-
lation protection instruction for deactivating write protection
for a storage block X in a multiple-processor (i.e., multiple-
CPU) computing environment or configuration. In the
embodiment of FIG. 4A, a CPU implementation is presented
which is capable of validating a detected condition prior to
informing the operating system, and in the embodiment of
FIG. 4B, it is assumed that the CPU implementation does not
validate is incapable of validating detected conditions prior
to informing the operating system.

As illustrated, the process first starts 400 with an appli-
cation program running on a processor (CPU A) attempting
to write to storage block X, and being blocked 402. In this
case, the processor (CPU A) reports an address translation
protection exception (e.g., DAT-P exception) to the operat-
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ing system (OS). The operating system performs memory
management operations for storage block X, which include,
in accordance with one or more aspects of the present
invention, issuing a reset dynamic address translation pro-
tection (RDP) instruction to the processor (CPU A) 404 (in
one example). The processor (CPU A) obtains (e.g.,
receives, fetches, etc.) the RDP instruction and executes the
instruction 406.

Execution of the instruction can include, in one embodi-
ment, testing the DAT-protection bit (TTE.P), and when set
to write protect, updating the translation table entry for
storage block X to deactivate write protection for the storage
block (e.g., TTE.P for storage block X is set to “0°). In
addition, execution of the RDP instruction further clears or
modifies associated translation lookaside buffer (TLB)
entries in the processor (CPU A). If the local clearing control
is not set (i.e., LC=0), then a signal can be broadcast to the
other processors of the computing environment to clear or
modify when convenient associated translation lookaside
buffer entries in the other processors. In one embodiment,
the signal is sent to all of the processors in the computing
environment. Execution of the RDP instruction is indepen-
dent of any associated processing in other processors in the
computing environment, and therefore ends without waiting
for any actions by other processors in the computing envi-
ronment, such as requiring a serialization or quiescing
operation by one or more other processors of the computing
environment.

The application program resumes operation on the pro-
cessor (CPU A), and is now permitted to write to storage
block X 408, which ends processing associated with the
RDP instruction on the processor (CPU A) 410. As illus-
trated in FIG. 4B, in the case where a signal is broadcast,
when one or more other processors (e.g., CPU B) receive the
broadcast signal requesting clearing or modifying of asso-
ciated TLB entries, the other processor(s) (e.g., CPU B)
queue the request to clear or modify the associated TLB
entries when convenient 412.

In an asynchronous second start 420, an application
program running on the other processor (CPU B) attempts to
write to storage block X 422. Based on this, processing
determines whether the address translation protection excep-
tion (e.g., DAT-P exception) condition has been detected by
CPU B for storage block X 424. If not, then the application
program is permitted to write to storage block X 426, which
completes processing 410.

Where the DAT-P exception condition has been detected
by CPU B, then the operating system is notified by the other
processor (CPU B) of the address translation protection
exception (e.g., DAT-P exception) for storage block X 440.
The operating system tests the translation table entry pro-
tection bit (e.g., TTE.P) and thereby recognizes the reported
condition as an over-indication, and issues another reset
address translation protection instruction, this time to the
other processor (CPU B) 442. This results in the other
processor (CPU B) executing the reset address translation
protection instruction to reset the address translation pro-
tection bit to deactivate write protection for the storage
block inspected (and verified to be zero) 444. Further,
associated TLB entries on that other processor (CPU B) are
cleared or modified to prevent subsequent over-indication of
the condition on that processor. Further, since the translation
table entry protect bit (e.g., TTE.P) is verified to be ‘0’, no
signal needs to be broadcast to other processors of the
computing environment. The application program on the
other processor can then resume operation, and is now
permitted to write to storage block X 446, which ends
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processing 410. Note in this regard that if the operating
system selectively utilizes the reset address translation pro-
tection instruction disclosed herein, it is anticipated that
over-indication of address translation protection exceptions
will be infrequent.

FIGS. 5A-5C depict another embodiment of a workflow
illustrating certain aspects of one or more embodiments of
the present invention.

Referring to FIG. 5A, an operating system receives a
request to reset write protection for a storage block X from
an application program running on a processor (CPU A) of
a multi-processor computing environment 500. Based on
receiving the request, the operating system locks the
dynamic address translation (DAT) entry associated with
storage block X 502, and if write protection is active, issues
a reset DAT protection (RDP) instruction, without specify-
ing local clearing 504. The processor (CPU A) obtains (e.g.,
receives, fetches, etc.) the RDP instruction and executes the
instruction 506.

Execution of the instruction can include, in one or more
embodiments, testing the DAT protection bit (TTE.P), and
when set to write protect, updating the translation table entry
for storage block X to deactivate write protection for the
storage block (e.g., TTE.P for storage block X is set to ‘0”).
In addition, execution of the RDP instruction further clears
or modifies associated translation lookaside buffer (TLB)
entries in the processor (CPU A). If the local clearing control
is not set (i.e., LC=0), then a signal can be broadcast to other
processors of the computing environment to also clear or
modify when convenient associated translation lookaside
buffer entries of the other processors. In one embodiment,
the signal is sent to all other processors in the computing
environment. Execution of the RDP instruction is indepen-
dent of any associated processing by the other processors in
the computing environment, and therefore ends without
waiting for any actions by other processors in the computing
environment, such as without requiring a serialization or
quiescing operation by one or more other processors of the
computing environment.

As illustrated, in one embodiment, the operating system
(OS) obtains an indication that the processor (CPU A) has
executed the RDP instruction 508, and proceeds to unlock
the DAT entry 510, completing processing 512.

In a multi-system or multi-processor computing environ-
ment, an application program can access the same storage
block from a number of different processors (CPUs). This
access can cause a TLB entry to be stored on multiple
different processors. As disclosed herein, operating system
services are used to activate and deactivate write protection
for a storage block. Referring to FIG. 5B, in one or more
implementations, an application program running on CPU B
attempts to write to storage block X before processing of a
received broadcast signal to clear or modify the processor’s
(CPU B’s) associated TLB entries 520.

Based on this, the operating system receives a write
protection exception interrupt issued by hardware to the
operating system 522. The operating system obtains control
to process the write protection exception interrupt 524, and
checks the entry for the storage block, which indicates (for
instance, based on the processing described above in con-
nection with FIG. 5A) that write protection is not activated
526. The operating system performs or initiates an RDP
instruction for storage block X specifying local clear for the
processor (CPU B) (which attempted the write access result-
ing in the write protection exception interrupt) to clear or
modify associated TLB entries on the processor (CPU B)
528. The operating system completes the write protection
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exception interrupt, with a request signal to CPU B to retry
the instruction attempting to write to storage block X 530.
The processor (CPU B) retries the write access to storage
block X, and the write access will complete 532, which ends
processing 534.

Eventually, all processors (CPUs) of the computing envi-
ronment will either process the original broadcast signal, or
locally clear or modify the associated TLB entry while
processing a write operation exception for the storage block.
As illustrated in FIG. 5C, a situation can be encountered
where an application requests to activate write protection for
the same storage block X, before all processors have pro-
cessed a broadcasted deactivate request (e.g., based on a
previous processor (CPU A) execution of the RDP instruc-
tion (see FIG. 5A)) 540. Based on this activate request, the
operating system can issue a quiescing instruction to clear
associated TLB entries on all processors (CPUs) in the
multi-processor system before updating the DAT entry asso-
ciated with storage block X to indicate write protection is
active 542, which completes processing 544.

As described herein, in one aspect, an instruction (e.g., a
single architected machine instruction at the hardware/soft-
ware interface, e.g., a Reset Dynamic Address Translation
Protection instruction) is provided to perform a reset opera-
tion. This instruction is, for instance, an instruction defined
in an instruction set architecture (ISA) that determines that
an address translation protection bit in a specified translation
table entry associated with a storage block is to be reset, and
based on the determining, resets the address translation
protection bit to deactivate write protection for the storage
block. The resetting is absent requiring a quiescing operation
by one or more other processors of the computing environ-
ment; that is, is independent of associated processing by the
one or more other processors of the computing environment.
In addition, the resetting can be without broadcasting the
operation to other processors in the system. The complexity
of processing related to performing a reset operation is thus
reduced. Further, performance of the reset operation, and
thus, the processor, is improved. The instruction execution
reduces execution times and improves performance, and
further frees up system-wide quiescing resources for use by
other processors.

One or more aspects of the present invention are inextri-
cably tied to computer technology and facilitate processing
within a computer, improving performance thereof. The use
of a single architected machine instruction to perform reset-
related operations improves performance within the com-
puting environment by reducing complexity, reducing use of
resources and increasing processing speed. The instruction
may be used in many technical fields, such as in computer
processing, medical processing, engineering, automotive
technologies, manufacturing, etc. By providing optimiza-
tions for resetting write access to a storage block, these
technical fields are improved by reducing execution time.

Further details of one embodiment of facilitating process-
ing within a computing environment, as it relates to one or
more aspects of the present invention, are described with
reference to FIGS. 6A-6B.

Referring to FIG. 6A, in one embodiment, an operating
system of the computing environment receives an address
translation protection exception interrupt resulting from an
attempted write access by a processor to a storage block,
where the processor is one processor of multiple processors
of the computing environment 600. Based on receiving the
address translation protection exception interrupt, the oper-
ating system determines whether write protection for the
storage block is active 602. Based on write protection for the
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storage block not being active, the operating system issues
an instruction to clear or modify translation lookaside buffer
entries of the processor associated with the storage block,
absent waiting for an action by another processor of the
multiple processors of the computing environment, to facili-
tate write access to the storage block proceeding at the
processor 604. By clearing or modifying translation looka-
side buffers of the processor associated with the storage
block, absent waiting for an action by another processor of
the multiple processors of the computing environment,
performance is enhanced within the computing environ-
ment.

In one embodiment, the address translation protection
exception interrupt occurs prior to the processor having
processed a request to clear or modify translation lookaside
buffer entries of the processor associated with the storage
block 606. In this manner, the system avoids performing a
quiescing operating in order for write protection for the
storage block to be deactivated pursuant to the request. This
reduces suspension of instruction processing by processors
within the computing environment, and thereby enhances
performance. In addition, it reduces contention for quiesce
serialization mechanisms in the system.

Referring to FIG. 6B, in one embodiment, prior to receiv-
ing, by the operating system, the address translation protec-
tion exception interrupt, the operating system obtains a
request from a further processor of the computing environ-
ment to reset write protection for the storage block, and
based on obtaining the request, issues an instruction to the
further processor to perform a reset address translation
protection operation, absent waiting for an action by any
other processor of the computing environment 608. Without
waiting for an action by any other processor of the comput-
ing environment, such as a quiesce operation, suspension of
instruction processing by other processors of the computing
environment is reduced, thereby enhancing performance.
Further, this reduces contention for the quiesce serialization
mechanism within the system. The instruction to perform the
reset address translation protection operation provides the
operating system with an option to deactivate write protec-
tion for the storage block without requiring serialization
among all processors of the computing environment to
respond to the change.

In one example, the instruction to the further processor to
perform the reset address translation protection operation is
without requiring a quiescing operation by any other pro-
cessor of the computing environment 610. Note that a
quiescing operation in this context typically requires serial-
ization among all processors in the computing environment.
Since a quiescing operation is avoided, serialization among
the processors is not required in order for write protection
for the storage block to be deactivated using the instruction.
This results in reduced suspension of instruction processing
by other processors of the computing environment, and
thereby enhances performance. In addition, it reduces con-
tention for the quiesce serialization mechanism in the sys-
tem.

In one example, prior to issuing the instruction to the
further processor to perform the reset address translation
protection operation, the operating system locks a dynamic
address translation (DAT) entry in real storage associated
with the storage block, and based on the operating system
obtaining an indication that the further processor has com-
pleted execution of the reset address translation protection
operation absent waiting for an action by any other proces-
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sor, the operating system unlocks the dynamic address
translation entry in real storage associated with the storage
block 612.

In one embodiment, determining, by the operating sys-
tem, whether write protection for the storage block is active
includes checking, by the operating system, a dynamic
address translation (DAT) entry for the storage block, where
the DAT entry indicates whether write protection for the
storage block is active 614.

In one example, the method further includes completing,
by the operating system, the address translation protection
exception interruption by providing a request to the proces-
sor to retry the write access by the processor to the storage
block 616. In one or more embodiments, the instruction
issued by the operating system is for the processor to clear
or modify the processor’s translation lookaside buffer entries
associated with the storage block without broadcasting a
signal to other processors of the computing environment to
also clear or modify translation lookaside buffer entries
associated with the storage block 618. By not broadcasting
a signal to other processors of the computing environment to
also clear or modify translation lookaside buffer entries
associated with the storage block, processing is enhanced by
reducing suspension of processing at other processors of the
computing environment to process the broadcasted signal.

Other variations and embodiments are possible. For
instance, in one or more other implementations, the trans-
lation protection indication can be reset in existing TLB
entries, rather than clearing the entries and requiring them to
be reconstructed.

Aspects of the present invention may be used by many
types of computing environments. Another example of a
computing environment to incorporate and use one or more
aspects of the present invention is described with reference
to FIG. 7A. As an example, the computing environment of
FIG. 7A is based on the z/Architecture® instruction set
architecture offered by International Business Machines
Corporation, Armonk, N.Y. The z/Architecture hardware
architecture, however, is only one example architecture.
Again, the computing environment may be based on other
architectures, including, but not limited to, the Intel® x86
architectures, other architectures of International Business
Machines Corporation, and/or architectures of other com-
panies. Intel is a trademark or registered trademark of Intel
Corporation or its subsidiaries in the United States and other
countries.

In one example, a computing environment 10 includes a
central electronics complex (CEC) 11. Central electronics
complex 11 includes a plurality of components, such as, for
instance, a memory 12 (ak.a., system memory, main
memory, main storage, central storage, storage) coupled to
one or more processors (ak.a., central processing units
(CPUs)) 13 and to an input/output (I/O) subsystem 14.

1/0 subsystem 14 can be a part of the central electronics
complex or separate therefrom. It directs the flow of infor-
mation between main storage 12 and input/output control
units 15 and input/output (I/O) devices 16 coupled to the
central electronics complex.

Many types of I/O devices may be used. One particular
type is a data storage device 17. Data storage device 17 can
store one or more programs 18, one or more computer
readable program instructions 19, and/or data, etc. The
computer readable program instructions can be configured to
carry out functions of embodiments of aspects of the inven-
tion.

Central electronics complex 11 can include and/or be
coupled to removable/non-removable, volatile/non-volatile
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computer system storage media. For example, it can include
and/or be coupled to a non-removable, non-volatile mag-
netic media (typically called a “hard drive”), a magnetic disk
drive for reading from and writing to a removable, non-
volatile magnetic disk (e.g., a “floppy disk™), and/or an
optical disk drive for reading from or writing to a removable,
non-volatile optical disk, such as a CD-ROM, DVD-ROM
or other optical media. It should be understood that other
hardware and/or software components could be used in
conjunction with central electronics complex 11. Examples
include, but are not limited to: microcode, device drivers,
redundant processing units, external disk drive arrays, RAID
systems, tape drives, and data archival storage systems, etc.

Further, central electronics complex 11 can be operational
with numerous other general-purpose or special-purpose
computing system environments or configurations.
Examples of well-known computing systems, environments,
and/or configurations that may be suitable for use with
central electronics complex 11 include, but are not limited
to, personal computer (PC) systems, server computer sys-
tems, thin clients, thick clients, handheld or laptop devices,
multiprocessor systems, microprocessor-based systems, set
top boxes, programmable consumer electronics, network
PCs, minicomputer systems, mainframe computer systems,
and distributed cloud computing environments that include
any of the above systems or devices, and the like.

Central electronics complex 11 provides in one or more
embodiments logical partitioning and/or virtualization sup-
port. In one embodiment, as shown in FIG. 7B, memory 12
includes, for example, one or more logical partitions 20, a
hypervisor 21 that manages the logical partitions, and pro-
cessor firmware 22. One example of hypervisor 21 is the
Processor Resource/System Manager (PR/SM™), offered
by International Business Machines Corporation, Armonk,
N.Y. As used herein, firmware includes, e.g., the microcode
of the processor. It includes, for instance, the hardware-level
instructions and/or data structures used in implementation of
higher level machine code. In one embodiment, it includes,
for instance, proprietary code that is typically delivered as
microcode that includes trusted software or microcode spe-
cific to the underlying hardware and controls operating
system access to the system hardware. PR/SM is a trademark
or registered trademark of International Business Machines
Corporation in at least one jurisdiction.

Each logical partition 20 is capable of functioning as a
separate system. That is, each logical partition can be
independently reset, run a guest operating system 23 such as
the z/OS® operating system, offered by International Busi-
ness Machines Corporation, Armonk, N.Y., or other control
code 24, such as coupling facility control code (CFCC), and
operate with different programs 25. An operating system or
application program running in a logical partition appears to
have access to a full and complete system, but in reality, only
a portion of it is available. Although the 7z/OS operating
system is offered as an example, other operating systems
offered by International Business Machines Corporation
and/or other companies may be used in accordance with one
or more aspects of the present invention.

Memory 12 is coupled to CPUs 13 (FIG. 7A), which are
physical processor resources that can be allocated to the
logical partitions. For instance, a logical partition 20
includes one or more logical processors, each of which
represents all or a share of a physical processor resource 13
that can be dynamically allocated to the logical partition.

In yet a further embodiment, the central electronics com-
plex provides virtual machine support (either with or with-
out logical partitioning support). As shown in FIG. 7C,
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memory 12 of central electronics complex 11 includes, for
example, one or more virtual machines 26, a virtual machine
manager, such as a hypervisor 27, that manages the virtual
machines, and processor firmware 28. One example of
hypervisor 27 is the z/VIVI® hypervisor, offered by Inter-
national Business Machines Corporation, Armonk, N.Y. The
hypervisor is sometimes referred to as a host. ZVM is a
trademark or registered trademark of International Business
Machines Corporation in at least one jurisdiction.

The virtual machine support of the central electronics
complex provides the ability to operate large numbers of
virtual machines 26, each capable of operating with different
programs 29 and running a guest operating system 30, such
as the Linux® operating system. Each virtual machine 26 is
capable of functioning as a separate system. That is, each
virtual machine can be independently reset, run a guest
operating system, and operate with different programs. An
operating system or application program running in a virtual
machine appears to have access to a full and complete
system, but in reality, only a portion of it is available.
Although 7/VM and Linux are offered as examples, other
virtual machine managers and/or operating systems may be
used in accordance with one or more aspects of the present
invention. The registered trademark Linux® is used pursu-
ant to a sublicense from the Linux Foundation, the exclusive
licensee of Linus Torvalds, owner of the mark on a world-
wide basis.

Another embodiment of a computing environment to
incorporate and use one or more aspects of the present
invention is described with reference to FIG. 8A. In this
example, a computing environment 36 includes, for
instance, a native central processing unit (CPU) 37, a
memory 38, and one or more input/output devices and/or
interfaces 39 coupled to one another via, for example, one or
more buses 40 and/or other connections. As examples,
computing environment 36 may include a PowerPC® pro-
cessor offered by International Business Machines Corpo-
ration, Armonk, N.Y.; an HP Superdome with Intel® Ita-
nium® 1II processors offered by Hewlett Packard Co., Palo
Alto, Calif.; and/or other machines based on architectures
offered by International Business Machines Corporation,
Hewlett Packard, Intel Corporation, Oracle, and/or others.
PowerPC is a trademark or registered trademark of Interna-
tional Business Machines Corporation in at least one juris-
diction. Itanium is a trademark or registered trademark of
Intel Corporation or its subsidiaries in the United States and
other countries.

Native central processing unit 37 includes one or more
native registers 41, such as one or more general purpose
registers and/or one or more special purpose registers used
during processing within the environment. These registers
include information that represents the state of the environ-
ment at any particular point in time.

Moreover, native central processing unit 37 executes
instructions and code that are stored in memory 38. In one
particular example, the central processing unit executes
emulator code 42 stored in memory 38. This code enables
the computing environment configured in one architecture to
emulate another architecture. For instance, emulator code 42
allows machines based on architectures other than the z/Ar-
chitecture hardware architecture, such as PowerPC proces-
sors, HP Superdome servers or others, to emulate the z/Ar-
chitecture hardware architecture and to execute software and
instructions developed based on the z/Architecture hardware
architecture.

Further details relating to emulator code 42 are described
with reference to FIG. 8B. Guest instructions 43 stored in
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memory 38 comprise software instructions (e.g., correlating
to machine instructions) that were developed to be executed
in an architecture other than that of native CPU 37. For
example, guest instructions 43 may have been designed to
execute on a processor based on the z/Architecture hardware
architecture, but instead, are being emulated on native CPU
37, which may be, for example, an Intel Itanium II processor.
In one example, emulator code 42 includes an instruction
fetching routine 44 to obtain one or more guest instructions
43 from memory 38, and to optionally provide local buft-
ering for the instructions obtained. It also includes an
instruction translation routine 45 to determine the type of
guest instruction that has been obtained and to translate the
guest instruction into one or more corresponding native
instructions 46. This translation includes, for instance, iden-
tifying the function to be performed by the guest instruction
and choosing the native instruction(s) to perform that func-
tion.

Further, emulator code 42 includes an emulation control
routine 47 to cause the native instructions to be executed.
Emulation control routine 47 may cause native CPU 37 to
execute a routine of native instructions that emulate one or
more previously obtained guest instructions and, at the
conclusion of such execution, return control to the instruc-
tion fetch routine to emulate the obtaining of the next guest
instruction or a group of guest instructions. Execution of the
native instructions 46 may include loading data into a
register from memory 38; storing data back to memory from
a register; or performing some type of arithmetic or logic
operation, as determined by the translation routine.

Each routine is, for instance, implemented in software,
which is stored in memory and executed by native central
processing unit 37. In other examples, one or more of the
routines or operations are implemented in firmware, hard-
ware, software or some combination thereof. The registers
of the emulated processor may be emulated using registers
41 of the native CPU or by using locations in memory 38.
In embodiments, guest instructions 43, native instructions
46 and emulator code 42 may reside in the same memory or
may be disbursed among different memory devices.

One instruction that may be emulated is the Reset
Dynamic Address Translation Protection instruction
described herein, in accordance with an aspect of the present
invention.

The computing environments described above are only
examples of computing environments that can be used.
Other environments, including but not limited to, non-
partitioned environments, partitioned environments, cloud
environments and/or emulated environments, may be used;
embodiments are not limited to any one environment.
Although various examples of computing environments are
described herein, one or more aspects of the present inven-
tion may be used with many types of environments. The
computing environments provided herein are only examples.

Each computing environment is capable of being config-
ured to include one or more aspects of the present invention.

One or more aspects may relate to cloud computing.

It is to be understood that although this disclosure
includes a detailed description on cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
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network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There is
a sense of location independence in that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer is to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).
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Deployment Models are as follows:

Private cloud: the cloud infrastructure is operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or off-premises.

Community cloud: the cloud infrastructure is shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or off-premises.

Public cloud: the cloud infrastructure is made available to
the general public or a large industry group and is owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure is a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
ized or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment is service oriented with
a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing is
an infrastructure that includes a network of interconnected
nodes.

Referring now to FIG. 9, illustrative cloud computing
environment 50 is depicted. As shown, cloud computing
environment 50 includes one or more cloud computing
nodes 52 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 54A, desktop computer 54B,
laptop computer 54C, and/or automobile computer system
54N may communicate. Nodes 52 may communicate with
one another. They may be grouped (not shown) physically or
virtually, in one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 50 to offer infrastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
is understood that the types of computing devices 54A-N
shown in FIG. 8 are intended to be illustrative only and that
computing nodes 52 and cloud computing environment 50
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 10, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
9) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 10 are
intended to be illustrative only and embodiments of the
invention are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 60 includes hardware and
software components. Examples of hardware components
include: mainframes 61; RISC (Reduced Instruction Set
Computer) architecture based servers 62; servers 63; blade
servers 64; storage devices 65; and networks and networking
components 66. In some embodiments, software compo-
nents include network application server software 67 and
database software 68.

Virtualization layer 70 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers 71; virtual storage 72; virtual
networks 73, including virtual private networks; virtual
applications and operating systems 74; and virtual clients
75.
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In one example, management layer 80 may provide the
functions described below. Resource provisioning 81 pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82
provide cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for
consumption of these resources. In one example, these
resources may include application software licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 83 provides access to the cloud computing environ-
ment for consumers and system administrators. Service level
management 84 provides cloud computing resource alloca-
tion and management such that required service levels are
met. Service Level Agreement (SLA) planning and fulfill-
ment 85 provide pre-arrangement for, and procurement of,
cloud computing resources for which a future requirement is
anticipated in accordance with an SLA.

Workloads layer 90 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation 91;
software development and lifecycle management 92; virtual
classroom education delivery 93; data analytics processing
94; transaction processing 95; and reset processing 96.

Aspects of the present invention may be a system, a
method, and/or a computer program product at any possible
technical detail level of integration. The computer program
product may include a computer readable storage medium
(or media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
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network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written in any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a computer, or other program-
mable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.
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The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted in the Figures. For example, two blocks shown in
succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, in a par-
tially or wholly temporally overlapping manner, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

In addition to the above, one or more aspects may be
provided, offered, deployed, managed, serviced, etc. by a
service provider who offers management of customer envi-
ronments. For instance, the service provider can create,
maintain, support, etc. computer code and/or a computer
infrastructure that performs one or more aspects for one or
more customers. In return, the service provider may receive
payment from the customer under a subscription and/or fee
agreement, as examples. Additionally or alternatively, the
service provider may receive payment from the sale of
advertising content to one or more third parties.

In one aspect, an application may be deployed for per-
forming one or more embodiments. As one example, the
deploying of an application comprises providing computer
infrastructure operable to perform one or more embodi-
ments.

As a further aspect, a computing infrastructure may be
deployed comprising integrating computer readable code
into a computing system, in which the code in combination
with the computing system is capable of performing one or
more embodiments.

As yet a further aspect, a process for integrating comput-
ing infrastructure comprising integrating computer readable
code into a computer system may be provided. The com-
puter system comprises a computer readable medium, in
which the computer medium comprises one or more
embodiments. The code in combination with the computer
system is capable of performing one or more embodiments.

Although various embodiments are described above,
these are only examples. For instance, computing environ-
ments of other architectures can be used to incorporate
and/or use one or more aspects. Further, different instruc-
tions or operations may be used. Additionally, different types
of registers and/or different register may be used. Many
variations are possible.

Various aspects are described herein. Further, many varia-
tions are possible without departing from a spirit of aspects
of the present invention. It should be noted that, unless
otherwise inconsistent, each aspect or feature described
herein, and variants thereof, may be combinable with any
other aspect or feature.

Further, other types of computing environments can ben-
efit and be used. As an example, a data processing system
suitable for storing and/or executing program code is usable
that includes at least two processors coupled directly or
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indirectly to memory elements through a system bus. The
memory elements include, for instance, local memory
employed during actual execution of the program code, bulk
storage, and cache memory which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/Output or /O devices (including, but not limited to,
keyboards, displays, pointing devices, DASD, tape, CDs,
DVDs, thumb drives and other memory media, etc.) can be
coupled to the system either directly or through intervening
1/O controllers. Network adapters may also be coupled to the
system to enable the data processing system to become
coupled to other data processing systems or remote printers
or storage devices through intervening private or public
networks. Modems, cable modems, and Ethernet cards are
just a few of the available types of network adapters.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting. As used herein, the singular forms “a”, “an” and
“the” are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further
understood that the terms “comprises” and/or “comprising”,
when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
elements, components and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below, if any, are intended to include any structure,
material, or act for performing the function in combination
with other claimed elements as specifically claimed. The
description of one or more embodiments has been presented
for purposes of illustration and description, but is not
intended to be exhaustive or limited to in the form disclosed.
Many modifications and variations will be apparent to those
of ordinary skill in the art. The embodiment was chosen and
described in order to best explain various aspects and the
practical application, and to enable others of ordinary skill
in the art to understand various embodiments with various
modifications as are suited to the particular use contem-
plated.

What is claimed is:

1. A computer program product for facilitating processing
within a computing environment, the computer program
product comprising:

at least one computer-readable storage medium having

program instructions embodied therewith, the program

instructions being readable by a processing circuit to

cause the processing circuit to perform a method com-

prising:

receiving, by an operating system of the computing
environment, an address translation protection
exception interrupt resulting from a translation table
entry of a processor preventing an attempted write
access by that processor to a storage block, the
processor being one processor of multiple processors
of the computing environment;

determining, by the operating system, whether write
protection for the storage block is active;

based on write protection for the storage block not
being active, issuing, by the operating system, an
instruction to the processor to modify translation
lookaside buffer entries of the processor associated
with the storage block, absent waiting for an action
by another processor of the multiple processors of
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the computing environment, to facilitate write access
to the storage block proceeding at the processor; and

wherein the instruction issued by the operating system
is for the processor to modify the processor’s trans-
lation lookaside buffer entries associated with the
storage block without broadcasting a signal to other
processors of the computing environment to also
modify translation lookaside buffer entries associ-
ated with the storage block.

2. The computer program product of claim 1, wherein the
address translation protection exception interrupt occurs
prior to the processor having processed a request to modify
translation lookaside buffer entries of the processor associ-
ated with the storage block.

3. The computer program product of claim 1, further
comprising prior to receiving, by the operating system, the
address translation protection exception interrupt:

obtaining, by the operating system, a request from a

further processor of the computing environment to reset
write protection for the storage block; and

based on obtaining the request, issuing by the operating

system an instruction to the further processor to per-
form a reset address translation protection operation
absent waiting for an action by any other processor of
the computing environment.

4. The computer program product of claim 3, wherein the
instruction to the further processor to perform the reset
address translation protection operation absent waiting for
an action by any other processor of the computing environ-
ment is without requiring a quiescing operation by any other
processor of the computing environment.

5. The computer program product of claim 3, wherein
prior to issuing the instruction to the further processor to
perform the reset address translation protection operation,
the operating system locks a dynamic address translation
(DAT) entry in real storage associated with the storage
block, and based on the operating system obtaining an
indication that the further processor has completed execu-
tion of the reset address translation protection operation
absent waiting for an action by any other processor, the
operating system unlocks the dynamic address translation
entry in real storage associated with the storage block.

6. The computer program product of claim 1, wherein the
determining comprises checking, by the operating system, a
dynamic address translation (DAT) entry for the storage
block, the DAT entry indicating whether write protection for
the storage block is active.

7. The computer program product of claim 1, further
comprising completing, by the operating system, the address
translation protection exception interrupt by providing a
request to the processor to retry, after processing the instruc-
tion, write access by the processor to the storage block.

8. A computer system for facilitating processing within a
computing environment, the computer system comprising:

a memory; and

a processing circuit in communication with the memory,

wherein the computer system is configured to perform

a method, the method comprising:

receiving, by an operating system of the computing
environment, an address translation protection
exception interrupt resulting from a translation table
entry of a processor preventing an attempted write
access by that processor to a storage block, the
processor being one processor of multiple processors
of the computing environment;

determining, by the operating system, whether write
protection for the storage block is active;
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based on write protection for the storage block not
being active, issuing, by the operating system, an
instruction to the processor to modify translation
lookaside buffer entries of the processor associated
with the storage block, absent waiting for an action
by another processor of the multiple processors of
the computing environment, to facilitate write access
to the storage block proceeding at the processor; and

wherein the instruction issued by the operating system
is for the processor to modify the processor’s trans-
lation lookaside buffer entries associated with the
storage block without broadcasting a signal to other
processors of the computing environment to also
modify translation lookaside buffer entries associ-
ated with the storage block.

9. The computer system of claim 8, wherein the address
translation protection exception interrupt occurs prior to the
processor having processed a request to modify translation
lookaside buffer entries of the processor associated with the
storage block.

10. The computer system of claim 8, further comprising
prior to receiving, by the operating system, the address
translation protection exception interrupt:

obtaining, by the operating system, a request from a

further processor of the computing environment to reset
write protection for the storage block; and

based on obtaining the request, issuing by the operating

system an instruction to the further processor to per-
form a reset address translation protection operation
absent waiting for an action by any other processor of
the computing environment.

11. The computer system of claim 10, wherein the instruc-
tion to the further processor to perform the reset address
translation protection operation absent waiting for an action
by any other processor of the computing environment is
without requiring a quiescing operation by any other pro-
cessor of the computing environment.

12. The computer system of claim 10, wherein prior to
issuing the instruction to the further processor to perform the
reset address translation protection operation, the operating
system locks a dynamic address translation (DAT) entry in
real storage associated with the storage block, and based on
the operating system obtaining an indication that the further
processor has completed execution of the reset address
translation protection operation absent waiting for an action
by any other processor, the operating system unlocks the
dynamic address translation entry in real storage associated
with the storage block.

13. The computer system of claim 8, wherein the deter-
mining comprises checking, by the operating system, a
dynamic address translation (DAT) entry for the storage
block, the DAT entry indicating whether write protection for
the storage block is active.

14. The computer system of claim 8, further comprising
completing, by the operating system, the address translation
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protection exception interrupt by providing a request to the
processor to retry, after processing the instruction, the write
access by the processor to the storage block.

15. A computer-implemented method of facilitating pro-
cessing within a computing environment, the computer-
implemented method comprising:

receiving, by an operating system of the computing envi-

ronment, an address translation protection exception
interrupt resulting from a translation table entry of a
processor preventing an attempted write access by that
processor to a storage block, the processor being one
processor of multiple processors of the computing
environment;

determining, by the operating system, whether write pro-

tection for the storage block is active;

based on write protection for the storage block not being

active, issuing, by the operating system, an instruction
to the processor to modify translation lookaside buffer
entries of the processor associated with the storage
block, absent waiting for an action by another proces-
sor of the multiple processors of the computing envi-
ronment, to facilitate write access to the storage block
proceeding at the processor; and

wherein the instruction issued by the operating system is

for the processor to modify the processor’s translation
lookaside buffer entries associated with the storage
block without broadcasting a signal to other processors
of the computing environment to also modify transla-
tion lookaside buffer entries associated with the storage
block.

16. The computer-implemented method of claim 15,
wherein the address translation protection exception inter-
rupt occurs prior to the processor having processed a request
to modity translation lookaside buffer entries of the proces-
sor associated with the storage block.

17. The computer-implemented method of claim 15, fur-
ther comprising prior to receiving, by the operating system,
the address translation protection exception interrupt:

obtaining, by the operating system, a request from a

further processor of the computing environment to reset
write protection for the storage block; and

based on obtaining the request, issuing by the operating

system an instruction to the further processor to per-
form a reset address translation protection operation
absent waiting for an action by any other processor of
the computing environment.

18. The computer-implemented method of claim 17,
wherein the instruction to the further processor to perform
the reset address translation protection operation absent
waiting for an action by any other processor of the comput-
ing environment is without requiring a quiescing operation
by any other processor of the computing environment.

#* #* #* #* #*
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