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COMMUNICATION METHOD AND SERVER

Cross Reference to Related Patent Application

This application claims foreign priority to Chinese Patent Application No.
201510173923.1 filed on April 13, 2015, entitled “Communication Method and Server”,
which is hereby incorporated by reference in its entirety. This application is also related to
commonly-assigned applications entitled “METHOD AND SEVER FOR SECURING
COMMUNICATION NUMBER”, which claims the priority of Chinese Patent Application
Number 201510172447.1 filed April 13, 2015, entitled “METHOD AND APPARATUS FOR
ORDER DATA INTERACTOIN,” and “METHOD AND SEVER FOR SECURING COMMUNICATION
NUMBER”, which claims the priority of Chinese Patent Application Number 201510173924.6
filed on April 13, 2015, entitled “METHOD AND APPARATUS FOR ORDER DATA INTERACTION.”
The contents of the above commonly-assigned applications are hereby incorporated by

reference.

Technical Field
The present disclosure relates to the field of communications, and in particular, to a

communication method and a server.

Background

Communication number, such as a telephone number, is the privacy of user that
sometimes has to be provided to third parties for communication. The technical problem
concerns how to conduct the communication with third parties without disclosing the user’s
communication number to the third parties.

Privacy usually refers to certain personal information that is not wanted to be known by
others or others are not convenient to know. With the development of social civilization, lots
of situations where privacy is leaked appear, causing privacy protection to receive more
extensive attention.

A phone number is a special kind of privacy, and people may selectively tell their phone

numbers to others to maintain interpersonal communication, but do not hope their phone
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numbers to be spread arbitrarily which may result in a flood of phone frauds, a variety of
marketing advertisements, spam messages and other consequences.

However, it is difficult for existing network systems to properly protect privacy of users.
For example, in daily lives, people may often do online shopping, and the existing network
systems require users to provide phone numbers to facilitate communication with online
stores and logistics companies. In this way, the online stores and the logistics companies get
customers' names and telephone numbers through the network systems. So, the online
stores and the logistics companies will accumulate a large number of contact information of
customers after a long period of operation. If operation and management fails, it is likely
that a leakage of contact information of customers will occur, that is, the privacy of the
customers is leaked. Thus, the existing network systems have a greater risk of leaking user

privacy.

Summary

This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detailed Description. This Summary is not intended to
identify all key features or essential features of the claimed subject matter, nor is it intended
to be used alone as an aid in determining the scope of the claimed subject matter. The term
“techniques,” for instance, may refer to device(s), system(s), method(s) and/or
computer-readable instructions as permitted by the context above and throughout the
present disclosure.

An objective of embodiments of the present disclosure is to provide a communication
method and a server that can protect user privacy.

In order to solve the aforementioned technical problem, the present disclosure
provides a communication method, including: receiving a query request sent by a basic
communication server, the query request including at least one of a current calling number
or an intermediate communication number; finding target binding information
corresponding to the communication number included in the query request from stored
binding information according to the query request, the target binding information including

a calling number and a called number bound to the intermediate communication number;
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setting up number information, the number information at least including the called number
included in the target binding information; and sending the number information to the basic
communication server.

The present disclosure further provides a server, including: a query request receiving
module used for receiving a query request sent by a basic communication server, the query
request including at least one of a current calling number or an intermediate communication
number; a query module used for finding target binding information corresponding to the
communication number included in the query request from stored binding information
according to the query request, the target binding information including a calling number
and a called number bound to the intermediate communication number; and an information
setup module used for setting up number information and sending the number information
to the basic communication server, wherein the number information at least includes the
called number included in the target binding information.

The present disclosure further provides a communication method, including: receiving
a call request specific to an intermediate communication number, the call request including
a current calling number; sending a query request to a number management server, the
query request including at least one of the current calling number or the intermediate
communication number; receiving number information returned by the number
management server, the number information including a predetermined called number; and
converting the call request into a call to a communication device that uses the
predetermined called number, a calling number provided to the communication device
being the intermediate communication humber.

The present disclosure further provides a server, including: a call request receiving
module used for receiving a call request specific to an intermediate communication number,
the call request including a current calling number; a query request sending module used for
sending a query request to a number management server, the query request including at
least one of the current calling number or the intermediate communication number; a
number information receiving module used for receiving number information returned by
the number management server, the number information including a predetermined called

number; and a calling module used for converting the call request into a call to a
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communication device that uses the predetermined called number, a current calling number
provided to the communication device being the intermediate communication number.

The present disclosure further provides a communication method, including: receiving
an intermediate communication number request and obtaining a first communication
number and a second communication number according to the intermediate
communication number request; allocating an intermediate communication number; setting
up binding information for the intermediate communication number, the first
communication number and the second communication number; and receiving a call
request of the first communication number to the intermediate communication number, and
converting the call request into a call of the first communication number to the second
communication number, a current calling number provided to the second communication
number being the intermediate communication number.

The present disclosure further provides a server, including: a number request receiving
module used for receiving an intermediate communication number request, with a first
communication number and a second communication number being obtained according to
the intermediate communication number request; a number allocation module used for
allocating an intermediate communication number; a binding module used for setting up
binding information for the intermediate communication number, the first communication
number and the second communication number; and a calling module used for receiving a
call request of the first communication number to the intermediate communication number
and converting the call request into a call of the first communication number to the second
communication number, a current calling number provided to the second communication
number being the intermediate communication number.

The present disclosure further provides a communication method, including: receiving
an intermediate communication number request and obtaining a first communication
number and a second communication number according to the intermediate
communication number request; allocating an intermediate communication number and
correlating the intermediate communication number with the first communication number
and the second communication number; and sending correlation information to a basic

communication server, the correlation information including the intermediate
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communication number, the first communication number and the second communication
number.

The present disclosure further provides a communication method, including: receiving
correlation information that includes a first communication number, a second
communication number and an intermediate communication number; correlating the
intermediate communication number with the first communication number and the second
communication number; and receiving a call request of the first communication humber to
the intermediate communication number and converting the call request into a call of the
first communication number to the second communication number, a current calling
number provided to the second communication number being the intermediate
communication number.

As can be seen from technical solutions of embodiments of the present disclosure
described above, the present disclosure is able to achieve binding of communication
numbers of two users to an intermediate communication number, and allow each user to
establish communication with another user by sending a call request to the intermediate
communication number without knowing a communication humber of the other user. In this
way, during a transaction process, both parties that are involved can conduct
communications by knowing an intermediate communication number only, thereby
effectively avoiding a leakage of communication numbers of users, and effectively protecting

the privacy of the users.

Brief Description of the Drawings

In order to illustrate the technical solutions of the embodiments of the present
disclosure or existing technologies more clearly, accompanying drawings needed for
describing the embodiments or the existing technologies are introduced briefly herein.
Apparently, the described accompanying drawings represent only some embodiments that
are recorded in the present disclosure. One of ordinary skill in the art can obtain other
drawings based on the accompanying drawings without making any creative effort.

FIG. 1 is a flowchart of a communication method according to an embodiment of the

present disclosure.
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FIG. 2 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 3 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 4 is a modular diagram of a server according to an embodiment of the present
disclosure.

FIG. 5 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 6 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 7 is a module diagram of a server according to an embodiment of the present
disclosure;

FIG. 8 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 9 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 10 is a modular diagram of a server according to an embodiment of the present
disclosure.

FIG. 11 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 12 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 13 is a flowchart of a communication method according to an embodiment of the
present disclosure.

FIG. 14 is a flowchart of a communication method according to an embodiment of the

present disclosure.

Detailed Description
In order to enable one skilled in the art to understand the technical solutions of the

present disclosure in a better manner, the technical solutions in the embodiments of the
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present disclosure will be clearly and completely described herein with reference to the
accompanying drawings of the embodiments of the present disclosure. Apparently, the
described embodiments represent only a part and not all of the embodiments of the present
disclosure. All other embodiments derived by one of ordinary skill in the art based on the
embodiments of the present disclosure without making any creative effort shall fall within
the scope of protection of the present disclosure.

FIG. 1 illustrates a communication method according to an embodiment of the present
disclosure, which includes the following method blocks.

S102 receives a query request sent by a basic communication server, the query
request including at least one of a current calling number or an intermediate communication
number.

In implementations, a basic communication server may be a server of a telecom
operator, which may make a call to a communication number according to a call request.

In implementations, a current calling number may be a communication number used by
a communication device that initiates a call request to the basic communication server.

In implementations, when a number management server receives a query request, this
indicates that the basic communication server receives a call request, and the number
management server is needed to perform a further query for binding information according
to information included in the query request and to return a communication number
according to the binding information for use as a called number of the basic communication
server for the current call request.

In implementations, the query request may be a character string having a
representation of a predetermined meaning. The query request includes at least one of a
current calling number or an intermediate communication number. The current calling
number or the intermediate communication number may be a portion of content of the
query request. Alternatively, the current calling number and the intermediate
communication number may be a portion of content of the query request. Alternatively, the
current calling number or the intermediate communication number may serve as an
attachment to the query request, or the current calling number and the intermediate

communication number may serve an attachment to the query request.
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In  implementations, the intermediate communication number may be a
communication number having a predetermined format. Alternatively, an intermediate
communication number set may be set up, and a communication number that is used as an
intermediate communication number is stored into the intermediate communication
number set.

S104 searches for target binding information corresponding to the communication
number included in the query request from among stored binding information according to
the query request, the target binding information including a calling number and a called
number that are bound to the intermediate communication number.

In implementations, the calling number may be a first communication number or a
second communication number, and the called number may be the second communication
number or the first communication number. It can be understood that the first
communication number and the second communication number may serve as a calling
number or a called number respectively. The binding information is used for indicating an
association relationship among the first communication number, the second communication
number and the intermediate communication number. Furthermore, any one or more of the
first communication number, the second communication number and the intermediate
communication number can be obtained based on the binding information. Moreover, the
binding information can be found based on any one or more of the first communication
number, the second communication number and the intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing first communication numbers, second communication numbers and
intermediate communication numbers correlatively with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of
binding information. Alternatively, respective identity information correspond to the first

communication number and the second communication number is correspondingly stored
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together with the intermediate communication number, so that the first communication
number and the second communication number can be obtained based on the respective
identity information.

In implementations, the number management server searches and determines target
binding information based on a communication number included in the query request. The
current calling number may be compared and matched with first communication number(s)
and second communication number(s) in the stored binding information. In other words,
each of the first communication number and the second communication number may serve
as the current calling number. In implementations, in response to finding that the current
calling number is the same as a first communication number or a second communication
number of a certain piece of binding information, the piece of binding information can be
treated as the target binding information. In implementations, in response to finding that
the intermediate communication number included in the query request is the same as an
intermediate communication number of a certain piece of binding information, that piece of
binding information can be set as the target binding information. In implementations, in
response to finding that the current calling number included in the query request is the
same as a first communication number or a second communication number of a certain
piece of binding information and the intermediate communication number in the query
request is the same as an intermediate communication number in that binding information,
that binding information can be considered as the target binding information.

S106 sets up number information, the number information including the called
number that is included in the target binding information.
5108 sends the number information to the basic communication server.

In implementations, the number information is used for returning a communication
number to the basic communication server, to enable the basic communication server to
take the communication number as a called number of a current call request.

In implementations, the number information includes at least the called number that is
included in the target binding information. For example, the current calling number included
in the query request may be the same as the first communication number. At this point, the

second communication number is included in the number information that is returned, so
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that the basic communication server can convert the current call request into a call directed
to the second communication number. As such, the first communication number, the second
communication number and the intermediate communication number form a ternary
binding relationship through the number management server. When a call request is sent to
the intermediate communication number with the first communication number as a calling
number, the call request may be converted to a call to the second communication number.
In this way, a communication device that uses the first communication number can establish
communication with a communication device that uses the second communication number
without the need of knowing the second communication number. Moreover, when a call
request is sent to an intermediate number with the second communication number serving
as a calling number, the number information may include the first communication number,
for example, so that the basic communication server can convert the call request of the
second communication number into a call to the first communication number. As can be
seen, the present embodiment effectively avoids a leakage of phone numbers usually used
by users through a ternary binding relationship, and thus effectively protects the privacy of
the users.

In implementations, in correspondence to a query request that includes a current
calling number, corresponding number information includes one of a first communication
number and a second communication number which is different from the current calling
number. In correspondence to a query request that only includes an intermediate
communication number, corresponding number information may include a first
communication number and a second communication number in target binding information.
In this way, after receiving the first communication number and the second communication
number, the basic communication server may perform a comparison to obtain a
communication number which is different from among the current calling number from the
first communication number and the second communication number, and use the
communication number as a called number.

Referring to FIG. 2, in an embodiment, the communication method may further include

the following method blocks.
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S202 receives an intermediate communication number request, and obtains a calling
number and a called humber according to the intermediate communication number request.
In implementations, the number management server receives an intermediate
communication number request sent from a communication device. The communication
device may be a desktop computer, a notebook computer, a tablet computer, a smartphone,
a server and a smart wearable device.

In implementations, a receipt of an intermediate communication number request may
represent a request for allocating an intermediate communication number for a first
communication number and a second communication number. A such, during a process of
conducting communications between a communication device that uses the first
communication number and a communication device that uses the second communication
number, both parties can establish the communications merely through the intermediate
communication number without the need of knowing a real communication humber of the
other party. In other words, the device that uses the first communication number does not
need to know the second communication number, and the device that uses the second
communication number does not need to know the first communication number, thereby
effectively protecting the privacy of both communication parties.

In implementations, the intermediate communication number request may be a
character string having a representation of a predetermined meaning. A receipt of the
character string indicates a request for allocating the intermediate communication number.
Apparently, the number management server may have a predetermined port that is set up
to receive the intermediate communication number request. In this case, the intermediate
communication number request may not have a predetermined form, and a receipt of data
at the predetermined port indicates that the intermediate communication number request
is received.

In implementations, an approach of obtaining a first communication number and a
second communication number according to the intermediate communication number
request may include as follows. The intermediate communication number request includes
the first communication number and the second communication number, where the first

communication number and the second communication number may be a portion of the
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intermediate communication number request or an attachment to the intermediate
communication number request. The intermediate communication number request includes
respective identity information corresponding to the first communication number and the
second communication number, and the corresponding first communication number and the
corresponding second communication number are searched for from a database that is
locally stored based on the respective identity information. The first communication humber
and the second communication number may be obtained at different time points. For
example, when the intermediate communication number request includes the first
communication number, the communication device that uses the second communication
number provides the second communication number to the number management server or
provides identity information to the number management server due to a need in a
transaction process, so that the number management server can obtain the second
communication number from stored data based on the identity information.

In implementations, the first communication number and the second communication
number may be respective phone numbers usually used by different users. The first
communication number and the second communication number may be numbers of
fixed-line telephones, or may be numbers of mobile phones, which are not limited to any
number segment.

S204 allocates an intermediate communication number.

In implementations, the number management server may locally store an intermediate
communication number set, and select an intermediate communication number from the
intermediate communication number set according to predetermined rule(s). The number
management server may also be provided with a predetermined algorithm, and obtain an
intermediate communication number according to the predetermined algorithm.
Furthermore, the intermediate communication number may be a number of a segment. For
example, a number between "95000000000-95011111111" may be used as the
intermediate communication number.

In implementations, S202 and S204 are not limited to be executed in a sequential order,
and may also be performed in an overlapping manner. For example, when the intermediate

communication number request includes a first communication number, an intermediate
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communication number is allocated, and a second communication number may not have
been obtained at this point yet.

S206 sets up binding information for the calling number, the called number and the
intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing first communication numbers, second communication numbers and
intermediate communication numbers associatively with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of
binding information. The binding information can be set up by adding a new row in the data
table. Alternatively, respective identity information correspond to the first communication
number and the second communication number are correspondingly stored together with
the intermediate communication number, so that the first communication number and the
second communication number can be obtained based on the respective identity
information.

In implementations, the communication method may further include: sending a
predetermined identification to the basic communication server when the communication
number included in the query request is not found in any binding information that is stored,
the predetermined identification indicating that the current calling number is not bound to
the intermediate communication number.

In implementations, when the binding information stored by the humber management
server does not have the communication number included in the query request, this
indicates that the current calling number included in the query request is not bound to the
intermediate communication number and another communication number, or the
intermediate communication number included in the query request is not bound to other

communication numbers. In this case, a predetermined identification is sent to the basic
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communication server to inform the basic communication server that the current calling
number is not bound to the intermediate communication number.

In implementations, the predetermined identification may be a character string having
a representation of a predetermined meaning or a character string having a predetermined
format. When the basic communication server receives this predetermined identification,
this indicates that the current calling number is not bound to the intermediate
communication number.

Referring to FIG. 3, in an embodiment, the communication method may further include
the following method blocks.

S302 sets up a failure event for the binding information.
S304 unbinds the calling number and the called number from the intermediate
communication number when the failure event occurs.

In implementations, when the first communication number and the second
communication number are released from binding with the intermediate communication
number, the number management server cancels corresponding stored binding information.

In implementations, by setting up a failure event for binding information of a first
communication number, a second communication number and an intermediate
communication number, a binding of these three entities is released when the failure event
occurs. Therefore, a user that uses the first communication number and a user that uses the
second communication number are unable to contact with each other again through the
intermediate communication number after an associated transaction process is ended, thus
effectively preventing the user that uses the first communication number or the second
communication number from harassing the other by «calling the intermediate
communication number again, after the transaction process is ended.

In implementations, an expiration time for the binding information may be set. In other
words, a failure event may include a current time length of the binding information
exceeding the expiration time, as counted from the time when the binding information is set
up. The failure event may further include receiving an unbinding request, and the unbinding
request may be sent by a user communication device or a business server that is used for

processing transaction logics. Apparently, the failure event may further include other events.
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One skilled in the art may make other modifications under the teaching of the technical
essences of the present disclosure, which shall be covered within the scope of protection of
the present disclosure as long as functions and effects thereof are the same as or similar to
those of the present disclosure.

In implementations, the failure event includes a current time being greater than an
effective time that is set. In implementations, an effective time may be set for the binding
information. The effective time may be a specific time, and when the current time is greater
than the specific time, this indicates that the current time goes past the set effective time.
For example, an effective time is 24:00 on March 10, 2015. After the current time goes past
that time, the binding information automatically becomes ineffective. Alternatively, the
effective time may be a time length, and the time length may be counted from the time
when the binding information is set up, or may be counted from the time when the number
management server receives the intermediate communication number request. When a
difference between the current time and the time when the counting begins is greater than
a set time length, this indicates that the current time goes past the set effective time. For
example, the time length may be 10 days, and the time when the binding information is set
up is 12:00 on February 11, 2015. When a difference between the current time and the time
when the binding information is set up is greater than 10 days, the binding information is
invalid.

In implementations, the failure event includes receiving an unbinding request, and one
or more of the first communication number, the second communication number and the
intermediate communication number can be obtained according to the unbinding request.

In implementations, the unbinding request may be a character string having a
representation of a predetermined meaning, and may also have a predetermined format. A
user communication device may send out the unbinding request. Additionally or
alternatively, a business server that processes transaction logics may send out the unbinding
request.

In implementations, the unbinding request may include at least one of the first
communication number, the second communication number or the intermediate

communication number. A way of inclusion may include at least one of the first
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communication number, the second communication number or the intermediate
communication number being a portion of content of the unbinding request, or at least one
of the first communication number, the second communication number or the intermediate
communication number being an attachment associated with the unbinding request. The
unbinding request may further include identity information corresponding to at least one of
the first communication number or the second communication number, and the identity
information may be information of a user that uses a communication number. The
communication number corresponding thereto can be obtained from stored data using the
identity information. Based on one of the first communication number, the second
communication number and the intermediate communication number, binding information
corresponding to these three entities can be obtained from stored binding information, so
that a binding among them can be released by deleting the binding information.

Referring to FIG. 4, an embodiment of the present disclosure further provides a server
400. In implementations, the server 400 may include one or more computing devices. In
implementations, the server 400 may include one or more processors 402, an input/output
(1/0) interface 404, a network interface 406 and memory 408.

The memory 408 may include a form of computer-readable media, e.g., a
non-permanent storage device, random-access memory (RAM) and/or a nonvolatile internal
storage, such as read-only memory (ROM) or flash RAM. The memory 408 is an example of
computer-readable media.

The computer-readable media may include a permanent or non-permanent type, a
removable or non-removable media, which may achieve storage of information using any
method or technology. The information may include a computer-readable instruction, a
data structure, a program module or other data. Examples of computer storage media
include, but not limited to, phase-change memory (PRAM), static random access memory
(SRAM), dynamic random access memory (DRAM), other types of random-access memory
(RAM), read-only memory (ROM), electronically erasable programmable read-only memory
(EEPROM), quick flash memory or other internal storage technology, compact disk read-only
memory (CD-ROM), digital versatile disc (DVD) or other optical storage, magnetic cassette

tape, magnetic disk storage or other magnetic storage devices, or any other
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non-transmission media, which may be used to store information that may be accessed by a
computing device. As defined herein, the computer-readable media does not include
transitory media, such as modulated data signals and carrier waves.

In implementations, the memory 408 may include program modules 410 and program
data 412. The program modules 410 may include a query request receiving module 414, a
query module 416, an information setup module 418 and an information sending
module 420.

The query request receiving module 414 receives a query request sent from a basic
communication server, the query request including at least one of a current calling number
or an intermediate communication number.

In implementations, the basic communication server may be a server of a telecom
operator, which may make a call to a communication number according to a call request.

In implementations, the query request receiving module 414 may be a communication
terminal that is able to connected to a network and receive information, and may also be
software that instructs a communication terminal to operate. The query request receiving
module 414 receives a query request, indicating that the basic communication server
receives a call request. The server 400 is needed to further query for binding information
according to information included in the query request, and return a communication
number according to the binding information to be used as a called number of the basic
communication server for the current call request.

In implementations, the query request may be a character string having a
representation of a predetermined meaning. The query request includes at least one of a
current calling number or an intermediate communication number. The current calling
number or the intermediate communication number may be a portion of content of the
guery request. Alternatively, the current calling number or the intermediate communication
number may serve as an attachment associated with the query request. Alternatively, the
current calling number and the intermediate communication number may be a portion of
content of the query request. Alternatively, the current calling number and the intermediate

communication number may serve an attachment associated with the query request.
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In  implementations, the intermediate communication number may be a
communication number having a predetermined format. Alternatively, an intermediate
communication number set may be set up, and a communication number that is used as an
intermediate communication number is stored into the intermediate communication
number set.

The query module 416 searches for target binding information corresponding to the
communication number included in the query request from among stored binding
information according to the query request, the target binding information including a
calling number and a called number that are bound to the intermediate communication
number.

In implementations, the calling number may be a first communication number or a
second communication number, and the called number may be the second communication
number or the first communication number. It can be understood that the first
communication number and the second communication number may serve as a calling
number or a called number respectively. The binding information is used for indicating an
association relationship among the first communication number, the second communication
number and the intermediate communication number. Furthermore, any one or more of the
first communication number, the second communication number and the intermediate
communication number can be obtained based on the binding information. Moreover, the
binding information can be found based on any one or more of the first communication
number, the second communication number and the intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing and correlating first communication numbers, second communication
numbers and intermediate communication numbers with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of

binding information. Alternatively, respective identity information correspond to the first
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communication number and the second communication number is correspondingly stored
together with the intermediate communication number, so that the first communication
number and the second communication number can be obtained based on the respective
identity information.

In implementations, the query module 416 searches and determines target binding
information based on a communication number included in the query request. The current
calling number may be compared and matched with first communication number(s) and
second communication number(s) in the stored binding information. In other words, each of
the first communication number and the second communication number may serve as the
current calling number. In implementations, in response to finding that the current calling
number is the same as a first communication number or a second communication number
of a certain piece of binding information, the piece of binding information can be acted as
the target binding information. In implementations, in response to finding that the
intermediate communication number included in the query request is the same as an
intermediate communication number of a certain piece of binding information, that piece of
binding information can be set as the target binding information. In implementations, in
response to finding that the current calling number included in the query request is the
same as a first communication number or a second communication number of a certain
piece of binding information and the intermediate communication number in the query
request is the same as an intermediate communication number in that binding information,
that binding information can be considered as the target binding information.

The information setup module 418 sets up number information, and the information
sending module 420 sends the number information to the basic communication server,
where the number information includes at least the called number that is included in the
target binding information.

In implementations, the number information is used for returning a communication
number to the basic communication server, to enable the basic communication server to
take the communication number as a called number of a current call request.

In implementations, the number information includes at least the called number

included in the target binding information. For example, the current calling number included

19



10

15

20

25

WO 2016/168210 PCT/US2016/027160

in the query request may be the same as the first communication number. At this point, the
second communication number is included in the number information that is returned, so
that the basic communication server can convert the current call request into a call directed
to the second communication number. As such, the first communication number, the second
communication number and the intermediate communication number form a ternary
binding relationship through the server 400. When a call request is sent to the intermediate
communication number with the first communication number as a calling number, the call
request may be converted to a call to the second communication number. In this way, a
communication device that uses the first communication number can establish
communication with a communication device that uses the second communication number
without the need of knowing the second communication number. Moreover, when a call
request is sent to an intermediate number with the second communication number serving
as a calling number, the number information may include the first communication number,
for example, so that the basic communication server can convert the call request of the
second communication number into a call to the first communication number. As can be
seen, the present embodiment effectively avoids a leakage of phone numbers usually used
by users through a ternary binding relationship, and thus effectively protects the privacy of
the users.

In implementations, in correspondence to a query request that includes a current
calling number, corresponding number information includes one of a first communication
number and a second communication number which is different from the current calling
number. In correspondence to a query request that only includes an intermediate
communication number, corresponding number information may include a first
communication number and a second communication number in target binding information.
In this way, after receiving the first communication number and the second communication
number, the basic communication server may perform a comparison to obtain a
communication number which is different from among the current calling number from the
first communication number and the second communication number, and use the

communication number as a called number.
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Referring to FIG. 5, an embodiment of the present disclosure further provides a
communication method, which includes the following method blocks.

S502 receives a call request directed to an intermediate communication number, the
call request including a current calling number.

In implementations, the call request may be a predetermined telecom number that is
coded according to predetermined coding rule(s), or may be a character string having a
predetermined format. By initiating a call request, a communication device expects to
establish communications with a communication device that uses a called number.

In implementations, a basic communication server may receive a call request for a
communication number, and may make a call directed to the communication number. The
intermediate communication number may be a portion of content of the call request, or
may be an attachment of the call request. The basic communication server may determine
that the communication number which the received call request is directed to is an
intermediate communication number based on predetermined rule(s). The predetermined
rule(s) may include: querying intermediate communication number(s) in a stored
intermediate communication number set, and recognizing the communication number to
which the call request is directed as an intermediate communication number if a
communication number that is the same as the communication number which the call
request is directed to is found. An intermediate communication number may be a number in
a predetermined number segment. If the communication number to which the call request
is directed is found within that predetermined number segment, the communication
number to which the call request is directed can be recognized as an intermediate
communication number. For example, a number between "95000000000-95011111111" is
an intermediate communication number.

In implementations, the current calling number may be a communication number used
by a communication device that initiates a call request.

In implementations, the call request may include a current calling number. The current
calling number may be a portion of content of the call request. Alternatively, the current
calling number may be an attachment of the call request. The call request may have a

predetermined format, and may also have predetermined content. For example, a call
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request may be "call request & 95000000000 & 17095051234", where "95000000000" may
be an intermediate communication number, and "17095051234" may be a current calling
number.

S504 sends a query request to a number management server, the query request
including at least one of the current calling number or the intermediate communication
number.

In implementations, after the basic communication server receives the call request for
the intermediate communication humber, the number management server needs to return
a communication number that is to be used as a called humber. Binding relationships may be
stored in the number management server, and each binding relationship may possess three
communication numbers, with one being an intermediate communication number and
remaining ones being communication numbers used by user communication devices.

In implementations, the query request includes at least one of the current calling
number or the intermediate communication number to be provided to the number
management server, to enable the number management server to find corresponding
binding information according to the communication number included in the query request,
and thereby to return a communication number. An approach of including a communication
number in a query request may include setting a current calling number or an intermediate
communication number as a portion of content of the query request, or setting the current
calling number or the intermediate communication number as an attachment of the query
request. Alternatively, the current calling number and the intermediate communication
number may be set as content of the query request. Alternatively, the current calling
number and the intermediate communication number may be set as an attachment of the
query request.

S506 receives number information returned by the number management server, the
number information including a predetermined called humber.

In implementations, the number management server returns number information to
the basic communication server in response to the query request. The humber information
may include a communication number only, and that communication number is a

predetermined called number. The number information may further include two
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communication numbers that are bound to the intermediate communication number in the
target binding formation found by the number management server. One of these two
communication numbers is the same as the current calling number, and the other one may
be the predetermined called number. Under some circumstances, if these two
communication numbers are not the same as the current calling number, a determination
may be made that the current calling number is not bound to the intermediate
communication number. In this case, a call failure may be returned to a communication
device that uses the current calling number.

S508 converts the call request into a call to a communication device that uses the
predetermined called number, a calling number provided to the communication device
being the intermediate communication humber.

In implementations, the basic communication server converts a call request for the
intermediate communication number to a call to the predetermined called number. After
the call is connected, a communication is established between a communication device that
uses the current calling number and a communication device that uses the predetermined
called number. Therefore, in a process of establishing communications, both communication
parties do not need to know a communication number of the other party, and using a
predetermined called number that is specified by the number management server
effectively avoids a leakage of communication numbers of the communication parties.

In implementations, a calling number provided to the communication device that uses
the predetermined called number is the intermediate communication number, which
effectively avoids a leakage of a communication number that initiates a call. Moreover, as a
binding relationship between the intermediate communication number and the
predetermined called number exists at the same time, a user will know transaction
information corresponding to the intermediate communication number upon receiving the
call.

In implementations, during online shopping, a buyer may apply for an intermediate
communication number during a transaction for example. A communication number of the
buyer may therefore be bound to an intermediate communication number. Furthermore, a

communication number of a seller may also be bound to the intermediate communication
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number, and the number management server stores binding information of these three
communication numbers. When the buyer makes a call to the intermediate communication
number, the basic communication server sends a query request to the number management
server after receiving a call request directed to the intermediate communication number
from the buyer. The number management server queries stored binding information based
on a current calling number included in the query request to obtain a communication
number which is the communication number of the seller from the binding information and
is different from the current calling number, and returns the communication number of the
seller to the basic communication server as a predetermined called number. As such, the
basic communication server can initiate a call to the predetermined called number, thereby
setting up a communication connection between the buyer and the seller, without the need
of knowing the communication number of the seller by the buyer. Similarly, the seller does
not need to know the communication number of the buyer. Likewise, the foregoing
description is also applicable to a situation in which the seller makes a call to the buyer.

In implementations, S502 may further include determining whether a current called
number to which the call request is directed is an intermediate communication number. In
implementations, after receiving the call request, the basic communication server may
determine whether a communication number to which the call request is directed is an
intermediate communication number. An exemplary method of determining whether a
current called number is an intermediate communication humber may include querying
whether the current called number exists in a temporary communication number set that is
stored, and recognizing the current called number as the intermediate communication
number if the current called number exists in the temporary communication number set.
When the current called number does not exist in the temporary communication number
set, a call is directly initiated to the current called number. In this way, a determination of
whether the communication number to which the call request is directed is an intermediate
communication number avoids sending a query request to the number management server
when the communication number to which the call request is directed is not an
intermediate communication number, thereby improving the entire processing efficiency of

an associated transaction.
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In implementations, the communication method may further include making a call
directly to the current called number in an event that the current called number to which
the call request is directed is not an intermediate communication number.

In implementations, when the basic communication server finds that the current called
number to which the call request is directed is not an intermediate communication number,
the current called number which the call request is directed does not need to be converted
into another communication number, and thus a call is made directly to the current called
number.

In implementations, the communication method may further include the following
method blocks as shown in FIG. 6.

S602 receives a predetermined identification returned from the humber management
server, the predetermined identification indicating that the current calling number is not
bound to the intermediate communication number.

S604 returns a call failure to the communication device that sends the call request.

In implementations, after the basic communication server sends a query request to the
number management server, the number management server does not find the
communication number included in the query request from the stored binding relationship
in response to the query request, and in this case, may send a predetermined identification
to the basic communication server, to indicate that the communication number included in
the query request is not bound, that is, the current calling number is not bound to the
intermediate communication number. In this way, when the communication number to
which the call request is directed is not bound to the intermediate communication number,
a call failure is returned to the communication device that uses the communication number.
Therefore, when a communication device, which uses another communication number
other than communication number(s) that has/have been bound to the intermediate
communication number, sends a call request to the intermediate communication number, a
call failure is returned, which effectively avoids causing trouble to a user of a communication
number that is bound to the intermediate number after a leakage of the intermediate

communication number.
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Referring to FIG. 7, the present disclosure further provides a server 700. In
implementations, the server 700 may include one or more processors 702, an input/output
(1/0) interface 704, a network interface 706 and memory 708.

The memory 708 may include a form of computer-readable media, e.g., a
non-permanent storage device, random-access memory (RAM) and/or a nonvolatile internal
storage, such as read-only memory (ROM) or flash RAM. The memory 708 is an example of
computer-readable media as described in the foregoing description.

The memory 708 may include program modules 710 and program data 712. In
implementations, the program modules 710 may include a call request receiving module 714,
a query request sending module 716, a number information receiving module 718 and a
calling module 720.

The call request receiving module 714 receives a call request for an intermediate
communication number, the call request including a current calling number.

In implementations, a call request may be a predetermined telecom number that is
coded according to predetermined coding rule(s), or may be a character string having a
predetermined format. By initiating a call request, a communication device expects to
establish communications with a communication device that uses a called number.

In implementations, the call request receiving module 714 may receive a call request
for a communication number, and may make a call directed to the communication number.
The intermediate communication number may be a portion of content of the call request, or
may be an attachment of the call request. The server 700 may determine that the
communication number which the received call request is directed to is an intermediate
communication number based on predetermined rule(s). The predetermined rule(s) may
include: querying intermediate communication number(s) in a stored intermediate
communication number set, and recognizing the communication number to which the call
request is directed as an intermediate communication number if a communication humber
that is the same as the communication number which the call request is directed to is found.
An intermediate communication number may be a number in a predetermined number
segment. If the communication number to which the call request is directed is found within

that predetermined number segment, the communication number to which the call request
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is directed can be recognized as an intermediate communication number. For example, a
number between "95000000000-95011111111" is an intermediate communication number.

In implementations, the current calling number may be a communication number used
by a communication device that initiates a call request.

In implementations, the call request may include a current calling number. The current
calling number may be a portion of content of the call request. Alternatively, the current
calling number may be an attachment of the call request. The call request may have a
predetermined format, and may also have predetermined content. For example, a call
request may be "call request & 95000000000 & 17095051234", where "95000000000" may
be an intermediate communication number, and "17095051234" may be a current calling
number.

The query request sending module 716 sends a query request to a number
management server, the query request including at least one of the current calling number
or the intermediate communication number.

In implementations, after the call request receiving module 714 receives the call
request for the intermediate communication number, the number management server
needs to return a communication number that is to be used as a called number. Binding
relationships may be stored in the number management server, and each binding
relationship may have three communication numbers, with one being an intermediate
communication number, and remaining ones being communication numbers used by user
communication devices.

In implementations, the query request includes at least one of the current calling
number or the intermediate communication number to be provided to the number
management server, to enable the number management server to find corresponding
binding information according to the communication number included in the query request,
and thereby to return a communication number. An approach of including a communication
number in a query request may include setting a current calling number or an intermediate
communication number as a portion of content of the query request, or setting the current
calling number or the intermediate communication number as an attachment of the query

request. Alternatively, the current calling number and the intermediate communication

27



10

15

20

25

WO 2016/168210 PCT/US2016/027160

number may be set as content of the query request. Alternatively, the current calling
number and the intermediate communication number may be set as an attachment of the
guery request.

The number information receiving module 718 receives number information returned
by the number management server, the number information including a predetermined
called number.

In implementations, the number management server returns number information to
the server 700 in response to the query request. The number information may include a
communication number only, and that communication number is a predetermined called
number. The number information may further include two communication numbers that are
bound to the intermediate communication number in the target binding formation found by
the number management server. One of these two communication numbers is the same as
the current calling number, and the other one may be the predetermined called number.

The calling module 720 converts the call request into a call to a communication device
that uses the predetermined called number, a current calling number provided to the
communication device being the intermediate communication humber.

In implementations, the server 700 converts a call request for the intermediate
communication number to a call directed to the predetermined called number. After the call
is connected, a communication is established between a communication device that uses
the current calling number and a communication device that uses the predetermined called
number. Therefore, in a process of establishing communications, both communication
parties do not need to know a communication number of the other party, and using a
predetermined called number that is specified by the number management server
effectively avoids a leakage of communication numbers of the communication parties.

In implementations, a calling number provided to the communication device that uses
the predetermined called number is the intermediate communication number, which
effectively avoids a leakage of a communication number that initiates a call. Moreover, as a
binding relationship between the intermediate communication number and the

predetermined called number exists at the same time, a user will know transaction
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information corresponding to the intermediate communication number upon receiving the
call.

In implementations, during online shopping, a buyer may apply for an intermediate
communication number during a transaction for example. A communication number of the
buyer may therefore be bound to an intermediate communication number. Furthermore, a
communication number of a seller may also be bound to the intermediate communication
number, and the number management server stores binding information of these three
communication numbers. When the buyer makes a call to the intermediate communication
number, the basic communication server sends a query request to the number management
server after receiving a call request directed to the intermediate communication number
from the buyer. The number management server queries stored binding information based
on a current calling number included in the query request to obtain a communication
number which is the communication number of the seller from the binding information and
is different from the current calling number, and returns the communication number of the
seller to the basic communication server as a predetermined called number. As such, the
basic communication server can initiate a call to the predetermined called number, thereby
setting up a communication connection between the buyer and the seller, without the need
of knowing the communication number of the seller by the buyer. Similarly, the seller does
not need to know the communication number of the buyer. Likewise, the foregoing
description is also applicable to a situation in which the seller makes a call to the buyer.

Referring to FIG. 8, an embodiment of the present disclosure further provides a
communication method, which may include the following method blocks.

S802 receives an intermediate communication number request, and obtains a first
communication number and a second communication number according to the
intermediate communication number request.

In implementations, the server receives an intermediate communication number
request sent by a communication device. The communication device may include a desktop
computer, a notebook computer, a tablet computer, a smartphone, a server or a smart

wearable device.
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In implementations, a receipt of an intermediate communication number request may
represent a request for allocating an intermediate communication number for a first
communication number and a second communication number. A such, during a process of
conducting communications between a communication device that uses the first
communication number and a communication device that uses the second communication
number, both parties can establish the communications merely through the intermediate
communication number without the need of knowing a real communication humber of the
other party. In other words, the device that uses the first communication number does not
need to know the second communication number, and the device that uses the second
communication number does not need to know the first communication number, thereby
effectively protecting the privacy of both communication parties.

In implementations, the intermediate communication number request may be a
character string having a representation of a predetermined meaning. A receipt of the
character string indicates a request for allocating the intermediate communication number.
Apparently, the number management server may have a predetermined port that is set up
to receive the intermediate communication number request. In this case, the intermediate
communication number request may not have a predetermined form, and a receipt of data
at the predetermined port indicates that the intermediate communication number request
is received.

In implementations, an approach of obtaining a first communication number and a
second communication number according to the intermediate communication number
request may include as follows. The intermediate communication number request includes
the first communication number and the second communication number, where the first
communication number and the second communication number may be a portion of the
intermediate communication number request or an attachment of the intermediate
communication number request. The intermediate communication number request includes
respective identity information corresponding to the first communication number and the
second communication number, and the corresponding first communication number and the
corresponding second communication number are searched for from a database that is

locally stored based on the respective identity information. The first communication humber
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and the second communication number may be obtained at different time points. For
example, when the intermediate communication number request includes the first
communication number, the communication device that uses the second communication
number may provide the second communication number to the number management
server or provide identity information to the number management server due to a need in a
transaction process, so that the number management server can obtain the second
communication number from stored data based on the identity information.

In implementations, the first communication number and the second communication
number may be respective phone numbers usually used by different users. The first
communication number and the second communication number may be numbers of
fixed-line telephones, or may be numbers of mobile phones, which are not limited to any
number segment.

S804 allocates an intermediate communication number.

In implementations, the number management server may store an intermediate
communication number set locally, and select an intermediate communication number from
the intermediate communication number set according to predetermined rule(s). The
number management server may also be provided with a predetermined algorithm, and
obtain an intermediate communication number according to the predetermined algorithm.
The intermediate communication number may also be a number of a segment. For example,
a number between "95000000000-95011111111" may be used as the intermediate
communication number.

In implementations, S802 and S804 are not limited to be executed in a sequential
order, and may also be performed in an overlapping manner. For example, when the
intermediate communication number request includes a first communication number, an
intermediate communication number is allocated, and a second communication number
may not have been obtained at this point yet.

S806 sets up binding information for the intermediate communication number, the
first communication number and the second communication number.

In implementations, the binding information is used for indicating an association

relationship among the first communication number, the second communication number

31



10

15

20

25

30

WO 2016/168210 PCT/US2016/027160

and the intermediate communication number. Furthermore, any one or more of the first
communication number, the second communication number and the intermediate
communication number can be obtained based on the binding information. Moreover, the
binding information can be found based on any one or more of the first communication
number, the second communication number and the intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing first communication numbers, second communication numbers and
intermediate communication numbers associatively with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of
binding information. Alternatively, respective identity information correspond to the first
communication number and the second communication number are correspondingly stored
together with the intermediate communication number, so that the first communication
number and the second communication number can be obtained based on the respective
identity information.

S808 receives a call request of the first communication number to the intermediate
communication number, and converts the call request into a call of the first communication
number to the second communication number, a current calling number provided to the
second communication number being the intermediate communication number.

In implementations, the call request may be a predetermined telecom number coded
according to a predetermined coding rule, or may be a character string having a
predetermined format. A communication device, by initiating a call request, expects to
establish communication with a communication device that uses a called number.

In implementations, a call request may be a predetermined telecom number that is
coded according to predetermined coding rule(s), or may be a character string having a
predetermined format. By initiating a call request, a communication device expects to

establish communications with a communication device that uses a called number.
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In implementations, the server converts a call request for the intermediate
communication number to a call directed to the second communication number. After the
call is connected, a communication is established between a communication device that
uses the first communication number and a communication device that uses the second
communication number. So, during a process of establishing communication, both
communication parties do not need to know a communication number of the other party,
and a correlation is set up between two numbers through the server, which effectively
avoids a leakage of the communication numbers of the communication parties.

In implementations, a calling number provided to the communication device that uses
the second communication number is the intermediate communication number, thus
effectively avoiding a leakage of the first communication number that initiates a call.
Moreover, as a binding relationship between the intermediate communication number and
the second communication number also exists, a user is able to know transaction
information corresponding to the intermediate communication number upon receiving the
call.

In implementations, the communication method may further include receiving a call
request of the second communication number to the intermediate communication number,
and converting the call request into a call of the second communication number to the first
communication number, a current calling number provided to the first communication
number being the intermediate communication number.

In implementations, a relay number for communications is set up between a first
communication number and a second communication number by setting an intermediate
communication number. In other words, when the first communication number calls the
intermediate communication number, a communication is established between the first
communication number and the second communication number. When the second
communication number calls the intermediate communication number, a communication is
established between the second communication number and the first communication
number. Therefore, a user using the first communication number and a user using the
second communication number are able to establish communications with each other

through the intermediate communication number without knowing a communication
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number of the other party, thus effectively avoiding a leakage of the communication
numbers of the users.

In implementations, the communication method may further include receiving a call
request of a third communication number to the intermediate communication number, and
returning call failure information to the third communication number.

In implementations, after receiving a call request, the server finds that a called number
to which the call request is directed is an intermediate communication humber. However, a
third communication number that initiates the call request is not bound to the intermediate
communication number. In this case, call failure information is returned to the third
communication number. In this way, under certain situations in which the intermediate
communication number is leaked, even if other users know the intermediate communication
number, it is impossible to cause trouble to the user that uses the first communication
number or the second communication number by calling the intermediate communication
number.

In implementations, the communication method may further include the following
method blocks as shown in FIG. 9.

S902 sets up a failure event for the binding information.

S904 unbinds the first communication number and the second communication
number from the intermediate communication number in response to detecting that the
failure event occurs.

In implementations, when the first communication number and the second
communication number are released from binding with the intermediate communication
number, the number management server cancels corresponding stored binding information.

In implementations, by setting up a failure event for binding information of a first
communication number, a second communication number and an intermediate
communication number, a binding of these three entities is released when the failure event
occurs. Therefore, a user that uses the first communication number and a user that uses the
second communication number are unable to contact with each other again through the
intermediate communication number after an associated transaction process is ended, thus

effectively preventing the user that uses the first communication number or the second
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communication number from harassing the other by calling the intermediate
communication number again, after the transaction process is ended.

In implementations, an expiration time for the binding information may be set. In
other words, a failure event may include a current time length of the binding information
exceeding the expiration time, as counted from the time when the binding information is set
up. The failure event may further include receiving an unbinding request, and the unbinding
request may be sent by a user communication device or a business server that is used for
processing transaction logics. Apparently, the failure event may further include other events.
One skilled in the art may make other modifications under the teaching of the technical
essences of the present disclosure, which shall be covered within the scope of protection of
the present disclosure as long as functions and effects thereof are the same as or similar to
those of the present disclosure.

In implementations, the failure event includes a current time being greater than an
effective time that is set. In implementations, an effective time may be set for the binding
information. The effective time may be a specific time, and when the current time is greater
than the specific time, this indicates that the current time goes past the set effective time.
For example, an effective time is 24:00 on March 10, 2015. After the current time goes past
that time, the binding information will automatically become ineffective. Alternatively, the
effective time may be a time length, and the time length may be counted from the time
when the binding information is set up, or may be counted from the time when the number
management server receives the intermediate communication number request. When a
difference between the current time and the time when the counting begins is greater than
a set time length, this indicates that the current time goes past the set effective time. For
example, the time length may be 10 days, and the time when the binding information is set
up is 12:00 on February 11, 2015. When a difference between the current time and the time
when the binding information is set up is greater than 10 days, the binding information is
ineffective.

In implementations, the failure event includes receiving an unbinding request, and one
or more of the first communication number, the second communication number and the

intermediate communication number can be obtained according to the unbinding request.
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In implementations, the unbinding request may be a character string having a
representation of a predetermined meaning, and may also have a predetermined format. A
user communication device may send out the unbinding request. Additionally or
alternatively, a business server that processes transaction logics may send out the unbinding
request.

In implementations, the unbinding request may include at least one of the first
communication number, the second communication number or the intermediate
communication number. A way of inclusion may include at least one of the first
communication number, the second communication number or the intermediate
communication number being a portion of content of the unbinding request, or at least one
of the first communication number, the second communication number or the intermediate
communication number being an attachment associated with the unbinding request. The
unbinding request may further include identity information corresponding to at least one of
the first communication number or the second communication number, the identity
information may be information of a user that uses a communication number. The
communication number corresponding thereto can be obtained from stored data using the
identity information. Based on one of the first communication number, the second
communication number and the intermediate communication number, binding information
corresponding to these three entities can be obtained from stored binding information, so
that a binding among them can be released by deleting the binding information.

Referring to FIG. 10, an embodiment of the present disclosure further provides a server
1000. In implementations, the server 1000 may include one or more computing devices. In
implementations, the server 1000 may include one or more processors 1002, an
input/output (1/0) interface 1004, a network interface 1006 and memory 1008.

The memory 1008 may include a form of computer-readable media, e.g.,, a
non-permanent storage device, random-access memory (RAM) and/or a nonvolatile internal
storage, such as read-only memory (ROM) or flash RAM. The memory 1008 is an example
of computer-readable media as described in the foregoing description.

The memory 1008 may include program modules 1010 and program data 1012. In

implementations, the program modules 1010 may include a number request receiving
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module 1014, a number allocation module 1016, a binding module 1018 and a calling
module 1020.

The number request receiving module 1014 receives an intermediate communication
number request, and obtains a first communication number and a second communication
number according to the intermediate communication humber request.

In implementations, the number request receiving module 1014 may receive an
intermediate communication number request sent by a communication device. The number
request receiving module 1014 may be a communication terminal that is able to connected
to a network and receive information, or may be software that instructs a communication
terminal to operate. The communication device may include a desktop computer, a
notebook computer, a tablet computer, a smartphone, a server or a smart wearable device.

In implementations, the number request receiving module 1014 receives an
intermediate communication number request, which may indicate a request of allocating an
intermediate communication number for a first communication number and a second
communication number. As such, during a process that a communication device that uses
the first communication number and a communication device that uses the second
communication number conduct communications, both parties may establish
communication merely through the intermediate communication number without knowing
a real communication number of the other party. In other words, the device that uses the
first communication number does not need to know the second communication number,
and the device that uses the second communication number does not need to know the first
communication number, thereby effectively protecting the privacy of both communication
parties.

In implementations, the intermediate communication number request may be a
character string having a representation of a predetermined meaning. A receipt of the
character string indicates a request for allocating the intermediate communication number.
Apparently, the server 1000 may have a predetermined port that is set up to receive the
intermediate communication number request. In this case, the intermediate communication

number request may not have a predetermined form, and a receipt of data at the
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predetermined port indicates that the intermediate communication number request is
received.

In implementations, an approach of obtaining a first communication number and a
second communication number according to the intermediate communication number
request may include as follows. The intermediate communication number request includes
the first communication number and the second communication number, where the first
communication number and the second communication number may be a portion of the
intermediate communication number request or an attachment of the intermediate
communication number request. The intermediate communication number request includes
respective identity information corresponding to the first communication number and the
second communication number, and the corresponding first communication number and the
corresponding second communication number are searched for from a database that is
locally stored based on the respective identity information. The first communication humber
and the second communication number may be obtained at different time points. For
example, when the intermediate communication number request includes the first
communication number, the communication device that uses the second communication
number provides the second communication number to the number management server or
provides identity information to the number management server due to a need in a
transaction process, so that the number management server can obtain the second
communication number from stored data based on the identity information.

In implementations, the first communication humber and the second communication
number may be respective phone numbers usually used by different users. The first
communication number and the second communication number may be numbers of
fixed-line telephones, or may be numbers of mobile phones, which are not limited to any
number segment.

The number allocation module 1016 allocates an intermediate communication number.
In implementations, the server 1000 may store an intermediate communication
number set locally, and the number allocation module 1016 may select an intermediate
communication number from the intermediate communication number set according to

predetermined rule(s). The number allocation module 1016 may further include a
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predetermined algorithm, and obtain an intermediate communication number according to
the predetermined algorithm. Furthermore, the intermediate communication number may
be a number of a segment. For example, a number between "95000000000-95011111111"
may be used as the intermediate communication number.

The binding module 1018 sets up binding information for the intermediate
communication number, the first communication number and the second communication
number.

In implementations, the binding information is used for indicating an association
relationship among the first communication number, the second communication number
and the intermediate communication number. Furthermore, any one or more of the first
communication number, the second communication number and the intermediate
communication number can be obtained based on the binding information. Moreover, the
binding information can be found based on any one or more of the first communication
number, the second communication number and the intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing first communication numbers, second communication numbers and
intermediate communication numbers associatively with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of
binding information. Alternatively, respective identity information correspond to the first
communication number and the second communication number are correspondingly stored
together with the intermediate communication number, so that the first communication
number and the second communication number can be obtained based on the respective
identity information.

The call number module 1020 receives a call request of the first communication
number to the intermediate communication number, and converts the call request into a call

of the first communication number to the second communication number, a current calling
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number provided to the second communication number being the intermediate
communication number.

In implementations, the call request may be a predetermined telecom number coded
according to a predetermined coding rule, or may be a character string having a
predetermined format. A communication device, by initiating a call request, expects to
establish communication with a communication device that uses a called number.

In implementations, after receiving the call request, the server 1000 may determine
whether a number to which the query request is directed is an intermediate communication
number based on stored binding information, and whether the current calling humber
initiating the call request is the first communication number that is bound to the
intermediate communication number.

In implementations, the server 1000 converts a call request for the intermediate
communication number into a call directed to the second communication number. After the
call is connected, a communication is established between a communication device that
uses the first communication number and a communication device that uses the second
communication number. So, in a process of establishing communications, both
communication parties do not need to know a communication number of the other party,
and a correlation is set up between two numbers through the server 1000, which effectively
avoids a leakage of the communication numbers of both the communication parties.

In implementations, a calling number provided to the communication device that uses
the second communication number is the intermediate communication number, thus
effectively avoiding a leakage of the first communication number that initiates a call.
Moreover, as a binding between the intermediate communication number and the second
communication number also exists, a user is able to know transaction information
corresponding to the intermediate communication number upon receiving the call.

Referring to FIG. 11, an embodiment of the present disclosure further provides a
communication method, which may include the following method blocks.

$1102 receives an intermediate communication number request, the intermediate
communication number request requesting to obtain a first communication number and a

second communication humber.
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In implementations, a number management server receives an intermediate
communication number request sent by a communication device. The communication
device may include a desktop computer, a notebook computer, a tablet computer, a
smartphone, a server or a smart wearable device.

In implementations, a receipt of an intermediate communication number request may
represent a request for allocating an intermediate communication number for a first
communication number and a second communication number. A such, during a process of
conducting communications between a communication device that uses the first
communication number and a communication device that uses the second communication
number, both parties can establish the communications merely through the intermediate
communication number without the need of knowing a real communication humber of the
other party. In other words, the device that uses the first communication number does not
need to know the second communication number, and the device that uses the second
communication number does not need to know the first communication number, thereby
effectively protecting the privacy of both communication parties.

In implementations, the intermediate communication number request may be a
character string having a representation of a predetermined meaning. A receipt of the
character string indicates a request for allocating the intermediate communication number.
Apparently, the number management server may have a predetermined port that is set up
to receive the intermediate communication number request. In this case, the intermediate
communication number request may not have a predetermined form, and a receipt of data
at the predetermined port indicates that the intermediate communication number request
is received.

In implementations, an approach of obtaining a first communication number and a
second communication number according to the intermediate communication number
request may include as follows. The intermediate communication number request includes
the first communication number and the second communication number, where the first
communication number and the second communication number may be a portion of the
intermediate communication number request or an attachment to the intermediate

communication number request. The intermediate communication number request includes

41



10

15

20

25

30

WO 2016/168210 PCT/US2016/027160

respective identity information corresponding to the first communication number and the
second communication number, and the corresponding first communication number and the
corresponding second communication number are searched for from a database that is
locally stored based on the respective identity information. The first communication humber
and the second communication number may be obtained at different time points. For
example, when the intermediate communication number request includes the first
communication number, the communication device that uses the second communication
number provides the second communication number to the number management server or
provides identity information to the number management server due to a need in a
transaction process, so that the number management server can obtain the second
communication number from stored data based on the identity information.

In implementations, the first communication humber and the second communication
number may be respective phone numbers usually used by different users. The first
communication number and the second communication number may be numbers of
fixed-line telephones, or may be numbers of mobile phones, which are not limited to any
number segment.

S1104 allocates an intermediate communication number, and correlates the
intermediate communication number with the first communication number and the second
communication number.

In implementations, the number management server may locally store an intermediate
communication number set, and select an intermediate communication number from the
intermediate communication number set according to predetermined rule(s). The number
management server may also be provided with a predetermined algorithm, and obtain an
intermediate communication number according to the predetermined algorithm.
Furthermore, the intermediate communication number may be a number of a segment. For
example, a number between "95000000000-95011111111" may be used as the
intermediate communication number.

In implementations, $1102 and S1104 are not limited to be executed in a sequential
order, and may also be performed in an overlapping manner. For example, when the

intermediate communication number request includes a first communication number, an
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intermediate communication number is allocated, and a second communication number
may not have been obtained at this point yet.

In implementations, correlating the intermediate communication number with the first
communication number and the second communication humber may be implemented by
storing the first communication number, the second communication number and the
intermediate communication number correlatively with each other in a form of a data table.
First communication numbers may be stored in one column of the data table, second
communication numbers may be stored in another column, and intermediate
communication numbers may be stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated with one another are located in a same row. Alternatively, respective identity
information correspond to the first communication number and the second communication
number may be correspondingly stored together with the intermediate communication
number, so that the first communication number and the second communication number
can be obtained based on the respective identity information.

S$1106 sends correlation information to a basic communication server, the correlation
information including the intermediate communication number, the first communication
number and the second communication number.

In implementations, the correlation information may be a character string having a
predetermined format, which may be used for indicating a need for the basic
communication server to bind communication numbers included in the correlation
information.

In implementations, including the intermediate communication number, the first
communication number and the second communication number in the correlation
information may include a situation that the intermediate communication number, the first
communication number and the second communication number are a portion of content of
the correlation information, or a situation that the intermediate communication number, the
first communication number and the second communication number are acted as an

attachment of the correlation information.
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In implementations, the communication method may further include the following

method blocks as shown in FIG. 12.

$1202 sets up a failure event for correlation between the intermediate communication
number, the first communication number and the second communication number.

$1204 invalidates the correlation among the first communication number, the second
communication number and the intermediate communication number when the failure
event occurs.

$1206 sends an unbinding request to the basic communication server, the unbinding
request including one or more of the first communication number, the second
communication number or the intermediate communication number.

In implementations, by setting up a failure event for binding information of a first
communication number, a second communication number and an intermediate
communication number, a binding of these three entities is released when the failure event
occurs. Therefore, a user that uses the first communication number and a user that uses the
second communication number are unable to contact with each other again through the
intermediate communication number after an associated transaction process is ended, thus
effectively preventing the user that uses the first communication number or the second
communication number from harassing the other by «calling the intermediate
communication number again, after the transaction process is ended.

In implementations, an expiration time may be set, i.e., counted from the time when
these three numbers begin to be correlated. The failure event may include that a current
time length of these three numbers being correlated exceeding the expiration time. The
failure event may further include receiving an unbinding request, and the unbinding request
may be sent by a user communication device or a business server that is used for processing
transaction logics. Apparently, the failure event may further include other events. One
skilled in the art may make other modifications under the teaching of the technical essences
of the present disclosure, which shall be covered within the scope of protection of the
present disclosure as long as functions and effects thereof are the same as or similar to

those of the present disclosure.
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In implementations, an unbinding request is sent to the basic communication server to
cause the basic communication server to release a binding of the first communication
number and the second communication number from the intermediate communication
number, thereby allowing recycling of the intermediate communication number. Moreover,
the basic communication server unbinds the three communication numbers, so that a party
that uses the first communication number or the second communication number is unable
to initiate a call to the other party again according to the intermediate communication
number after an associated transaction process is ended, thus avoiding conducting
harassment after the transaction process is ended.

In implementations, the unbinding request may be a character string having a
predetermined format. The unbinding request includes one or more of the first
communication number, the second communication number or the intermediate
communication number. The communication number(s) may be included as a portion of
content of the unbinding request, or included as an attachment of the unbinding request.

In implementations, the failure event includes a current time being greater than an
effective time that is set. In implementations, an effective time may be set for a correlation
among the three numbers. The effective time may be a particular time, and when the
current time is greater than the particular time, this indicates that the current time goes past
the set effective time. For example, an effective time is 24:00 on March 10, 2015. After the
current time goes past that time, the correlation among the three numbers automatically
becomes ineffective. Alternatively, the effective time may be a time length, and the time
length may be counted from the time when the correlation is established, or may be
counted from the time when the number management server receives the intermediate
communication number request. When a difference between the current time and the time
when the counting begins is greater than a set time length, this indicates that the current
time goes past the set effective time. For example, the time length may be 10 days, and the
time when the binding information is set up is 12:00 on February 11, 2015. When a
difference between the current time and the time when the binding information is set up is

greater than 10 days, the correlation is invalid.
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In implementations, the failure event may include receiving a correlation invalidating
request, and one or more of the first communication number, the second communication
number or the intermediate communication number may be obtained according to the
correlation invalidating request.

In implementations, the correlation invalidating request may be a character string
having a representation of a predetermined meaning, and may also have a predetermined
format. A user communication device may send out the correlation invalidating request.
Additionally or alternatively, a business server that processes transaction logics may send
out the correlation invalidating request.

In implementations, the correlation invalidating request may include at least one of
the first communication number, the second communication nhumber or the intermediate
communication number. A way of inclusion may include at least one of the first
communication number, the second communication number or the intermediate
communication number being a portion of content of the correlation invalidating request, or
at least one of the first communication number, the second communication number or the
intermediate communication number being an attachment associated with the correlation
invalidating request. The correlation invalidating request may further include identity
information corresponding to at least one of the first communication number or the second
communication number, and the identity information may be information of a user that uses
a communication number. The basic communication server may obtain a corresponding
communication number from stored data using the identity information. Based on one of
the first communication number, the second communication number and the intermediate
communication number, the basic communication server may obtain binding information
corresponding to these three entities from stored binding information, so that a binding
among these three entities can be released by deleting the binding information.

Referring to FIG. 13, an embodiment of the present disclosure further provides a
communication method, which may include the following method blocks.

S1302 receives correlation information that includes a first communication number, a

second communication number and an intermediate communication number.

46



10

15

20

25

WO 2016/168210 PCT/US2016/027160

In implementations, when the basic communication server receives correlation
information, this indicates that a binding among the first communication number, the
second communication number and the intermediate communication number that are
included in the correlation information is needed to be performed.

In implementations, the basic communication server may be a server of a telecom
operator, which is able to make a call specific to a communication number in response to a
call request.

S$1304 sets up binding information for the intermediate communication number, the
first communication number and the second communication number.

In implementations, the binding information is used for indicating an association
relationship among the first communication number, the second communication humber
and the intermediate communication number. Furthermore, any one or more of the first
communication number, the second communication number or the intermediate
communication number can be obtained based on the binding information. Moreover, the
binding information can be found based on any one or more of the first communication
number, the second communication number or the intermediate communication number.

In implementations, an exemplary form of the binding information may include, for
example, storing first communication numbers, second communication numbers and
intermediate communication numbers correlatively with one another in a form of a data
table. The first communication numbers are stored in one column of the data table, the
second communication numbers are stored in another column, and the intermediate
communication numbers are stored in a third column. A first communication number, a
second communication number and an intermediate communication number that are
correlated are located in a same row, that is, a row in the data table may be a piece of
binding information. Alternatively, respective identity information correspond to the first
communication number and the second communication number is correspondingly stored
together with the intermediate communication number, so that the first communication
number and the second communication number can be obtained based on the respective

identity information.
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S$1306 receives a call request of the first communication number to the intermediate
communication number, and converts the call request into a call of the first communication
number to the second communication number, a current calling number provided to the
second communication number being the intermediate communication number.

In implementations, the call request may be a predetermined telecom number that is
coded according to predetermined coding rule(s), or may be a character string having a
predetermined format. By initiating a call request, a communication device expects to
establish communications with a communication device that uses a called number.

In implementations, after receiving the call request, the basic communication server
may determine whether a number to which the query request is directed is an intermediate
communication number, and whether the current calling number that initiates the call
request is the first communication number bound to the intermediate communication
number based on stored binding information.

In implementations, the server converts a call request for the intermediate
communication number to a call specific to the second communication number. After the
call is connected, a communication is established between a communication device that
uses the first communication number and a communication device that uses the second
communication number. So, in a process of establishing communications, both
communication parties do not need to know a communication number of the other party,
and a correlation is set up between the two numbers through the server, which effectively
avoids a leakage of the communication numbers of both the communication parties.

In implementations, a calling number provided to the communication device that uses
the second communication number is the intermediate communication number, thus
effectively avoiding a leakage of the first communication number that initiates a call.
Moreover, as a binding between the intermediate communication number and the second
communication number also exists, a user may know transaction information corresponding
to the intermediate communication number upon receiving the call.

In implementations, the communication method may further include receiving a call
request of the second communication number to the intermediate communication number,

and converting the call request into a call of the second communication number to the first
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communication number, a current calling number provided to the first communication
number being the intermediate communication number.

In implementations, a relay number for communications is set up between a first
communication number and a second communication number by setting an intermediate
communication number. In other words, when the first communication number calls the
intermediate communication number, a communication is established between the first
communication number and the second communication number. When the second
communication number calls the intermediate communication number, a communication is
established between the second communication number and the first communication
number. Therefore, a user using the first communication number and a user using the
second communication number are able to establish communications with each other
through the intermediate communication number without knowing a communication
number of the other party, thus effectively avoiding a leakage of the communication
numbers of the users.

In implementations, the communication method may further include receiving a call
request of a third communication number to the intermediate communication number, and
returning call failure information to the third communication number.

In implementations, after receiving a call request, the server finds that a called
number to which the call request is directed is an intermediate communication number.
However, a third communication number that initiates the call request is not bound to the
intermediate communication number. In this case, call failure information is returned to the
third communication number. In this way, under certain situations in which the intermediate
communication number is leaked, even if other users know the intermediate communication
number, it is impossible to cause trouble to the user that uses the first communication
number or the second communication number by calling the intermediate communication
number.

In implementations, the method may further include the following method blocks as

shown in FIG. 14.
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51402 receives an unbinding request, the unbinding request including one or more of a
first communication number, a second communication number or an intermediate
communication number.

51404 finds corresponding binding information according to the unbinding request, and
releases a binding among the first communication number, the second communication
number and the intermediate communication number.

In implementations, the unbinding request may be a character string having a
representation of a predetermined meaning, and may also have a predetermined format.
The unbinding request may be sent by a user communication device and/or a server.

In implementations, the unbinding request may include at least one of the first
communication number, the second communication number or the intermediate
communication number. A way of inclusion may include at least one of the first
communication number, the second communication number or the intermediate
communication number being a portion of content of the unbinding request, or at least one
of the first communication number, the second communication number or the intermediate
communication number being an attachment associated with the unbinding request. The
unbinding request may further include identity information corresponding to at least one of
the first communication number or the second communication number, and the identity
information may be information of a user that uses a communication number. The
communication number corresponding thereto can be obtained from stored data using the
identity information. Based on one of the first communication number, the second
communication number and the intermediate communication number, binding information
corresponding to these three entities can be obtained from stored binding information, so
that a binding among them can be released by deleting the binding information.

As can be seen from the technical solutions provided in the foregoing embodiments of
the present disclosure, the present disclosure can achieve a binding of communication
numbers of two users to an intermediate communication number. Furthermore, each user is
able to establish a communication with another user by initiating a call request to the
intermediate communication number, without the need of knowing a communication

number of the other user. In this way, both parties can communicate with each other merely
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by knowing the intermediate communication number during a transaction process, thereby
effectively avoiding a leakage of the communication numbers of the users and effectively
protecting the privacy of the users.

Although the present disclosure has been described using exemplary embodiments,
one of ordinary skill in the art can understand that many variations and changes may be
made to the present disclosure without departing from the spirit of the present disclosure. It
is intended that the appended claims include such variations and changes without departing

from the spirit of the present disclosure.
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Claims

1. A method comprising:

receiving a query request from a basic communication server, the query request
including at least one of a current calling number or an intermediate communication
number;

searching for target binding information corresponding to the at least one of the
current calling number or the intermediate communication number included in the query
request from stored binding information according to the query request, the target binding
information comprising the current calling humber and a called number that are bound to
the intermediate communication number;

setting up number information in response to finding the target binding information,
the number information at least including the called number that is included in the target
binding information; and

sending the number information to the basic communication server.

2. The method of claim 1, wherein prior to receiving the query request, the method
further comprises:

receiving an intermediate communication number request;

obtaining the current calling number and the called number according to the
intermediate communication number request;

allocating the intermediate communication humber; and

setting up the target binding information for the calling number, the called number and

the intermediate communication number.

3. The method of claim 1, further comprising sending a predetermined identification to
the basic communication server in response to failing to find the target binding information,
the predetermined identification indicating that the current calling number is not bound to

the intermediate communication number.
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4. The method of claim 1, further comprising:
setting up a failure event for the binding information; and
unbinding the current calling number and the called number from the intermediate

communication number in response to an occurrence of the failure event.

5. The method of claim 4, wherein the failure event comprises that a current time is

greater than an expiration time.

6. The method of claim 4, wherein the failure event comprises receiving an unbinding
request, wherein one or more of the current calling number, the called number or the

intermediate communication number is obtained according to the unbinding request.

7. The method of claim 1, further comprising:
receiving an unbinding request; and
unbinding the current calling number and the called number from the intermediate

communication number in response to receiving the unbinding request.

8. A server comprising:

onhe or more processors;

memory;

a call request receiving module stored in the memory and executable by the one or
more processors to receive a call request directed to an intermediate communication
number, the call request including a current calling number;

a query request sending module stored in the memory and executable by the one or
more processors to send a query request to a number management server, the query
request including at least one of the current calling number or the intermediate
communication number;

a number information receiving module stored in the memory and executable by the
one or more processors to receive number information from the number management

server, the number information including a predetermined called number; and
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a calling module stored in the memory and executable by the one or more processors
to convert the call request into a call to a communication device that uses the
predetermined called number, a corresponding calling number provided to the

communication device being the intermediate communication number.

9. The server of claim 8, wherein the call request receiving module further determines
whether a current called number to which the call request is directed is the intermediate

communication number.

10. The server of claim 9, wherein the call request receiving module determines
whether the current called number to which the call request is directed is the intermediate
communication number by:

qguerying whether the current called number exists in a communication number set;
and

recognizing the current called number as the intermediate communication number in

response to finding the current called number to exist in the communication number set.

11. The server of claim 9, wherein the calling module further makes a call directly to the
current called number in response to the current called number to which the call request is

directed being not the intermediate communication number.

12. The server of claim 8, wherein the server further receives a predetermined
identification from the number management server, and returns a call failure to a
communication device that sends the call request the predetermined identification
indicating that the current calling number is not bound to the intermediate communication

number.

13. The server of claim 8, wherein prior to receiving the call request, further comprising
a number request receiving module to receive an intermediate communication number

request for allocating the intermediate communication number, and obtain the current
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calling number and the predetermined called number from the intermediate communication

number request.

14. The server of claim 8, further comprising:
a number allocation module to allocate the intermediate communication number; and
a binding module to set up binding information for the intermediate communication

number, the current calling number and the predetermined called number.

15. The server of claim 13, wherein the server further sets a failure event for the
binding information, and unbinds the current calling number and the predetermined called
number from the intermediate communication number in response to detecting an

occurrence of the failure event.

16. The server of claim 8, wherein the server further receives a call request of another
communication number to the intermediate communication number, the another
communication number being not bound to the intermediate communication number, and
returns call failure information to a communication device that uses the another

communication number.

17. One or more computer-readable media storing executable instructions that, when
executed by one or more processors, cause the one or more processors to perform acts
comprising:

receiving correlation information that includes a first communication number, a second
communication number and an intermediate communication number;

correlating the intermediate communication number with the first communication
number and the second communication number;

receiving a first call request of the first communication number to the intermediate
communication number; and

converting the first call request of the first communication number into a first call of the

first communication number to the second communication number, a first calling number
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provided to the second communication number being the intermediate communication

number.

18. The one or more computer-readable media of claim 17, wherein the acts further
comprises:

receiving a second call request of the second communication number to the
intermediate communication number; and

converting the second call request into a second call of the second communication
number to the first communication number, a second calling number provided to the first

communication number being the intermediate communication humber.

19. The one or more computer-readable media of claim 17, wherein the acts further
comprises:

receiving a third call request of a third communication number to the intermediate
communication number, third communication number being not bound with the
intermediate communication number; and

returning call failure information to the third communication number.

20. The one or more computer-readable media of claim 17, wherein the acts further
comprises:

receiving an unbinding request, the unbinding request including one or more of the first
communication number, the second communication number or the intermediate
communication number;

finding corresponding binding information according to the unbinding request; and

unbinding the first communication number and the second communication number

from the intermediate communication number.
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