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Description 

BACKGROUND  OF  THE  INVENTION 

Field  of  the  Invention 

The  present  invention  generally  relates  to  the 
management  of  a  multiuser/multitasking  computer 
environment  and,  more  particularly,  to  a  procedure 
which  allows  users  of  a  computer  system  compris- 
ing  a  plurality  of  computers  connected  in  a  local 
area  network  to  share  both  file  resources  and  ap- 
plication  programs  on  the  local  area  network  with- 
out  modification  of  existing  application  programs 
which  were  designed  to  operate  in  a  non-network 
environment. 

Description  of  the  Prior  Art 

The  networking  of  individual  computers  to  allow 
an  application  program  and  file  resources  to  be 
accessed  by  users  of  the  computers  has  become 
of  paramount  importance  in  the  data  processing 
industry.  In  particular,  business  entities,  from  large 
corporations  to  relatively  small  companies,  have 
demanded  a  way  of  allowing  users  of  personal 
computers  installed  in  their  offices  to  share  both 
application  programs  and  file  resources  on  a  net- 
work.  The  hardware  capability  of  accomplishing 
this  has  been  provided  in  what  is  known  as  a  local 
area  network  (LAN)  of  which  there  are  several 
architectures.  As  but  one  example,  the  IBM  Cor- 
poration  has  made  commercially  available  the  PC 
Network  which  comprises  an  adapter  card  for  in- 
sertion  into  each  personal  computer  connected  in  a 
network  as  well  as  other  peripheral  interconnection 
apparatus. 

The  demand  of  the  customers  of  application 
programs  requires  the  installation  of  multiple  iden- 
tical  software  configurations  in  a  customer-man- 
aged  environment;  e.g.,  secretarial,  business  pro- 
fessional,  and  engineering  or  scientific  systems.  In 
many  instances,  this  has  resulted  in  a  complete 
turnabout  in  the  techniques  which  the  personal 
computer  software  industry  has  used  for  a  number 
of  years;  that  is,  application  programs  packaged  in 
individual  boxes  and  a  license  to  use  that  program 
on  a  single  computer  or  on  only  one  computer  at  a 
time.  The  vast  majority  of  commercially  available 
application  programs  (as  well  as  operating  sys- 
tems)  are  marketed  today  in  this  manner.  With  the 
advent  of  the  demand  for  networking,  a  need  has 
arisen  to  allow  such  existing  commercially  available 
programs  to  operate  on  a  local  area  network.  This 
dilemma  has  previously  had  but  one  solution  and 
that  was  the  redesign  of  the  application  programs 
to  operate  on  a  network.  This  solution  is  not  only 
expensive,  it  has  a  ripple  effect.  Once  redesigned 

to  run  on  a  network,  the  application  programs  must 
then  be  redistributed  and  reinstalled  on  end  user 
equipment.  This  procedure  generally  requires  the 
licensees  or  owners  of  copies  of  application  pro- 

5  grams  to  dispose  of  the  non-network  original  ver- 
sions  either  by  destruction  of  the  copies  or  return 
of  the  copies  to  the  publisher. 

The  industry  also  faces  the  problem  of  how  to 
insure  recovery  of  its  cost  plus  a  profit  from  the 

io  application  programs  which  it  develops.  The  single 
copy  license  or  price  of  an  application  program  is 
thought  to  have  been  relatively  effective  so  that  the 
price  of  a  program  can  be  a  direct  function  of  a 
reasonable  estimate  of  the  number  of  users.  How- 

75  ever,  the  introduction  of  local  area  network  which 
would  allow  multiple  users  to  use  the  same  ap- 
plication  program  creates  a  distinct  problem  with 
respect  to  pricing.  The  number  of  such  users  may 
be  relatively  unlimited.  Indeed,  new  technology  of 

20  higher  speed  microprocessors  and  memory,  which 
has  driven  the  development  of  programming  func- 
tion  executing  an  interdependent  fashion  in  multiple 
processors,  is  making  it  feasible  for  more  and  more 
users  to  share  the  same  program  and  data  files. 

25  The  practical  limit  of  the  number  of  users  who  may 
access  a  single  program  and  associated  data  files 
is  generally  dependent  on  the  speed  of  the  access. 
There  comes  a  point  when  the  number  of  concur- 
rent  users  becomes  such  that  an  individual  cannot 

30  access  the  program  or  the  data  files  in  a  reason- 
able  period  of  time.  However,  as  technology  im- 
proves  the  processors  and  storage  devices,  speed 
of  access  and  computing  time  is  improved,  and  the 
number  of  concurrent  users  may  increase. 

35  European  Patent  Application  0  136  666  as- 
signed  to  the  IBM  Corporation  discloses  a  unique 
multiprocessing  (MP)  method  for  executing  on  plu- 
ral  CPUs  of  the  MP  a  uniprocessor  system  (UPS) 
program  not  written  to  run  on  a  MP  system.  Sepa- 

40  rate  copies  of  the  UPS  are  provided  in  the  shared 
main  storage  (MS)  of  the  MP.  A  hypervisor  type  of 
control  program  (called  a  partitioned  multi-process- 
ing  system,  PMP)  uses  the  MP  method  to  enable 
simultaneous  execution  of  the  plural  copies  of  a 

45  UPS  on  different  CPUs  of  the  MP  as  UPS  guest 
virtual  machines.  PMP  can  dedicate  any  CPU  to 
the  sole  execution  of  a  particular  copy  of  UPS.  The 
copies  of  the  UPS  run  on  the  different  CPUs  in- 
dependently  of  each  other,  but  they  may  share  I/O 

50  devices. 
The  subject  invention  was  conceived  as  a  re- 

sult  of  having  a  large  number  of  computer  software 
application  programs  which  were  designed  to  ex- 
ecute  in  a  single  user  environment  and  needed  to 

55  migrate  to  a  multi-user/multi-tasking  operating  envi- 
ronment.  The  original  application  programs  made 
no  provisions  for  file  sharing  or  record  locking  as 
was  later  required  by  changing  times  and  computer 
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interconnected  environments.  In  the  past,  the  mi- 
gration  of  such  single  user  environment  application 
programs  was  achieved  only  at  the  investment  of 
great  time  and  money  to  rewrite  the  application 
programs  for  the  multi-user/multi-tasking  environ- 
ment.  Moreover,  this  approach  was  not  practical  in 
this  case  because  existing  application  programs 
could  not  be  changed  as  the  base  product  had 
already  been  sold  to  and  installed  by  existing  end 
users  who  wanted  to  grow  into  a  network  environ- 
ment  at  a  minimal  cost.  If  the  traditional  approach 
had  been  taken,  over  400  programs  would  have 
required  source  program  modifications  to  accom- 
modate  the  new  environment.  The  language  com- 
piler  to  which  the  original  programs  were  written 
did  not  support  file  sharing  or  record  locking,  so 
any  attempt  to  modify  the  application  programs  to 
support  these  features  would  require  compiler 
changes  or  adhoc  assembler  calls  to  accomplish 
the  file  support  required.  A  further  complication  to 
the  task  was  the  fact  that,  due  to  the  large  number 
of  application  programs,  no  one  person  nor  com- 
puter  system  understood  how  each  program  was 
using  the  data  files  accessed  by  the  programs. 
Some  of  the  application  programs  required  tem- 
porary  work  files.  When  the  same  program  was 
running  on  two  different  systems  using  a  temporary 
file  with  a  specific  name,  the  result  would  be  far 
from  acceptable.  In  addition,  the  application  pro- 
grams  were  structured  in  programs  and  groups  of 
programs  whose  process  interlocking  needed  to  be 
controlled. 

The  network  used  for  implementation  was  the 
IBM  Local  Area  Network  (LAN)  for  the  IBM  Per- 
sonal  Computer.  It  supports  two  basic  types  of 
logical  systems:  server  systems  which  share  their 
devices  with  other  computers  on  the  network,  and 
remote  systems  which  use  devices  attached  to  the 
server  systems.  The  server  systems  generally  pro- 
vided  access  to  their  disk  files  and  printers  to 
remote  systems.  The  caveat  to  this  protocol  was 
when  files  were  concurrently  required  by  other 
systems,  the  default  was  non-share;  i.e.,  only  one 
computer  system  and  its  application  program  at  a 
time  could  open  a  non-share  file.  When  multiple 
application  programs  across  multiple  systems  re- 
quired  file  access,  a  special  parameter  was  re- 
quired  by  the  requesting  program  indicating  shared 
file  usage. 

Among  the  problems  posed  by  the  migration 
from  a  single  user  environment  to  a  network  envi- 
ronment  was  that  the  network  afforded  users  the 
ability  to  illegally  copy  application  programs  and 
their  appropriate  control  files  to  remote  systems. 
Because  it  normally  took  too  long  to  load  programs 
across  the  network,  users  would  make  copies  try- 
ing  to  increase  the  overall  performance  of  their 
network.  While  the  application  programs  would  run 

faster,  the  programs  would  get  out  of  control  be- 
cause  their  control  files  would  be  duplicated  across 
the  network. 

Furthermore,  it  is  desirable  that  the  transition 
5  for  existing  users  from  a  non-network  environment 

to  a  network  environment  be  smooth  and  transpar- 
ent;  i.e.,  require  minimal  retraining  and  adjustment 
to  the  new  environment.  It  is  also  desirable  that, 
once  a  user  has  crossed  the  bridge  to  a  network 

io  environment,  they  should  still  be  able  to  run  stand- 
alone  application  programs  in  a  non-network  envi- 
ronment  or  mode. 

SUMMARY  OF  THE  INVENTION 
15 

It  is  therefore  a  general  object  of  my  invention 
to  allow  sharing  of  programs  and  associated  data 
files  by  multiple  users  in  a  network. 

It  is  another  and  more  specific  object  of  the 
20  invention  to  provide  a  procedure  for  allowing  a 

large  base  of  existing  application  programs  written 
for  a  non-network  environment  to  be  used  in  a 
multi-user/  multi-tasking  environment  without  hav- 
ing  to  rewrite  the  source  code  of  the  application 

25  programs. 
It  is  another  object  of  the  present  invention  to 

provide  a  procedure  which  is  adapted  to  an  exist- 
ing  local  area  network  that  allows  users  of  applica- 
tion  programs  that  were  designed  to  operate  in  a 

30  non-network  environment  to  use  those  same  pro- 
grams  in  the  network  environment  with  minimal 
retraining. 

It  is  a  further  object  of  my  invention  to  achieve 
the  foregoing  objects  at  a  reasonable  cost  both  for 

35  the  program  developer  and  for  the  program  end 
users. 

What  is  termed  a  "node  enabler"  program 
which  allows  programs  to  execute  across  multiple 
intelligent  nodes  (individual  central  processing  units 

40  or  computers)  and  allow  sharing  of  these  programs 
by  multiple  users  in  a  network  has  been  developed. 
The  method  comprises  a  program  stored  in  each 
node  or  computer  on  the  network  which  program 
converts  a  data  management  request  into  a  file 

45  sharing  and  record-locking  protocol  which  may  be 
forwarded  to  one  node  or  computer  which  is  des- 
ignated  as  the  server  computer.  In  addition,  the 
method  comprises  another  program  stored  in  the 
server  computer  which  includes  means  for  deciding 

50  which  of  the  requestor  computers  may  have  access 
to  a  specified  application  program  in  response  to  a 
request  from  that  requester  computer. 

In  determining  how  to  provide  file  sharing  facili- 
ties  to  programs  which  were  oblivious  to  the  con- 

55  cept,  the  following  technique  was  used.  Each  pro- 
gram,  in  a  base  of  over  400  programs,  was  scrutini- 
zed  to  determine  whether  its  intent  was  to  merely 
read  an  existing  file,  create  a  new  file,  or  update  an 

3 



5 EP  0  254  854  B1 6 

existing  file.  A  symmetrical  matrix  based  on  pro- 
gram  names  was  built  which  identified  each  pro- 
gram  by  name  and  whether  or  not  the  program 
could  run  concurrently  with  other  programs  in  the 
network.  The  following  is  a  sample  of  the  matrix. 

A  A  A  A 

A  A  A  A 

0  0  0  0 

0  1  2  i3 

AA00  Y  N  Y  Y 

AA01  N  Y  Y  Y 

AA0  2  Y  Y  Y  Y 

AA0  3  Y  Y  Y  N 

The  above  table  depicts  four  named  application 
programs  (AA00,  AA01,  AA02,  and  AA03).  The 
letter  "N"  denotes  that  a  program  cannot  be  ex- 
ecuted  when  a  conflict  will  occur  with  another  user 
or  task  in  the  network;  e.g.,  program  AA00  cannot 
execute  in  the  network  if  program  AA01  is  already 
executing  in  the  network.  However,  program  AA00 
can  execute  if  another  copy  of  itself  or  programs 
AA02  or  AA03  are  currently  running  in  the  network. 

In  order  to  make  the  above  control  decisions, 
some  level  of  control  is  required  before  a  request 
is  passed  to  the  operating  system  to  load  a  pro- 
gram.  To  accomplish  this  interception  of  a  user  or 
program  request,  a  software  layer  was  added  on 
top  of  the  Disk  Operating  System  (DOS)  of  the  IBM 
Personal  Computer  (PC).  The  software  addition, 
referred  to  as  a  hypervisor,  intercepts  all  program 
load/execute  requests  and  file  processing  requests. 
The  intent  of  the  interception  is  two  fold. 

First,  all  requests  for  program  load/execution 
are  directed  to  the  server  system  which  maintains 
information  about  each  user  in  the  system;  i.e., 
what  programs  are  they  currently  running.  The 
server  system  takes  the  name  of  the  program 
being  requested  and  checks  the  current  user  list 
and  program  matrix  to  insure  that  no  conflicts  exist 
within  the  network.  If  no  conflicts  are  found,  the 
user  table  is  updated  to  reflect  the  remote  sys- 
tem's  intent  to  load  the  program.  Conversely,  when 
the  remote  system  concludes  the  execution  of  a 
program,  the  user  table  in  the  server  system  is 
updated  to  reflect  this  new  piece  of  control  in- 
formation.  If  a  conflict  during  program  loading  is 
received  by  the  remote  system,  a  message  is 
placed  on  the  user's  display  screen  inviting  them 
to  retry  the  request  until  the  conflict  is  resolved  or 
to  cancel  the  current  program  load  request. 

Second,  all  file  open  requests  are  intercepted 
by  the  hypervisor  and  converted  to  reflect  file  shar- 
ing  attributes  which  are  not  specified  as  a  result  of 
earlier  programming  techniques  employed.  Further, 

5  the  names  of  temporary  work  files  might  be 
changed  to  enhance  the  concurrency  aspect  of  the 
applications  in  a  network/multi-tasking  environment. 
Under  certain  conditions  when  an  application  is 
reading  or  writing  selected  application  control  file 

io  records,  these  requests  are  also  intercepted  by  the 
hypervisor  and  the  record  is  changed  as  the  multi- 
user  environment  dictates. 

Further  in  the  practice  of  the  invention,  as  a 
matter  of  program  control  certain  application  pro- 

15  grams  are  not  allowed  to  execute  on  remote  com- 
puter  systems  but  only  on  the  server/resource 
manager  computer  system. 

As  an  additional  level  of  program  usage  con- 
trol,  the  issue  of  insuring  that  only  properly  li- 

20  censed  users  could  successfully  operate  on  the 
network  needed  to  be  considered.  The  user  can 
purchase  the  base  applications  (any  where  from  70 
to  400  programs)  and  can  then  install  the  programs 
on  the  server  system  as  in  any  single  user  com- 

25  puter  system  application.  In  order  for  additional 
users  to  operate  within  the  network  environment, 
each  additional  user  is  required  to  purchase  an 
application  network  authorization  diskette.  Each  dis- 
kette  is  encoded  at  the  factory  with  a  unique  serial 

30  number.  The  mechanics  of  adding  users  is  as 
follows.  Each  remote  user  is  required  to  make  a 
copy  of  their  network  authorization  diskette.  The 
original  of  the  network  authorization  diskette  is 
used  by  the  person  operating  on  the  server  sys- 

35  tern,  and  the  copy  is  used  by  the  first  remote 
computer  system.  Before  any  remote  users  could 
start  using  application  programs,  the  server  system 
is  required  to  start  its  network  hypervisor.  Only 
then  can  any  of  the  remote  systems  successfully 

40  start  their  hypervisors.  As  the  remote  systems 
start,  their  unique  network  diskette  serial  number  is 
sent  to  and  recorded  by  the  server  system  for 
verification  of  authenticity  and  a  check  that  the 
serial  number  sent  is  not  already  in  use.  The  server 

45  software  also  provides  for  recognition  of  remote 
computer  systems  disconnecting  or  removing 
themselves  gracefully  from  the  network  and  appro- 
priately  logs  these  systems  off  of  the  application 
network. 

50  One  advantage  of  this  method  is  that  the  pro- 
gram  code  which  distributes  or  "enables"  the  ex- 
ecution  of  function  remotely  from  the  server  is  an 
individual  program  which  is  loaded  into  each  re- 
mote  computer.  The  same  is  true  for  the  program 

55  code  which  is  entered  into  the  server  computer. 
The  "node  enabler"  product,  as  the  two  programs 
may  be  viewed,  are  companions  to  the  application 
programs  whose  function  and  data  files  are  to  be 

4 
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shared  on  the  network. 

BRIEF  DESCRIPTION  OF  THE  DRAWINGS 

The  foregoing  and  other  objects,  aspects  and 
advantages  of  the  invention  will  be  better  under- 
stood  from  the  following  detailed  description  of  a 
preferred  embodiment  with  reference  to  the  draw- 
ings,  in  which: 

Figure  1  is  a  simplified  block  diagram  showing  a 
local  area  network  composed  of  a  server  com- 
puter  and  one  remote  or  requestor  node  with  the 
"node  enabler"  product  installed;  and 
Figures  2  to  10  are  logic  flow  diagrams  showing 
the  details  of  the  operation  of  the  procedure 
according  to  the  invention. 

In  the  logic  flow  diagrams,  all  logic  is  pre- 
sented  in  horizontal  representation  versus  tradi- 
tional  vertical  representation.  Entry  to  each  page  of 
logic  flow  is  from  the  far  left  center  of  the  page 
with  the  exit  being  on  the  far  right  of  the  page. 
Each  decision  symbol  (or  diamond  shape)  is  en- 
tered  at  the  9:00  o'clock  position  and  with  a  true 
result  exit  at  12:00  o'clock  and  a  false  result  at  6:00 
o'clock.  Each  decision  symbol  is  marked  with  the 
letter  "D"  followed  by  a  number  which  corresponds 
to  a  more  in  depth  description  of  the  decision 
being  performed.  This  is  located  at  the  10:30 
o'clock  position.  Logic  processes  or  computations 
(rectangular  shapes)  are  entered  from  the  left  and 
exit  on  their  right.  Traditional  subroutines  are  de- 
noted  by  an  additional  horizontal  bar  within  the 
rectangle,  the  name  of  the  subroutine  being  called 
being  in  the  smallest  portion  of  the  rectangle.  The 
function  of  the  subroutine  is  described  in  the  larger 
portion  of  the  rectangle.  Circles  are  used  as  con- 
nectors  and  serve  only  to  describe  how  two  logic 
points  converge  to  a  single  point.  Logic  flow  enters 
a  circle  at  the  12:00  o'clock  and  6:00  o'clock  posi- 
tions  with  the  flow  output  continuing  at  the  3:00 
o'clock  position. 

DETAILED  DESCRIPTION  OF  THE  PREFERRED 
EMBODIMENT  OF  THE  INVENTION 

The  following  is  a  brief  overview  of  the  proce- 
dure  according  to  the  invention  will  be  provided 
with  reference  to  Figure  1  of  the  drawings.  As 
illustrated  in  Figure  1,  a  local  area  network  is 
comprised  of  at  least  two  computers  10  and  12 
connected  via  a  communications  network  14.  One 
of  these  computers  10  is  designated  as  the  server, 
and  it  includes  storage  devices  16  for  storing  data 
files  and  application  programs  which  are  to  be 
available  for  access  on  the  network.  The  other 
computer  12  is  designated  as  a  remote  or  re- 
questor  node  and  it  too  may  include  storage  de- 
vices  18  for  storing  a  subset  of  programs,  although 

these  programs  would  not  be  shared  on  the  net- 
work.  Further,  as  indicated  in  Figure  1,  the  base 
product  or  licensed  application  program  20  is  in- 
stalled  on  the  server  computer.  The  "node  enabler" 

5  program  22  with  a  license  under  the  base  product 
20  is  installed  on  the  requestor  node  12  and  en- 
titles  the  requestor  node  to  run  the  application 
program. 

The  process  of  starting  computer  systems  on  a 
io  network  consists  of  starting  the  operating  system, 

otherwise  known  as  Initial  Program  Load  (IPL), 
starting  the  PC  Network  (i.e.,  the  LAN  software), 
and  starting  the  network/  operating  system  exten- 
sion  or  hypervisor.  The  hypervisor  software  is  what 

is  has  been  referred  to  as  the  "node  enabler"  and 
functions  slightly  differently  depending  on  whether 
it  is  running  either  the  server  system  or  the  remote 
system. 

On  the  server  system,  there  are  two  parts  to 
20  the  hypervisor.  The  first  part  acts  as  an  extension 

to  the  PC  Network,  via  its  post  routine  which  in- 
spects  and  responds  to  file/program  requests  and 
special  data  control  blocks  that  are  passed  from  a 
remote  to  the  server  system.  The  second  part  of 

25  the  server  hypervisor  intercepts  the  appropriate 
operating  system  calls  from  the  application  pro- 
grams  and  converts  them  to  a  form  acceptable  to 
file  sharing  and  record  locking  techniques  of  the 
operating  system.  Any  special  data  control  block 

30  information  required  by  the  post  routine  are  gen- 
erated  and  passed  directly  to  the  post  processor 
without  having  to  go  through  the  network.  This  is 
because  the  server  system  could  also  have  a  user 
running  an  application  on  the  computer  system. 

35  On  the  remote  system,  the  hypervisor  inter- 
cepts  appropriate  operating  system  calls  from  the 
application  programs  and  converts  them  to  a  form 
acceptable  to  file  sharing  and  record  locking  tech- 
niques  of  the  operating  system.  The  operating  sys- 

40  tern  then  directs  any  file  and  program  requests  to 
the  server  system  that  could  not  be  satisfied  lo- 
cally.  Any  special  data  control  block  information 
required  by  the  post  routine  is  generated  and 
passed  to  the  server  system  by  the  PC  network 

45  program. 
The  hypervisor  is  distributed  on  a  diskette  for 

personal  computers  such  as  the  IBM  PC.  Each 
diskette  has  a  unique  serial  number  encoded  in  a 
file  named  SERIAL.  For  each  remote  system  that  a 

50  user  runs  which  requires  the  hypervisor,  the  serial 
number  is  copied  from  the  diskette  to  the  server 
system.  The  server  system  maintains  a  file  of  all 
unique  serial  numbers  which  are  authorized  to  use 
the  system.  Starting  the  hypervisor  on  the  server 

55  system  is  required  before  any  remote  systems  can 
successfully  utilize  the  application  programs.  The 
starting  process  loads  the  hypervisor  into  memory 
along  with  a  list  of  all  serial  numbers  which  can  be 

5 
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logged  on  from  remote  computers.  The  hypervisor 
ties  into  the  PC-DOS  operating  system  via  interrupt 
21  hexadecimal,  and  to  the  PC  network  user  post 
routine.  Stopping  the  hypervisor  on  the  server  sys- 
tem  can  only  be  accomplished  when  there  are  no 
remote  systems  currently  using  the  version  of  the 
hypervisor  on  their  computer  systems.  In  the  event 
remote  systems  are  still  logged  onto  the  server 
system  hypervisor,  then  a  message  is  presented  to 
the  server  system  operator  or  user  indicating  that  a 
remote  hypervisor  is  in  use.  Further,  the  hypervisor 
will  only  supervise  applications  containing  the  logic 
to  enable  its  usage.  Therefore,  normal  end  user 
application  programs  would  not  be  affected  by  the 
hypervisor  in  the  normal  course  of  events. 

The  user  post  routine  is  a  subroutine  which  is 
passed  control  each  time  a  network  service  event 
is  requested  from  the  server  system.  The  subrou- 
tine  is  passed  a  control  block  which  represents  the 
type  of  service  being  requested  from  a  remote 
system.  This  control  block  typically  contains  con- 
trol  information  (what  to  do)  and  data  (the  name  of 
the  file  to  open). 

With  reference  now  to  Figure  2  of  the  draw- 
ings,  the  first  decision  block  D1  is  entered  by  a  call 
to  the  server  base  and  checks  the  control  block  for 
a  request  to  establish  the  remote  computer  as  a 
new  user  on  the  network.  Within  the  control  block 
is  a  user  serial  number  which  should  conform  to  a 
set  pattern  (such  as  a  check  sum).  The  decision  in 
decision  block  D2  insures  that  the  serial  number 
received  is  encoded  properly.  If  the  outcome  of 
decision  block  D2  is  false,  then  the  control  block  is 
reformatted  in  function  block  P1  indicating  that  the 
serial  number  passed  to  the  server  system  con- 
tained  invalid  information.  The  control  block  con- 
tents  are  returned  to  the  remote  system  which 
initiated  the  request.  On  the  other  hand,  if  the 
outcome  of  decision  block  D2  is  true,  then  in 
decision  block  D3,  the  serial  number  is  compared 
with  all  of  the  other  remote  computers  which  are 
currently  logged  onto  the  system.  The  intent  here 
is  to  insure  that  a  remote  computer  user  is  not 
logged  onto  the  central  system  with  multiple  ses- 
sions.  If  the  outcome  of  decision  block  D3  is  false, 
the  control  block  is  reformatted  in  function  block  P2 
indicating  that  another  remote  system  is  currently 
logged  on  with  this  serial  number.  Again,  the  con- 
trol  block  contents  are  returned  to  the  remote  sys- 
tem  which  initiated  the  request.  On  the  other  hand, 
if  the  outcome  of  decision  block  D3  is  true,  then 
decision  block  D4  insures  that  the  host  or  server 
system  is  not  currently  running  a  program  which 
requires  the  use  of  dedicated  host  resources.  If  the 
outcome  of  decision  block  D4  is  true,  the  control 
block  is  reformatted  in  function  block  P3  indicating 
that  the  server  system  is  currently  running  in  a 
dedicated  mode  and  will  not  accept  any  remote 

stations  to  log  on  at  this  time.  Once  again,  the 
contents  of  the  control  block  are  returned  to  the 
remote  system  which  initiated  the  request.  On  the 
other  hand,  if  the  outcome  of  decision  block  D4  is 

5  false,  the  control  block  is  reformatted  in  function 
block  P4  to  indicate  the  remote  system  has  suc- 
cessfully  logged  onto  the  server  system  resource 
manager.  The  control  block  associated  with  the 
remote  system  is  cleared  to  a  new  user  state  (a 

io  fresh  start  for  the  remote  system).  The  appropriate 
"ON-LINE"  indicator  is  set  in  the  control  block 
associated  with  the  remote  system.  The  control 
block  contents  are  returned  to  the  remote  system 
which  initiated  the  request. 

is  Returning  now  to  decision  block  D1,  if  the 
outcome  had  been  false,  i.e.,  in  the  event  a  remote 
computer  is  powered  off  or  restarted  via  an  IPL,  the 
network  control  program  will  supply  a  control  block 
with  the  appropriate  remote  system's  address.  The 

20  decision  in  decision  block  D5  checks  for  the  net- 
work  program's  notification  of  a  remote  computer 
which  has  logically  ceased  to  exist.  If  the  outcome 
of  this  decision  is  false,  a  subroutine  SVR000  is 
called  in  function  block  P6.  This  subroutine  is  de- 

25  scribed  in  more  detail  in  Figure  3.  If  on  the  other 
hand  the  outcome  of  the  decision  in  decision  block 
D5  is  true,  a  check  is  made  in  decision  block  D6  to 
determine  if  the  remote  computer  was  logged  on  to 
this  resource  manager.  If  the  outcome  of  the  check 

30  in  decision  block  D6  is  true,  the  remote  system  is 
removed  from  an  "ON-LINE"  state  in  function  block 
P5;  otherwise,  control  passes  directly  to  the  net- 
work. 

Figure  3  is  the  logic  flow  for  the  subroutine 
35  SRV000  called  in  logic  process  P6  shown  in  Figure 

2.  In  Figure  3,  when  a  remote  computer  is  request- 
ing  a  program  or  group  of  programs,  the  remote 
computer  will  provide  the  name  of  the  program  or 
group  of  programs  to  the  server  system.  The  de- 

40  cision  in  decision  block  D7  determines  if  a  program 
or  group  of  programs  start  request  is  being  made. 
If  the  outcome  of  the  decision  in  decision  block  D7 
is  true,  a  table  look-up  based  on  the  program  or 
group  of  programs  name  supplied  is  performed  in 

45  function  block  P7.  The  results  of  the  table  look-up 
indicate  whether  the  program  or  group  of  programs 
can  be  run  concurrently  while  other  systems  in- 
cluding  the  server  system  are  executing.  In  addi- 
tion,  an  indicator  specifying  that  this  program  or 

50  group  of  programs  can  only  be  run  on  the  server 
system  is  also  generated  from  this  table  look-up. 
Then  in  decision  block  D8,  a  check  is  made  to 
insure  the  program  or  group  of  programs  being 
requested  is  not  a  server  only  program  or  group  of 

55  programs  and  currently  will  not  interfere  with  any 
programs  the  server  system  may  currently  be  ex- 
ecuting.  If  the  outcome  of  the  decision  in  decision 
block  D8  is  true,  then  the  control  block  is  reformat- 
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ted  in  function  block  P8  to  indicate  the  remote 
system  cannot  execute  the  program  or  group  of 
programs  as  requested,  as  it  was  not  initiated  from 
the  server  system  user.  Again,  the  control  block 
contents  are  returned  to  the  remote  system  which 
initiated  the  request.  On  the  other  hand,  if  the 
outcome  of  the  decision  in  decision  block  D8  is 
false,  the  decision  in  decision  block  D9  tests 
whether  this  program  will  interfere  with  any  other 
program  currently  in  use  by  either  the  server  sys- 
tem  or  any  remote  systems  attached  to  the  server 
system.  If  the  decision  in  decision  block  D9  is  true, 
the  control  block  is  reformatted  in  function  block  P9 
to  indicate  that  another  computer  system  currently 
is  running  a  program  or  group  of  programs  that  will 
interfere  with  this  program  or  group  of  programs. 
The  name  of  the  computer  which  is  currently  hold- 
ing  up  this  request  is  also  placed  into  the  control 
block,  and  the  control  block  contents  are  returned 
to  the  remote  system  which  initiated  the  request. 
On  the  other  hand,  if  the  outcome  of  the  decision 
in  decision  block  D9  is  false,  the  name  of  the 
program  or  group  of  programs  being  requested  is 
placed  into  the  remote  computer's  table  entry  lo- 
cated  in  the  server  system  resource  manager  in 
function  block  P10.  This  is  used  the  next  time  any 
computer  request  passes  through  the  program  or 
group  of  programs  request  logic  of  the  server  re- 
source  manager. 

Figure  4  is  the  logic  flow  for  the  subroutine 
called  in  the  logic  function  P11  shown  in  Figure  3. 
In  Figure  4,  the  decision  in  decision  block  D10 
checks  the  control  block  for  a  request  to  terminate 
the  usage  of  a  program  or  group  of  programs.  If 
the  outcome  of  decision  block  D10  is  true,  then  in 
function  block  P12,  the  name  of  the  program  or 
group  of  programs  currently  identified  in  the  re- 
mote  station's  control  block  is  removed.  The  effect 
is  to  free  a  non-share  resource  of  a  program  or 
group  of  programs.  On  the  other  hand,  if  the  de- 
cision  in  decision  block  D10  is  false,  then  in  de- 
cision  block  D11,  a  check  of  the  control  block  is 
made  for  a  remote  system  signing  off  (log  off)  from 
the  server  system  resources  manager.  A  true  out- 
come  of  the  decision  in  decision  block  D11  re- 
leases  all  resources  managed  and  held  for  the 
requesting  computer  in  function  block  P13. 

As  stated  earlier,  application  programs  request 
file  services  from  the  operating  system.  To  accom- 
plish  this  task,  they  execute  a  software  interrupt  21 
hexadecimal  with  a  sub-function  code.  The  sub- 
function  code  requests  such  things  as  opening  a 
file,  closing  a  file  and  many  other  functions.  Lo- 
cated  on  both  the  server  and  remote  systems  is 
logic  (the  DOS  logic  interception)  which  gains  con- 
trol  prior  to  the  operating  system  and  performs 
customized  activities  to  support  file  sharing  and 
network  activities. 

With  reference  now  to  Figure  5  of  the  draw- 
ings,  the  entry  point  of  the  logic  flow  diagram  is 
labelled  "DOSTRAP"  to  indicate  DOS  logic  inter- 
ception.  In  decision  block  D12,  a  check  is  made  of 

5  an  internal  switch  to  see  if  the  application  program 
has  been  started  by  the  operator  and  is  currently  in 
execution.  This  internal  switch  controls  whether  the 
DOS  logic  interception  will  be  activated.  This  check 
precludes  the  changing  of  any  system  interrupt 

io  calls  for  application  programs  which  do  not  need 
modifications.  If  the  outcome  of  the  check  made  in 
decision  block  D12  is  true,  a  check  is  made  in 
decision  block  D13  of  the  interrupt  21  hexadecimal 
sub-function  to  isolate  calls  which  require  special 

is  processing.  Sub-functions  which  do  not  require 
special  processing  are  passed  directly  to  the  op- 
erating  system  via  the  false  path  with  the  operating 
system  returning  control  directly  to  the  application 
after  the  service  requested  has  been  performed. 

20  Returning  to  decision  block  D12,  if  the  out- 
come  of  this  decision  is  false,  then  a  check  is 
made  in  decision  block  D14  of  the  interrupt  21  sub- 
function  to  determine  if  a  request  to  load  and 
execute  a  program  is  being  requested.  If  so,  a 

25  check  is  made  in  decision  block  D15  of  the  name 
of  the  program  to  be  loaded  and  executed  to  insure 
that  it  is  the  application  program  which  requires 
special  operating  system  considerations.  If  it  is, 
function  block  P15  activates  an  internal  local  mem- 

30  ory  switch  indicating  that  the  application  program  is 
being  loaded  into  memory  for  execution.  All  further 
DOS  system  interrupts  (21  hexadecimal)  should  be 
interrogated  for  special  processing. 

Figure  6  shows  the  logic  flow  for  the  subroutine 
35  called  in  the  function  block  P14  shown  in  Figure  5. 

In  Figure  6,  a  check  is  made  in  decision  block  D16 
of  interrupt  21  hexadecimal  sub-function  for  a  file 
control  block  open  file  request.  If  the  outcome  of 
the  check  in  decision  block  D16  is  true,  then  a 

40  request  is  made  for  a  subroutine  to  generate  a 
unique  file  name  in  function  block  P16,  if  such  a 
unique  file  name  is  required.  Then,  in  function 
block  P17,  the  name  of  the  file  to  be  opened  is 
placed  into  an  internal  file  name  table.  The  table  is 

45  used  as  a  cross  reference  between  file  names  and 
file  handles  once  a  file  has  been  opened  via  the 
DOS  handle  file  open  service.  In  function  block 
P18,  DOS  is  requested  via  the  interrupt  21  hex- 
adecimal  to  open  the  user's  file  and  return  an 

50  internal  file  handle  (system  name  equivalent).  The 
file  sharing  parameter  is  turned  on  as  part  of  the 
request.  The  handle  received  from  DOS  is  saved  in 
function  block  P19  in  the  internal  file  table  for  later 
file  input/output  request  handling.  Finally,  in  func- 

55  tion  block  P20,  the  caller's  file  control  block  is 
reformatted  so  that  it  appears  that  a  normal  call 
has  been  accomplished. 
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Returning  to  decision  block  D16,  if  the  out- 
come  of  the  decision  is  false,  then  a  check  is  made 
in  decision  block  D17  of  the  interrupt  21  hex- 
adecimal  sub-function  for  a  file  control  block  close 
file  request.  If  the  outcome  of  this  check  is  true,  a 
search  is  made  of  the  file  name  table  in  function 
block  P21  to  locate  the  corresponding  file  handle 
required  by  DOS  file  services.  Then,  in  function 
block  P22,  DOS  is  requested  to  close  the  file  via 
the  file  handle  protocol.  In  function  block  P23,  the 
applications  file  name  from  the  internal  file  table  is 
purged,  and  in  function  block  P24,  the  callers  file 
control  block  is  reformatted  to  reflect  that  the  call- 
er's  file  has  been  closed. 

Returning  to  decision  block  D17,  if  the  out- 
come  of  the  decision  is  false,  a  subroutine  is  re- 
quested  in  function  block  P25.  This  subroutine  will 
further  qualify  the  DOS  interrupt  21  hexadecimal 
sub-function  to  determine  if  special  action  should 
be  performed  on  behalf  of  the  application  program. 

Figure  7  shows  the  logic  flow  of  the  subroutine 
called  in  function  block  P25  shown  in  Figure  6.  In 
Figure  7,  a  check  is  made  in  decision  block  D18  of 
the  interrupt  21  hexadecimal  sub-function  for  a  file 
control  block  read  file  request.  If  the  outcome  of 
the  check  is  true,  then  in  function  block  P26,  the 
file  name  table  is  searched  to  locate  the  corre- 
sponding  file  handle  required  by  DOS  file  services. 
This  is  followed  in  function  block  P27  by  a  request 
to  DOS  via  the  21  hexadecimal  interrupt  to  read  a 
record  from  the  application  program's  file  via  a  file 
handle  (system  name  equivalent).  In  function  block 
P28,  the  caller's  file  control  block  is  reformatted 
thus  appearing  that  a  normal  file  control  block  call 
has  been  accomplished. 

Returning  to  decision  block  D18,  if  the  out- 
come  of  the  check  in  this  decision  block  is  false,  a 
check  is  made  in  decision  block  D19  of  the  inter- 
rupt  21  hexadecimal  sub-function  for  a  file  control 
block  write  file  request.  If  the  outcome  of  this 
check  is  true,  then  in  function  block  P29,  a  search 
is  made  of  the  file  name  table  to  locate  the  cor- 
responding  file  handle  required  by  DOS  file  ser- 
vices. 

Then,  in  function  block  P30,  DOS  is  requested 
via  interrupt  21  hexadecimal  to  write  a  record  from 
the  application  program  to  a  file  via  a  file  handle 
(system  name  equivalent).  Function  block  31  refor- 
mats  the  caller's  file  control  block  thus  appearing 
that  a  normal  file  control  block  call  has  been  ac- 
complished. 

Returning  to  decision  block  D19,  if  the  out- 
come  of  this  check  is  false,  then  in  function  block 
P32,  a  subroutine  is  called  which  will  further  qualify 
the  DOS  interrupt  21  hexadecimal  sub-function  to 
determine  if  special  action  should  be  performed  on 
behalf  of  the  application  program. 

Figure  8  shows  the  logic  flow  of  the  subroutine 
called  in  function  block  P32  shown  in  Figure  7.  In 
Figure  8,  a  check  is  made  in  decision  block  D20  of 
the  interrupt  21  hexadecimal  sub-function  for  a  file 

5  control  block  reposition  of  file  location  or  seek 
operation.  If  the  outcome  of  the  check  is  true,  then 
in  function  block  P33,  the  file  name  table  is 
searched  to  locate  the  corresponding  file  handle 
required  by  DOS  file  services.  Function  block  P34 

io  requests  DOS,  via  interrupt  21  hexadecimal,  to 
reposition  the  logical  record  position  via  the  file 
handle  (system  name  equivalent).  Then,  in  function 
block  P35,  the  caller's  file  control  block  is  reformat- 
ted  so  that  it  appears  that  a  normal  file  control 

is  block  call  has  been  accomplished. 
Returning  to  decision  block  D20,  if  the  out- 

come  of  the  check  is  false,  a  check  is  made  in 
decision  block  D21  of  the  interrupt  21  hexadecimal 
sub-function  for  a  file  control  block  to  create  a  new 

20  file.  If  the  outcome  of  the  check  is  true,  function 
block  P36  calls  a  subroutine  which  will  further 
qualify  the  DOS  interrupt  21  hexadecimal  sub-func- 
tion  to  determine  if  special  action  should  be  per- 
formed  on  behalf  of  the  application  program. 

25  Returning  to  decision  block  D21,  if  the  out- 
come  of  the  check  is  false,  function  block  P38  calls 
a  subroutine  which  will  further  qualify  the  DOS 
interrupt  21  hexadecimal  sub-function  to  determine 
if  special  action  should  be  performed  on  behalf  of 

30  the  application  program. 
Figure  9  shows  the  logic  flow  of  the  subroutine 

called  by  function  block  P38  in  Figure  8.  In  Figure 
9,  decision  block  D22  checks  the  interrupt  21  hex- 
adecimal  sub-function  for  a  file  control  block  to 

35  delete  an  existing  file.  If  the  outcome  of  the  check 
performed  in  decision  block  D22  is  true,  function 
block  P39  calls  a  subroutine  to  generate  a  unique 
file  name  if  one  is  required.  DOS  is  then  requested, 
via  interrupt  21  hexadecimal,  to  delete  an  existing 

40  file  via  an  ASCIIZ  string  in  function  block  P40.  An 
ASCIIZ  string  is  a  character  string  encoded  in 
ASCII  (American  Standard  Code  for  Information 
Interchange)  wherein  each  ASCII  character  code  is 
delimited  by  a  binary  zero  (Z). 

45  If  the  check  in  decision  block  D22  is  false, 
decision  block  D23  checks  the  interrupt  21  hex- 
adecimal  sub-function  for  a  file  control  block  to 
rename  an  existing  file  to  a  new  name.  If  this  check 
is  true,  a  subroutine  is  called  in  function  block  P41 

50  to  generate  a  unique  file  name  if  one  is  required, 
and  then  a  request  is  made  to  DOS,  via  interrupt 
21  hexadecimal,  in  function  block  P42  to  rename 
an  existing  file  to  a  new  name  via  an  ASCIIZ  string. 
On  the  other  hand,  if  the  outcome  of  the  check  in 

55  decision  block  D23  is  false,  the  termination  process 
is  preformed  in  function  block  P43.  The  internal  file 
name  table  is  purged  and  all  files  are  closed  by  the 
operating  system  during  the  termination  process. 

8 
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Figure  10  shows  the  logic  flow  for  the  subrou- 
tine  called  in  function  blocks  P39  and  P41  in  Figure 
9.  In  Figure  10,  decision  block  D24  performs  a 
table  look-up  of  the  file  name  passed  to  the  inter- 
rupt  routine  to  determine  if  the  file  requires  a 
unique  name  be  used  instead  of  the  name  the 
application  program  desires.  If  so,  function  block 
P44  adds  the  user  station  number  (two  digits)  to 
the  file  name  passed  to  this  subroutine. 

The  concepts  of  program  authorization  and/or 
control  according  to  the  invention  have  broad  ap- 
plications  in  the  field  of  computer  science.  Such 
areas  of  specialization  as  artificial  intelligence,  par- 
allel  processing  and  process  control  could  benefit 
from  the  invention. 

Claims 

1.  A  method  for  allowing  one  or  more  remote 
computers  to  execute  one  or  more  application 
programs  and  to  share  data  files  under  the 
control  of  a  server  computer  (10)  connected  in 
a  network  (14)  with  said  one  or  more  remote 
computers  (12)  without  modification  of  existing 
application  programs  which  were  designed  to 
run  in  a  non-network  environment  comprising: 
establishing  at  said  server  computer  a  program 
matrix  with  entries  indicating  whether  a  pro- 
gram  can  be  run  while  another  program  or 
group  of  programs  are  being  run  on  the  net- 
work; 
maintaining  at  said  server  computer  a  list  of 
the  programs  currently  being  run  on  the  net- 
work  and  data  files  currently  being  accessed 
or  otherwise  not  available  for  access  (P10, 
P12,  P13); 
transmitting  to  said  server  computer  from  each 
remote  computer  a  unique  identification  (D1); 
recording  the  unique  identifications  of  the  re- 
mote  computers  at  the  server  computer  to 
provide  an  indication  that  the  remote  comput- 
ers  are  authorized  to  use  application  programs 
and  access  data  files  (P4); 
converting  a  data  management  request  origi- 
nating  at  said  server  computer  or  one  of  said 
remote  computers  into  a  file  sharing  and 
record  locking  protocol  request  message; 
transmitting  said  file  sharing  and  record  lock- 
ing  protocol  request  message  originating  at 
one  of  said  remote  computers  to  said  server 
computer; 
checking  said  program  matrix  and  said  list  to 
determine  (P7)  if  said  request  message  poses 
a  conflict  with  a  currently  running  program;  and 
checking  the  recorded  unique  identifications  of 
the  remote  computers  to  determine  if  the  re- 
mote  computer  which  transmitted  said  request 
message  is  authorized  to  run  an  application 

program  or  access  a  data  file  (D2,D3,D4). 

2.  The  method  according  to  claim  1  characterized 
in  that  it  further  comprises: 

5  granting  said  request  message  if  the  request 
message  does  not  pose  a  conflict  with  a  cur- 
rently  running  program  or  data  file;  and 
updating  said  list  (P10)  otherwise  denying  the 
request  message  (P8,  P9,  P11). 

10 
3.  The  method  according  to  claim  2  characterized 

in  that  it  further  comprises: 
transmitting  an  information  message  to  a  re- 
mote  computer  from  which  said  request  mes- 

15  sage  originated  indicating  that  a  conflict  exists 
when  said  request  message  is  denied;  and 
displaying  to  a  user  of  the  server  computer  or 
a  remote  computer  from  which  the  request 
message  originated  that  a  conflict  exists  and 

20  that  the  request  message  is  denied. 

Patentanspruche 

1.  in  Verfahren,  das  einem  oder  mehreren  fernen 
25  Computern  gestattet,  ein  oder  mehrere  Anwen- 

dungsprogramme  auszufuhren  und  Datendatei- 
en  unter  der  Steuerung  eines  Servercomputers 
(10)  gemeinsam  zu  benutzen,  die  in  einem 
Netzwerk  (14)  miteinander  verbunden  sind,  wo- 

30  bei  der  eine  oder  die  mehreren  fernen  Compu- 
ter  (12)  ohne  Anderung  der  bestehenden  An- 
wendungsprogramme,  die  fur  den  Lauf  in  einer 
Nicht-Netzwerk-Umgebung  entworfen  wurden, 
folgendes  umfaBt: 

35  Erstellen  einer  Programm-Matrix  an  dem  Ser- 
vercomputer,  wobei  die  Eintrage  anzeigen,  ob 
ein  Programm  ausgefuhrt  werden  kann,  wah- 
rend  ein  anderes  Programm  oder  eine  Pro- 
grammgruppe  auf  dem  Netzwerk  laufen; 

40  Verwalten  einer  Liste  der  Programme  auf  dem 
Servercomputer,  die  zur  Zeit  im  Netzwerk  aus- 
gefuhrt  werden,  und  der  Datendateien,  auf  die 
zur  Zeit  zugegriffen  wird,  oder  die  anderweitig 
nicht  fur  einen  Zugriff  zur  Verfugung  stehen 

45  (P10,  P12,  P13); 
Ubertragen  einer  eindeutigen  Identifizierung 
(D1)  von  jedem  fernen  Computer  an  den  Ser- 
vercomputer; 
Aufzeichnen  der  eindeutigen  Kennzeichnungen 

50  der  fernen  Computer  an  dem  Servercomputer, 
urn  ein  Kennzeichen  zu  liefern,  dal3  die  fernen 
Computer  berechtigt  sind,  Anwendungspro- 
gramme  zu  verwenden  und  auf  Datendateien 
zuzugreifen  (P4); 

55  Umwandeln  einer  von  dem  Servercomputer 
oder  einem  der  fernen  Computer  ausgehenden 
Datenverwaltungsanforderung  in  eine  Protokoll- 
anforderungsnachricht  zur  gemeinsamen  Nut- 

9 
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zung  von  Dateien  und  Eintragssperrung; 
Ubertragen  der  Protokollanforderungsnachricht 
zur  gemeinsamen  Benutzung  von  Dateien  und 
Eintragssperrung,  die  von  einem  der  fernen 
Computer  ausgeht,  an  den  Servercomputer;  5 
Prufen  der  Programm-Matrix  und  der  Liste,  urn 
zu  bestimmen  (P7),  ob  die  Anforderungsnach- 
richt  einen  Konflikt  mit  einem  zur  Zeit  laufen- 
den  Programm  verursacht;  und 
Prufen  der  aufgezeichneten  eindeutigen  Identi-  10 
fikationen  der  fernen  Computer,  urn  zu  bestim- 
men,  ob  der  feme  Computer,  der  die  Anforde- 
rungsnachricht  ubertragen  hat,  berechtigt  ist, 
ein  Anwendungsprogramm  laufen  zu  lassen 
oder  auf  eine  Datendatei  zuzugreifen  (D2,  D3,  is 
D4). 

2.  Verfahren  gemaB  Anspruch  1,  dadurch  ge- 
kennzeichnet,  dal3  es  weiterhin  umfaBt: 
Erfullen  der  Anforderungsnachricht,  wenn  die  20 
Anforderungsnachricht  keinen  Konflikt  mit  ei- 
nem  zur  Zeit  laufenden  Programm  oder  einer 
Datendatei  verursacht;  und 
Aktualisieren  der  Liste  (P10),  anderenfalls  die 
Anforderungsnachricht  ablehnen  (P8,  P9,  P11).  25 

3.  Verfahren  gemaB  Anspruch  2,  dadurch  ge- 
kennzeichnet,  dal3  es  weiterhin  umfaBt: 
Ubertragen  einer  Informationsnachricht  an  ei- 
nen  fernen  Computer,  von  dem  die  Anforde-  30 
rungsnachricht  ausging,  urn  anzuzeigen,  dal3 
es  einen  Konflikt  gibt,  wenn  die  Anforderungs- 
nachricht  abgelehnt  wird;  und 
einem  Benutzers  des  Servercomputers  oder 
eines  fernen  Computers,  von  dem  die  Anforde-  35 
rungsnachricht  ausging,  anzeigen,  dal3  es  ei- 
nen  Konflikt  gibt  und  dal3  die  Anforderungs- 
nachricht  abgelehnt  wird. 

Revendicatlons  40 

1.  Une  methode  permettant  a  un  ou  plusieurs 
ordinateurs  distants  d'executer  un  ou  plusieurs 
programmes  d'application  et  de  partager  des 
fichiers  de  donnees  sous  la  gestion  d'un  ordi-  45 
nateur  serveur  (10)  connecte  a  un  reseau  (14) 
le  reliant  auxdits  ordinateurs  (12)  sans  necessi- 
ty  de  modifier  les  programmes  d'application 
existants  congus  pour  fonctionner  dans  un  en- 
vironnement  sans  reseau,  et  comprenant  :  so 
la  mise  en  place  dans  ledit  serveur  d'une 
matrice  de  programme  dont  les  entrees  indi- 
quent  si  un  programme  peut  fonctionner  paral- 
lelement  a  d'autres  programmes  ou  ensembles 
de  programmes  sur  le  reseau  ;  55 
la  mise  a  jour  d'une  liste  par  ledit  ordinateur 
serveur  de  programmes  en  cours  sur  le  reseau 
et  des  fichiers  de  donnees  actuellement  exploi- 

ted  ou  non  disponibles  pour  acces  (P10,  P12, 
P13); 
la  transmission  audit  ordinateur  serveur  d'une 
identification  unique  de  chaque  ordinateur  dis- 
tant  (D1); 
I'enregistrement  des  identifications  uniques 
des  ordinateurs  distants  dans  I'ordinateur  ser- 
veur  pour  indiquer  que  les  ordinateurs  distants 
sont  autorises  a  utiliser  les  programmes  d'ap- 
plication  et  a  acceder  aux  fichiers  de  donnees 
(P4); 
la  conversion  d'une  demande  de  gestion  de 
donnees  emise  par  I'ordinateur  serveur  ou  par 
I'un  des  ordinateurs  distants  en  partage  de 
fichier  et  en  message  de  demande  pour  le 
protocole  de  verrouillage  au  niveau  de  I'enre- 
gistrement  ; 
la  transmission  desdits  partage  de  fichier  et 
message  de  demande  de  protocole  pour  le 
verrouillage  a  I'enregistrement  provenant  a  I'un 
desdits  ordinateurs  distants  audit  serveur  ; 
la  verification  de  la  matrice  de  programme  et 
de  ladite  liste  pour  determiner  (P7)  si  ledit 
message  de  demande  risque  d'entrer  en 
conflit  avec  le  programme  en  cours  d'exe- 
cution  ;  et 
la  verification  des  identifications  uniques  pour 
les  ordinateurs  distants  enregistrees,  pour  de- 
terminer  si  I'ordinateur  distant  qui  a  transmis  le 
message  de  demande  est  autorise  a  executer 
un  programme  d'application  ou  a  acceder  a  un 
fichier  de  donnees  (D2,  D3,  D4). 

La  methode  correspondant  a  la  revendication 
1  ,  comprenant  en  outre  : 
une  reponse  favorable  au  message  de  deman- 
de  si  ce  message  de  demande  n'entraTne  au- 
cun  conflit  avec  le  programme  en  cours  d'exe- 
cution  ou  le  fichier  de  donnees  ;  et 
la  mise  a  jour  de  ladite  liste  (P10)  qui  empe- 
cherait  sinon  I'acceptation  du  message  de  de- 
mande  (P8,  P9,  P11). 

La  methode  correspondant  a  la  revendication 
2,  comprenant  en  outre  : 
la  transmission  d'un  message  d'information  a 
un  ordinateur  distant  dont  provient  le  message 
de  demande,  indiquant  qu'il  existe  un  conflit  au 
moment  ou  le  message  de  demande  est  refu- 
se  ;  et 
I'affichage  d'un  message  destine  a  I'utilisateur 
de  I'ordinateur  serveur  ou  d'un  ordinateur  dis- 
tant  dont  provient  le  message  de  demande 
indiquant  qu'il  existe  un  conflit  et  que  la  de- 
mande  est  refusee. 
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