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1. 

VIRTUALIZING BASEBOARD 
MANAGEMENT CONTROLLER OPERATION 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The field of the invention is data processing, or, more 

specifically, methods, apparatus, and products for virtualiz 
ing baseboard management controller (BMC) operation in a 
host computer. 

2. Description of Related Art 
The development of the EDVAC computer system of 1948 

is often cited as the beginning of the computer era. Since that 
time, computer systems have evolved into extremely compli 
cated devices. Today's computers are much more Sophisti 
cated than early systems such as the EDVAC. Computer sys 
tems typically include a combination of hardware and 
Software components, application programs, operating sys 
tems, processors, buses, memory, input/output devices, and 
so on. As advances in semiconductor processing and com 
puter architecture push the performance of the computer 
higher and higher, more Sophisticated computer Software has 
evolved to take advantage of the higher performance of the 
hardware, resulting in computer systems today that are much 
more powerful than just a few years ago. 

Computer systems today contain many and various types 
of components. To insure efficient and uninterrupted opera 
tion of such a computer system, operational characteristics of 
the computer systems components may be monitored. In 
Some computer systems, for example, a baseboard manage 
ment controller (BMC) may monitor various components. 
A BMC is a microcontroller, typically embedded on a moth 
erboard of a computer system, such a server. A BMC may 
interface with components of the computer system and with 
other computer systems in accordance with the Intelligent 
Platform Management Interface (IPMI) architecture. The 
BMC manages the interface between system management 
software and platform hardware. 

Different types of sensors embedded in a computer system 
may be configured to report to the BMC such parameters as 
temperature, cooling fan speeds, power status, operating sys 
tem (OS) status, and so on. BMCs installed in today’s com 
puting systems, however, may have limited resources and 
limited capabilities, with few, if any, ways of augmenting 
Such capabilities. 

SUMMARY OF THE INVENTION 

Methods, apparatus, and products for virtualizing BMC 
operation in a host computer that includes a base BMC are 
described. Virtualizing BMC operation in accordance with 
embodiments of the present invention includes executing, by 
the host computer, a virtual BMC; registering, by the virtual 
BMC, with the base BMC of the host computer; and process 
ing BMC requests by the virtual BMC. 
The foregoing and other objects, features and advantages 

of the invention will be apparent from the following more 
particular descriptions of exemplary embodiments of the 
invention as illustrated in the accompanying drawings 
wherein like reference numbers generally represent like parts 
of exemplary embodiments of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 sets forth a network diagram of an example system 
for virtualizing BMC operation according to embodiments of 
the present invention. 
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2 
FIG. 2 sets forth a functional block diagram of a side-band 

coupled data communications configuration. 
FIG. 3 sets forth a functional block diagram of a data 

communications configuration that includes a network port 
dedicated to the base BMC. 

FIG. 4 sets forth a functional block diagram of a data 
communications configuration that includes a first network 
port dedicated to the base BMC and a second network port 
dedicated to the virtual BMC. 

FIG. 5 sets forth a flow chart illustrating an exemplary 
method for virtualizing BMC operation in a host computer 
that includes a base BMC according to embodiments of the 
present invention. 

FIG. 6 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

FIG. 7 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

FIG. 8 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

FIG. 9 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

FIG. 10 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

FIG. 11 sets forth a flow chart illustrating a further exem 
plary method for virtualizing BMC operation according to 
embodiments of the present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

Exemplary methods, apparatus, and products for virtualiz 
ing BMC operation in a host computer in accordance with the 
present invention are described with reference to the accom 
panying drawings, beginning with FIG. 1. FIG. 1 sets forth a 
network diagram of an example system for virtualizing BMC 
operation according to embodiments of the present invention. 
The system of FIG. 1 includes a host computer (152)—a 
module of automated computing machinery configured to 
virtual BMC operation. 
The host computer (152) of FIG. 1 includes at least one 

computer processor (156) or CPU (Central Processing Unit) 
as well as random access memory (168) (RAM) which is 
connected through a high speed memory bus (166) and bus 
adapter (158) to processor (156) and to other components of 
the host computer (152). 
The host computer (152) also includes a base BMC (110). 

A BMC, as mentioned above, is a microcontroller typically 
embedded on a motherboard of a computer, such as a server. 
A BMC is often referred the intelligence in the Intelligent 
Platform Management Interface (IPMI) architecture. IPMI is 
a specification that defines a set of common interfaces to a 
computer system that system administrators can use to moni 
tor system health and manage the system. An IPMI sub 
system operates independently of an operating system and 
allows administrators to manage a system remotely even in 
the absence of an operating system or of the system manage 
ment software, or even if the monitored system is powered off 
but connected to a power source. IPMI can also function after 
the operating system has started, and exposes management 
data and structures to the system management software. IPMI 
prescribes only the structure and format of the interfaces as a 
standard, while detailed implementations may vary. 
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The BMC manages the interface between system manage 
ment software and platform hardware. Different types of 
sensors (112) embedded in a computer system report to the 
BMC on parameters such as temperature, cooling fan (114) 
speeds, power status, operating system (OS) status, and so on. 
The BMC monitors the sensors and can sendalerts to a system 
administrator via the network if any of the parameters do not 
stay within preset limits, indicating a potential failure of the 
system. The administrator can also remotely communicate 
with the BMC to take some corrective action such as resetting 
or power cycling the system. Physical interfaces to the BMC 
may vary, and include, as examples SMBus busses, an 
RS-232 serial console, address and data lines, and an Intelli 
gent Platform Management Bus (IPMB), that enables the 
BMC to accept IPMI request messages from other manage 
ment controllers in the system. 

The BMC (110) in the example host computer (152) of 
FIG. 1 is described as a base BMC in that the BMC is a 
physical microcontroller not a virtual BMC as described 
below. The base BMC (110) in the example of FIG. 1 may 
access sensors (112), one or more fans (114), and other com 
ponents of the computer, through out-of-band communica 
tions links (102). Such components and out-of-band-links 
may be referred to in this specification as the BMC sub 
system. 

Stored in RAM (168) is an operating system (154) that 
includes a virtual BMC (106). Operating systems useful in 
systems that virtualize BMC operation according to embodi 
ments of the present invention include UNIXTM, LinuxTM, 
Microsoft XPTM, AIXTM, IBM's i5/OSTM, and others as will 
occur to those of skill in the art. 
A virtual BMC as the term is used here refers to a module 

of computer program instructions that when executed simu 
lates operation of a physical base BMC from the perspec 
tive of BMC requestors (202). A BMC requestor, as the term 
is used in this specification is any computer, hardware com 
ponent, device, software, or other entity that sends a BMC 
request to a BMC, virtual or otherwise. In the example of FIG. 
1, the virtual BMC (106) is executed by the host computer 
(152) as a component of the operating system (154), but 
readers of skill in the art will recognize that such a virtual 
BMC may also be executed in other ways including, for 
example, as a virtual machine Supported by execution of a 
hypervisor. 

The host computer (152) in the example of FIG. 1 may 
virtualize BMC operation in accordance with embodiments 
of the present invention by executing the virtual BMC (106); 
registering, by the virtual BMC (106), with the base BMC 
(110); and processing BMC requests (104) by the virtual 
BMC (106). Registering with the base BMC (110) informs 
the base BMC (110) that the virtual BMC will process sub 
sequently received BMC requests (104). The base BMC, 
unless requested by the virtual BMC to do so or if the virtual 
BMC becomes inactive, will not process these requests. Prior 
to execution of the virtual BMC (106), the base BMC may 
process any BMC requests (106). 

Virtualizing BMC operation in accordance with the present 
invention enables expansion of embedded BMC capability. 
The virtual BMC (106) in the example system of FIG.1 may 
be configured to process BMC requests that the base BMC 
(110) is not capable of processing. That is, the virtual BMC 
(106) may effectively augment or expand capabilities of the 
base BMC. Consider, for example, that the host computer 
(152) receives a BMC request for a web server interface. 
Consider further that the base BMC (110) is incapable of 
providing such a web server interface. The virtual BMC (106) 
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4 
may expand or augment the capabilities of the base BMC 
(110) by providing the requested web server interface. 
The operating system (154), virtual BMC (106), and the 

BMC requests (104), in the example of FIG. 1 are shown in 
RAM (168), but many components of such software typically 
are stored in non-volatile memory also. Such as, for example, 
on a disk drive (170). 
The host computer (152) of FIG. 1 includes disk drive 

adapter (172) coupled through expansion bus (160) and bus 
adapter (158) to processor (156) and other components of the 
host computer (152). Disk drive adapter (172) connects non 
volatile data storage to the host computer (152) in the form of 
disk drive (170). Disk drive adapters useful in computers for 
virtualizing BMC operation according to embodiments of the 
present invention include Integrated Drive Electronics 
(IDE) adapters, Small Computer System Interface (SCSI) 
adapters, and others as will occur to those of skill in the art. 
Non-volatile computer memory also may be implemented for 
as an optical disk drive, electrically erasable programmable 
read-only memory (so-called EEPROM or “Flash 
memory), RAM drives, and so on, as will occur to those of 
skill in the art. 
The example host computer (152) of FIG. 1 includes one or 

more input/output (I/O) adapters (178). I/O adapters imple 
ment user-oriented input/output through, for example, Soft 
ware drivers and computer hardware for controlling output to 
display devices such as computer display screens, as well as 
user input from user input devices (181) such as keyboards 
and mice. The example host computer (152) of FIG. 1 
includes a video adapter (209), which is an example of an I/O 
adapter specially designed for graphic output to a display 
device (180) such as a display screen or computer monitor. 
Video adapter (209) is connected to processor (156) through 
a high speed video bus (164), bus adapter (158), and the front 
side bus (162), which is also a high speed bus. 
The exemplary host computer (152) of FIG. 1 includes a 

communications adapter (167) for data communications with 
other computers (182) and for data communications with a 
data communications network (100). Such data communica 
tions may be carried out serially through RS-232 connections, 
through external buses such as a Universal Serial Bus 
(USB), through data communications networks such as IP 
(Internet Protocol) data communications networks, and in 
other ways as will occur to those of skill in the art. Commu 
nications adapters implement the hardware level of data com 
munications through which one computer sends data commu 
nications to another computer, directly or through a data 
communications network. Examples of communications 
adapters useful for virtualizing BMC operation according to 
embodiments of the present invention include modems for 
wired dial-up communications, Ethernet (IEEE 802.3) adapt 
ers for wired data communications network communications, 
and 802.11 adapters for wireless data communications net 
work communications. 
The arrangement of computers and other devices making 

up the exemplary system illustrated in FIG. 1 are for expla 
nation, not for limitation. Data processing systems useful 
according to various embodiments of the present invention 
may include additional servers, routers, other devices, and 
peer-to-peer architectures, not shown in FIG. 1, as will occur 
to those of skill in the art. Networks in such data processing 
systems may support many data communications protocols, 
including for example TCP (Transmission Control Protocol), 
IP (Internet Protocol), HTTP (HyperText Transfer Protocol), 
WAP (Wireless Access Protocol), HDTP (Handheld Device 
Transport Protocol), and others as will occur to those of skill 
in the art. Various embodiments of the present invention may 
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be implemented on a variety of hardware platforms in addi 
tion to those illustrated in FIG. 1. 
The virtual BMC (106) and base BMC (110) may be opera 

tively coupled for data communications with BMC requests 
and with each other in various configurations. For further 
explanation, therefore, FIGS. 2, 3, and 4 each set forth a 
functional block diagram of a different data communications 
configurations. FIG.2 sets forth a functional block diagram of 
a side-band coupled data communications configuration. In 
the example configuration of FIG. 2, the virtual BMC (106) is 
operatively coupled for data communications with one or 
more BMC requestors (202) through a network port (208) of 
a communications adapter (167) of the host computer Such as 
the host computer (152) on FIG. 1. The virtual BMC (106) is 
coupled to the network port (208) through an in-band inter 
face (204). The term in-band refers to primary data commu 
nications channels, while side-band refers to secondary data 
communications channels. An example an in-band interface 
(204) between a virtual BMC (106) and a communications 
adapter (167) is set forth in the example host computer (152) 
of FIG. 1 and includes the busses (162, 160) and components 
(158) coupling the processor (156) executing the virtual BMC 
(106) to the communications adapter (167). 

Turning back to FIG. 2, the base BMC (110) is also opera 
tively coupled for data communications with the BMC 
requestors (202) through a side-band interface (206) coupled 
to the network port (208). Further, the virtual BMC (106) is 
coupled to the base BMC (110) for data communications 
through a host interconnect. In some embodiments the host 
interconnect is a register-level, high bandwidth interface that 
enables the base BMC to communicate with the virtual BMC 
in software. 

In the configuration of FIG. 2, the virtual BMC (106), when 
registering with the base BMC (110) assumes the base 
BMCS network address such as the base BMC's IP 
address—and processes BMC requests by receiving all BMC 
requests sent to the base BMC's network address. The virtual 
BMC (106) in the example of FIG. 2 effectively spoofs the 
base BMC's network identity, intercepting all network traffic 
intended for the base BMC. 

For further explanation, FIG.3 sets forth a functional block 
diagram of a data communications configuration that 
includes a network port dedicated to the base BMC. In the 
example configuration of FIG. 3, the base BMC (110) is 
operatively coupled for data communications with one or 
more BMC requestors (202) through a network port (208) of 
a communications adapter (167) of the host computer (152 on 
FIG. 1). The base BMC (110) is coupled to the network port 
(208) through an interface (302), such as a data communica 
tions bus. The base BMC (110) is also coupled to the BMC 
subsystem (212) to monitor and collect information describ 
ing components of the host computer. 

The virtual BMC (106), in the example of FIG.3, is opera 
tively coupled for data communications with the base BMC 
(110) through a host interconnect (210). In the configuration 
of FIG. 3, the virtual BMC (106) processes BMC requests 
from BMC requests (202) by receiving, the BMC requests 
through the host interconnect (210) from the base BMC 
(110). That is, the base BMC (110) in the example of FIG. 3 
receives the BMC requests through the network port (208) 
and interface (302) and forwards the BMC requests along to 
the virtual BMC (106) through a host interconnect (210). The 
virtual BMC (106) after carrying out any tasks included in the 
requests, provides, to the base BMC (110) through the host 
interconnect (210), a response to each BMC request. Each 
response is sent, by the base BMC (110) through the network 
port (208) of the communications adapter (167), to the BMC 
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6 
requestors (202). In some embodiments, prior to forwarding 
the requests to virtual BMC (106), the base BMC (110) may 
decode the requests. For example, a BMC request comprising 
an IPMI event may be decoded and passed along in decoded 
form to the virtual BMC (106). 

For further explanation, FIG. 4 sets forth a functional block 
diagram of a data communications configuration that 
includes a first network port dedicated to the base BMC and a 
second network port dedicated to the virtual BMC. In the 
example configuration of FIG. 4, the base BMC (110) is 
operatively coupled for data communications with one or 
more BMC requestors (202) through a first network port 
(406a) of a first communications adapter (167a) of the host 
computer (152 on FIG. 1). The base BMC (110) is coupled to 
the first network port (406a) through an interface (404), such 
as a data communications bus. The base BMC (110) is also 
coupled to the BMC subsystem (212) to monitor and collect 
information describing components of the host computer. 
The virtual BMC (106) is operatively coupled for data 

communications with the one or more BMC requestors (202) 
through a second network port (406b) of the host computer. In 
the example of FIG. 1, the second network port (406b) is 
implemented as a component of a second communications 
adapter (167b) of the host computer (152 on FIG. 1) for ease 
of explanation, not limitation. Readers of skill in the art will 
recognize that second network ports dedicated for use by 
virtual BMCs (106) for virtualizing BMC operation in accor 
dance with embodiments of the present invention may be 
implemented as a component of the same communications 
adapter that supports the first network port (406a) dedicated 
for use by the base BMC (110). The virtual BMC in the 
example of FIG. 1 is coupled to the second network port 
(406b) through an in-band interface (402). 

In the example configuration of FIG. 4, the virtual BMC 
(106) is operatively coupled for data communications with 
the base BMC (110) through a host interconnect (210) and the 
virtual BMC may process BMC requests from the BMC 
requestors (202) by receiving the BMC requests from the base 
BMC (110) through the host interconnect (210). That is, the 
base BMC (110) receives the BMC requests through the first 
network port (406a) and forwards the BMC requests to the 
virtual BMC (106) through the host interconnect (210). The 
virtual BMC, after carrying out any tasks included in the 
BMC requests, sends one or more responses to the BMC 
requests to the BMC requestors (202) through the second 
network port (406b). In the example of FIG.4, requests flow 
into the first network port (406a), through the base BMC 
(110) to the virtual BMC, and responses flow from the virtual 
BMC (106) through the second network port (406b) to the 
BMC requestors (202). 

FIG. 5 sets forth a flow chart illustrating an exemplary 
method for virtualizing BMC operation in a host computer 
that includes a base BMC according to embodiments of the 
present invention. The method of FIG. 5 includes executing 
(502), by the host computer, a virtual BMC; registering (504), 
by the virtual BMC, with the base BMC of the host computer; 
and processing (506) BMC requests by the virtual BMC. 

In the method of FIG. 5, executing (502) a virtual BMC 
may be carried out in various ways including executing (508) 
the virtual BMC as a component of an operating system 
executing on the host computer or executing (510) the virtual 
BMC as a virtual machine supported by a hypervisor. A 
virtual machine is a software implementation of a machine, 
Such as a computer, that executes instructions like a physical 
machine. Virtual machines are separated into two major cat 
egories, based on use and degree of correspondence to a real 
machine. A system virtual machine provides a complete sys 
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tem platform which Supports the execution of a complete 
operating system (OS). In contrast, a process virtual machine 
is designed to run a single program, that is, a process virtual 
machine that it Supports a single process. 

Registering (504) with the base BMC of the host computer 5 
may be carried out by setting by the virtual BMC upon startup 
a virtual BMC active flag in the base BMC, a bit, bit pattern, 
a value in memory, and so on that represents an active virtual 
BMC. When the flag is set, the base BMC is configured to 
surrender BMC operation to the virtual BMC. 10 

Processing (506) BMC requests by the virtual BMC may 
be carried out in various ways depending upon the requests. In 
fact, the virtual BMC (106) may process BMC requests by 
utilizing the base BMC (110) to monitor components of the 
host computer, collect data from the components, and per- 15 
form tasks. 

For further explanation, FIG. 6 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 
The method of FIG. 6 is similar to the method of FIG. 5 in that 20 
the method of FIG. 6 includes executing (502) a virtual BMC; 
registering (504) with the base BMC; and processing (506) 
BMC requests by the virtual BMC. 
The method of FIG. 6 differs from the method of FIG. 5, 

however, in that in the method of FIG. 6, prior to registration 25 
of the virtual BMC (106), the base BMC processes (602) 
BMC requests. That is, the base BMC operates without vir 
tual BMC aid until the virtual BMC is active and registers 
with the base BMC. 

After the base BMC registers (604) the virtual BMC, sur- 30 
rendering BMC operation to the virtual BMC, the method of 
FIG. 6 continues by determining (606), by the base BMC 
(110), whether the virtual BMC (106) is active. A virtual 
BMC (106) may become inactive for various reasons, includ 
ing, for example, a Software execution error causing a crash of 35 
the virtual BMC, a hardware malfunction halting execution of 
the BMC, and so on as will occur to readers of skill in the art. 
Upon the base BMC (110) determining that the virtual 

BMC is not active, the method of FIG. 6 continues by dereg 
istering (610) the virtual BMC (106); and processing (612) 40 
subsequently received BMC requests by the base BMC. 
Deregistering (610) the virtual BMC (106) may be carried out 
by initializing that is, clearing a virtual BMC active flag. 

If the base BMC determines that the virtual BMC is active, 
however, the method of FIG. 6 continues by waiting (608) a 45 
predefined period of time and again determining (606) 
whether the virtual BMC is active. That is, in the method of 
FIG. 6, once the base BMC (110) surrenders BMC operation 
to the virtual BMC (106), the base BMC (110) periodically at 
a predefined period of time, determines (606) whether the 50 
virtual BMC is active. This determination occurs periodi 
cally, while the virtual BMC operates and when the virtual 
BMC is not operating not active. The periodic check— 
determination (608)—may be described as a heartbeat. Once 
the heartbeat is lost (the virtual BMC is not active), the base 55 
BMC resumes normal operation. 

In some embodiments, the virtual BMC may become 
active after a period of inactivity. Consider, for example, a 
period of inactivity caused by a crash of the virtual BMC 
software. Once the virtual BMC software is restarted, the 60 
virtual BMC may again register with the base BMC and 
process BMC requests. 

For further explanation, FIG. 7 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 65 
The method of FIG. 7 is similar to the method of FIG. 5 in that 
the method of FIG. 7 includes executing (502) a virtual BMC; 

8 
registering (504) with the base BMC; and processing (506) 
BMC requests by the virtual BMC. 
The method of FIG. 7 differs from the method of FIG. 5, 

however, in that the method of FIG. 7 is carried out with the 
virtual BMC and base BMC in a side-band coupled data 
communications configuration similar to that depicted in the 
example of FIG. 2. In such a configuration, the virtual BMC 
(106) is operatively coupled for data communications with 
one or more BMC requestors through a network port of a 
communications adapter of the host computer and the base 
BMC (110) is operatively coupled for data communications 
with the BMC requestors through a side-band interface 
coupled to the network port. In the method of FIG. 7, regis 
tering (504), by the virtual BMC, with the base BMC includes 
assuming (702) the base BMC's network address and pro 
cessing (506) BMC requests by the virtual BMC includes 
receiving (704) all BMC requests sent to the base BMC's 
network address by the virtual BMC 

For further explanation, FIG. 8 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 
The method of FIG. 8 is similar to the method of FIG. 5 in that 
the method of FIG.8 includes executing (502) a virtual BMC; 
registering (504) with the base BMC; and processing (506) 
BMC requests by the virtual BMC. 
The method of FIG. 8 differs from the method of FIG. 5, 

however, in that the method of FIG. 8 is carried out with the 
virtual BMC and base BMC in a data communications con 
figuration that includes a network port dedicated to the base 
BMC, similar to the configuration depicted in the example of 
FIG. 3. In such a configuration, the base BMC (110) is opera 
tively coupled for data communications with one or more 
BMC requestors (812) through a network port of a commu 
nications adapter of the host computer and the virtual BMC 
(106) is operatively coupled for data communications with 
the base BMC through a host interconnect. 

In the method of FIG. 8, once the virtual BMC registers 
(504) with the base BMC, the base BMC receives (802) BMC 
requests through the network port of the communications 
adapter of the host computer and forwards (804) the BMC 
requests to the virtual BMC through the host interconnect. In 
the method of FIG. 8, then, processing (506) BMC requests 
by the virtual BMC includes receiving (806) the BMC 
requests from the base BMC and providing (808), by the 
virtual BMC to the base BMC through the host interconnect, 
a response to each BMC request. The base BMC (110) then 
sends (810), through the network port, each response to the 
one or more BMC requestors (812). 

For further explanation, FIG. 9 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 
The method of FIG.9 is similar to the method of FIG. 5 in that 
the method of FIG.9 includes executing (502) a virtual BMC; 
registering (504) with the base BMC; and processing (506) 
BMC requests by the virtual BMC. 
The method of FIG. 9 differs from the method of FIG. 5, 

however, in that the method of FIG. 9 is carried out with the 
virtual BMC and base BMC in a data communications con 
figuration that includes a first network port dedicated to the 
base BMC and a second network port dedicated to the virtual 
BMC, similar to the configuration depicted in the example of 
FIG. 4. In such a configuration, the base BMC (110) is opera 
tively coupled for data communications with one or more 
BMC requestors (910) through a first network port of the host 
computer, the virtual BMC (106) is operatively coupled for 
data communications with the one or more BMC requestors 
(910) through a second network port of the host computer, 
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and the virtual BMC (106) is operatively coupled for data 
communications with the base BMC (110) through a host 
interconnect. 

In the method of FIG. 9, once the virtual BMC (106) 
registers (504) with the base BMC (110), the base BMC (110) 
receives (902) BMC requests through the first network port 
and forwards the BMC requests (904) to the virtual BMC 
(106). Processing the BMC requests by the virtual BMC in 
the method of FIG. 10 includes receiving (906), by the virtual 
BMC through the host interconnect, the BMC requests from 
the base BMC and sending (908), by the virtual BMC through 
the second network port, one or more responses to the BMC 
requests. That is, in contrast to the method of FIG. 8, the 
virtual BMC in the method of FIG.9 does not utilize the base 
BMC to forward responses to BMC requestors (910). Instead, 
using a separate network port, possibly even a separate com 
munications adapter, the virtual BMC (106) responds directly 
to the BMC requestors (910). Directly as the term is used 
here means that data communications (in the form of 
responses) occur between a virtual BMC and a BMC 
requestor without the use of the base BMC (110). 

For further explanation, FIG. 10 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 
The method of FIG. 10 is similar to the method of FIG. 5 in 
that the method of FIG. 10 includes executing (502) a virtual 
BMC; registering (504) with the base BMC; and processing 
(506) BMC requests by the virtual BMC. The method of FIG. 
10 differs from the method of FIG. 5, however, in that in the 
method of FIG. 10, processing (506) BMC requests by the 
virtual BMC includes determining (1002), whether a BMC 
request is delegable to the base BMC, and if the BMC request 
is delegable to the base BMC (110), delegating (1004) the 
BMC request to the base BMC for processing. If the BMC 
request is not delegable to the base BMC, the method of FIG. 
10 continues by not delegating (1006) the BMC request, 
instead processing the request by the virtual BMC. A BMC 
request is delegable to the base BMC when the base BMC is 
capable of performing the request. That is, in some embodi 
ments, the virtual BMC is implemented to expand function 
ality of the base BMC. In the method of FIG. 10, however, 
requests for functionality within the base BMC's capabilities, 
however, are delegated to the base BMC. 

For further explanation, FIG. 11 sets forth a flow chart 
illustrating a further exemplary method for virtualizing BMC 
operation according to embodiments of the present invention. 
The method of FIG. 11 is similar to the method of FIG. 5 in 
that the method of FIG. 11 includes executing (502) a virtual 
BMC; registering (504) with the base BMC; and processing 
(506) BMC requests by the virtual BMC. The method of FIG. 
11 differs from the method of FIG. 5, however, in that the 
method of FIG. 11 includes caching (1102), by the virtual 
BMC in the base BMC, operational data and providing (1104) 
the operational data by the base BMC (110) responsive to a 
BMC request received at a time when the virtual BMC (106) 
is not active. Operational data as the term is used here may be 
any type of data describing operation of the virtual BMC. 
Such operational data, for example, may be information 
describing virtual BMC capabilities, memory address space, 
computing resources, and other run-time environment infor 
mation of the virtual BMC. Such information may be pro 
vided, upon request, by the base BMC (110) when the virtual 
BMC is inactive. 
As will be appreciated by one skilled in the art, aspects of 

the present invention may be embodied as a system, method 
or computer program product. Accordingly, aspects of the 
present invention may take the form of an entirely hardware 
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10 
embodiment, an entirely software embodiment (including 
firmware, resident software, micro-code, etc.) or an embodi 
ment combining Software and hardware aspects that may all 
generally be referred to herein as a “circuit,” “module' or 
“system.” Furthermore, aspects of the present invention may 
take the form of a computer program product embodied in one 
or more computer readable medium(s) having computer read 
able program code embodied thereon. 
Any combination of one or more computer readable medi 

um(s) may be utilized. The computer readable medium may 
be a computer readable transmission medium or a computer 
readable storage medium. A computer readable storage 
medium may be, for example, but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, or device, or any suitable com 
bination of the foregoing. More specific examples (a non 
exhaustive list) of the computer readable storage medium 
would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk, 
a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, a portable com 
pact disc read-only memory (CD-ROM), an optical storage 
device, a magnetic storage device, or any suitable combina 
tion of the foregoing. In the context of this document, a 
computer readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
A computer readable transmission medium may include a 

propagated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable transmission medium may be any computer 
readable medium that is not a computer readable storage 
medium and that can communicate, propagate, or transport a 
program for use by or in connection with an instruction 
execution system, apparatus, or device. 

Program code embodied on a computer readable medium 
may be transmitted using any appropriate medium, including 
but not limited to wireless, wireline, optical fiber cable, RF, 
etc., or any suitable combination of the foregoing. 
Computer program code for carrying out operations for 

aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 

Aspects of the present invention are described above with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
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mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 5 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

These computer program instructions may also be stored in 10 
a computer readable medium that can direct a computer, other 
programmable data processing apparatus, or other devices to 
function in a particular manner, Such that the instructions 
stored in the computer readable medium produce an article of 
manufacture including instructions which implement the 15 
function/act specified in the flowchart and/or block diagram 
block or blocks. 

The computer program instructions may also be loaded 
onto a computer, other programmable data processing appa 
ratus, or other devices to cause a series of operational steps to 20 
be performed on the computer, other programmable appara 
tus or other devices to produce a computer implemented 
process Such that the instructions which execute on the com 
puter or other programmable apparatus provide processes for 
implementing the functions/acts specified in the flowchart 25 
and/or block diagram block or blocks. 
The flowchart and block diagrams in the Figures illustrate 

the architecture, functionality, and operation of possible 
implementations of systems, methods and computer program 
products according to various embodiments of the present 30 
invention. In this regard, each block in the flowchart or block 
diagrams may represent a module, segment, or portion of 
code, which comprises one or more executable instructions 
for implementing the specified logical function(s). It should 
also be noted that, in Some alternative implementations, the 35 
functions noted in the block may occur out of the order noted 
in the figures. For example, two blocks shown in Succession 
may, in fact, be executed Substantially concurrently, or the 
blocks may sometimes be executed in the reverse order, 
depending upon the functionality involved. It will also be 40 
noted that each block of the block diagrams and/or flowchart 
illustration, and combinations of blocks in the block diagrams 
and/or flowchart illustration, can be implemented by special 
purpose hardware-based systems that perform the specified 
functions or acts, or combinations of special purpose hard- 45 
ware and computer instructions. 

It will be understood from the foregoing description that 
modifications and changes may be made in various embodi 
ments of the present invention without departing from its true 
spirit. The descriptions in this specification are for purposes 50 
of illustration only and are not to be construed in a limiting 
sense. The scope of the present invention is limited only by 
the language of the following claims. 
What is claimed is: 
1. A method of virtualizing baseboard management con- 55 

troller (BMC) operation in a host computer comprising a 
base BMC, the method comprising: 

executing, by the host computer, a virtual BMC, the virtual 
BMC operatively coupled for data communications with 
one or more BMC requestors through a network port of 60 
a communications adapter of the host computer; 

registering, by the virtual BMC, with the base BMC of the 
host computer, including assuming the base BMC's net 
work address, wherein the base BMC is operatively 
coupled for data communications with the BMC 65 
requestors through a side-band interface coupled to the 
network port; 

12 
processing, by the virtual BMC, BMC requests sent to the 

base BMC, including receiving all BMC requests sent to 
the base BMC's network address by the virtual BMC 
and processing, by the virtual BMC, BMC requests that 
the base BMC is incapable of processing: 

caching, by the virtual BMC in the base BMC, operational 
data; and 

providing the operational data by the base BMC responsive 
to a BMC request received at a time when the virtual 
BMC is not active. 

2. The method of claim 1 further comprising: prior to 
registration of the virtual BMC, processing BMC requests by 
the base BMC. 

3. The method of claim 1, further comprising: 
determining, by the base BMC, periodically at a predefined 

period of time, whether the virtual BMC is active; and 
upon the base BMC determining that the virtual BMC is 

not active: deregistering, by the base BMC, the virtual 
BMC; and processing subsequently received BMC 
requests by the base BMC. 

4. The method of claim 1, wherein: 
the base BMC is operatively coupled for data communica 

tions with one or more BMC requestors through a net 
work port of a communications adapter of the host com 
puter; the virtual BMC is operatively coupled for data 
communications with the base BMC through a host 
interconnect; and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the net 
work port of the communications adapter of the host 
computer; and providing, by the virtual BMC to the base 
BMC through the host interconnect, a response to each 
BMC request, each response to be sent, by the base BMC 
through the network port of the communications 
adapter, to the one or more BMC requestors. 

5. The method of claim 1, wherein: 
the base BMC is operatively coupled for data communica 

tions with one or more BMC requestors through a first 
network port of the host computer; 

the virtual BMC is operatively coupled for data communi 
cations with the one or more BMC requestors through a 
second network port of the host computer; 

the virtual BMC is operatively coupled for data communi 
cations with the base BMC through a host interconnect; 
and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the first 
network port; and sending, by the virtual BMC through 
the second network port, one or more responses to the 
BMC requests. 

6. The method of claim 1, wherein executing the virtual 
BMC further comprises executing the virtual BMC as a com 
ponent of an operating system executing on the host com 
puter. 

7. The method of claim 1, wherein executing the virtual 
BMC further comprises executing the virtual BMC as a vir 
tual machine Supported by a hypervisor. 

8. The method of claim 1, wherein processing BMC 
requests by the virtual BMC further comprises: 

determining, whether a BMC request is delegable to the 
base BMC; and 

if the BMC request is delegable to the base BMC, delegat 
ing the BMC request to the base BMC for processing. 
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9. An apparatus for virtualizing baseboard management 
controller (BMC) operation in a host computer comprising 
a base BMC, the apparatus comprising a computer processor, 
a computer memory operatively coupled to the computer 
processor, the computer memory having disposed within it 
computer program instructions that, when executed by the 
computer processor, cause the apparatus to carry out the steps 
of: 

executing, by the host computer, a virtual BMC, the virtual 
BMC operatively coupled for data communications with 
one or more BMC requestors through a network port of 
a communications adapter of the host computer; 

registering, by the virtual BMC, with the base BMC of the 
host computer, including assuming the base BMC's net 
work address, wherein the base BMC is operatively 
coupled for data communications with the BMC 
requestors through a side-band interface coupled to the 
network port; 

processing, by the virtual BMC, BMC requests sent to the 
base BMC, including receiving all BMC requests sent to 
the base BMC's network address by the virtual BMC 
and processing, by the virtual BMC, BMC requests that 
the base BMC is incapable of processing: 

caching, by the virtual BMC in the base BMC, operational 
data; and 

providing the operational data by the base BMC responsive 
to a BMC request received at a time when the virtual 
BMC is not active. 

10. The apparatus of claim 9, further comprising computer 
program instructions that, when executed by the computer 
processor, cause the apparatus to carry out the steps of: 

determining, by the base BMC, periodically at a predefined 
period of time, whether the virtual BMC is active; and 

upon the base BMC determining that the virtual BMC is 
not active: deregistering, by the base BMC, the virtual 
BMC; and processing subsequently received BMC 
requests by the base BMC. 

11. The apparatus of claim 9, wherein: the base BMC is 
operatively coupled for data communications with one or 
more BMC requestors through a network port of a commu 
nications adapter of the host computer; the virtual BMC is 
operatively coupled for data communications with the base 
BMC through a host interconnect; and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the net 
work port of the communications adapter of the host 
computer; and providing, by the virtual BMC to the base 
BMC through the host interconnect, a response to each 
BMC request, each response to be sent, by the base BMC 
through the network port of the communications 
adapter, to the one or more BMC requestors. 

12. The apparatus of claim 9, wherein: 
the base BMC is operatively coupled for data communica 

tions with one or more BMC requestors through a first 
network port of the host computer; 

the virtual BMC is operatively coupled for data communi 
cations with the one or more BMC requestors through a 
second network port of the host computer, 

the virtual BMC is operatively coupled for data communi 
cations with the base BMC through a host interconnect; 
and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the first 
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network port; and sending, by the virtual BMC through 
the second network port, one or more responses to the 
BMC requests. 

13. The apparatus of claim 9, wherein processing BMC 
requests by the virtual BMC further comprises: 

determining, whether a BMC request is delegable to the 
base BMC; and 

if the BMC request is delegable to the base BMC, delegat 
ing the BMC request to the base BMC for processing. 

14. A computer program product for virtualizing base 
board management controller (BMC) operation in a host 
computer comprising a base BMC, the computer program 
product disposed upon a computer readable storage medium, 
wherein the computer readable storage medium is not a sig 
nal, the computer program product comprising computer pro 
gram instructions that, when executed, cause a computer to 
carry out the steps of: 

executing, by the host computer, a virtual BMC, the virtual 
BMC operatively coupled for data communications with 
one or more BMC requestors through a network port of 
a communications adapter of the host computer; 

registering, by the virtual BMC, with the base BMC of the 
host computer, including assuming the base BMC's net 
work address, wherein the base BMC is operatively 
coupled for data communications with the BMC 
requestors through a side-band interface coupled to the 
network port; 

processing, by the virtual BMC, BMC requests sent to the 
base BMC, including receiving all BMC requests sent to 
the base BMC's network address by the virtual BMC 
and processing, by the virtual BMC, BMC requests that 
the base BMC is incapable of processing: 

caching, by the virtual BMC in the base BMC, operational 
data; and 

providing the operational data by the base BMC responsive 
to a BMC request received at a time when the virtual 
BMC is not active. 

15. The computer program product of claim 14, further 
comprising computer program instructions that, when 
executed, cause the computer to carry out the steps of: 

determining, by the base BMC, periodically at a predefined 
period of time, whether the virtual BMC is active; and 

upon the base BMC determining that the virtual BMC is 
not active: deregistering, by the base BMC, the virtual 
BMC; and processing subsequently received BMC 
requests by the base BMC. 

16. The computer program product of claim 14, wherein: 
the base BMC is operatively coupled for data communica 

tions with one or more BMC requestors through a net 
work port of a communications adapter of the host com 
puter; the virtual BMC is operatively coupled for data 
communications with the base BMC through a host 
interconnect; and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the net 
work port of the communications adapter of the host 
computer; and providing, by the virtual BMC to the base 
BMC through the host interconnect, a response to each 
BMC request, each response to be sent, by the base BMC 
through the network port of the communications 
adapter, to the one or more BMC requestors. 

17. The computer program product of claim 14, wherein: 
the base BMC is operatively coupled for data communica 

tions with one or more BMC requestors through a first 
network port of the host computer; 
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the virtual BMC is operatively coupled for data communi 
cations with the one or more BMC requestors through a 
second network port of the host computer, 

the virtual BMC is operatively coupled for data communi 
cations with the base BMC through a host interconnect; 
and 

processing BMC requests by the virtual BMC further com 
prises: receiving, by the virtual BMC through the host 
interconnect, the BMC requests from the base BMC, the 
base BMC receiving the BMC requests through the first 
network port; and sending, by the virtual BMC through 
the second network port, one or more responses to the 
BMC requests. 

18. The computer program product of claim 14, wherein 
processing BMC requests by the virtual BMC further com 
prises: 

determining, whether a BMC request is delegable to the 
base BMC; and 

if the BMC request is delegable to the base BMC, delegat 
ing the BMC request to the base BMC for processing. 
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