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device registration information including information identifying one or
more commands supported by the device, and a device-specific ranking of
each of a plurality of transports, receiving, by the intermediary a first mes-
sage sent via a transport supported by the client application including a
device identifier to identify a target device of a plurality of registered
devices and a command information identitying a command that is suppor-
ted by the target device and to be performed by the target device, selecting,
by the intermediary, a transport supported by the target device based on the
device-specific ranking of the plurality of transports supported by the target
device, and sending, by the intermediary to the target device via the selected
transport, a second message including at least the command information.
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INTERMEDIARY FOR MULTIPLE-TRANSPORT
CLIENT-DEVICE COMMUNICATIONS

TECHNICAL FIELD
[0001] This description relates to communications, and in particular, to an

intermediary for multiple-transport client-device communications.

BACKGROUND

[0001] Machine-to-machine (M2M) and Internet of Things (IoT) technologies
hold a promise to interconnect thousands, if not millions, of electronic devices
together for exchanging data over wired or wireless networks.

[0002] In example known home or business contexts, a user may have may
have deployed several electronic devices for personal or business use. Each of the
devices may be set up with security features (e.g., user authentication and
authorization protocols) so that the devices can be used or operated only by the user or
by another user authorized by the owner. Because access control in these known
environments may not be efficient, may be difficult to manage, can result in
undesirable sharing scenarios, and/or so forth, improvements over these known
systems is needed.

[0003] Consideration is now being given to methods and systems by which a

user can share or make a device available for use by another user.

SUMMARY

[0002] According to an example implementation, a computer-implemented
method is provided for executing instructions stored on a non-transitory computer-
readable storage medium. The method may include storing, by an intermediary, a
device registration information for one or more devices including at least for a target
device, the device registration information including information identifying one or
more commands supported by the device, and a device-specific ranking of each of a
plurality of transports supported by the device for communicating with the
intermediary, receiving, by the intermediary from a client application associated with

a user account, a first message sent via a transport supported by the client application,
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the first message including a device identifier to identify a target device of a plurality
of registered devices and a command information identifying a command that is
supported by the target device and to be performed by the target device, selecting, by
the intermediary, a transport supported by the target device based on the device-
specific ranking of the plurality of transports supported by the target device, and
sending, by the intermediary to the target device via the selected transport supported
by the target device, a second message including at least the command information.

[0003] In an example implementation, the method may further include storing,
by the intermediary, user account information for the user account, the user account
information including at least information identifying one or more transports
supported by the client application for communicating with the intermediary including
information identifying a first transport used by a first client application associated
with the user account to send messages to the intermediary, and a second transport
used by a second client application associated with the user account to receive
messages from the intermediary, the first client application being different from the
second client application.

[0004] In an example implementation, the receiving may include receiving,
by the intermediary from a first client application and via a first transport that are
associated with the user account, the first message, and wherein the method further
includes forwarding a notification received from the target device to a second client
application and via a second transport that are associated with the user account,
wherein the first client application and the second client application are different
applications.

[0005] In an example implementation, the receiving may include receiving,
by the intermediary from a first client application running on a first client computing
device and via a first transport that are associated with a user account, the first
message, and wherein the method further includes forwarding, by the intermediary, a
notification received from the target device to a second client application running on a
second client computing device and via a second transport that are associated with the
user account, wherein the first client application and the second client application are
different applications, and wherein the first client computing device and the second
client computing device are different computing devices.

[0006] In an example implementation, the method may further include
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receiving, by the intermediary from the target device via the selected transport
supported by the target device, a third message including a reply indicating that the
command was performed by the target device, and sending, by the intermediary to the
client application, a fourth message including the reply.

[0007] In an example implementation, the method may further include
adjusting, by the intermediary, the device-specific ranking of the plurality of
transports supported by the target device based on feedback provided by one or more
of the devices to the intermediary.

[0008] In an example implementation, the method may further include
determining, by the intermediary, a characteristic of the first message, adjusting the
device-specific ranking of the plurality of transports supported by the target device
based on the determined characteristic, and wherein the selecting includes selecting,
by the intermediary, a transport supported by the target device based on the adjusted
device-specific ranking of the plurality of transports.

[0009] According to an example implementation, the adjusting may include
adjusting the device-specific ranking of the plurality of transports supported by the
target device based on one or more of the following: a size of a payload of the first
message, including the command information, to be delivered to the target device,
whether communication of a payload of the first message, including the command
information, to the target device involves communication of audio or video signals,
whether performance, by the target device, of the command involves communication
of audio or video signals, and any latency requirements for communication of the
command information to the target device.

[0010] In an example implementation, the method may further include
adjusting the device-specific ranking of the plurality of transports supported by the
target device based on one or more of the following: a success rate in sending
messages from the intermediary to one or more of the devices via one or more of the
transports, and a current availability of one or more of the transports.

[0011] In an example implementation, the method may further include
determining that a size of the second message, including the command information, is
greater than a threshold, and adjusting the device-specific ranking of the plurality of
transports supported by the target device to favor one or more transports that are

capable of handling messages greater than the threshold.

3



WO 2016/022036 PCT/RU2014/000589

[0012] In an example implementation, the method may further include
determining that the command information is requesting audio or video data services,
and adjusting the device-specific ranking of the plurality of transports supported by
the target device to favor one or more transports that are capable of providing audio or
video data delivery or streaming services.

[0013] In an example implementation, the transport supported by the client
application may include a communications procol supported by the client application,
and the transport supported by the target device may include a communications procol
supported by the target device.

[0014] According to an example implementation, an apparatus may include a
processor that is configured to store, by an intermediary, a device registration
information for one or more devices including at least for a target device, the device
registration information including information identifying one or more commands
supported by the device, and a device-specific ranking of each of a plurality of
transports supported by the device for communicating with the intermediary, receive,
by the intermediary from a client application associated with a user account, a first
message sent via a transport supported by the client application, the first message
including a device identifier to identify a target device of a plurality of registered
devices and a command information identifying a command that is supported by the
target device and to be performed by the target device, select, by the intermediary, a
transport supported by the target device based on the device-specific ranking of the
plurality of transports supported by the target device, and send, by the intermediary to
the target device via the selected transport supported by the target device, a second
message including at least the command information.

[0015] According to another example implementation, a computer program
product is tangibly embodied on a non-transitory computer-readable storage medium
and includes instructions that, when executed, are configured to cause at least one
processor to: store, by an intermediary, a device registration information for one or
more devices including at least for a target device, the device registration information
including information identifying one or more commands supported by the device,
and a device-specific ranking of each of a plurality of transports supported by the
device for communicating with the intermediary, receive, by the intermediary from a

client application associated with a user account, a first message sent via a transport
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supported by the client application, the first message including a device identifier to
identify a target device of a plurality of registered devices and a command
information identifying a command that is supported by the target device and to be
performed by the target device, select, by the intermediary, a transport supported by
the target device based on the device-specific ranking of the plurality of transports
supported by the target device, and send, by the intermediary to the target device via
the selected transport supported by the target device, a second message including at
least the command information.

[0016] According to an example implementation, an apparatus may include
means for storing, by an intermediary, a device registration information for one or
more devices including at least for a target device, the device registration information
including information identifying one or more commands supported by the device,
and a device-specific ranking of each of a plurality of transports supported by the
device for communicating with the intermediary, means for receiving, by the
intermediary from a client application associated with a user account, a first message
sent via a transport supported by the client application, the first message including a
device identifier to identify a target device of a plurality of registered devices and a
command information identifying a command that is supported by the target device
and to be performed by the target device, means for selecting, by the intermediary, a
transport supported by the target device based on the device-specific ranking of the
plurality of transports supported by the target device, and means for sending, by the
intermediary to the target device via the selected transport supported by the target
device, a second message including at least the command information.

[0017] According to another example implementation, a computer-
implemented method is provided for executing instructions stored on a non-transitory
computer-readable storage medium. The method may include receiving, by the
intermediary from a client application associated with a user account, a first message
sent via a transport supported by the client application, the first message including a
device identifier to identify a target device of a plurality of registered devices, a
command information identifying a command that is supported by the target device
and to be performed by the target device, and a response maximum wait time field
that identifies a maximum wait time before the intermediary will send a response to

the client application in response to receiving the first message, identifying, by the
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intermediary based on a stored device registration information for the target device, a
transport supported by the target device, sending, by the intermediary to the target
device via the identified transport supported by the target device, a second message
including at least the command information, and sending, by the intermediary to the
client application at a time not later than a time indicated by the response maximum
wait time field, a response to the first message that includes at least a command status
that identifies a status of a performance of the command by the target device.

[0018] According to an example implementation, the command status in the
response is either a command received status indicating that the command has been
received but not yet performed by the target device, or a command performed status
indicating that the target device has performed the command.

[0019] According to an example implementation, the sending, by the
intermediary to the client application at a time not later than a time indicated by the
response maximum wait time field, a response to the first message may include:
determining, by the intermediary, that a response has not been received by the
intermediary from the target device indicating that the target device has performed the
command, and sending, by the intermediary to the client application at a time not later
than the time indicated by the response maximum wait time field, a response to the
client application including a command status indicating that the command has not
been performed by the target device.

[0020] According to an example implementation, the response may include a
first response indicating that the command has been received but not yet performed by
the target device, the method further including receiving, by the intermediary from
the client application after a time indicated by the response maximum wait time field,
a third message requesting a command result from the target device performing the
command, receiving, by the intermediary from the target device at a time after a time
indicated by the response maximum wait time field, a second response indicating that
the command was performed and including a command result, and sending, by the
intermediary to the client application, a third response including a command status
indicating that the command has been performed by the target device and including
the command result.

[0021] According to an example implementation, the sending, by the

intermediary to the client application at a time not later than a time indicated by the
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response maximum wait time field, a response to the first message may include
receiving, by the intermediary from the target device at a time before a time indicated
by the response maximum wait time field, a first response indicating that the
command was performed and including a command result, and sending, by the
intermediary to the client application at a time not later than the time indicated by the
response maximum wait time field, a second response including a command status
indicating that the command has been performed by the target device and including
the command result.

[0022] According to an example implementation, an apparatus may include a
processor that is configured to receive, by the intermediary from a client application
associated with a user account, a first message sent via a transport supported by the
client application, the first message including a device identifier to identify a target
device of a plurality of registered devices, a command information identifying a
command that is supported by the target device and to be performed by the target
device, and a response maximum wait time field that identifies a maximum wait time
before the intermediary will send a response to the client application in response to
receiving the first message, identify, by the intermediary based on a stored device
registration information for the target device, a transport supported by the target
device, send, by the intermediary to the target device via the identified transport
supported by the target device, a second message including at least the command
information, and send, by the intermediary to the client application at a time not later
than a time indicated by the response maximum wait time field, a response to the first
message that includes at least a command status that identifies a status of a
performance of the command by the target device.

[0023] According to an example implementation, an apparatus may include
means for receiving, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client application,
the first message including a device identifier to identify a target device of a plurality
of registered devices, a command information identifying a command that is
supported by the target device and to be performed by the target device, and a
response maximum wait time field that identifies a maximum wait time before the
intermediary will send a response to the client application in response to receiving the

first message, means for identifying, by the intermediary based on a stored device
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registration information for the target device, a transport supported by the target
device, means for sending, by the intermediary to the target device via the identified
transport supported by the target device, a second message including at least the
command information, and means for sending, by the intermediary to the client
application at a time not later than a time indicated by the response maximum wait
time field, a response to the first message that includes at least a command status that
identifies a status of a performance of the command by the target device.

[0024] According to an example implementation, a computer program product
is tangibly embodied on a non-transitory computer-readable storage medium and
includes instructions that, when executed, are configured to cause at least one
processor to receive, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client application,
the first message including a device identifier to identify a target device of a plurality
of registered devices, a command information identifying a command that is
supported by the target device and to be performed by the target device, and a
response maximum wait time field that identifies a maximum wait time before the
intermediary will send a response to the client application in response to receiving the
first message, identify, by the intermediary based on a stored device registration
information for the target device, a transport supported by the target device, send, by
the intermediary to the target device via the identified transport supported by the
target device, a second message including at least the command information, and
send, by the intermediary to the client application at a time not later than a time
indicated by the response maximum wait time field, a response to the first message
that includes at least a command status that identifies a status of a performance of the
command by the target device.

[0025] According to another example implementation, a computer-
implemented method is provided for executing instructions stored on a non-transitory
computer-readable storage medium. The method includes receiving, by the
intermediary from a client application associated with a user account, a first message
sent via a transport supported by the client application, the first message including a
device identifier to identify a target device of a plurality of registered devices, a
command information identifying a command that is supported by the target device

and to be performed by the target device, determining that a payload to be delivered to
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the target device, including at least the command information, is greater in size than a
threshold size, sending, by the intermediary to the target device via a first transport
supported by the target device, a second message including a notification of the
command information for the target device, receiving, by the intermediary from the
target device via a second transport supported by the target device, a third message
including a request for the command information for the target device, and sending,
by the intermediary to the target device via the second transport, a fourth message that
includes the command information including at least the command.

[0026] According to an example implementation, the fourth message may
include at least the device identifier that identifies the target device and the command
information that includes a command name that identifies the command and a
command identifier associated with the command information.

[0027] According to an example implementation, the command information
further includes a command creation time that identifies when the intermediary
received the command from the client application, and an expiration time that
identifies a time when the command expires after which the target device should not
perform the command if not already performed.

[0028] According to an example implementation, the first transport supported
by the target device supports at least a push-based communications that allows the
intermediary to initate a data transfer to the target device, and wherein the second
transport supported by the target device supports a pull-based communications that
allows the target device to initiate data communications with the intermediary.

[0029] According to an example implementation, the first transport is unable
to deliver payloads that are larger than the threshold size.

[0030] According to an example implementation, wherein the third message
may include a request for the command information for the target device, the request
including at least a command identifier associated with the command information and
the device identifier to identify the target device.

[0031] According to an example implementation, an apparatus may include a
processor that is configured to receive, by the intermediary from a client application
associated with a user account, a first message sent via a transport supported by the
client application, the first message including a device identifier to identify a target

device of a plurality of registered devices, a command information identifying a
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command that is supported by the target device and to be performed by the target
device, determine that a payload to be delivered to the target device, including at least
the command information, is greater in size than a threshold size, send, by the
intermediary to the target device via a first transport supported by the target device, a
second message including a notification of the command information for the target
device, receiving, by the intermediary from the target device via a second transport
supported by the target device, a third message including a request for the command
information for the target device, and send, by the intermediary to the target device
via the second transport, a fourth message that includes the command information
including at least the command.

[0032] According to another example implementation, a computer program
product is tangibly embodied on a non-transitory computer-readable storage medium
and includes instructions that, when executed, are configured to cause at least one
processor to receive, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client application,
the first message including a device identifier to identify a target device of a plurality
of registered devices, a command information identifying a command that is
supported by the target device and to be performed by the target device, determine
that a payload to be delivered to the target device, including at least the command
information, is greater in size than a threshold size, send, by the intermediary to the
target device via a first transport supported by the target device, a second message
including a notification of the command information for the target device, receiving,
by the intermediary from the target device via a second transport supported by the
target device, a third message including a request for the command information for
the target device, and send, by the intermediary to the target device via the second
transport, a fourth message that includes the command information including at least
the command.

[0033] According to an example implementation, an apparatus may include
means for receiving, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client application,
the first message including a device identifier to identify a target device of a plurality
of registered devices, a command information identifying a command that is

supported by the target device and to be performed by the target device, means for
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determining that a payload to be delivered to the target device, including at least the
command information, is greater in size than a threshold size, means for sending, by
the intermediary to the target device via a first transport supported by the target
device, a second message including a notification of the command information for the
target device, means for receiving, by the intermediary from the target device via a
second transport supported by the target device, a third message including a request
for the command information for the target device, and means for sending, by the
intermediary to the target device via the second transport, a fourth message that
includes the command information including at least the command.

[0034] The details of one or more implementations are set forth in the
accompanying drawings and the description below. Other features will be apparent

from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0035] FIG. 1 is a block diagram illustrating a system according to an example
implementation.
[0036] FIG. 2 is a flow chart illustrating operation of an intermediary in which

a command is received from a client application and forwarded to a device according
to an example implementation.

[0037] FIG. 3 is a diagram illustrating operation of an intermediary according
to an example implementation.

[0038] FIG. 4 is a flow chart illustrating operation of an intermediary in which
information is received from a device and forwarded to a client application according
to an example implementation.

[0039] FIG. 5 is a diagram illustrating operation of an intermediary according
to another example implementation.

[0040] FIG. 6 is a flow chart illustrating operation of an intermediary
according to an example implementation.

[0041] FIG. 7 is a flow chart illustrating operation of an intermediary
according to another example implementation.

[0042] FIG. 8 is a flow chart illustrating operation of an intermediary
according to another example implementation.

[0043] FIG. 9 shows an example of a generic computer device and a generic
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mobile computer device, which may be used with the techniques described here.

DETAILED DESCRIPTION

[0044] This document describes an intermediary for multiple-transport client-
device communications. According to an example implementation, an intermediary
may operate as a multiple-transport interface between client applications or clients,
and devices. In this manner, the intermediary may allow client applications and
devices to communicate or exchange information, even though the client applications
and devices may not necessarily share a same transport. The intermediary may
receive, from a client application via a first transport supported by the client
application, a first message that may include a device ID identifying a target device
and a command to be performed by the target device. The intermediary may
determine a transport supported by the target device, for example, based on
registration information for the target device stored in a database. The intermediary
may then forward the command to the target device via a second message that is sent
via the second transport that is supported by the target device. In a similar manner,
the intermediary may receive a message including a notification (or other information)
from a device via a device-supported transport, may identify a client application-
supported transport, and may forward the notification in another message to the client
application via the client application-supported transport.

[0045] According to another example implementation, an intermediary may
store device registration information for at least a target device. The device
registration information may, for example, include information identifying one or
more commands supported by the target device and a device-specific ranking of each
of a plurality of transports supported by the target device. The intermediary may
select a transport supported by the target device based on the device-specific ranking
of the plurality of transports. The intermediary may send a message, which may
include command information, to the target device via the selected transport. The
intermediary may also adjust or update the device-specific ranking of the plurality of
transports supported by the target device based on one or more criteria, such as, for
example, based on: a success rate or failure rate for one or more transports in
communicating or delivering messages to one or more devices, current availability of

one or more of the transports, one or more characteristics of a message or payload to
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be forwarded to the target device (e.g., such as size of payload or message, whether a
command or payload to be forwarded to the target device relates to communication of
audio or video signals, any latency requirements for the payload or target device,
reliability requirements), feedback from a client application or from one or more
devices regarding one or more of the transports, or other criteria.

[0046] According to another example implementation, the intermediary may
receive a message from a client application including command information to be
forwarded to a target device and a response maximum wait time field that identifies a
maximum wait time before the intermediary sends a response to the client application.
For example, the intermediary may send to the client application, at a time not later
than a time indicated by the response maximum wait time field, a response to the first
message that includes at least a command status. The command status may be, for
example, a command received status if the command has been received but not yet
performed, or may include a command performed status if the command has been
performed.

[0047] According to yet another example implementation, the intermediary
may receive a first message including a payload including a command information
and a device identifier to identify a target device. The intermediary may determine
that the size of the payload to be delivered to the target device is greater than a
threshold size. The intermediary may then send a second message (including a
notification) to the target device via a first transport supported by the target device.
The notification may provide an indication of the command information to be
delivered to the target device. For example, the command information may be omitted
from the second message or notification. The intermediary may receive, via a second
transport supported by the target device, a request from the target device for the
command information. The intermediary may then send, via the second transport, the
command information to the target device. For example, the second transport may be
capable of delivering payloads or message sizes greater than the threshold size.

[0048] FIG. 1 is a block diagram illustrating a system 100 according to an
example implementation. System 100 may include a number of computing devices,
such as client computer 110, client computer 112, and devices 1, 2, 3, 4...N. One or
more of the computing devices may include, for example, one or more of a processor

or processing logic, memory, software or firmware to be executed by the
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processor/processing logic, and a network interface. An intermediary 116 may be
provided, either as a local intermediary 116A, which may be an application running
on a client computer 110, or as intermediary 116B, which may be, for example, a
cloud-based intermediary service provided on a network or server, or both
intermediaries 116A and 116B may be provided. In general, reference herein to
intermediary 116 may include an intermediary implemented as either intermediary
116A or intermediary 116B.

[0049] Client computer 110 may include one or more client applications, such
as client application 112. Similarly, client computer 111 may also include a client
application 113. Client computer 110 and/or client computer 111 may be, for
example, a personal computer, laptop, mobile computing device, netbook, smart
phone, as examples, or other computing device. Client application 112 and/or client
application 113 may include, for example, a web browser, a texting application, a
social media messaging application, as examples, or other application. A user may
have (or may use) one or more client computers or computing devices, such as client
computers 110 and 111. For example, a user may have a laptop with a web browser
and an email application, as example client applications, and a smart phone may have
a texting application and a web browser, as additional client applications. A user may
have a user account, e.g., with a user ID and password, so the user can log in to
receive one or more services, e.g., via client applications 112 and/or 113.

[0050] Client computers 110 and 111 may be connected to a network(s) 120.
Network(s) 120 may include one or more networks, such as a Local Area Network
(LAN), Wireless Local Area Network (WLAN), a Wide Area Network (WAN) such
as a 3G or 4G data network or the Internet, as examples, or any other network.

[0051] In an example implementation, client applications 112 and 113 may be
associated with a user account. For example, a user (of a user account) may use client
application 112 (on client computer 110) and client application 113 (on client
computer 111) to communicate with other network nodes or computing devices, e.g.,
over one or more networks. Although not shown in FIG. 1, other client computers or
computing devices and client applications running thereon may be provided for use by
other users or other user accounts.

[0052] According to an example implementation, one of the services that a

user may receive, via his/her user account and/or client application, is the services
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provided by intermediary 116 to facilitate multiple-transport client-device
communications. Intermediary 116 may operate as a multiple-transport network
intermediary between one or more client applications and one or more devices. In an
example implementation, intermediary 116 may be provided, for example, as either
intermediary 116A, which may be a local application (e.g., including a library of
functions which may be called by client 112) running on client computer 110, or as
intermediary 116B, which may be, for example, a cloud-based intermediary service
provided on a network (e.g., on a network server). Intermediary 116B may be
connected to networks(s) 120. Intermediary 116 may, for example, allow a client
application, operating on behalf of a user account to communicate with one or more
devices (such as devices 1, 2, 3, 4,...N shown in FIG. 1) via intermediary 116, even
though the client application 112 and the devices are not necessarily compatible in
terms of transports or communications protocols.

[0053] According to an example implementation, client application 112,
running on client computer 110 may use intermediary 116A (e.g., running locally on
client computer 110) to communicate with one or more local devices (e.g., devices
that are connected via a local wired connection/network or a local wireless
connection/network, or devices that are in close proximity to the client application
110 where a direct client application-device communication may occur, such asin a
device-to-device or D2D wireless network). For example, devices that are connected
to client computer 110 via Bluetooth wireless connection, Local Area Network (LAN)
or a Wireless Local Area Network (WLAN) may be considered local devices to client
application 110. Thus, client application 112, running on client computer 110, may
use intermediary 116A, also running on client computer 110, to communicate with
one or more local devices (devices that are local to client computer 110).

[0054] However, with respect to client computer 110 or client application 112
(as an example), other devices may be considered to be non-local devices (or remote
devices), such as devices that are not in close proximity to client computer 110 or
devices that are accessible by client computer 110 only through a Wide Area Network
(WAN), such as the Internet. According to an example implementation, client
application 112 may use intermediary 116B (e.g., provided as a cloud based service
on a network, and not locally running on client computer 110) to access both (or

either) local devices (e.g., devices local to client computer 110/client application 112)
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and remote (or non-local) devices.

[0055] According to an example implementation, intermediary 116 may
receive, from client application 112, a first message (e.g., including a device ID
identifying a target device and a command to be performed by the target device) via a
first transport that is supported by the client application 112 (a client-supported
transport). Intermediary 116 may determine (or identify) a second transport supported
by the target device (a device-supported transport), for example, based on registration
information for the target device stored in a database 118. Intermediary 116 may then
forward the command to the target device via a second message that is sent via the
second transport that is supported by the target device. In a similar manner,
intermediary 116 may receive a first message including a notification (or information)
from a device via a device-supported transport, may identify a client-supported
transport, and may forward the notification in a second message to the client
application via the identified client-supported transport. More details are provided
below.

[0056] According to an example implementation, one or more applications on
client computer 110 (as an example) may communicate with one or more devices via
network(s) 120, and via intermediary 116. Network(s) 120 may include one or more
routers, a wireless LAN router, or other network equipment. According to an
example implementation, client computer 110 and/or client application 112 may
support one or more transports (client-supported transports), where a transport may
include a channel, a communications technology and/or a communications protocol or
standard that may allow computing devices to communicate. For example, if client
application 112 is a web browser, the client application 112 may support transports
such as Hypertext Transfer Protocol (HTTP), Secure Sockets Layer (SSL) or other
protocol or communications standard. If client computer 110 is a smart phone, and
client application 112 is a text messaging application, then the client application 112
may support SMS (short message service) or a text messaging protocol as a transport.
If client application 112 is a specific social media application or social media
messaging application, then the client application 112 may support the standards or
communications protocol(s), as a transport, to allow transmission and/or reception of
social media messages. If client application 112 is an email application, then client

application 112 may, for example, support at least an email protocol as a transport
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(e.g., one or more email protocols, such as POP (Post Office Protocol), IMAP
(Internet Message Access Protocol) and MAPI (Messaging Application Programming
Interface). These are a few examples, and many other applications and transports (or
communications protocols) may be used. By supporting a transport, a client computer
or client application, or a device, may typically include any logic, software, protocol
stack, etc., that may be used or necessary to implement such communications
technology, protocol or standard of such transport, for example.

[0057] According to an example implementation, multiple applications may
be associated with a user account, and each client application may support or use a
different transport. In addition, a first transport may be used (or supported) by a first
client application associated with the user account to send messages to the
intermediary 116, and a second transport may be used (or supported) by a second
client application associated with the user account to receive messages from the
intermediary 116. For example, a user (of a user account) may use a first client
application (e.g., a web browser) running on client computer 110, which supports or
uses HTTP (Hyper-Text Transfer Protocol), to send or provide commands or other
information to intermediary 116 to be forwarded to one or more devices. Similarly,
for example, the user (of the user account) may use a second client application (e.g., a
messaging application) running on client computer 110, which supports or uses SMS
or other texting protocol, to receive notifications or other information from
intermediary 116. Thus, in this example, a first application and associated transport
may be used by a user/user account to send messages to intermediary 116, and a
second application and associated transport (e.g., which may be different from the
first application and associated transport) may be used by a user/user account to
receive messages from intermediary 116. In another example implementation,
multiple applications and multiple transports may be used by a user/user account to
send messages to intermediary 116 and to receive messages from intermediary 116.

[0058] As shown in FIG. 1, multiple devices (e.g., device 1, device 2, device
3, device 4,...device N) are shown as being coupled to client computer 110, client
computer 111 and intermediary 116, either directly or via a network(s) 120. Each of
the devices may be any type of electronic device, and one or more of these devices
may include a processor or controller, memory and a network interface to send and

receive communications or messages, €.g., via Ethernet, Wireless Local Area Network
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(WLAN) network, via Bluetooth wireless connection, or other network
interface/technology, as these are merely some examples. The devices may be any
type of devices, e.g., where it may be desirable or advantageous to control such a
device by sending a command to the device, or desirable or advantageous to receive
messages or information (e.g., notifications) from the device. In an example
implementation, by a user/user account registering a device with intermediary 116, a
client application 112 associated with the user account may send commands to the
device, and may receive notifications and/or other communications from the device,
for example.

[0059] Example devices (and illustrative example commands/notifications)
may include: a printer (e.g., to allow an application send commands to print a page
and receive notifications regarding printer status), an alarm system (e.g., to send
commands to arm or disarm or to receive notifications that the alarm has been
triggered), HVAC (heating ventilation and air condition system) (e.g., to send
commands to adjust a thermostat in one or more zones or to receive a notification as
to the temperature in one or more zones, or to receive a notification that the air filter
should be replaced or that a malfunction has been detected), a camera (to send a
command to take a picture, being video recording, or receive a notification that the
camera is out of memory/storage), a stereo (to send a command to adjust the volume,
or select a different input for audio signals), a television, a digital video recorder
(DVR) or other audio/video equipment (e.g., to send a command to record a TV
program or receive a notification that a specific program is unavailable, or a
malfunction was detected in the equipment), a scanner (e.g., to send a command to
scan a document or receive a notification that the scanner is out of toner or paper), a
washing machine (to send a command to wash a load of clothes, or to receive a
notification of a load of wash has finished washing or a notification of a washing
machine malfunction or imbalance), an oven (e.g., to send a command to preheat
lower oven to 350 degrees, to set a cooking timer, or to receive a notification that the
oven is done preheating, or that a timer has gone off) or other home appliance, a home
lighting control system (e.g., to program the lighting system to turn on/off specific
lights at specific times, or to receive a notification that a specific light bulb or light is
not working), an automobile ignition system (e.g., to send a command to start the

automobile and turn on the heating system, or to receive a notification from the
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automobile/ignition system that the automobile will not start, or a malfunction was
detected). These are merely some examples, and other devices may be used.
According to an example implementation, each (or one or more) of these devices may
include a processor or controller or processing logic, memory and network interface to
allow the device to communicate to intermediary 116 and/or other computing devices.

[0060] Some illustrative example transports that may be supported by a
client/client application or user account, or supported by a device may include:
HyperText Transfer Protocol (HTTP), Secure Sockets Layer (SSL), one or more email
protocols, Ethernet, Transmission Control Protocol/Internet Protocol (TCP/IP), Short
Message Service (SMS) or other texting service, one or more social media
applications or social media messaging applications and their associated protocols, a
Cloud Messaging protocol (GCM), Extensible Messaging and Presence Protocol
(XMPP), Bluetooth wireless protocol/standard, Long Term Evolution (LTE) or other
cellular communications protocol, IEEE 802.11/Wireless LAN (WLAN) technology
and communications protocol, or other transport. These are merely a few example
transports, and others may be used.

[0061] Therefore, a user (associated with a user account) may be interested in
using his client computer 110/client application(s) 112 to control one or more devices
and/or receive information/notifications from one or more of the devices. However,
each of a plurality of devices may support a transport (e.g., channel, communications
technology or communications protocol) that is not necessarily supported by client
computer 110/client application 112. Therefore, intermediary 116 may operate as a
multiple-transport go-between or interface between clients and registered devices,
e.g., by receiving information (e.g., commands/notifications) from a source
device/application via a first transport (that is supported by the source), and then
forwarding the received information to a target device/application via a second
transport (that is supported by the target).

[0062] As shown in the example of FIG. 1, some illustrative example devices
may include device 1 (e.g., a printer, supporting a device-supported transport of
TCP/IP), device 2 (e.g., an alarm system, supporting GCM), device 3 (e.g., a HVAC
system supporting XMPP), device 4 (e.g., a camera supporting Bluetooth), ... and a
device N (e.g., supporting WLAN). These are merely some examples, and many

other types of devices and transports may be used.
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[0063] FIG. 2 is a flow chart illustrating operation of an intermediary 116 in
which a command is received from a client application and forwarded to a device
according to an example implementation. Operation 210 includes receiving, by an
intermediary from a client application associated with a user account, a first message
sent via a transport supported by the client application, the first message including a
device identifier to identify a target device of a plurality of registered devices and a
command information identifying a command that is supported by the target device
and to be performed by the target device. Operation 220 includes determining, by the
intermediary based on a stored device registration information for the target device, a
transport supported by the target device. And, operation 230 includes sending, by the
intermediary to the target device via the identified transport supported by the target
device, a second message including at least the command information.

[0064] FIG. 3 is a diagram illustrating operation of an intermediary according
to an example implementation. In the example shown in FIG. 3, an intermediary 116
is in communication with a client application 112 and a device 310.

[0065] At 320 (320A or 320B), intermediary 116 may receive device
registration information for one or more devices. Two alternative techniques (shown
by 320A and 320B, FIG. 3) may be used to communicate device registration
information to intermediary 116. At 320B, a device 310 may send a message(s),
including the device registration information, to intermediary 116 to register the
device. Or, alternatively, at 320A, a user may log in to intermediary 116, for
example, by using a username and password for the user account, e.g., via client
application 112. Once logged in to intermediary 116, the user of the user account may
register one or more devices with intermediary 116, which may include sending (e.g.,
via HTTP Post operation from client application 112) device registration information
for one or more devices to intermediary 116 for storage. At 322, intermediary 116
stores the received device registration information for the device in a database, such
as in device registration database 118 (FIG. 1).

[0066] According to an illustrative example implementation, device
registration may include intermediary 116 receiving and storing device registration
information for a device. The device registration information received to register a
device may include, for example: 1) a device description, including, for example, a

device type (e.g., printer, oven, automobile, camera), a device identifier (e.g., a device
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ID or other identification information for the device), an icon to be used to represent
the device on a display or interface, 2) a set of commands supported by the device,
and 3) one or more transports supported by the device. Other information may be
included as well. Alternatively, intermediary 116 (e.g., upon receiving device
registration information) may assign a unique device identifier (device ID)to a
device. Although not shown in FIG. 3, the intermediary 116 may send a reply or
acknowledgement to the registering device or registering user account/client
application that confirms that the device has been registered and identifies the device
identifier or device ID for the registered device.

[0067] If a device is registered via or by a user account with intermediary 116,
this may, for example operate to associate the device with the user account or may
establish a relationship between the user account and the registered device. For
example, when a client application associated with a user account registers a user
device with intermediary 116, an ownership relationship may be established between
the user account and the device where the user account owns the device. In an
example implementation, device ownership may allow the owning user account (or
client applications associated therewith) to receive information or notifications from
the device via intermediary 116, and allows the user account to send commands and
other information to the device via intermediary 116 for example. Also, the
registering (or owning) user account may also share access to the registered device to
other user accounts to allow these other user accounts to receive notifications from
such device and/or send commands to such device, via intermediary 116. For
example, in sharing access of a device with another user account, the owning user
account may set one or more rights or permissions for the device, e.g., permission to
receive information or notifications from the device, permission to send commands to
the device, permission to share device access with other user accounts, etc. In another
example implementation, some devices may have a status of public access in which
any user account/client application may receive notifications from and/or send
commands to (via intermediary 116) the device.

[0068] At 324, intermediary 116 may receive user account information from a
client application 112, e.g., via a HTTP Post operation from the client application 112
to intermediary 116.

[0069] At 326, intermediary 116 may store, in a database (such as device
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registration database 118), the user account information including, for example, a user
(or user account) profile. In an example implementation, a user profile may include a
user ID or other information identifying the user account, information identifying one
or more client applications associated with the user account and a transport(s)
supported (or used) by each client application for communicating with intermediary
116. Alternatively, for example, a user may log-in to intermediary 116 using the
user’s web services (e.g., email, documents or other cloud services) account login
information (e.g., User ID and password) or social media account login information,
and the profile (e.g., identifying client applications and client-supported transports)
for the user/user account, which may be stored in a database outside of database 118,
may then be accessed (or received) by intermediary 116 and stored in database 118.

[0070] According to another example implementation, a user account may use
different transports and/or different client applications to send messages to
intermediary 116 and to receive messages to intermediary 116. Thus, in an alternative
implementation of 324 and 326, intermediary 116 may receive and store user account
information including information identifying a first transport (e.g., HTTP) used by a
first client application (e.g., a web browser) associated with the user account to send
messages to the intermediary 116, and a second transport (e.g., SMS or texting
protocol) used by a second client application (e.g., a texting or message application)
associated with the user account to receive messages from the intermediary 116. For
example, for a user account, the client application(s) and the supported transport(s) for
sending messages to intermediary 116 may be the same as or may be different from
the client application(s) and supported transport(s) for receiving messages from
intermediary 116. Also, in another example implementation, a first client application
112 provided on a first client computer may be used to send messages via a first
transport to intermediary 116, and a second client application 113 on a second client
computer 111 may be used to receive messages via a second transport from
intermediary 116.

[0071] At 328, after a user has logged in to intermediary 116 via a user
account, a user may obtain or determine a device ID for one or more devices, and may
link or associate one or more devices with the user account, or may establish a
relationship (e.g., device ownership, or device access) between the user account and

one or more devices. For example, once a device is associated with the user account
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(or a relationship has been established between a device and a user account),
notifications from such owned or associated device may be forwarded by intermediary
116 to the user account (or to one or more client applications for the user account).
Also, according to an example implementation, associating a device with a user
account (or establishing a relationship between the user account and the device) may
also allow commands to be sent from the user account (or client application associated
with the user account) to the associated (or owned or accessed) device via
intermediary 116.

[0072] At 330, intermediary 116 may receive from a client application
associated with a user account, a first message sent via a transport supported by the
client application. The first message may include, for example, a device identifier to
identify a target device of a plurality of registered devices and a command
information identifying a command that is supported by the target device and to be
performed by the target device.

[0073] In one example implementation, intermediary 116 may be an
intermediary 116A as a local application running on client computer 110.
Intermediary 116A may, for example, include a library of functions that may be called
by a client application 112. Thus, in an alternative example implementation, at 330,
intermediary 116A may receive, from client application 112, a function call to
forward a received command to a target device, where the function call may include,
as parameters, the command and the device ID of the target device, for example. In
yet another example implementation, intermediary 116 may be provided as
intermediary 116B, which may be cloud-based intermediary service provided on a
network or network server.

[0074] At 332, intermediary 116 may determine, based on a stored device
registration information for the target device, a transport supported by the target
device. For example, intermediary 116 may perform a lookup into device registration
database 118 based on the device ID of the target device to retrieve the device profile
(or device registration information) associated with the device ID of the target device.
Once the profile or device registration information for the target device has been
identified or retrieved, intermediary 116 may identify one or more transports
supported by the target device. For example, one of the supported transports may

have been selected for use at the time of registration (e.g., selected by registering
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device or by user/user account as a preferred transport to communicate with the target
device (e.g., a first transport selected as a preferred or primary transport, and a second
transport selected a secondary or backup transport). Or, intermediary 116 may select
one of a plurality of transports supported by the target device for use in
communicating with the target device (or for forwarding the command information to
the target device). For example, intermediary 116 may select a first supported
transport based on the first transport being currently available, and a second supported
transport being unavailable or congested. Therefore, intermediary 116 may
determine or select a transport supported by the target device based on the device
registration information for the target device that is stored in the device registration
database 118, for example. Therefore, a transport for a device may be selected in
advance, e.g., at the time of device registration. Or, intermediary 116 may select one
of a plurality of device-supported transports to use for communicating with the target
device after receiving the message requesting a command or other information be
forwarded to the target device.

[0075] At 334, the intermediary 116 may send to the target device 310, via the
identified transport supported by the target device, a second message including at least
the command information. In this manner, intermediary 116 may forward the received
command information to the target device via a transport supported by the target
device.

[0076] In an alternative implementation of 334, the command information
may be sent from intermediary 116 to device 310 via the use of a plurality of (or
multiple) messages. For example, intermediary 116 may send a notification, e.g., via
a first device-supported transport, to the target device 310, where the notification may
indicate that intermediary 116 has information to be sent to device 310. Intermediary
116 may send the command information (or at least a portion thereof) via a second
message (and possibly via a second device-supported transport that is different than
the first device-supported transport used by the notification) to the target device 310.

[0077] For example, in some cases, a device 310 may use a transport (such as
HTTP, for example) in which a server or a server program (such as intermediary 116)
may be unable to initiate a data transfer to a client application. In this example, the
device 310 may be considered as a client application, and intermediary 116 may be a

server program. In this case, a notification may be sent via a transport that supports
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server-initiated data transfers to a client or client device. Transports that allow a push
notification from a server to a client (or server-initiated communication) may include
XMPP and APNS (Apple Push Notification Service), and GCM, as examples. Then,
the device 310, in response to receiving the notification of pending data for the
device, may perform a HTTP Get operation to obtain the command information from
intermediary 116. Alternatively, the command information may be sent via a
transport that allows or supports server-initiated data transfers. In another example
implementation, multiple messages may be used to send the command information
from the intermediary 116 to device 310 where the command information is too large
to be sent via a single message, for example.

[0078] At 336, in response to receiving the command, the target device 310
may perform the specified command, e.g., turn on a light, pre-heat the oven, start the
automobile, print a document, take a picture, retrieve a requested file... For example,
if the target device is a storage device, the following command information (command
and one or more parameters) may be sent from client application 112 to intermediary
116. Intermediary 116 may then forward this command information to the target
device:

[0079] {

[0080] devicelD: ‘cbaf7327ca’,

[0081] name: ‘readfile’,

[0082] parameters: {path: ‘/usr/local/datafiles/file5678" }}

[0083] In this example noted above, command information, including a
command ‘readfile’ is sent by intermediary 116 to a storage device having a device ID
of ‘cbaf7327ca’. The command information also includes a parameter that specifies a
path or location of the file that is being requested to be read by the storage device and
returned to the client application 112. Thus, in response to receiving the above
command information, the storage device may read or retrieve a copy of the requested
file.

[0084] At 338, target device 310 may also send, a first reply message to
intermediary 116 via a transport supported by device 310. The first reply message
may include reply information, such as confirming or acknowledging performance of
the specified command, indicate a status of the device (e.g., printer offline, camera not

operating), or a status of the performance of the command (e.g., performed,

25



WO 2016/022036 PCT/RU2014/000589

performance attempted but malfunction occurred), etc. Also, the reply information in
the first reply message at 338 may include any files or any other information that was
requested by the command. For example, if a file was requested, the file may be sent
at 338, e.g., via one or more messages, via a device-supported transport to
intermediary 116. As another example, a command of ‘storage.list’ may be sent to a
storage device along with a path name. The device may retrieve a list of files, and
attach or include this requested list of files (found by the device at the specified path)
in the first reply message, at 338, for example.

[0085] At 340, intermediary 116 may receive the first reply message from
device 310 via a device-supported transport, and may determine a user account
associated with the transmitting (or source) device 310, or determine a user account
that has a relationship with the transmitting device 310. The first reply message at
338 may, for example, also include a device ID for the transmitting device, or a user
account ID or other information identifying a user account, or a transaction ID.
Intermediary 116 may, for example, include a transaction ID within the second
message sent to device 310 at 334, and when a reply message from device 310
includes this transaction ID that is returned to intermediary 116, the transaction ID
may be used by intermediary 116 to identify an associated user account, e.g., in the
event there may be multiple user accounts that are associated (or have a relationship)
with this device.

[0086] At 342, intermediary 116 may send a second reply message to a client
application associated with the user account (or to client applications associated with
each of multiple user accounts), and via a transport supported by the client
application. The second reply message may, for example, include (or forward) the
reply information received via the first reply message, including, e.g., an
acknowledgement that the command was performed, any device status, and any
requested information or files, for example. Thus, for example, intermediary 116 may
extract the reply information received via the first reply message at 338, and provide
or encapsulate the extracted reply information in the second reply message at 342 that
is sent to a client application 112 associated with the user account.

[0087] In addition to commands (which may instruct a device to perform some
action), a client application may send information to a device via intermediary 116.

For example, a client may send a notification to a device indicating that access control

26



WO 2016/022036 PCT/RU2014/000589

rules have been modified, and that a new user account (and associated client
applications) may have access to the device. A notification in general may convey
information, but typically does not include a command to perform some action.

[0088] FIG. 4 is a flow chart illustrating operation of an intermediary 116 in
which information is received from a device and forwarded to a client application
according to an example implementation. Operation 410 may include establishing, by
an intermediary, a relationship between one or more of a plurality of devices
registered with the intermediary and one or more user accounts, wherein a client
application is associated with each user account. Operation 420 may include
receiving, by an intermediary from a source device of the plurality of devices
registered with the intermediary, a first message sent via a transport supported by the
source device, the first message including a notification information and a device
identifier identifying the source device. Operation 430 may include identifying, by
the intermediary, a user account, and an associated client application, having a
relationship with the source device. And, operation 440 may include sending, by the
intermediary to the client application associated with the identified user account via a
transport supported by the client application, a second message including at least the
notification information and the device identifier for the source device.

[0089] Techniques have been described above in FIG. 3 for the intermediary
116 to receive a command from a user account or client application via a first
message, identify a transport supported by a target device, and then forward the
command in a second message to the target device via the transport supported by the
target device. Similar techniques may be used by intermediary 116 to receive a
notification from a source device 310 via a device-supported transport, and forward
the notification to a client application 112 via a transport supported by the client
application.

[0090] FIG. 5 is a diagram illustrating operation of an intermediary according
to another example implementation. In FIG. 5, intermediary 116 may be in
communication with a client application 312 and a device 310. Also, in FIG. 5,
operations 320 (320A and/or 320B) — 328 may be performed, as shown in detail in
FIG. 3.

[0091] At 530, intermediary 116 may receive a first message sent from a

source device 310, including a device ID and a notification or other information. The
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first message at 530 may also include a target user account ID, for example, to
identify a target user account or destination for the notification. However, a user
account ID may not be required within the first message to identify a destination user
account(s), since intermediary 116 may store, or have access to, information
identifying an association or relationship between the source device 310 and one or
more user accounts.

[0092] Therefore, at 532, intermediary 116 may determine a user account(s)
associated with (or having a relationship with) the source user device 310, and may
identify a client application and supported transport associated with each of the user
account(s). For example, intermediary 116 may use the target user account ID in the
received first message, because this field, if present, identifies a user account that is
the destination for the contents of the first message (e.g., the notification). Or, in the
absence of such a target user account ID field within the first message, intermediary
116 may use stored relationship information, e.g., stored information (e.g., user
account profile information and/or device registration information within database
118) to identify an association or relationship between source device and one or more
user accounts. Intermediary may also identify a client application and supported
transport associated with each identified user account.

[0093] At 534, intermediary 116 may send a second message, including the
notification and device ID received via the first message at 530, to a client application
112 associated with (each of) the identified user account(s), via a transport supported
by the client application.

[0094] A notification may communicate a variety of information to a user
account or client application, depending on the type of device. For example, an oven
may send a message notifying a client application user account that a timer has
expired, or a notification may be sent from a HVAC system to a client application
indicating that the air filter needs to be replaced or other service should be performed,
or an alarm system may send a notification to an alarm monitoring application
indicating that a window has been broken at a home or residence, etc.

[0095] According to an example implementation, although each device may
support or implement different commands, the commands and notifications may be
provided or communicated between intermediary 116 and client applications and

devices in a standardized text format. For example, the commands and/or
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notifications sent between user accounts/client applications and registered devices via
intermediary 116 may be provide in Javascript Object Notation (JSON), Extensible
Markup Language (XML) or other standardized text format. For example, the
commands and/or notifications may be provided as a JSON-encoded command or
notification. For example, a command or notification may be provided using an
attribute:value pair in accordance with JSON.

[0096] Below is an example of a notification sent from a source device to a
user account or client/client application.

[0097] {

[0098] devicelD: ‘cbaf7327ca’,

[0099] deviceKind: ‘smokedetector’,

[00100] timestamp: ‘26536141231

[00101] severity: ‘high’, //may be ‘low’ if its not important data

[00102] data: {

[00103] smokelevel: 56,

[00104] activefor: 60000, /10 minutes already

[00105] }

[00106] }

[00107] In this example, a device (or type/kind ‘smokedetector’) is providing a
notification of a detected smoke level that is ‘high’, and also indicates an amount of
time that this smoke level has been active for (e.g., active for 10 minutes). The fields
in this example notification may be specific to this device or at least specific to this
type of device/devicekind (smokedetector).

[00108] In one example implementation, intermediary 116 may generate a
message for the user account or client application based on one or more fields in the
received notification, and may forward the message to the user account. For example,
the intermediary 116 may compare the smokelevel:56 to one or more thresholds, and
may add additional text or information to the notification, such as providing an
indication that “Warning — smoke level is too high, please evacuate,” which may be
displayed or output to the user account via one or more transports supported by the
user account for example. Alternatively, it may be a client application (rather than the
intermediary 116) that may receive the notification (and its various fields) related to

the smoke detector status, compare the smokelevel to one or more thresholds, and
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may display the associated Warning text to a user, based on receipt by the client
application of the smokelevel:56.

[00109] FIG. 6 is a flow chart illustrating operation of an intermediary
according to an example implementation. Operation 610 includes storing, by an
intermediary, a device registration information for one or more devices including at
least for a target device, the device registration information including information
identifying one or more commands supported by the device, and a device-specific
ranking of each of a plurality of transports supported by the device for communicating
with the intermediary. Operation 620 includes receiving, by the intermediary from a
client application associated with a user account, a first message sent via a transport
supported by the client application, the first message including a device identifier to
identify a target device of a plurality of registered devices and a command
information identifying a command that is supported by the target device and to be
performed by the target device. Operation 630 includes selecting, by the
intermediary, a transport supported by the target device based on the device-specific
ranking of the plurality of transports supported by the target device. And, operation
640 includes sending, by the intermediary to the target device via the selected
transport supported by the target device, a second message including at least the
command information.

[00110] According to an example implementation, a device may support a
plurality of different transports. Various criteria may be used by intermediary 116 to
select one of a plurality of device-supported transports for communicating with a
device. According to an example implementation, a device-specific initial ranking of
transports may be received and stored by intermediary 116. Intermediary 116 may
also adjust or update the ranking of transports for a device based on, for example,
information received from a client application, information received from one or more
devices regarding one or more of the transports, and/or characteristics of a received
message, payload or command information to be sent to a device, or other criteria.
When a message is received that includes a command information or other
information to be forwarded to a device, intermediary 116 may select one of the
plurality of device-supported transports based on the (e.g., initial or adjusted) device-
specific ranking of transports, e.g., to select the highest ranked transport or one of the

highest ranked transports for the device.
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[00111] The device-specific ranking of transports may be received and stored
by the intermediary 116. Alternatively, a device-specific ranking of transports may be
determined (created) by intermediary 116 based on, for example, a list of supported
transports and features/performance characteristics of each transport, and one or more
performance requests or requirements for the device, e.g., by identifying transports
that have one or more characteristics that best fit or match the performance requests or
feature requests for the device.

[00112] For example, at 322 (FIG. 3), the device registration information stored
by intermediary 116 for a device (or for each of a plurality of devices) may include an
initial device-specific ranking of each of a plurality of transports supported by the
device. The device-specific ranking of transports may identify a ranking of transports
that are supported by the device, e.g., from a highest ranked transport to a lowest
ranked transport, where higher ranked transports (or a highest ranked transport) may
typically be preferred for communication with the device. Thus, the device-specific
ranking of transports may identify which (e.g., higher ranked) transport(s) are
preferred or prioritized for communication with the device over other (e.g., lower
ranked) transport(s). Because each device may be a different device type, may be
provided at a different location, include different features or capabilities, perform
different functions, include different hardware and/or software/firmware, etc., each
device may include a different device-specific ranking of transports. For example,
each device may be a different type of device, or a processor or processing system
(processor, memory with software or firmware for execution, and a network interface)
associated with (or controlling) a different type of device (e.g., printer, alarm system,
camera, HVAC system, TV, automobile, lighting control system, and the like), and
may be provided in a different location or may perform in different circumstances.

[00113] Therefore, each device may have different needs or desired
characteristics for a transport that is selected for communication with the device. For
example, some devices may require or need communication with a short latency or
delay, while other devices can tolerate significant delays or latencies in
communications between client application and the device. Likewise, some devices
may typically receive (or send) message payloads, e.g., including command
information (or other information) from a client application via intermediary 116 that

are large in size (or greater than a threshold size), while other devices may always or
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typically send or receive message payloads that are smaller in size (or less than the
threshold size). In another example, some devices (e.g., TVs, stereos, video cameras,
music playing devices or applications) may request or benefit from transports that
provide audio and/or video streaming.

[00114] In addition, the various transports may have different features or
performance characteristics, e.g., related to: latency or delay, transport speed,
delivery reliability guarantees (such as reliable delivery with acknowledgements
and/or retransmissions), message payload size, usage statistics such as a number of
successful deliveries and/or number of failed delivery attempts over a last X number
of attempts (which may be referred to as a successful delivery rate for a transport) and
other transport features (e.g., ability of a transport to provide audio and/video
streaming or audio/video delivery). Some transports, such as email and SMS or
messaging transports, may have a significantly longer delay or latency as compared to
other transports (such as XMPP). Some transports, such as XMPP, may be unable to
handle larger payload sizes, whereas HTTP (and other transports) may be able to
handle payloads larger (or greater in size) than XMPP as an example. Also, some
transports, such as Web Real-Time Communications (WebRTC) may require a
significant delay (e.g., 5- 20 seconds) to set up a session, but then may provide a
higher data transfer rate (or data throughput) and/or may provide audio and/or video
streaming capabilities.

[00115] In an example implementation, intermediary 116 may be required to
use the highest ranked transport to communicate with (or send message to and/or
receive messages from) a device. In another example implementation, the device-
specific ranking of transports may be used merely as guidance or a suggestion to the
intermediary 116 (e.g., where the intermediary may choose a highest ranked transport
or may choose a lower ranked transport). In example implementations, device
registration information, including, for example, a device-specific ranking of
transports, may be provided via message sent from a device to the intermediary 116,
or may be provided via a client application or from a client computer. According to
an example implementation, intermediary 116 may select a transport for
communicating with a device based on the (e.g., initial or adjusted/updated) device-
specific ranking of the plurality of transports for the device.

[00116] According to another example implementation, an initial device-
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specific ranking of transports may be updated or adjusted based on various criteria or
based on various information, such as based on information or feedback from the
device or other devices (e.g., based on usage statistics for one or more transports that
may indicate a number or percentage of successful deliveries or failed deliveries over
such transport to the same device or to multiple devices). Also, the device-specific
ranking of transports may be adjusted based on information (e.g., updated or adjusted
device registration information) received from a client application, such as a client
application associated with a user account that owns or controls the device. A device-
specific ranking of transports may be adjusted or updated by a client application, by
intermediary 116, or by the device.

[00117] Alternatively, the (e.g., initial) device-specific ranking of transports for
a device may be updated or adjusted based on a characteristic(s) of a message or
payload to be sent or forwarded to the device, as compared to the performance
characteristics of the transports supported by the device. In this manner, a message-
specific ranking of transports for a device may be generated by adjusting the device-
specific ranking of transports. For example, a message-specific ranking of transports
for a device may be used for selecting a transport to be used for sending/forwarding a
payload of the message to the device. Thus, for example, the ranking of transports for
a device may be adjusted based on a characteristic(s) of the message or payload (such
as a characteristic of the command) to be sent or forwarded to the device, e.g., to
increase a rank of a transport(s) that have performance characteristics that may more
closely match the characeristics or requirements of the message or payload (or
command) to be forwarded or sent to the device. For example, by adjusting the
ranking of transports based on message or payload characteristics as compared to one
or more performance characteristics of one or more transports, the intermediary may
be more likely to select a transport to send or forward a message, payload or
command information that provides performance or services that most closely match
or meet the requirements of the message, payload or command information.

[00118] Therefore, according to an example implementation, an intermediary
116 may determine a characteristic of a first message received from a client
application, adjust a device-specific ranking of a plurality of transports supported by
the target device based on the determined characteristic, and select, by the

intermediary 116, a transport supported by the target device based on the adjusted
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device-specific ranking of the plurality of transports. The payload and/or command
information of the first message may then be forwarded or sent from the intermediary
116 via the selected transport. For example, adjusting the device-specific ranking of
the plurality of transports for the device may include adjusting the device-specific
ranking of the plurality of transports based on one or more of the following: a size of
a payload of the first message (e.g., including command information) to be delivered
to the target device, whether communication of the payload of the first message or
performance of the command may involve or benefit from communication or
streaming of audio and/or video signals, and/or any latency requirements for
communication of the payload or command information to the target device.

[00119] According to another example implementation, intermediary 116 may
adjust a device-specific ranking of transports based on a success rate in sending
messages from the intermediary to one or more devices via one or more of the
transports. For example, if 40% of the recent messages sent from the intermediary to
one or more devices via a specific transport were not received by the target device(s)
(a 60% success rate in sending messages for the specific transport), then the ranking
of this specific transport may be decreased, e.g., from a first ranked transport to a
fourth (or last) ranked transport for a device, since this specific transport may be
considered to be unreliable. Also, intermediary 116 may adjust a device-specific
ranking of transports based on a current availability of one or more of the transports.
For example, it may be determined that a transport between intermediary 116 and one
or more devices has not been working recently, e.g., due to network congestion,
corruption of a protocol entity (or protocol stack) executed by the intermediary 116 or
at one or more devices, or other problem with the transport, and a rank of such
transport may be decreased. Therefore, intermediary 116 may receive feedback from
one or more devices that report a failure to receive a message (such as a negative
acknowledgement) via a transport or may receive feedback from one or more devices
indicating that a transport is not working or is unavailable. For example, based on this
feedback from one or more devices, intermediary 116 may adjust or update a ranking
of transports for one or more devices, e.g., based on a success rate in sending
messages via the transport and/or based on a current availability of such transport.

[00120] An illustrative example will now be briefly described in which a

ranking of transports is determined and/or adusted/updated based on one or more
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criteria. All or part of this example approach may be used to perform an initial
ranking of transports or to adjust or update the ranking of transports.

[00121] Prerequisites: initial device ranking and weighting of priorities:

[00122] 1) Initial device weighting of transports: According to an example
implementation, an initial weighting of transports for a device may be assigned. This
initial weighting of transports may be provided in different forms, such as by
assigning an initial score to each transport, such as, for example: XMPP - 1, GCM -
0.5, WebRTC - 0.1 . Or, it may be provided or determined as a priority list, without
exact numbers or scores: XMPP, GCM, WebRTC.

[00123] 2) Device weighting of priorities: According to an example
implementation, a weighting of priorities for the device may be provided, such as, for
example: Speed (latency) - 1, reliability - 0.5, (a larger weighting for speed/latency
means that speed or latency is more important than reliability for the device). In an
example implementation, the device, a client application, or intermediary 116 may
assign or may provide these initial rankings or weightings (initial device weighting
and weighting of priorities) to each transport during registration and/or may update
this information later by communicating with intermediary 116.According to an
example implementation, the following may occur when an example message of size
10KB needs to be delivered from the intermediary 116 to a device:

[00124] 1. Intermediary 116 assigns initial ranking to all transports available
for device. Some examples:

[00125] a) Initially, set all transports to same rank, or to a same score of 1:
XMPP=1,GCM =1, WebRTC=1; or

[00126] b) Assign initial transport rankings or initial transport scores according
to the initial device weightings: XMPP - I, GCM - 0.5, WebRTC - 0.1.

[00127] 2. Intermediary 116 adjusts or modifies the initial ranking of
transportsdepending (or based) on one or more of the following criteria (by way of
example):

[00128] a) latency characteristics of the transport, such as a delay or latency in
sending or delivering messages;

[00129] b) previous usage statistics of using the transport (for the particular
device and/or overall in history of service or over time period), such as a message

delivery success rate or message delivery failure rate for transport for one or more
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devices;

[00130] ¢) throughput characteristics of transport, which may include, e.g., an
average or instantaneous data rate or bandwidth for the transport;

[00131] d) reliability characteristics for transport, such as whether transport
provides reliable message delivery, e.g., through use of acknowledgements,
retransmissions or other reliability technique;

[00132] e) features available for transport, such as whether transport provides
features, such as, for example, audio streaming, video streaming,etc. Also, a feature
of the transport such as the maximum payload size or message size that can be
accommodated or communicated via the transport;

[00133] f) session initialization delay for the transport, which may include the
delay or latency for a communication session to be set up or established between two
protocol entities for the transport, e.g., at the device and the intermediary; and/or

[00134] g) current availability of the transport.

[00135] Here is an illustrative example, where various transport characteristics
are taken into account when modifying or adjusting a ranking of transports for a
device.

[00136] a) In this illustrative example, XMPP may have the lowest latency, and
therefore, receives a multiplier of 1.2; WebRTC has a medium latency and therefore,
receives a multiplier of 0.8; and GCM may have slightly greater latency and receives
a multiplier of 0.7, for example.

[00137] If an initial ranking of transports uses the initial device weighting of
transports, then the adjusted ranking (scores) of transports, where a highest score
indicates a highest ranked or most preferred transport, may be determined as follows:
XMPP = 1.2, GCM =0.7*0.5, WebRTC = 0.8*0.1

[00138] b) previous usage statistics. In this illustrative example, it is know that
today, GCM is not working (or not working well), so a 0.5 multiplier is applied to
GCM, and a | is applied as a multiplier for the other transports, which are working.
The resulting scores or rankings, as updated based on latency and usage statistics, may
be as follows:

[00139] XMPP=1.2,GCM=0.7*0.5 * 0.5, WebRTC = 0.8 * 0.1

[00140] ¢) In this example, message is 10KB in size; But all transports are fine

with transferring 10KB messages or payloads, so all receive a multiplier = 1.
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Therefore, the scores or adjusted or updated rankings, e.g., taking into account
latency, usage or failure statistics, and message or payload size, may be determined as
follows:

[00141] XMPP=1.2,GCM =0.7* 0.5 * 0.5, WebRTC=0.8 * 0.1

[00142] d) reliability: XMPP is less reliable, GCM may have medium
reliability, and, WebRTC may be most reliable. Therefore, the following realibility
multipliers may be applied or assigned: WebRTC= 1, XMPP =0.5 and GCM = 0.8

[00143] The adjusted or updated scores or transport rankings may be
determined as: XMPP = 1.2 * 0.5, GCM =0.7 * 0.5 * 0.5 * 0.8, WebRTC =1

[00144] e) Message is ordinary text data, not a video or audio, so WebRTC
features are not considered, every transport receives multiplier = 1:

[00145] In this example, the following adjusted or upated scores or transport
rankings may result (no change since all received a multiplier of 1); XMPP=1.2 *
0.5,GCM=0.7*0.5* 0.5 * 0.8, WebRTC = 1.

[00146] f) Session initialization latency/delay: XMPP session and GCM
session initialization are costless (negligible delay), but WebRTC has a penalty here
of several seconds, so it gets multiplier = 0.2. The resulting updated scores or
transport rankings may be determined as: XMPP =1.2 * 0.5, GCM =0.7 * 0.5 * 0.5
* 0.8, WebRTC =0.2

[00147] g) transport availability: Unfortunately, XMPP is offline (it receives a
multiplier=0), so this may result in an updated scors or transport ranking as follows,
where the choice may be between WebRTC and GCM:

[00148] XMPP=12*0.5*%0,GCM=0.7*0.5*0.5* 0.8, WebRTC =0.2

[00149] Calculating all these:

[00150] XMPP =0, GCM =0.14, WebRTC = 0.2

[00151] So,in this illustrative example, WebRTC may be selected as a transport
to communicate with the device, e.g., since WebRTC may have a highest transport
ranking. GCM is very close in score, so it could be chosen as well, in this example.
One or more of these transport characteristics may be used to adjust transport
rankings.

[00152] FIG. 7 is a flow chart illustrating operation of an intermediary
according to another example implementation. Operation 710 may include receiving,

by the intermediary from a client application associated with a user account, a first
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message sent via a transport supported by the client application, the first message
including a device identifier to identify a target device of a plurality of registered
devices, a command information identifying a command that is supported by the
target device and to be performed by the target device, and a response maximum wait
time field that identifies a maximum wait time before the intermediary will send a
response to the client application in response to receiving the first message.
Operation 720 may include identifying, by the intermediary based on a stored device
registration information for the target device, a transport supported by the target
device. Operation 730 may include sending, by the intermediary to the target device
via the identified transport supported by the target device, a second message including
at least the command information. And, operation 740 may include sending, by the
intermediary to the client application at a time not later than a time indicated by the
response maximum wait time field, a response to the first message that includes at
least a command status that identifies a status of a performance of the command by
the target device.

[00153] As described above with reference to the flow chart of FIG. 7, an
intermediary 116 may receive a first message (e.g., which may be a HTTP request or
other message) from a client application 112. The first message may include
information, such as a command, to be sent to a target device, and a response
maximum wait time (or response wait time field) that identifies a maximum wait time
that the intermediary 116 will wait before sending a reply or response back to the
client application 112. For example, the response maximum wait time may be set to a
value that may be sufficient time for intermediary 116 to forward the command to the
target device and for intermediary 116 to receive a command result and forward the
command result back to the client application 112.

[00154] According to an example implementation, intermediary 116 may send
to the client application 112, e.g., at a time not later than a time indicated by the
response maximum wait time field in the first message, a response (or reply) to the
first message. The response to the first message may include at least a command
status that identifies a status of a performance of the command by the target device.
For example, a command status may be one of a plurality of status values, such as a
command received status that indicates that the command has been received (e.g., by

the intermediary or by the target device), but has not yet been performed (or

38



WO 2016/022036 PCT/RU2014/000589

completed) by the target device. As another example, a command status may be
provided in a response that is a command performed status indicating that the target
device has performed the command. These are just two example command statuses,
and others may be used.

[00155] In one example implementation, a short response maximum wait time
may be indicated by the client application in the response maximum wait time field of
the first message, €.g., a response maximum wait time may be set to zero or other low
value to prompt an immediate response from the intermediary 116. For example,
receiving a first message with a very short response maximum wait time (e.g., set to
zero) may cause the intermediary 116 to immediately send a response back to client
application 112 after intermediary 116 receives the first message. The response
maximum wait time may be set to a longer value to allow the intermediary to wait up
to a longer period of time before sending a response to client application 112.

[00156] In the case of a very short or even a zero maximum response wait time,
the target device will typically not have sufficient time to perform the command
provided via the first message (and in some cases, the target device may not have yet
received the command) before the end (or expiration) of the response maximum wait
time. Therefore, in this case, intermediary 116 may typically determine (at or before
the end of the response maximum wait time) that a response has not been received by
the intermediary 116 from the target device indicating a status of performane of the
command, and intermediary 116 may then send a response back to the client
application 112 indicating a command received status indicating that the command
has been received but not yet performed by the target device.

[00157] Therefore, according to an example implementation, intermediary 116
may send a response to client application 112, either at the end or just before the end
(or expiration) of the response maximum wait time specified in the received first
message if no response has been received by the intermediary 116 from the target
device indicating that the command has been performed, or at any time before such
end (or expiration) of the response maximum wait time where the intermediary 116
recieves a response from the target device, e.g., indicating that the target device has
performed the command. In the first case, where no response (e.g., indicating that
target device has performed the command) has been received by intermediary 116

from target device before end of the response maximum wait time, the intermediary
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116 may send a response with a command received status indicating that the
command was received but not yet performed. In the second case, where a response
(e.g., including a command result) has been received by intermediary 116 from a
target device before end of the response maximum wait time, the intermediary 116
may send a response to the client application 112 including the command result and a
status of, e.g., command performed status indicating that the target device has
performed the command.

[00158] In the event that intermediary 116 does not receive a response from the
target device before end or expiration of the response maximum wait time, causing the
intermediary to send a response to the client application 112 with a command received
status, the client application 112 may later send a subsequent message or request to
the intermediary 116 requesting a command status and/or command result for the
command. Thus, for example, the first message sent from the client application 112 to
intermediary 116 that includes, e.g., the command information, device identifier and
response maximum wait time may be sent via a HTTP Post method to intermediary
116, and the response from intermediary 116 to the first message may be a HTTP
response to this post method providing the command status (e..g, command received
status). The third message, for example, may be provided as a HTTP Get method sent
to intermediary 116 requesting the command status and command result for the
command sent via the first message.

[00159] In an example implementation, with respect to the flow chart of FIG. 7,
the response sent from intermediary to client application in response to the first
message may be a first response indicating that the command has been received but
not yet performed by the target device. The method may further include receiving, by
the intermediary from the client application after a time indicated by the response
maximum wait time field, a third message requesting a command result from the
target device performing the command, receiving, by the intermediary from the target
device at a time after a time indicated by the response maximum wait time field, a
second response indicating that the command was performed and including a
command result, and sending, by the intermediary to the client application, a third
response including a command status indicating that the command has been
performed by the target device and including the command result.

[00160] In the method of the flow chart of FIG. 7, the sending, by the
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intermediary to the client application at a time not later than a time indicated by the
response maximum wait time field, a response to the first message may include:
receiving, by the intermediary from the target device at a time before a time indicated
by the response maximum wait time field, a first response indicating that the
command was performed and including a command result, and sending, by the
intermediary to the client application at a time not later than the time indicated by the
response maximum wait time field, a second response including a command status
indicating that the command has been performed by the target device and including
the command result.

[00161] According to an example implementation, client application 112 may
send the following messagevia HTTP Post method to intermediary 116, to be
forwarded to a target device:

[00162] {

[00163] name: 'storage.list’,

[00164] parameters: {

[00165] path: /tmp'

[00166] 3,

[00167] deviceld: '431e7608-95¢3-1488-9532-af3¢710cec90’

[00168] response-max-wait-time: 10 seconds

[00169] 3"

[00170] In this example first message, a command information is provided

including a command name of storage.list that requests the identified target device
(identified by the devicelD parameter) to return a list of files at the identified path
‘/tmp/. Client application 112 also includes a response-max-wait-time of 10 seconds.
The response-max-wait-time parameter may be provided in a JSON message body, or
as a HTTP parameter, for example. The intermediary 116 may then send a second
message to the target device, e.g., including the command information (command
name, path and any other command parameters), and devicelD parameter that
identifies the target device.

[00171] In this example, intermediary 116 does not respond back to client
application 112 immediately, but will wait up to a response-max-wait-time of 10
seconds for a response from the target device, before sending a response to the client

application 112. In this example, the target device receives the command information,
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performs or executes the command, and returns the command results to the
intermediary 116.

[00172] Here is an example detailed timeline.

[00173] 1. Client application 112 sends an HTTP request with the command
information, target device ID, and other parameters, to the intermediary 116. Client
application 112 waits for the response.

[00174] 2. Intermediary 116 sends a second message to the target device with
the command information.

[00175] 3. Target device receives the second message including the command
information and performs or executes the command to obtain the results of the
command. In this example, the command results may be a list of files found on the
target device at the identified path location.

[00176] 4. Target device sends a response to intermediary 116 with the
command results by sending an HTTP request to intermediary 116, for example.

[00177] 5. Intermediary 116 responds immediately to the target device
confirming that it received the command results.

[00178] 6. A response to the first message is now sent by the intermediary 116
to the client application 112 in an HTTP response, e.g., which responds to the original
HTTP request from the client application that provided the command information
(operation 1 above). This response may be sent by intermediary 116 to client
application 112 within, or shortly after, the end of the response-max-wait-time (e.g.,
10 seconds after receipt of the first message/command from client application 112).
This response may include, for example, a command performed status indicating that
the target device has performed the command, and the command results (e.g., list of
files).

[00179] According to an example implementation, from a perspective of the
client application 112, there may appear to be only one HTTP request and one HTTP
response that provides the command results, with the communication between
intermediary 116 and target device being transparent to client application 112.

[00180] Intermediary 112 may send a response to client application 112 after
receiving the command results from the target device. Below is an example response
sent from the intermediary 112 to the client application 112 after receiving command

results from the device:
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[00181] {

[00182] "kind": "clouddevices#command",

[00183] "command_id": "00bdaSca-105f-661c-981b-b975030e2efc03651d14-
89a9-8762-8322-509570cbfec7",

[00184] "deviceld": "00bdaSca-105f-661¢-981b-b975030¢e2efc",

[00185] "name": "storage.list",

[00186] "parameters": {

[00187] "path": "/tmp"

[00188] 1,

[00189] "results": {

[00190] "name": "filel"

[00191] "name": "file2"

[00192] }

[00193] ]

[00194] 3,

[00195] "command status": "performed",

[00196] "creationTimeMs": "1405504599865",

[00197] "expirationTimeMs": "1408096599865"

[00198] }

[00199] This example response that is sent from the intermediary 116 to client
application 112 via a HTTP response includes a command ID, a devicelD, the
command results (filel, file2), a command status of “performed”, a creation time
(e.g., indicating when the intermediary received the command), and an expiration time
(after such expiration time, the target device will not perform the requested
command).

[00200] If the intermediary 116 has not received a response from the target
device at or after an end or expiration of the response-max-wait-time (e.g., 10
seconds), then intermediary 116 may send the following response to the client
application, e.g., via a HTTP response:

[00201] {

[00202] "kind": "clouddevices#command",

[00203] "command_id": "00bdaSca-105f-661c-981b-b975030e2efc03651d14-
89a9-8762-8322-509570cbfec7",
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[00204] "deviceld": "00bdaSca-105f-661¢c-981b-b975030¢e2efc",

[00205] "name": "storage.list",

[00206] "parameters": {

[00207] "path": "/tmp"

[00208] }

[00209] "status": "received",

[00210] "creationTimeMs": "1405504599865",

[00211] "expirationTimeMs": "1408096599865"

[00212] }

[00213] In this example, the command status is received or queued, meaning
that the command has been received and queued, and is waiting to be performed by
the target device, and no command results are included (since they have not been
received yet). As noted above, after receiving the above response indicating the
command has been received but not yet performed, the client application 112 may
subsequently send another HTTP request to intermediary 116 to obtain the command
results.

[00214] FIG. 8 is a flow chart illustrating operation of an intermediary
according to another example implementation. Operation 810 may include receiving,
by the intermediary from a client application associated with a user account, a first
message sent via a transport supported by the client application, the first message
including a device identifier to identify a target device of a plurality of registered
devices, a command information identifying a command that is supported by the
target device and to be performed by the target device. Operation 820 may include
determining that a payload to be delivered to the target device, including at least the
command information, is greater in size than a threshold size. Operation 830 may
include sending, by the intermediary to the target device via a first transport supported
by the target device, a second message including a notification of the command
information for the target device. Operation 840 may include receiving, by the
intermediary from the target device via a second transport supported by the target
device, a third message including a request for the command information for the target
device. Operation 850 may include sending, by the intermediary to the target device
via the second transport, a fourth message that includes the command information

including at least the command.
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[00215] In the method illustrated in FIG. 8, the fourth message may include at
least the device identifier that identifies the target device and the command
information that includes a command name that identifies the command and a
command identifier associated with the command information. Also, in an example
implementation, the command information may further include a command creation
time that identifies when the intermediary 116 received the command from the client
application 112, and an expiration time that identifies a time when the command
expires after which the target device should not perform the command if not already
performed.

[00216] In the method illustrated in FIG. 8, the first transport supported by the
target device supports at least a push-based communications that allows the
intermediary to initate a data transfer to the target device, and wherein the second
transport supported by the target device supports at least a pull-based communications
that allows the target device to initiate data communications with the intermediary.
Also, for example, the first transport may be unable to deliver payloads that are larger
than the threshold size. Also, in an example implementation, the third message may
include a request for the command information for the target device, the request
including at least a command identifier associated with the command information and
the device identifier to identify the target device.

[00217] According to an example implementation, some transports, such as
XMPP (as an example), may be unable to send or handle sending payloads larger
than a certain size (or threshold size), whereas other transports, such as HTTP, may be
able to handle communicating larger payloads or message sizes. In addition, some
transports, such as HTTP may be considered to support only pull-based
communications between a client and server, where pull-based communications may
refer to a client or device obtaining information from a server or intermediary by
sending a request to the server/intermediary to obtain the information. Thus, in pull-
based communications, a server/intermediary may typically send a message or
information only in response to a request from the client or device. For example,
HTTP may typically only allow pull-based communications, and does not support
push-based communications between client and server. Other transports, such as
XMPP, may support both pull-based communications and push-based

communications, where push-based communications may refer to the
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server/intermediary 116 being able to send or initiate a sending of a message or data
transfer to a client or device (without first receiving a request from the device or
client). Thus, for example, push-based communications may allow a server (such as
intermediary 116) to initiate communications with a client (such as a client application
or device), e.g., allowing the server to push data to the client/device. Wherease, pull-
based communications may allow a client or device to initiate communications with a
server/intermediary 116, e.g., allowing the client or device to pull data from the
server/intermediary.

[00218] Therefore, according to an example implementation, intermediary 116
may determine that a message or payload (including command information) to be sent
to a device is greater than a threshold. After it is determined that a payload to be
delivered to a target device is greater than a threshold, the intermediary 116 may send
a notification to the target device via a first transport supported by the target device
indicating information to be delivered to the target device, e.g., where the first
transport (e.g., XMPP) may be unable to send payloads greater than the threshold.
However, in an example implementation, the first transport, for example, may support
push-based communications, allowing the intermediary 116 to send the notification to
the target device without being prompted or requested to do so by the device. The
notification may also identify a second transport (e.g., HTTP) to be used by the target
device to receive the information/payload from intermediary 116. For example, the
second transport may be able to send or handle payloads or message sizes greater than
the threshold size. Also, the second transport may support pull-based
communications, allowing the target device to send a request, e.g., a HTTP Get
method or HTTP request, to intermediary 116, in order for the target device to receive
the command information from the intermediary 116 via a HTTP response.

[00219] The following example illustrates the process of sending a notification
to the target device via a first transport, and then sending the payload, including the
command information, via a second transport. Therefore, if the payload or message
size is too large, e.g., is greater than a threshold, then intermediary 116 may send the

following notification via a first transport (e.g. via XMPP):

[00220] {
[00221] "type": "COMMAND_CREATED",
[00222] "deviceld": "00bda5ca-105f-661¢c-981b-b975030¢2efc",
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[00223] "commandId": "00bdaSca-105f-661¢c-981b-b975030e2efc03651d14-
89a9-8762-8322-509570cbfec7"

[00224] }

[00225] In this example, the command information and/or other parameters

may be omitted as they would make the notification too large for the first transport to
handle.

[00226] Next, the target device may send a request (e.g., HTTP request) to the
intermediary 116 via a second transport, e.g., via HTTP, to retrieve the payload or
command information. Thus, in this illustrative example, the first transport may
serve a purpose of allowing push-based communications for the notification, and the
second transport serves a purpose of allowing the communication of larger payloads
or message sizes.

[00227] In response to the HTTP request from the target device via the second
transport, the intermediary 116 may then return a message to the target device
including the full command information in the response/message, such as for
example:

[00228] {

[00229] "command_Id": "00bdaSca-105f-661¢c-981b-b975030e2efc03651d14-
8929-8762-8322-509570cbfec7",

[00230] "deviceld": "00bdaSca-105f-661¢c-981b-b975030¢e2efc",

[00231] "name": "storage.list",

[00232] "parameters": {

[00233] "path": "/tmp"

[00234] }

[00235] "status": "received",

[00236] "creationTimeMs": "1405504599865",

[00237] "expirationTimeMs": "1408096599865"

[00238] }

[00239] FIG. 9 shows an example of a generic computer device 900 and a
generic mobile computer device 950, which may be used with the techniques
described here. Computing device 900 is intended to represent various forms of
digital computers, such as laptops, desktops, workstations, personal digital assistants,

servers, blade servers, mainframes, and other appropriate computers. Computing
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device 950 is intended to represent various forms of mobile devices, such as personal
digital assistants, cellular telephones, smart phones, and other similar computing
devices. The components shown here, their connections and relationships, and their
functions, are meant to be exemplary only, and are not meant to limit implementations
of the inventions described and/or claimed in this document.

[00240] Computing device 900 includes a processor 902, memory 904, a
storage device 906, a high-speed interface 908 connecting to memory 904 and high-
speed expansion ports 910, and a low speed interface 912 connecting to low speed bus
914 and storage device 906. Each of the components 902, 904, 906, 908, 910, and
912, are interconnected using various busses, and may be mounted on a common
motherboard or in other manners as appropriate. The processor 902 can process
instructions for execution within the computing device 900, including instructions
stored in the memory 904 or on the storage device 906 to display graphical
information for a GUI on an external input/output device, such as display 916 coupled
to high speed interface 908. In other implementations, multiple processors and/or
multiple buses may be used, as appropriate, along with multiple memories and types
of memory. Also, multiple computing devices 900 may be connected, with each
device providing portions of the necessary operations (e.g., as a server bank, a group
of blade servers, or a multi-processor system).

[00241] The memory 904 stores information within the computing device 600.
In one implementation, the memory 904 is a volatile memory unit or units. In another
implementation, the memory 904 is a non-volatile memory unit or units. The memory
904 may also be another form of computer-readable medium, such as a magnetic or
optical disk.

[00242] The storage device 906 is capable of providing mass storage for the
computing device 900. In one implementation, the storage device 906 may be or
contain a computer-readable medium, such as a floppy disk device, a hard disk
device, an optical disk device, or a tape device, a flash memory or other similar solid
state memory device, or an array of devices, including devices in a storage area
network or other configurations. A computer program product can be tangibly
embodied in an information carrier. The computer program product may also contain
instructions that, when executed, perform one or more methods, such as those

described above. The information carrier is a computer-or machine-readable medium,
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such as the memory 904, the storage device 906, or memory on processor 902.

[00243] The high speed controller 908 manages bandwidth-intensive operations
for the computing device 900, while the low speed controller 912 manages lower
bandwidth-intensive operations. Such allocation of functions is exemplary only. In
one implementation, the high-speed controller 908 is coupled to memory 904, display
916 (e.g., through a graphics processor or accelerator), and to high-speed expansion
ports 910, which may accept various expansion cards (not shown). In the
implementation, low-speed controller 912 is coupled to storage device 906 and low-
speed expansion port 914. The low-speed expansion port, which may include various
communication ports (e.g., USB, Bluetooth, Ethernet, wireless Ethernet) may be
coupled to one or more input/output devices, such as a keyboard, a pointing device, a
scanner, or a networking device such as a switch or router, e.g., through a network
adapter.

[00244] The computing device 900 may be implemented in a number of
different forms, as shown in the figure. For example, it may be implemented as a
standard server 920, or multiple times in a group of such servers. It may also be
implemented as part of a rack server system 924. In addition, it may be implemented
in a personal computer such as a laptop computer 922. Alternatively, components
from computing device 900 may be combined with other components in a mobile
device (not shown), such as device 950. Each of such devices may contain one or
more of computing device 900, 950, and an entire system may be made up of multiple
computing devices 900, 950 communicating with each other.

[00245] Computing device 950 includes a processor 952, memory 964, an
input/output device such as a display 954, a communication interface 966, and a
transceiver 968, among other components. The device 950 may also be provided with
a storage device, such as a microdrive or other device, to provide additional storage.
Each of the components 950, 952, 964, 954, 966, and 968, are interconnected using
various buses, and several of the components may be mounted on a common
motherboard or in other manners as appropriate.

[00246] The processor 952 can execute instructions within the computing
device 950, including instructions stored in the memory 964. The processor may be
implemented as a chipset of chips that include separate and multiple analog and

digital processors. The processor may provide, for example, for coordination of the
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other components of the device 950, such as control of user interfaces, applications
run by device 950, and wireless communication by device 950.

[00247] Processor 952 may communicate with a user through control interface
958 and display interface 956 coupled to a display 954. The display 954 may be, for
example, a TFT LCD (Thin-Film-Transistor Liquid Crystal Display) or an OLED
(Organic Light Emitting Diode) display, or other appropriate display technology. The
display interface 956 may comprise appropriate circuitry for driving the display 954
to present graphical and other information to a user. The control interface 958 may
receive commands from a user and convert them for submission to the processor 952.
In addition, an external interface 962 may be provided in communication with
processor 952, so as to enable near area communication of device 950 with other
devices. External interface 962 may provide, for example, for wired communication
in some implementations, or for wireless communication in other implementations,
and multiple interfaces may also be used.

[00248] The memory 964 stores information within the computing device 950.
The memory 964 can be implemented as one or more of a computer-readable medium
or media, a volatile memory unit or units, or a non-volatile memory unit or units.
Expansion memory 974 may also be provided and connected to device 950 through
expansion interface 972, which may include, for example, a SIMM (Single In Line
Memory Module) card interface. Such expansion memory 974 may provide extra
storage space for device 950, or may also store applications or other information for
device 950. Specifically, expansion memory 974 may include instructions to carry
out or supplement the processes described above, and may include secure information
also. Thus, for example, expansion memory 974 may be provide as a security module
for device 950, and may be programmed with instructions that permit secure use of
device 950. In addition, secure applications may be provided via the SIMM cards,
along with additional information, such as placing identifying information on the
SIMM card in a non-hackable manner.

[00249] The memory may include, for example, flash memory and/or NVRAM
memory, as discussed below. In one implementation, a computer program product is
tangibly embodied in an information carrier. The computer program product contains
instructions that, when executed, perform one or more methods, such as those

described above. The information carrier is a computer- or machine-readable
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medium, such as the memory 964, expansion memory 974, or memory on processor
952, that may be received, for example, over transceiver 968 or external interface 962.

[00250] Device 950 may communicate wirelessly through communication
interface 966, which may include digital signal processing circuitry where necessary.
Communication interface 966 may provide for communications under various modes
or protocols, such as GSM voice calls, SMS, EMS, or MMS messaging, CDMA,
TDMA, PDC, WCDMA, CDMA2000, or GPRS, among others. Such communication
may occur, for example, through radio-frequency transceiver 668. In addition, short-
range communication may occur, such as using a Bluetooth, Wi-Fi, or other such
transceiver (not shown). In addition, GPS (Global Positioning System) receiver
module 970 may provide additional navigation- and location-related wireless data to
device 950, which may be used as appropriate by applications running on device 950.

[00251] Device 950 may also communicate audibly using audio codec 960,
which may receive spoken information from a user and convert it to usable digital
information. Audio codec 960 may likewise generate audible sound for a user, such
as through a speaker, e.g., in a handset of device 950. Such sound may include sound
from voice telephone calls, may include recorded sound (e.g., voice messages, music
files, etc.) and may also include sound generated by applications operating on device
950.

[00252] The computing device 950 may be implemented in a number of
different forms, as shown in the figure. For example, it may be implemented as a
cellular telephone 980. It may also be implemented as part of a smart phone 982,
personal digital assistant, or other similar mobile device.

[00253] Various implementations of the systems and techniques described here
can be realized in digital electronic circuitry, integrated circuitry, specially designed
ASICs (application specific integrated circuits), computer hardware, firmware,
software, and/or combinations thereof. These various implementations can include
implementation in one or more computer programs that are executable and/or
interpretable on a programmable system including at least one programmable
processor, which may be special or general purpose, coupled to receive data and
instructions from, and to transmit data and instructions to, a storage system, at least
one input device, and at least one output device.

[00254] These computer programs (also known as programs, software, software
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applications or code) include machine instructions for a programmable processor, and
can be implemented in a high-level procedural and/or object-oriented programming
language, and/or in assembly/machine language. As used herein, the terms “machine-

9 ¢

readable medium” “computer-readable medium” refers to any computer program
product, apparatus and/or device (e.g., magnetic discs, optical disks, memory,
Programmable Logic Devices (PLDs)) used to provide machine instructions and/or
data to a programmable processor, including a machine-readable medium that
receives machine instructions as a machine-readable signal. The term “machine-
readable signal” refers to any signal used to provide machine instructions and/or data
to a programmable processor.

[00255] To provide for interaction with a user, the systems and techniques
described here can be implemented on a computer having a display device (e.g., a
CRT (cathode ray tube) or LCD (liquid crystal display) monitor) for displaying
information to the user and a keyboard and a pointing device (e.g., a mouse or a
trackball) by which the user can provide input to the computer. Other kinds of
devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback (e.g., visual
feedback, auditory feedback, or tactile feedback); and input from the user can be
received in any form, including acoustic, speech, or tactile input.

[00256] The systems and techniques described here can be implemented in a
computing system that includes a back end component (e.g., as a data server), or that
includes a middleware component (e.g., an application server), or that includes a
front end component (e.g., a client computer having a graphical user interface or a
Web browser through which a user can interact with an implementation of the systems
and techniques described here), or any combination of such back end, middleware, or
front end components. The components of the system can be interconnected by any
form or medium of digital data communication (e.g., a communication network).
Examples of communication networks include a local area network (“LAN”), a wide
area network (“WAN?), and the Internet.

[00257] The computing system can include clients and servers. A client and
server are generally remote from each other and typically interact through a
communication network. The relationship of client and server arises by virtue of

computer programs running on the respective computers and having a client-server
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relationship to each other,

[00258] A number of embodiments have been described. Nevertheless, it will
be understood that various modifications may be made without departing from the
spirit and scope of the invention.

[00259] In addition, the logic flows depicted in the figures do not require the
particular order shown, or sequential order, to achieve desirable results. In addition,
other steps may be provided, or steps may be eliminated, from the described flows,
and other components may be added to, or removed from, the described systems.

Accordingly, other embodiments are within the scope of the following claims.

53



WO 2016/022036 PCT/RU2014/000589

WHAT IS CLAIMED IS:

1. A computer-implemented method for executing instructions stored on a

non-transitory computer-readable storage medium, the method comprising:

storing, by an intermediary, a device registration information for one or more
devices including at least for a target device, the device registration information
including information identifying one or more commands supported by the device,
and a device-specific ranking of each of a plurality of transports supported by the
device for communicating with the intermediary;

receiving, by the intermediary from a client application associated with a user
account, a first message sent via a transport supported by the client application, the
first message including a device identifier to identify a target device of a plurality of
registered devices and a command information identifying a command that is
supported by the target device and to be performed by the target device;

selecting, by the intermediary, a transport supported by the target device based
on the device-specific ranking of the plurality of transports supported by the target
device; and

sending, by the intermediary to the target device via the selected transport
supported by the target device, a second message including at least the command

information.

2. The method of claim 1 and further comprising:

storing, by the intermediary, user account information for the user account, the
user account information including at least information identifying one or more
transports supported by the client application for communicating with the
intermediary including information identifying a first transport used by a first client
application associated with the user account to send messages to the intermediary, and
a second transport used by a second client application associated with the user account
to receive messages from the intermediary, the first client application being different

from the second client application.
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3. The method of claim 1 wherein the receiving comprises:

receiving, by the intermediary from a first client application and via a first
transport that are associated with the user account, the first message; and

wherein the method further comprises forwarding a notification received from
the target device to a second client application and via a second transport that are
associated with the user account, wherein the first client application and the second

client application are different applications.

4. The method of claim 1 wherein the receiving comprises:

receiving, by the intermediary from a first client application running on a first
client computing device and via a first transport that are associated with a user
account, the first message; and

wherein the method further comprises forwarding, by the intermediary, a
notification received from the target device to a second client application running on a
second client computing device and via a second transport that are associated with the
user account, wherein the first client application and the second client application are
different applications, and wherein the first client computing device and the second

client computing device are different computing devices.

5. The method of claim 1 and further comprising;:

receiving, by the intermediary from the target device via the selected transport
supported by the target device, a third message including a reply indicating that the
command was performed by the target device; and

sending, by the intermediary to the client application, a fourth message

including the reply.

6. The method of claim 1 and further comprising:
adjusting, by the intermediary, the device-specific ranking of the plurality of
transports supported by the target device based on feedback provided by one or more

of the devices to the intermediary.

7. The method of claim 1 and further comprising:

determining, by the intermediary, a characteristic of the first message;

55



WO 2016/022036 PCT/RU2014/000589

adjusting the device-specific ranking of the plurality of transports supported
by the target device based on the determined characteristic; and

wherein the selecting comprises selecting, by the intermediary, a transport
supported by the target device based on the adjusted device-specific ranking of the
plurality of transports.

8. The method of claim 7 wherein the adjusting comprises adjusting the

device-specific ranking of the plurality of transports supported by the target

device based on one or more of the following:

a size of a payload of the first message, including the command information,
to be delivered to the target device;

whether communication of a payload of the first message, including the
command information, to the target device involves communication of audio or video
signals;

whether performance, by the target device, of the command involves
communication of audio or video signals; and

any latency requirements for communication of the command information to

the target device.

9. The method of claim 1 and further comprising:

adjusting the device-specific ranking of the plurality of transports supported
by the target device based on one or more of the following:

a success rate in sending messages from the intermediary to one or more of the
devices via one or more of the transports; and

current availability of one or more of the transports.

10. The method of claim 1 and further comprising:

determining that a size of the second message, including the command
information, is greater than a threshold;

adjusting the device-specific ranking of the plurality of transports supported
by the target device to favor one or more transports that are capable of handling

messages greater than the threshold.
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11. The method of claim 1 and further comprising;:

determining that the command information is requesting audio or video data
services;

adjusting the device-specific ranking of the plurality of transports supported
by the target device to favor one or more transports that are capable of providing

audio or video data delivery or streaming services.

12. The method of claim 1 wherein the transport supported by the client
application comprises a communications procol supported by the client

application.

13. The method of claim 1 wherein the transport supported by the target

device comprises a communications procol supported by the target device.

14. A computer-implemented method for executing instructions stored on a

non-transitory computer-readable storage medium, the method comprising:

receiving, by the intermediary from a client application associated with a user
account, a first message sent via a transport supported by the client application, the
first message including a device identifier to identify a target device of a plurality of
registered devices, a command information identifying a command that is supported
by the target device and to be performed by the target device, and a response
maximum wait time field that identifies a maximum wait time before the intermediary
will send a response to the client application in response to receiving the first
message;

identifying, by the intermediary based on a stored device registration
information for the target device, a transport supported by the target device;

sending, by the intermediary to the target device via the identified transport
supported by the target device, a second message including at least the command
information; and

sending, by the intermediary to the client application at a time not later than a
time indicated by the response maximum wait time field, a response to the first
message that includes at least a command status that identifies a status of a

performance of the command by the target device.
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15. The method of claim 14 wherein the command status in the response is
either a command received status indicating that the command has been
received but not yet performed by the target device, or a command performed

status indicating that the target device has performed the command.

16. The method of claim 14 wherein the sending, by the intermediary to the

client application at a time not later than a time indicated by the response

maximum wait time field, a response to the first message comprises:

determining, by the intermediary, that a response has not been received by the
intermediary from the target device indicating that the target device has performed the
command;

sending, by the intermediary to the client application at a time not later than
the time indicated by the response maximum wait time field, a response to the client
application including a command status indicating that the command has not been

performed by the target device.

17. A method of claim 14 wherein the response comprises a first response

indicating that the command has been received but not yet performed by the

target device, the method further comprising:

receiving, by the intermediary from the client application after a time
indicated by the response maximum wait time field, a third message requesting a
command result from the target device performing the command;

receiving, by the intermediary from the target device at a time after a time
indicated by the response maximum wait time field, a second response indicating that
the command was performed and including a command result; and

sending, by the intermediary to the client application, a third response
including a command status indicating that the command has been performed by the

target device and including the command resulit.
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18. The method of claim 14 wherein the sending, by the intermediary to the

client application at a time not later than a time indicated by the response

maximum wait time field, a response to the first message comprises:

receiving, by the intermediary from the target device at a time before a time
indicated by the response maximum wait time field, a first response indicating that the
command was performed and including a command result; and

sending, by the intermediary to the client application at a time not later than
the time indicated by the response maximum wait time field, a second response
including a command status indicating that the command has been performed by the

target device and including the command result.

19. A computer-implemented method for executing instructions stored on a

non-transitory computer-readable storage medium, the method comprising:

receiving, by the intermediary from a client application associated with a user
account, a first message sent via a transport supported by the client application, the
first message including a device identifier to identify a target device of a plurality of
registered devices, a command information identifying a command that is supported
by the target device and to be performed by the target device;

determining that a payload to be delivered to the target device, including at
least the command information, is greater in size than a threshold size;

sending, by the intermediary to the target device via a first transport supported
by the target device, a second message including a notification of the command
information for the target device; and

receiving, by the intermediary from the target device via a second transport
supported by the target device, a third message including a request for the command
information for the target device; and

sending, by the intermediary to the target device via the second transport, a
fourth message that includes the command information including at least the

command,
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20. The method of claim 19 wherein the fourth message comprises at least the
device identifier that identifies the target device and the command information
that includes a command name that identifies the command and a command

identifier associated with the command information.

21. The method of claim 20 wherein the command information further
comprises a command creation time that identifies when the intermediary
received the command from the client application, and an expiration time that
identifies a time when the command expires after which the target device

should not perform the command if not already performed.

22. The method of claim 19 wherein the first transport supported by the target
device supports at least a push-based communications that allows the
intermediary to initate a data transfer to the target device, and wherein the
second transport supported by the target device supports a pull-based
communications that allows the target device to initiate data communications

with the intermediary.

23. The method of claim 19 wherein the first transport is unable to deliver

payloads that are larger than the threshold size.

24. The method of claim 19 wherein the third message comprises a request for
the command information for the target device, the request including at least a
command identifier associated with the command information and the device

identifier to identify the target device.
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|

Receiving, by an intermediary from a client application associated with a
Juser account, a first message sent via a transport supported by the client
application, the first message including a device identifier to identify a target /2 10
device of a plurality of registered devices and a command information identifying |
a command that is supported by the target device and to be performed by the
target device

220

Determining, by the intermediary based on a stored device registration
information for the target device, a transport supported by the target device

Sending, by the intermediary to the target device via the identified /230

transport supported by the target device, a second message including at least
the command information

FIG. 2
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|

Establishing, by an intermediary, a relationship between one or more of a
plurality of devices registered with the intermediary and one or more user
accounts, wherein a client application is associated with each user account

L

Receiving, by an intermediary from a source device of the plurality of
ldevices registered with the intermediary, a first message sent via a transport
supported by the source device, the first message including a notification
information and a device identifier identifying the source device

l

Identifying, by the intermediary, a user account, and an associated client
application, having a relationship with the source device

'j;

Sending, by the intermediary to the client application associated with the
| identified user account via a transport supported by the client application, a
second message including at least the notification information and the device

jidentifier for the source device

FIG. 4
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l\\

Storing, by an intermediary, a device registration information for one or
more devices including at least for a target device, the device registration
information including information identifying one or more commands supported
by the device, and a device-specific ranking of each of a plurality of transports
] supported by the device for communicating with the intermediary

l

Receiving, by the intermediary from a client application associated with
a user account, a first message sent via a transport supported by the client
application, the first message including a device identifier to identify a target
device of a plurality of registered devices and a command information
|identifying a command that is supported by the target device and to be

performed by the target devic;

based on the device-specific ranking of the plurality of transports supported by
| the target device

Selecting, by the intermediary, a transport supported by the target device

\ 4

Sending, by the intermediary to the target device via the selected

transport supported by the target device, a second message including at least
the command information.

FIG. 6
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Y

Receiving, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client
application, the first message including a device identifier to identify a target
device of a plurality of registered devices, a command information identifying a
command that is supported by the target device and to be performed by the
target device, and a response maximum wait time field that identifies a maximum
wait time before the intermediary will send a response to the client application in
response to receiving the first message

710

720

Identifying, by the intermediary based on a stored device registration
information for the target device, a transport supported by the target device

l...

Sending, by the intermediary to the target device via the identified
transport supported by the target device, a second message including at least 730
the command information -

Sending, by the intermediary to the client application at a time not later
than a time indicated by the response maximum wait time field, a response to 740
the first message that includes at least a command status that identifies a status
of a performance of the command by the target device

FIG. 7
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)

Receiving, by the intermediary from a client application associated with a
user account, a first message sent via a transport supported by the client
application, the first message including a device identifier to identify a target /310
| device of a plurality of registered devices, a command information identifying a
command that is supported by the target device and to be performed by the
target device

820
Determining that a payload to be delivered to the target device, including 7

at least the command information, is greater in size than a threshold size

:

Sending, by the intermediary to the target device via a first transport 830
supported by the target device, a second message including a notification of the |
command information for the target device

L

Receiving, by the intermediary from the target device via a second 840
transport supported by the target device, a third message including a request | —
for the command information for the target device

y

Sending, by the intermediary to the target device via the second 850
transport, a fourth message that includes the command information includingat |~
least the command

FIG. 8
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