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METHODS , APPARATUSES AND 
COMPUTER PROGRAM PRODUCTS FOR 
DYNAMIC DATA OBJECT REPLICATION 

AND DYNAMIC DATA OBJECT 
CONVERSION IN A NETWORK SERVICE 

CLOUD 

BACKGROUND 

[ 0001 ] Applicant has identified many technical deficien 
cies and problems associated with data processing in com 
plex computer networks . 

BRIEF SUMMARY 

2 

[ 0002 ] In general , embodiments of the present disclosure 
provide methods , apparatus , systems , computing devices , 
and / or the like for dynamically replicating data objects 
and / or dynamically converting data objects in a network 
service cloud . 
[ 0003 ] In accordance with various embodiments of the 
present disclosure , an apparatus is provided . The apparatus 
comprises at least one processor and at least one non 
transitory memory comprising program code . In some 
embodiments , the at least one non - transitory memory and 
the program code configured to , with the at least one 
processor , cause the apparatus to at least : receive a data 
object replication request associated with a tenant identifier , 
wherein the tenant identifier is associated with an external 
access - limited source data object repository comprising a 
plurality of source data objects associated with a plurality of 
source data object type identifiers ; in response to the data 
object replication request , generate a plurality of bootstrap 
task objects and at least one change data capture ( CDC ) task 
object , wherein each of the plurality of source data object 
type identifiers is associated with one of the plurality of 
bootstrap task objects ; execute the plurality of bootstrap task 
objects to generate a plurality of replication data objects 
corresponding to the plurality of source data objects and 
store the plurality of replication data objects to a processing 
queue data object ; in response to receiving at least one CDC 
event indication associated with at least one of the plurality 
of source data objects , execute the at least one CDC task 
object to generate at least one CDC data object based on the 
at least one CDC event indication and store the at least one 
CDC data object to the processing queue data object ; 
generate a plurality of replica data objects corresponding to 
the plurality of source data objects based at least in part on 
processing the plurality of replication data objects and the at 
least one CDC data object stored to the processing queue 
data object ; and store the plurality of replica data objects in 
an external - service - accessible replica data object repository . 
[ 0004 ] In some embodiments , the plurality of bootstrap 
task objects represent a plurality of electronic tasks for 
replicating the plurality of source data objects . 
[ 0005 ] In some embodiments , when executing the plural 
ity of bootstrap task objects , the at least one non - transitory 
memory and the program code are configured to , with the at 
least one processor , cause the apparatus to at least : replicate 
the plurality of source data objects . 
[ 0006 ] In some embodiments , the at least one CDC task 
object represents an electronic task for monitoring the at 
least one CDC event indication associated with the at least 
one of the plurality of source data objects . 

[ 0007 ] In some embodiments , the plurality of source data 
object type identifiers comprises at least a project data object 
type identifier and an issue data object type identifier . 
[ 0008 ] In some embodiments , each source data object of 
the plurality of source data objects is associated with a 
source data object sequence identifier . 
[ 0009 ] In some embodiments , each of the plurality of 
replication data objects is associated with a replication data 
object serial identifier and a replication data object sequence 
identifier , wherein the replication data object serial identifier 
corresponds to a source data object serial identifier of one of 
the plurality of source data objects , wherein the replication 
data object sequence identifier corresponds to a source data 
object sequence identifier of one of the plurality of source 
data objects . 
[ 0010 ] In some embodiments , the at least one CDC data 
object is associated with at least one CDC data object serial 
identifier and at least one CDC data object sequence iden 
tifier based at least in part on the at least one CDC event 
indication . 
[ 0011 ] In some embodiments , when generating the plural 
ity of replica data objects , the at least one non - transitory 
memory and the program code are configured to , with the at 
least one processor , cause the apparatus to : retrieve a cor 
responding replication data object from the processing 
queue data object ; and determine whether a corresponding 
replication data object serial identifier of the corresponding 
replication data object matches a corresponding CDC data 
object serial identifier of a corresponding CDC data object . 
[ 0012 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : in response 
to determining that the corresponding replication data object 
serial identifier does not match the corresponding CDC data 
object serial identifier , store the corresponding replication 
data object as one of the plurality of replica data objects in 
the external - service - accessible replica data object reposi 
tory . 
[ 0013 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : in response 
to determining that the corresponding replication data object 
serial identifier matches the corresponding CDC data object 
serial identifier , determine whether a corresponding replica 
tion data object sequence identifier of the corresponding 
replication data object satisfies a corresponding CDC data 
object sequence identifier of the corresponding CDC data 
object . 
[ 0014 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : in response 
to determining that the corresponding replication data object 
sequence identifier satisfies the corresponding CDC data 
object sequence identifier , store the corresponding replica 
tion data object as a replica data object of the plurality of 
replica data objects in the external - service - accessible replica 
data object repository ; and in response to determining that 
the corresponding replication data object sequence identifier 
does not satisfy the corresponding CDC data object 
sequence identifier , store the corresponding CDC data object 
as the replica data object of the plurality of replica data 
objects in the external - service - accessible replica data object 
repository . 
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[ 0015 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : determine 
a corresponding replica data object type identifier of a 
corresponding replica data object stored in the external 
service - accessible replica data object repository ; select , 
based at least in part on the corresponding replica data object 
type identifier , a corresponding data object conversion 
schema ; and convert the corresponding replica data object 
based at least in part on the corresponding data object 
conversion schema . 
[ 0016 ] In some embodiments , the corresponding replica 
data object is associated with an issue data object type 
identifier , wherein , when converting the corresponding rep 
lica data object , the at least one non - transitory memory and 
the program code are configured to , with the at least one 
processor , cause the apparatus to : extract issue priority 
metadata , issue resolution metadata , issue status metadata , 
issue status category metadata , issue type metadata , and 
issue history metadata from the corresponding replica data 
object ; and generate a star - structured issue data object based 
on the corresponding replica data object , wherein the star 
structured issue data object comprises a plurality of nodes , 
wherein each of the plurality of nodes is based at least in part 
on one or more of the issue priority metadata , the issue 
resolution metadata , the issue status metadata , the issue 
status category metadata , the issue type metadata , and the 
issue history metadata . 
[ 0017 ] In some embodiments , the corresponding replica 
data object is associated with a project data object type 
identifier , wherein , when converting the corresponding rep 
lica data object , the at least one non - transitory memory and 
the program code are configured to , with the at least one 
processor , cause the apparatus to : extract project type meta 
data , project changelog metadata , project version metadata , 
project category metadata , and project component metadata 
from the corresponding replica data object ; and generate a 
star - structured project data object based on the correspond 
ing replica data object , wherein the star - structured project 
data object comprises a plurality of nodes , wherein each of 
the plurality of nodes is based at least in part on the project 
type metadata , the project changelog metadata , the project 
version metadata , the project category metadata , and the 
project component metadata . 
[ 0018 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : generate a 
tenant data object associated with the tenant identifier based 
at least in part on the plurality of replica data objects . 
[ 0019 ] In some embodiments , the at least one non - transi 
tory memory and the program code are configured to , with 
the at least one processor , cause the apparatus to : receive a 
data object access request associated with the tenant data 
object and a requestor identifier ; determine whether the 
requestor identifier is associated with the tenant identifier ; in 
response to determining that the requestor identifier is 
associated with the tenant identifier , retrieve the tenant data 
object from the external - service - accessible replica data 
object repository ; and in response to determining that the 
requestor identifier is not associated with the tenant identi 
fier , generate a data object access denial message . 
[ 0020 ] In accordance with various embodiments of the 
present disclosure , a computer - implemented method is pro 
vided . The computer - implemented method comprises 

receiving a data object replication request associated with a 
tenant identifier , wherein the tenant identifier is associated 
with an external - access - limited source data object repository 
comprising a plurality of source data objects associated with 
a plurality of source data object type identifiers ; in response 
to the data object replication request , generating a plurality 
of bootstrap task objects and at least one change data capture 
( CDC ) task object , wherein each of the plurality of source 
data object type identifiers is associated with one of the 
plurality of bootstrap task objects ; executing the plurality of 
bootstrap task objects to generate a plurality of replication 
data objects corresponding to the plurality of source data 
objects and store the plurality of replication data objects to 
a processing queue data object ; in response to receiving at 
least one CDC event indication associated with at least one 
of the plurality of source data objects , executing the at least 
one CDC task object to generate at least one CDC data 
object based on the at least one CDC event indication and 
store the at least one CDC data object to the processing 
queue data object ; generating a plurality of replica data 
objects corresponding to the plurality of source data objects 
based at least in part on processing the plurality of replica 
tion data objects and the at least one CDC data object stored 
to the processing queue data object ; and storing the plurality 
of replica data objects an external - service - accessible 
replica data object repository . 
[ 0021 ] In accordance with various embodiments of the 
present disclosure , a computer program product is provided . 
In some embodiments , the computer program product com 
prises at least one non - transitory computer - readable storage 
medium having computer - readable program code portions 
stored therein . In some embodiments , the computer - readable 
program code portions comprises an executable portion 
configured to : receive a data object replication request 
associated with a tenant identifier , wherein the tenant iden 
tifier is associated with an external - access - limited source 
data object repository comprising a plurality of source data 
objects associated with a plurality of source data object type 
identifiers ; in response to the data object replication request , 
generate a plurality of bootstrap task objects and at least one 
change data capture ( CDC ) task object , wherein each of the 
plurality of source data object type identifiers is associated 
with one of the plurality of bootstrap task objects ; execute 
the plurality of bootstrap task objects to generate a plurality 
of replication data objects corresponding to the plurality of 
source data objects and store the plurality of replication data 
objects to a processing queue data object ; in response to 
receiving at least one CDC event indication associated with 
at least one of the plurality of source data objects , execute 
the at least one CDC task object to rate at least one CDC 
data object based on the at least one CDC event indication 
and store the at least one CDC data object to the processing 
queue data object ; generate a plurality of replica data objects 
corresponding to the plurality of source data objects based at 
least in part on processing the plurality of replication data 
objects and the at least one CDC data object stored to the 
processing queue data object ; and store the plurality of 
replica data objects in an external - service - accessible replica 
data object repository . 
[ 0022 ] The above summary is provided merely for the 
purpose of summarizing some example embodiments to 
provide a basic understanding of some aspects of the dis 
closure . Accordingly , it will be appreciated that the above 
described embodiments are merely examples and should not 
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be construed to narrow the scope or spirit of the disclosure . 
It will be appreciated that the scope of the disclosure 
encompasses many potential embodiments in addition to 
those here summarized , some of which will be further 
described below . 

[ 0037 ] FIG . 14 is an example table - structured issue data 
object in accordance with some embodiments of the present 
disclosure ; and 
[ 0038 ] FIG . 15 is an example flowchart illustrating an 
example method associated with handling a data object 
access request in accordance with some embodiments of the 
present disclosure . BRIEF DESCRIPTION OF THE DRAWINGS 

DETAILED DESCRIPTION OF VARIOUS 
EMBODIMENTS 

[ 0023 ] Having thus described some embodiments in gen 
eral terms , references will now be made to the accompany 
ing drawings , which are not necessarily drawn to scale , and 
wherein : 
[ 0024 ] FIG . 1A and FIG . 1B are example system archi 
tecture diagrams illustrating an example network service 
cloud in communication with other devices ( such as client 
devices ) in accordance with some embodiments of the 
present disclosure ; 
[ 0025 ] FIG . 2 is an example infrastructure diagram illus 
trating an example computing device ( for example , an 
example client device ) in accordance with some embodi 
ments of the present disclosure ; 
[ 0026 ] FIG . 3 is an example infrastructure diagram illus 
trating an example computing device ( for example , an 
example network service server ) in accordance with some 
embodiments of the present disclosure ; 
[ 0027 ] FIG . 4 is an example flowchart illustrating an 
example method for generating and storing a plurality of 
replica data objects in accordance with some embodiments 
of the present disclosure ; 
[ 0028 ] FIG . 5 is an example flowchart illustrating an 
example method for determining whether to execute at least 
one CDC task object in accordance with some embodiments 
of the present disclosure ; 
[ 0029 ] FIG . 6 is an example flowchart illustrating an 
example method associated with generating and storing a 
plurality of replica data objects based at least in part on 
processing data objects in the processing queue data object 
in accordance with some embodiments of the present dis 
closure ; 
[ 0030 ] FIG . 7 is an example diagram illustrating an 
example method for generating and storing a plurality of 
replica data objects in accordance with some embodiments 
of the present disclosure ; 
[ 0031 ] FIG . 8 is an example diagram illustrating an 
example method for generating and storing a plurality of 
replica data objects in accordance with some embodiments 
of the present disclosure ; 
[ 0032 ] FIG . 9 is an example flowchart illustrating an 
example method associated with converting a plurality of 
replica data objects in accordance with some embodiments 
of the present disclosure ; 
[ 0033 ] FIG . 10 is an example flowchart illustrating an 
example method associated with converting a plurality of 
replica data objects based at least in part on data object types 
associated with the replica data objects in accordance with 
some embodiments of the present disclosure ; 
[ 0034 ] FIG . 11 is an example star - structured issue data 
object in accordance with some embodiments of the present 
disclosure ; 
[ 0035 ] FIG . 12 is an example star - structured project data 
object in accordance with some embodiments of the present 
disclosure ; 
[ 0036 ] FIG . 13 is an example star - structured tenant data 
object in accordance with some embodiments of the present 
disclosure ; 

[ 0039 ] Various embodiments of the present disclosure are 
described more fully hereinafter with reference to the 
accompanying drawings , in which some , but not all embodi 
ments of the disclosure are shown . Indeed , the disclosure 
may be embodied in many different forms and should not be 
construed as limited to the embodiments set forth herein . 
Rather , these embodiments are provided so that this disclo 
sure will satisfy applicable legal requirements . The term 
“ or ” is used herein in both the alternative and conjunctive 
sense , unless otherwise indicated . The terms “ illustrative , " 
“ example , " and " exemplary " are used to be examples with 
no indication of quality level . Like numbers refer to like 
elements throughout . 
[ 0040 ] The term “ comprising ” means “ including but not 
limited to , ” and should be interpreted in the manner it is 
typically used in the patent context . Use of broader terms 
such as “ comprises , ” “ includes , ” and “ having ” should be 
understood to provide support for narrower terms such as 
“ consisting of , " " consisting essentially of " and " be com 
prised substantially of ” 
[ 0041 ] The phrases “ in one embodiment , ” “ according to 
one embodiment , ” “ in some embodiments , ” “ in some 
examples , ” “ for example , " and the like generally mean that 
the particular feature , structure , or characteristic following 
the phrase may be included in at least one embodiment of the 
present disclosure , and may be included in more than one 
embodiment of the present disclosure ( importantly , such 
phrases do not necessarily refer to the same embodiment ) . 

Overview 

a 

[ 0042 ] Various embodiments of the present disclosure 
relate generally to dynamically duplicating data objects 
and / or dynamically converting data objects in a computer 
network environment ( including , but not limited to , in a 
network service cloud ) . For example , various embodiments 
of the present disclosure generate one or more replica data 
objects based on one or more source data objects stored in 
an external - access - limited source data object repository , and 
store the one or more replica data objects in an external 
service - accessible replica data object repository . 
[ 0043 ] In cloud computing environment , system 
resources are interconnected with one another to handle one 
or more computing tasks such as , but not limited to , gener 
ating data , storing data , transmitting data , and / or the like . In 
some examples , one or more system resources in an example 
cloud computing environment may be in hardware forms 
such as , but not limited to , one or more central processing 
units ( CPUs ) , one or more memory units ( such as , but not 
limited to , random - access memories , hard disk drives ) , one 
or more servers , one or more relays , one or more routers , 
and / or the like . In some examples , one or more system 
resources in an example cloud computing environment may 
be in software forms , such as , but not limited to , one or more 
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embedded software ( such as , but not limited to , firmware ) , 
one or more web applications ( such as , but not limited to , 
one or more application software that run on a server ) , 
and / or the like . In some embodiments , one or more system 
resources in an example cloud computing environment may 
be in the form of one or more computer networks . In some 
embodiments , one or more system resources in an example 
cloud computing environment may be in other forms . 
[ 0044 ] Cloud computing environments provide various 
technical benefits , such as , but not limited to , on - demand 
availability of system resources that can be scaled based on 
the need and / or requirements for performing computing 
tasks . However , cloud computing environments are also 
faced with many technical challenges and difficulties . 
[ 0045 ] For example , in an " on - premises " computing envi 
ronment where system resources are located within servers 
owned , secured , and managed by an organization or a user , 
the organization or the user may be granted root access 
privileges to each database ( s ) in the on - premises computing 
environment . For example , a user with root access privileges 
may retrieve all data and / or information stored in the data 
bases ( s ) in on - premises computing environment , enabling 
generating visualization reports based on data and / or infor 
mation stored the database ( s ) ( e.g. , often through business 
intelligence ( BI ) tools ) , conducting automatic examinations 
on data and / or information stored in the database ( s ) to 
identify or “ flag ” issues and / or errors associated with data 
and / or information , implementing machine learning models 
and / or artificial intelligence algorithms generate one or 
more predictions based on the data and / or information , 
and / or the like . 

environment not only carries the above limitations but also 
causes many technical challenges and difficulties in network 
data communications . 
[ 0048 ] For example , in a cloud computing environment 
where an API is provided , a large number of users may 
request access via the API at the same time , creating a 
significant level of data and / or information to be exchanged 
through the API . APIs in cloud computing environments are 
often designed for conducting simple transactions in a low 
latency and low data rate manner . Accordingly , such APIs 
are not configured to handle the demand and requirements of 
supporting modern BI tools and implementation of machine 
learning and artificial intelligence customer use cases . As 
such , many cloud computing environment APIs are plagued 
by technical issues such as , but not limited to , latency issues , 
slow responses , throttling , and timeouts . 
[ 0049 ] As another example , data and / or information in a 
cloud computing environment may be stored in a distributed 
manner , such that multiple databases may be implemented to 
store data and / or information associated with a single user . 
In some examples , each database may have its own data 
formatting guidelines and protocols , causing data and / or 
information from different databases having different struc 
tures and / or formats that may not be compatible with one 
another . Due to incompatibility , such data and / or informa 
tion may not be ingested by a downstream data analysis 
service . The lack of the direct , root access to database ( s ) 
further causes external users to the cloud computing envi 
ronment incapable of converting data and / or information to 
a consistent format or structure . 
[ 0050 ] Example embodiments of the present disclosure 
may overcome the above - referenced technical challenges , 
limitations , and difficulties while providing various techni 
cal benefits . 
[ 0051 ] For example , various embodiments of the present 
disclosure may provide an external - service - accessible rep 
lica data object repository in a network service cloud that 
allows root access of data and / or information stored in the 
external - service - accessible replica data object repository . To 
overcome technical restrictions causing many cloud com 
puting environments lacking the capability to generate visu 
alization reports , various embodiments of the present dis 
closure may generate one or more replica data objects based 
on the source data objects stored in an external - access 
limited source data object repository . Various embodiments 
of the present disclosure may store the replica data objects 
in the external - service - accessible replica data object reposi 
tory , thereby allowing users who are external to the network 
service cloud to generate visualization reports based on data 
and / or information stored the external - service - accessible 
replica data object repository , conduct automatic examina 
tions on data and / or information stored in the external 
service - accessible replica data object repository to identify 
or “ flag ” issues and / or errors associated with the data and / or 
information , implement machine learning models and / or 
artificial intelligence algorithms to generate one or more 
predictions based on the data and / or information , and / or the 
like , 
[ 0052 ] In some examples , various embodiments of the 
present disclosure may dynamically replicate data objects so 
that the replica data objects capture not only the original 
source data objects , but also any changes that have been 
made to the original source data objects . For example , 
various embodiments of the present disclosure may utilize 

a 

[ 0046 ] In contrast with “ on - premises ” computing environ 
ments , many cloud computing environments do not provide 
customer users with root access privileges of database ( s ) 
that support the cloud computing environments , and / or 
provide limited , restricted , and / or insufficient access that 
cannot handle a large amount of data queries . This lack of 
root access and / or sufficient access limits the ability of 
customer users to rapidly query and dynamically access 
organization data in the manner provided by " on - premises ” 
computing environments . While some cloud computing 
environment may provide Application Programming Inter 
faces ( APIs ) that are configured to provide selected data 
access capabilities to customer users in a cloud computing 
environment , these APIs are restrictive in nature as the 
customer users do not have root access privileges to all data 
and / or information stored in the database ( s ) . Such APIs are 
also limited in that they can be easily overrun or driven 
offline if they receive too much traffic or traffic that exceeds 
rate limit policies . 
[ 0047 ] The above referenced limitations of cloud comput 
ing environments ( including those that provide APIs ) reduce 
or eliminate the technical capability to enable customer 
users to use modern BI tools to generate visualization 
reports based on data and / or information stored the database 
( s ) , conduct automatic examinations on data and / or infor 
mation stored in the database ( s ) to identify or “ flag ” issues 
and / or errors associated with the data and / or information , 
implement machine learning models and / or artificial intel 
ligence algorithms to generate one or more predictions based 
on the data and / or information , and / or the like . The lack of 
direct , root access to database ( s ) in a cloud computing 
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a bootstrap task objects for replicating source data objects , as 
well as change data event ( CDC ) task objects to capture 
changes associated with the source data objects . Various 
embodiments of the present disclosure execute bootstrap 
task objects and CDC tasks objects to generate replication 
data objects and CDC data objects , respectively . Various 
embodiments of the present disclosure store the replication 
data objects and CDC data objects in a processing queue 
data object , and may generate replica data objects based on 
the processing queue data object . As such , various embodi 
ments of the present disclosure may provide fast access to 
the latest data and / or information stored in the network 
service cloud to users who are external to the network 
service cloud , and may reduce the possibilities of latency , 
slow responses , throttling , and timeouts . 
[ 0053 ] In some embodiments , various embodiments of the 
present disclosure may provide data object conversion 
schemes that define converting data objects to a consistent 
format and / or structure . Various embodiments of the present 
disclosure may dynamically convert the data objects based 
at least in part on a data object type associated with the data 
object . The resultant data objects from the data object 
conversion may be suitable for ingestion by a downstream 
data analysis service ( for example , a machine learning 
model ) . 
[ 0054 ] As such , example embodiments of the present 
disclosure overcome technical challenges and difficulties 
faced by the network computing environment , and provide 
various technical advantages and benefits , details of which 
are described herein . 

Definitions 

[ 0057 ] The terms “ set ” or “ subset ” refer to a collection of 
zero or more elements . 
[ 0058 ] In the present disclosure , the terms “ network ser 
vice cloud ” or “ network service system ” refer to a software 
platform and associated hardware that are configured to 
support and maintain various data services and / or data 
exchanges among various devices . Examples of data ser 
vices that are supported and / or maintained by a network 
service cloud include , but not limited to , data computing , 
data management , data monitoring , data storage , data migra 
tion , data development , data analytics , data deployment , 
and / or the like . 
[ 0059 ] In some embodiments , a network service cloud 
may comprise one or more internal computing devices , such 
as , but not limited to , one or more network service servers , 
one or more data object repositories , and / or the like . For 
example , an example network service cloud may establish 
sufficient data communication protocols in association with 
the one or more network service servers and the one or more 
data object repositories , such that the one or more network 
service servers and the one or more data object repositories 
are considered “ within ” the network service cloud and can 
perform one or more data services without the need of direct 
management by a user . In the present disclosure , an example 
computing device that is internal to or within a network 
service cloud is also referred to as a “ cloud computing 
device . " 
[ 0060 ] In some embodiments , one or more external com 
puting devices may communicate and / or interact with an 
example network service cloud . Examples of external com 
puting devices may include , but not limited to , client 
devices , computing devices that are within the premises of 
an organization and remote from the network service cloud , 
network servers that are remote from the network service 
cloud , third - party service computing devices that provide 
data services supplemental to the network service cloud , 
and / or the like . In the present disclosure , an example com 
puting device that is external to or outside of a network 
service cloud may also be referred to as an " on - premise 
computing device . ” 
[ 0061 ] In the present disclosure , the term “ data object ” 
refers to a data structure that represents one or more func 
tionalities and / or characteristics associated with data and / or 
information . In some embodiments , a data object may be 
associated with one or more software ( for example , one or 
more computer programs ) and / or one or more hardware ( for 
example , one or more servers and / or one or more client 
devices ) . For example , a data object may provide a func 
tional unit for one or more computer programs . A user who 
operates a client device that is executing the one or more 
computer programs may provide user input associated with 
the data object , and the user input may comprise an elec 
tronic selection of a data object , an electronic request to 
modify , manipulate , change a data object , and / or the like . In 
some embodiments , data items in an example data object 
may include metadata . The term “ metadata ” refers to one or 
more parameters , one or more data fields , or the like that 
describe or are associated with one or more attributes of a 
data object . 
[ 0062 ] In various embodiments of the present discourse , 
various data objects can be categorized based on various 
data object types and / or various data object structures . In 
some embodiments , examples of types associated with data 
objects may include , but not limited to , issue data object 

> 

use of 

[ 0055 ] As used herein , the terms " data , " " content , ” “ digi 
tal content , " " digital content object , " " information , ” and 
similar terms may be used interchangeably to refer to data 
capable of being transmitted , received , and / or stored in 
accordance with examples of the present disclosure . Thus , 

any such terms should not be taken to limit the spirit 
and scope of examples of the present disclosure . Further , 
where a computing device is described herein to receive data 
from another computing device , it will be appreciated that 
the data may be received directly from another computing 
device or may be received indirectly via one or more 
intermediary computing devices , such as , for example , one 
or more servers , relays , routers , network access points , base 
stations , hosts , and / or the like ( sometimes referred to herein 
as a “ network ” ) . Similarly , where a computing device is 
described herein to send data to another computing device , 
it will be appreciated that the data may be sent directly to 
another computing device or may be sent indirectly via one 
or more intermediary computing devices , such as , for 
example , one or more servers , relays , routers , network 
access points , base stations , hosts , and / or the like . 
[ 0056 ] The term “ circuitry ” should be understood broadly 
to include hardware and , in some examples , software for 
configuring the hardware . With respect to components of the 
apparatus , the term “ circuitry ” as used herein should there 
fore be understood to include particular hardware configured 
to perform the functions associated with the particular 
circuitry as described herein . For example , in some 
examples , “ circuitry ” may include processing circuitry , stor 
age media , network interfaces , input / output devices , and the 
like . 
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type , project data object type , tenant data object type , and / or 
the like , which may be defined based on data and / or infor 
mation represented by the corresponding data object . 
[ 0063 ] For example , a data object of an “ issue data object 
type ” ( also described as an “ issue data object ” herein ) refers 
to a type of data object that represents an organized set of 
data and / or information in a network service cloud that is 
associated with an individual piece of a task that must be 
completed . For example , an issue data object may be asso 
ciated with an issue - based ( or project - based ) collaborative 
task management system that operates in a network service 
cloud . In this example , the issue data object may represent 
and / or comprise data and / or information such as , but not 
limited to , a to - do item , a software application bug that 
needs to be fixed , a virtual IT help - desk ticket , a leave 
request form , among many other possibilities . 
[ 0064 ] In the present disclosure , the term “ issue data 
object type identifier ” refers to an identifier that indicates , 
identifies or flags a data object as an issue data object . In 
some embodiments , the issue data object type identifier may 
be in the form of text string ( s ) , numerical character ( s ) , alphabetical character ( s ) , alphanumeric code ( s ) , American 
Standard Code for Information Interchange ( ASCII ) char 
acter ( s ) , and / or the like . 
[ 0065 ] As described above , a data object may comprise 
one or more metadata . In the present disclosure , the term 
" metadata ” refers to one or more parameters , one or more 
data fields , and / or the like , that describe or are associated 
with one or more attributes of a data object . For example , an 
issue data object may comprise issue priority metadata , issue 
resolution metadata , issue status metadata , issue status cat 
egory metadata , issue type metadata , and issue history 
metadata , and / or the like . 
[ 0066 ] In the present disclosure , the term “ issue priority 
metadata ” refers to a type of metadata associated with an 
issue data object that may describe or comprise data and / or 
information associated with a priority of the issue data 
object . In some embodiments , the issue priority metadata 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0067 ] In the present disclosure , the term “ issue resolution 
metadata ” refers to a type of metadata associated with an 
issue data object that may describe or comprise data and / or 
information associated with a resolution of the issue repre 
sented by the issue data object . In some embodiments , the 
issue resolution metadata may be in the form of text string 
( s ) , numerical character ( s ) , alphabetical character ( s ) , alpha 
numeric code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0068 ] In the present disclosure , the term “ issue status 
metadata ” refers to a type of metadata associated with an 
issue data object that may describe or comprise data and / or 
information associated with a current status of the issue data 
object . In some embodiments , the issue status metadata may 
be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0069 ] In the present disclosure , the term “ issue status 
category metadata ” refers to a type of metadata associated 
with an issue data object that may describe or comprise data 
and / or information associated with a status category asso 
ciated with the issue represented by the issue data object . In 
some embodiments , the issue status category metadata may 

be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0070 ] In the present disclosure , the term “ issue type 
metadata ” refers to a type of metadata associated with an 
issue data object that may describe or comprise data and / or 
information associated with a type of the issue data object . 
In some embodiments , the issue type metadata may be in the 
form of text string ( s ) , numerical character ( s ) , alphabetical 
character ( s ) , alphanumeric code ( s ) , ASCII character ( s ) , and / 
or the like . 
[ 0071 ] In the present disclosure , the term “ issue history 
metadata ” refers to a type of metadata associated with an 
issue data object that may describe or comprise data and / or 
information associated with a history of the issue data 
object . In some embodiments , the issue history metadata 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0072 ] In some embodiments , a data object is of a “ project 
data object type ” ( also described as a “ project data object ” 
herein ) refers to a type of data object that represents an 
organized set of issue data objects . For example , a project 
data object may be associated with an issue - based ( or 
project - based ) collaborative task management system that 
operates in a network service cloud . In this example , the 
project data object may represent and / or comprise data 
and / or information such as , but not limited to , a project , a 
software application , a virtual IT help - desk , among many 
other possibilities . 
[ 0073 ] In the present disclosure , the term “ project data 
object type identifier ” refers to an identifier that indicates , 
identifies , or flags a data object as a project data object . In 
some embodiments , the project data object type identifier 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0074 ] In the present disclosure , the term “ project cat 
egory metadata ” refers to a type of metadata associated with 
a project data object that may describe or comprise data 
and / or information associated with a category of the project 
data object . In some embodiments , the project category 
metadata may be in the form of text string ( s ) , numerical 
character ( s ) , alphabetical character ( s ) , alphanumeric code 
( s ) , ASCII character ( s ) , and / or the like . 
[ 0075 ] In the present disclosure , the term “ project 
changelog metadata ” refers to a type of metadata associated 
with a project data object that may describe or comprise data 
and / or information associated with changes of the project 
data ject . In some embod nts , the project hangelog 
metadata may be in the form of text string ( s ) , numerical 
character ( s ) , alphabetical character ( s ) , alphanumeric code 
( s ) , ASCII character ( s ) , and / or the like . 
[ 0076 ] In the present disclosure , the term “ project com 
ponent metadata ” refers to a type of metadata associated 
with a project data object that may describe or comprise data 
and / or information associated with one or more components 
of the project data object . In some embodiments , the project 
component metadata may be in the form of text string ( s ) , 
numerical character ( s ) , alphabetical character ( s ) , alphanu 
meric code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0077 ] In the present disclosure , the term “ project type 
metadata ” refers to a type of metadata associated with a 
project data object that may describe or comprise data and / or 
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information associated with a type of the project data object . 
In some embodiments , the project type metadata may be in 
the form of text string ( s ) , numerical character ( s ) , alphabeti 
cal character ( s ) , alphanumeric code ( s ) , ASCII character ( s ) , 
and / or the like . 
[ 0078 ] In the present disclosure , the term “ project version 
metadata ” refers to a type of metadata associated with a 
project data object that may describe or comprise data and / or 
information associated with a version of the project data 
object . In some embodiments , the project version metadata 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0079 ] In some embodiments , a data object is of a “ board 
data object type ” ( also described as a “ board data object ” 
herein ) refers to a type of data object that represents an 
organized set of project data objects . For example , a board 
data object may be associated with an issue - based ( or 
project - based ) collaborative task management system that 
operates in a network service cloud . In this example , the 
board data object may represent and / or comprise data and / or 
information such as , but not limited to , one or more projects , 
one or more software applications , one or more virtual IT 
help - desks , among many other possibilities . 
[ 0080 ] In the present disclosure , the term “ board data 
object type identifier ” refers to an identifier that indicates , 
identifies , or flags a data object as a board data object . In 
some embodiments , the board data object type identifier 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0081 ] In some embodiments , a data object is of a " sprint 
data object type ” ( also described as a “ sprint data object ” 
herein ) refers to a type of data object that defines or is 
associated with a fixed time period in a continuous time 
cycle . For example , a sprint data object may be associated 
with an issue - based ( or project - based ) collaborative task 
management system that operates in a network service 
cloud . In this example , the sprint data object may represent 
and / or comprise data and / or information such as , a fixed 
time period in a continuous product development cycle 
where teams may complete work from their product back 
log . 
[ 0082 ] In the present disclosure , the term “ sprint data 
object type identifier ” refers to an identifier that indicates , 
identifies , or flags a data object as a sprint data object . In 
some embodiments , the sprint data object type identifier 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0083 ] In the present disclosure , the term “ data object 
repository ” refers to one or more network locations ( and / or 
one or more network data storage devices ) where one or 
more data objects are electronically stored . For example , an 
example data object repository in a network service cloud in 
accordance with various embodiments of the present disclo 
sure may be configured such that one or more network 
service server within the network service cloud may query 
the example data object repository , may retrieve one or more 
data objects from the example data object repository , and / or 
may store one or more data objects to the data object 
repository . 
[ 0084 ] In some embodiments , computing devices that are 
outside of or external to the network service cloud ( such as , 

but not limited to , client devices , computing devices pro 
viding third - party service , and / or the like ) may or may not 
have access ( e.g. root access privilege ) to data objects stored 
in a data object repository within the network service cloud , 
depending on the type of the data object repository . 
[ 0085 ] In the present disclosure , the terms “ external - ac 
cess - limited source data object repository , ” “ external access 
limited source data object repository , ” or “ external tenant 
inaccessible source data object repository ” refer to a type of 
data object repository that only provides limited / restricted 
access to the source data object repository by computing 
devices that are external to or outside of a network service 
cloud , and / or is not accessible by computing devices that are 
external to or outside of a network service cloud , and / or does 
not provide root access for computing devices that are 
external to or outside of a network service cloud . For 
example , an example external - access - limited source data 
object repository may not establish sufficient ( or any ) data 
communication protocol or interface that would provide root 
access privilege to an external computing device for retriev 
ing / accessing data object from the example external - access 
limited source data object repository , and / or may not estab 
lish sufficient ( or any ) data communication protocol or 
interface that would enable a large amount of data objects to 
be queried and / or retrieved by computing devices that are 
external to or outside of a network service cloud . For 
example , the external computing device outside of the 
network service cloud may not be able to retrieve data 
objects from the external - access - limited source data object 
repository , and may not be able store data objects in the 
external - access - limited source data object repository . 
[ 0086 ] In contrast , the terms " external - service - accessible 
replica data object repository , " " external service accessible 
replica data object repository ” , or “ external tenant accessible 
replica data object repository ” refer to a type of data object 
repository that is accessible to computing devices that are 
external to or outside of a network service cloud . For 
example , an example external - service - accessible replica 
data object repository may establish data communication 
protocol and / or interface that provide root access to an 
external computing device for retrieving / accessing data 
objects from the example external - service - accessible replica 
data object repository , and / or establish sufficient data com 
munication protocol or interface that would enable a large 
amount of data objects to be queried and / or retrieved by 
computing devices that are external to or outside of a 
network service cloud . 
[ 0087 ] In some embodiments , an example external com 
puting device may transmit a data object access request to a 
network service cloud . In this example , the data object 
access request may be associated with one or more data 
objects stored in the external - service - accessible replica data 
object repository . In response to the data object access 
request , the network service cloud may retrieve the data 
object from the external - service - accessible replica data 
object repository , and may transmit the data object to the 
external computing device . As an alternative , the network 
service cloud may generate a data object access denial 
message in response to the data object access request , and 
may transmit the data object access denial message to the 
external computing device , details of which are described 
herein . 
[ 0088 ] In the present disclosure , the terms “ source data 
object ” or “ raw data object ” refer to a data object that is 

a 
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stored in an external - access - limited source data object 
repository in a network service cloud . For example , an 
example source data object may comprise data and / or infor 
mation associated with the network service cloud . 
[ 0089 ] In the present disclosure , the term “ source data 
object type identifier ” refers to an identifier that identifies a 
type associated with the source data object . Examples of 
source data object type identifiers comprise at least a project 
data object type identifier and an issue data object type 
identifier . For example , an example source data object 
identifier may identify whether the corresponding source 
data object is an issue data object , a project data object , 
and / or the like . In some embodiments , the source data object 
type identifier may be in the form of text string ( s ) , numerical 
character ( s ) , alphabetical character ( s ) , alphanumeric code 
( s ) , ASCII character ( s ) , and / or the like . 
[ 0090 ] In the present disclosure , the term “ source data 
object sequence identifier ” refers to an identifier that iden 
tifies a version or an edition associated with the source data 
object . In some embodiments , the source data object 
sequence identifier may be in the form of text string ( s ) , 
numerical character ( s ) , alphabetical character ( s ) , alphanu 
meric code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0091 ] In the present disclosure , the term “ source data 
object serial identifier ” refers to an identifier that identifies 
a source data object from other source data object ( s ) of the 
same type in an external - access - limited source data object 
repository , and / or uniquely identifies a source data object 
from other source data object ( s ) in the external - access 
limited source data object repository regardless of the data 
object type . In some embodiments , the source data object 
serial identifier may be in the form of text string ( s ) , numeri 
cal character ( s ) , alphabetical character ( s ) , alphanumeric 
code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0092 ] In the present disclosure , the term “ data object 
replication request ” refers to an electronic request to repli 
cate one or more source data objects . For example , a user , 
operating a client device , may transmit a data object repli 
cation request through the client device to the network 
service cloud . The data object replication request may 
comprise an electronic request to replicate one or more 
source data objects associated with the user ( for example , 
based on a tenant identifier associated with the user ) . In 
some embodiments , the one or more source data objects are 
stored in an external - access - limited source data object 
repository , similar to those described above . 
[ 0093 ] In the present disclosure , the term “ replica data 
object ” refers to a data object that is replicated from a source 
data object , and / or is a duplicate of the source data object in 
accordance with various embodiments of the present disclo 
sure . In some embodiments , an example replica data object 
may be generated by a network service server in response to 
receiving a data object replication request , details of which 
are described herein . In some embodiments , an example 
replica data object may be stored in an external - service 
accessible replica data object repository , and computing 
devices that are external to and / or outside of the network 
service cloud may access or retrieve the example replica 
data object from the external - service - accessible replica data 
object repository , similar to those described above . 
[ 0094 ] In the present disclosure , the term “ replica data 
object type identifier ” refers to an identifier that identifies a 
type associated with the replica data object . Examples of 
replica data object type identifiers comprise at least a project 

data object type identifier , an issue data object type identi 
fier , and / or other identifiers described above . For example , 
an example replica data object identifier may identify 
whether an example replica data object is an issue data 
object , a project data object , and / or the like . In some 
embodiments , the replica data object type identifier may be 
in the form of text string ( s ) , numerical character ( s ) , alpha 
betical character ( s ) , alphanumeric code ( s ) , ASCII character 
( s ) , and / or the like . 
[ 0095 ] In the present disclosure , the term “ data object 
access request ” refers to an electronic request to access one 
or more replica data objects . For example , a user , operating 
a client device , may transmit a data object access request 
through the client device to the network service cloud . The 
data object access request may comprise an electronic 
request to access one or more replica data objects associated 
with the user ( for example , based on a tenant identifier as 
defined herein ) that are stored in the external - service - acces 
sible replica data object repository . 
[ 0096 ] In the present disclosure , the term “ requestor iden 
tifier ” refers to an identifier that uniquely identifies the 
sender of an electronic request . For example , an example 
requestor identifier associated with a data object replication 
request uniquely identifies the sender of the data object 
replication request . As another example , an example 
requestor identifier associated with a data object access 
request uniquely identifies the sender of the data object 
access request . In some embodiments , the requestor identi 
fier may be in the form of text string ( s ) , numerical character 
( s ) , alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0097 ] In various embodiments of the present discourse , 
various replica data objects are associated with various 
replica data object types . For example , as described above , 
an example replica data object is a replica or a duplicate of 
an example source data object , and the example source data 
object is associated with a particular data object type . In this 
example , the example replica data object is associated with 
a data object type that is the same as the type of the source 
data object . In some embodiments , examples of types asso 
ciated with a replica data object may include , but not limited 
to , issue data object type , project data object type , and / or the 
like , similar to those described above . 
[ 0098 ] In some embodiments , a data object of a “ tenant 
data object type ” ( also described as a “ tenant data object " 
herein ) refers to a type of data object that comprises data 
and / or information associated with a tenant ( for example , a 
user , an organization , etc. ) of a network service cloud ( such 
data and / or information including , but not limited to , one or 
more issue data objects associated with the tenant and / or one 
or more project data objects associated with the tenant ) . In 
some embodiments , an example tenant data object may be 
generated based at least in part on one or more replica data 
objects , details of which are described herein . 
[ 0099 ] In the present disclosure , the term “ tenant identi 
fier ” refers to an identifier that uniquely identifies a tenant 
( such as , but not limited to , a user , an organization , an 
enterprise , an entity , and / or the like ) of a network service 
cloud . In some embodiments , a tenant identifier of a tenant 
data object identifies the owner ( e.g. a user , an organization , 
an enterprise , an entity , etc. ) of data and / or information in 
the tenant data object . In some embodiments , the tenant 
identifier may be in the form of text string ( s ) , numerical 
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character ( s ) , alphabetical character ( s ) , alphanumeric code 
( s ) , ASCII character ( s ) , and / or the like . 
[ 0100 ] In the present disclosure , the term " data object 
conversion schema ” refers to a protocol , a guideline , a 
blueprint , and / or a plan for converting data object ( s ) from 
one data object structure to another data object structure . As 
described above , data objects may be categorized based on 
various structures which may be defined based on form or 
format associated with the corresponding data object . In 
some embodiments , examples of structures associated with 
data objects may include , but not limited to , star structures , 
table structures , and / or the like . 
[ 0101 ] For example , a data object of a “ star structure " 
( also described as an “ star - structured data object ” herein ) 
refers to a structure of data object that comprises one or 
more nodes and one or more edges connecting the one or 
more nodes . As another example , a data object of a “ table 
structure ” ( also described as an “ table - structured data 
object ” herein ) refers to a structure of data object that 
comprises one or more tubular elements . 
[ 0102 ] In some embodiments , an example data object may 
be categorized based on both the data object type and the 
data object structure . 
[ 0103 ] For example , the term “ star - structured issue data 
object ” refers to a data object that is both an issue data object 
and a star - structured data object . As another example , the 
term “ star - structured project data object ” refers to a data 
object that is both a project data object and a star - structured 
data object . As another example , the term “ table - structured 
issue data object ” refers to a data object that is both an issue 
data object and a table - structured data object . As another 
example , the term “ star - structured tenant data object ” refers 
to a data object that is both a tenant data object and a 
star - structured data object . 
[ 0104 ] In the present disclosure , the term “ task object ” 
refers to a data object that comprises one or more computer 
executable programming instructions associated with one or 
more electronic tasks . In some embodiments , when a task 
object is executed by a computing device ( such as , but not 
limited to , a network service server described herein ) , the 
computing device may perform the one or more electronic 
tasks associated with the task object . Examples of the 
electronic tasks associated with an example task object 
include , but not limited to , replicating data objects , moni 
toring changes associated with data objects , storing data 
objects in a data object repository , and / or the like . 
[ 0105 ] In the present disclosure , the term “ bootstrap task 
object ” refers to a type of task object that represents an 
electronic task to replicate or duplicate a source data object . 
For example , when a computing device executes a bootstrap 
tasks object , the computing device may retrieve a source 
data object from an external - access - limited source data 
object repository , and may generate a replicated copy of the 
source data object . 
[ 0106 ] In the present disclosure , the term “ replication data 
object ” refers to a data object that is generated by the 
computing device after executing a bootstrap task object . 
Continuing from the example above , the replication data 
object comprises a replicated copy of a source data object . 
[ 0107 ] In some embodiments , a computing device may 
generate a replication data object based at least in part on the 
source data object type identifier associated with the source 
data object , details of which are described herein . 

[ 0108 ] In the present disclosure , the term “ replication data 
object type identifier ” refers to an identifier that identifies a 
type associated with the replication data object . For 
example , an example replication data object identifier may 
identify whether an example replication data object is an 
issue data object , a project data object , and / or the like . In 
some embodiments , the replication data object type identi 
fier corresponds to a source data object type identifier 
associated with a source data object based on which the 
corresponding replication data object is generated . In some 
embodiments , the replication data object type identifier may 
be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0109 ] In the present disclosure , the term “ replication data 
object sequence identifier ” refers to an identifier that iden 
tifies a version or an edition associated with the replication 
data object . In some embodiments , the replication data 
object sequence identifier corresponds to a source data 
object sequence identifier associated with a source data 
object based on which the corresponding replication data 
object is generated . In some embodiments , the replication 
data object sequence identifier may be in the form of text 
string ( s ) , numerical character ( s ) , alphabetical character ( s ) , 
alphanumeric code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0110 ] In the present disclosure , the term “ replication data 
object serial identifier ” refers to an identifier that corre 
sponds to a source data object serial identifier associated 
with a source data object based on which the corresponding 
replication data object is generated . In some embodiments , 
the replication data object serial identifier may identify a 
replication data object from another replication data object 
( s ) of the same type , and / or may identify a replication data 
object from another replication data object ( s ) regardless of 
the data object type . In some embodiments , the replication 
data object serial identifier may be in the form of text 
string ( s ) , numerical character ( s ) , alphabetical character ( s ) , 
alphanumeric code ( s ) , ASCII character ( s ) , and / or the like . 
[ 0111 ] In the present disclosure , the terms “ change data 
capture event indication ” or “ CDC event indication ” refers 
to an electronic indication that data and / or information of a 
source data object stored in the external - access - limited 
source data object repository has been changed . For 
example , an example network service cloud may implement 
one or more data services to detect changes associated with 
the source data objects stored in the external - access - limited 
source data object repository , and the one or more data 
services may provide a CDC event indication to the network 
service cloud once a change to the source data object is 
detected . 
[ 0112 ] In the present disclosure , the terms " change data 
capture task object ” or “ CDC task object ” refers to a type of 
task object that represents an electronic task to replicate or 
duplicate a source data object that has been changed as 
indicated by a CDC event indication , and / or replicate or 
duplicate changes associated with the source data object as 
indicated by a CDC event indication . For example , in 
response to receiving a CDC event indication , a computing 
device may execute a CDC task object , and may generate a 
replicated copy of the changed source data object ( or a 
replicated copy of changes associated with the source data 
object ) 
[ 0113 ] In the present disclosure , the terms " change data 
capture data object ” or “ CDC data object ” refers to a data 
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object that is generated by the computing device after 
executing a CDC task object . Continuing from the example 
above , the CDC data object may comprise a replicated copy 
of the changed source data object ( or a replicated copy of 
changes associated with the source data object . 
[ 0114 ] In the present disclosure , the terms " change data 
capture data object type identifier ” or “ CDC data object type 
identifier ” refer to an identifier that identifies a type asso 
ciated with the CDC data object . In some embodiments , the 
CDC data object type identifier corresponds to a source data 
object type identifier of a source data object associated with 
a CDC event indication . For example , an example CDC data 
object identifier may identify whether an example CDC data 
object is an issue data object , a project data object , and / or the 
like . In some embodiments , the CDC data object type 
identifier may be in the form of text string ( s ) , numerical 
character ( s ) , alphabetical character ( s ) , alphanumeric code 
( s ) , ASCII character ( s ) , and / or the like . 
[ 0115 ] In the present disclosure , the terms “ change data 
capture data object sequence identifier ” or “ CDC data object 
sequence identifier ” refer to a version or an edition associ 
ated with the CDC data object . In some embodiments , the 
CDC data object sequence identifier corresponds to a source 
data object sequence identifier of a source data object 
associated with a CDC event indication . In some embodi 
ments , the CDC data object sequence identifier may be in the 
form of text string ( s ) , numerical character ( s ) , alphabetical 
character ( s ) , alphanumeric code ( s ) , ASCII character ( s ) , and / 
or the like . 
[ 0116 ] In the present disclosure , the terms “ change data 
capture data object serial identifier ” or “ CDC data object 
serial identifier ” refer to an identifier that corresponds to a 
source data object serial identifier of a source data object 
associated with a CDC event indication . In some embodi 
ments , the CDC data object serial identifier may uniquely 
identify a CDC data object from other CDC data object ( s ) of 
the same type , and / or may identify a CDC data object from 
other CDC data object ( s ) regardless of the data object type . 
In some embodiments , the CDC data object serial identifier 
may be in the form of text string ( s ) , numerical character ( s ) , 
alphabetical character ( s ) , alphanumeric code ( s ) , ASCII 
character ( s ) , and / or the like . 
[ 0117 ] In the present disclosure , the term “ processing 
queue data object ” refers to a data object that represents an 
organized collection of data objects , including , but not 
limited to , one or more replication data objects and one or 
more CDC data objects . In some embodiments , a computing 
device ( such as a network service server described herein ) 
may process the one or more replication data objects and the 
one or more CDC data object stored in the processing queue 
data object to generate one or more replica data objects , 
details of which are described herein . 

station . Still further , example embodiments may be embod 
ied by any of a variety of mobile devices , such as a portable 
digital assistant ( PDA ) , mobile telephone , smartphone , lap 
top computer , tablet computer , wearable , or any combina 
tion of the aforementioned devices . 
[ 0119 ] FIG . 1A illustrates an example data object replica 
tion and / or conversion environment 100 within which 
embodiments of the present disclosure may operate . In the 
example shown in FIG . 1A , the data object replication 
and / or conversion environment 100 may comprise a network 
service cloud 109 in electronic communication with one or 
more client devices 101A , 101B , 101C , . . . 101N ( for 
example , via a communication network ) . In some embodi 
ments , users may access the network service cloud 109 via 
the communication network using client devices 101A , 
101B , . . . 101N . 
[ 0120 ] In some embodiments , the client devices 101A 
101N may be a computing device as described herein , 
including , but not limited to , desktop computers , laptop 
computers , smartphones , netbooks , tablet computers , wear 
ables , and the like . In some embodiments , the client devices 
101A - 101N may interact with the network service cloud 109 
via a web browser or through a web application that runs in 
a web browser . As yet another example , the client devices 
101A - 101N may include various hardware or firmware 
designed to interface with the network service cloud 109 . 
[ 0121 ] In some embodiments , the communication network 
may include any wired or wireless communication network 
including , for example , a wired or wireless local area 
network ( LAN ) , personal area network ( PAN ) , metropolitan 
area network ( MAN ) , wide area network ( WAN ) , or the like , 
as well as any hardware , software and / or firmware required 
to implement it ( such as , e.g. , network routers , etc. ) . For 
example , the communication network may include an 802 . 
11 , 802.16 , 802.20 , and / or WiMax network . Further , the 
communication network may include a public network ( such 
as the Internet ) , a private network ( such as an intranet ) , or 
combinations thereof , and may utilize a variety of network 
ing protocols including , but not limited to , TCP / IP based 
networking protocols . For instance , the networking protocol 
may be customized to suit the needs of the network service 
cloud 109 and / or the client devices 101A - 101N . In some 
embodiments , the protocol is a custom protocol of JSON 
objects sent via a Web Socket channel . In some embodi 
ments , the protocol is JSON over RPC , JSON over REST / 
HTTP , and the like . 
[ 0122 ] In various embodiments of the present disclosure , 
electronic data received by the network service cloud 109 
from the client devices 101A - 101N may be provided in 
various forms and via various methods . For example , data 
and information ( such as but not limited to , data objects ) 
may be sent to the network service cloud 109 via , for 
example , the communication network directly by a client 
device of client devices 101A - 101N . Additionally , or alter 
natively , these data and information ( such as but not limited 
to , data objects ) may be sent to network service cloud 109 
via one or more intermediaries . 
[ 0123 ] In some embodiments , a client device of client 
devices 101 A - 101N that is associated with a tenant identifier 
may transmit a data object replication request to the network 
service cloud 109. In some embodiments , the data object 
replication request comprises an electronic request to repli 
cate source data objects associated with the tenant identifier . 

Example System Architecture for Implementing 
Embodiments of the Present Disclosure 

[ 0118 ] Methods , apparatuses , and computer program 
products of the present disclosure may be embodied by any 
of a variety of devices . For example , the method , apparatus , 
and computer program product of an example embodiment 
may be embodied by a networked device ( e.g. , a network 
service server and / or a client device ) configured to commu 
nicate with one or more devices . Additionally , or alterna 
tively , the computing device may include fixed computing 
devices , such as a personal computer or a computer work 
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[ 0124 ] In some embodiments , some of the client devices 
101A , 101B , 101C , ... , 101N may be associated with an 
organization that is different from the organization associ 
ated with other client devices . For example , the client 
devices 101A , : , 101B are associated with a first 
organization 113A , and the client devices 101C , ... , 101N 
are associated with a second organization 113B , as shown in 
FIG . 1A . 
[ 0125 ] In some embodiments , each of the client devices 
may comprise one or more software applications ( also 
referred to as “ apps ” ) installed on the corresponding client 
device ( such as , but not limited to , app 111A , app 111B , app 
111C , app 111D , app 111E , and / or the like ) . In some embodi 
ments , those apps , when executed , may communicate with 
one or more other computing devices ( such as , but not 
limited to , one or more computing devices within the 
network service cloud 109 and / or one or more computing 
devices outside of the network service cloud 109 ( e.g. the 
network server 117A , the network server 117B ) ) . 
( 0126 ] In the example shown in FIG . 1A , one or more 
network servers may be outside of or external to the network 
service cloud 109 , such as , but not limited to , the network 
server 117A , the network server 117B , and / or the like . In 
some embodiments , the network server 117A and / or the 
network server 117B may provide third - party data services 
that supplement the network service cloud 109. For 
example , in response to receiving an electronic request from 
a client ( for example , when the client executes the app 111A 
installed on the client device 101A or from the client device 
101A ) , the network server 117A and / or the network server 
117B may communicate with the network service cloud 109 
to retrieve data objects from the network service cloud 109 , 
and may generate visualization reports based on the 
retrieved data objects , implement machine learning models 
and / or artificial intelligence algorithms to generate one or 
more predictions based on the retrieved data objects , and / or 
the like . 
[ 0127 ] In some embodiments , the network service cloud 
109 comprises one or more external - access - limited source 
data object repositories ( such as , but not limited to , the 
external - access - limited source data object repository 103A , 
.. , and / or the external - access - limited source data object 

repository 103N in the example shown in FIG . 1A ) . In some 
embodiments , the source data objects associated with the 
tenant identifier ( for example , received from client devices 
such as , but not limited to , client devices 101A , 101B , . . 
, 101N ) may be stored in one or more external - access 
limited source data object repositories ( such as , but not 
limited to , the external - access - limited source data object 
repository 103A , ... , and / or the external - access - limited 
source data object repository 103N in the example shown in 
FIG . 1A ) . In some embodiments , the data object replication 
request may comprise an electronic request to replicate 
and / or convert one or more data objects associated with the 
tenant identifier that are stored in the one or more external 
access - limited source data object repositories to one ( or 
more ) external - service - accessible replica data object reposi 
tories ( such as , but not limited to , the external - service 
accessible replica data object repository 105 in the example 
shown in FIG . 1A ) . 
[ 0128 ] In some embodiments , the network service cloud 
109 comprises one or more network service servers ( such as , 
but not limited to , the network service server 107 in the 
example shown in FIG . 1A ) . In some embodiments , each of 

the one or more network service servers is in electronic 
communications with one or more external - access - limited 
source data object repositories ( such as , but not limited to , 
the external - access - limited source data object repository 
103A , ... , and / or the external - access - limited source data 
object repository 103N in the example shown in FIG . 1A ) , 
one or more external - service - accessible replica data object 
repositories ( such as , but not limited to , the external - service 
accessible replica data object repository 105 in the example 
shown in FIG . 1A ) , and / or one or more other network 
service servers . 
[ 0129 ] For example , in the example shown in FIG . 1A , the 
network service server 107 is in electronic communications 
with the external - access - limited source data object reposi 
tory 103A , ... , and / or the external - access - limited source 
data object repository 103N , as well as the external - service 
accessible replica data object repository 105. For example , 
the network service server 107 may retrieve data and / or 
information associated with one or more source data objects 
stored in the one or more external - access - limited source data 
object repository 103A , . and / or the external - access 
limited source data object repository 103N , and may gen 
erate and store one or more replica data objects in the 
external - service - accessible replica data object repository 
105 . 
[ 0130 ] For example , based on the data object replication 
request , one or more network service servers ( such as the 
network service server 107 in the example shown in FIG . 
1A ) may generate a plurality of bootstrap task objects and at 
least one change data capture ( CDC ) task object to facilitate 
data object replication , details of which are described herein . 
In some embodiments , one or more network service servers 
( such as the network service server 107 in the example 
shown in FIG . 1A ) may generate a plurality of replica data 
objects corresponding to the plurality of source data objects 
stored in the one or more external - access - limited source data 
object repositories , such as , but not limited to , the external 
access - limited source data object repository 103A , . 
and / or the external - access - limited source data object reposi 
tory 103N in the example shown in FIG . 1A . In some 
embodiments , one or more network service servers ( such as 
the network service server 107 in the example shown in FIG . 
1A ) may store the plurality of replica data objects in one ( or 
more ) external - service - accessible replica data object reposi 
tories ( such as , but not limited to , the external - service 
accessible replica data object repository 105 in the example 
shown in FIG . 1A ) , details of which are described herein . 
[ 0131 ] Additionally , or alternatively , in some embodi 
ments , one or more network service servers ( such as the 
network service server 107 in the example shown in FIG . 
1A ) may convert the replica data object ( s ) stored in the one 
( or more ) external - service - accessible replica data object 
repositories ( such as , but not limited to , the external - service 
accessible replica data object repository 105 in the example 
shown in FIG . 1A ) . For example , the one or more network 
service servers ( such as the network service server 107 in the 
example shown in FIG . 1A ) may convert the replica data 
object ( s ) based at least in part on replica data object type ( s ) 
associated with the replica data object ( s ) and one or more 
data object conversion schemas , details of which are 
described herein . 
[ 0132 ] In some embodiments , a client device of client 
devices 101A - 101N or a network server that is outside of or 
external to the network service cloud 109 may transmit a 
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data object access request to the network service cloud 109 , 
which comprises an electronic request to access replica data 
objects stored in the one or more external - service - accessible 
replica data object repositories of the network service cloud 
109 ( for example , but not limited to , the external - service 
accessible replica data object repository 105 in the example 
shown in FIG . 1A ) . In some embodiments , the one or more 
network service servers ( such as the network service server 
107 in the example shown in FIG . 1A ) may handle the data 
object access request based at least in part on whether the 
data object access request is associated with a requestor 
identifier that matches the tenant identifier associated with 
the data object , details of which are described herein . 
[ 0133 ] While the description above provides an example 
illustration of network service cloud , it is noted that the 
scope of the present disclosure is not limited to the descrip 
tion above . 
[ 0134 ] For example , the number of external - access - lim 
ited source data object repositories in an example network 
service cloud may be more or less than that of the example 
shown in FIG . 1A . Additionally , or alternatively , the number 
of network service servers in an example network service 
cloud may be more than that of the example shown in FIG . 
1A . Additionally , or alternatively , the number of external 
access - limited source data object repositories in an example 
network service cloud may be more than that of the example 
shown in FIG . 1A . 
[ 0135 ] Additionally , or alternatively , in response to receiv 
ing a data object replication request , one or more network 
service servers may retrieve source data objects from a 
single external - access - limited source data object repository , 
and generate and store replica data objects in a signal 
external - service - accessible replica data object repository . 
Additionally , or alternatively , in response to receiving a data 
object replication request , one or more network service 
servers may retrieve source data objects from multiple 
external - access - limited source data object repositories , and 
generate and store replica data objects in a signal external 
service - accessible replica data object repository . Addition 
ally , or alternatively , in response to receiving a data object 
replication request , one or more network service servers may 
retrieve source data objects from a single external - access 
limited source data object repository , and generate and store 
replica data objects in multiple external - service - accessible 
replica data object repositories . Additionally , or alterna 
tively , in response to receiving a data object replication 
request , one or more network service servers may retrieve 
source data objects from multiple external - access - limited 
source data object repositories , and generate and store 
replica data objects in multiple external - service - accessible 
replica data object repositories . 
[ 0136 ] It is noted that various components of the data 
object replication and / or conversion environment 100 may 
leverage the same computer or computing apparatus to 
perform various operations . For example , various compo 
nents of one or more network service servers ( such as , but 
not limited to , the network service server 107 in the example 
shown in FIG . 1A ) , one or more external - access - limited 
source data object repositories ( such as , but not limited to , 
the external - access - limited source data object repository 
103A , ... and / or the external - access - limited source data 
object repository 103N in the example shown in FIG . 1A ) , 
and / or more external - service - accessible replica data object 
repositories ( such as , but not limited to , the external - service 

accessible replica data object repository 105 in the example 
shown in FIG . 1A ) in the network service cloud 109 may 
leverage the same computer or computing apparatus to 
perform various operations . 
[ 0137 ] Referring now to FIG . 1B , an example system 
architecture diagram is illustrated . In the example shown in 
FIG . 1B , the example system architecture diagram illustrates 
various example distributed layers and example functional 
components associated with the network service server , as 
well as example data communications between various 
layers and / or components . 
[ 0138 ] In the example shown in FIG . 1B , the network 
service server 107 may comprise various distributed layers 
to carry out various operations described herein . For 
example , the network service server 107 may comprise a 
data processing layer 107A , a data management layer 107B , 
and a data interface layer 107C . 
[ 0139 ] In some embodiments , the data processing layer 
107A may be configured to retrieve data objects from 
various data sources , such as , but not limited to , the external 
access - limited source data object repository 103A , 
and / or the external - access - limited source data object reposi 
tory 103N described herein . In some embodiments , the data 
processing layer 107A may comprise a raw data module 119 
that stores data objects retrieved from the external - access 
limited source data object repository 103A , ... and / or the 
external - access - limited source data object repository 103N . 
In some embodiments , the data processing layer 107A may 
comprise a spark streaming / batch jobs module 121 that 
detects new data objects in the raw data module 119 , and 
generates electronic tasks for replicating and / or converting 
these data objects . The spark streaming / batch jobs module 
121 may store the converted data objects in the refined / 
modeled data module 123 , which in turn may provide such 
data objects to the external - service - accessible replica data 
object repository 105 . 

[ 0140 ] In some embodiments , the data interface layer 
107C may comprise a lake provisioning service module 133 . 
In some embodiments , the lake provisioning service module 
133 may receive tenant update data 137 that indicates one or 
more updates or changes associated with the data objects . In 
some embodiments , the lake provisioning service module 
133 may trigger the job orchestration / cluster management 
module 127 , which may orchestrate and / or cluster tasks 
associated with the network service server 107 ( for 
examples , tasks to update the data objects based on the 
tenant update data 137 and / or tasks to replicate and / or 
convert data objects associated with the spark streaming 
batch jobs module 121 ) . In some embodiments , the lake 
provisioning service module 133 may trigger the table / user 
management module 129 , which may manage data and / or 
information associated with the tenants of the network 
service cloud . 

[ 0141 ] As described above , in some embodiments , a client 
may execute an app on a client device to communicate with 
one or more network servers outside of the network service 
cloud , and the one or more network servers may commu 
nicate with the network service cloud ( for example , in the 
form of database queries ) to request data objects from the 
network service cloud and may perform tasks such as , but 
not limited to , generating visualization reports based on the 
requested data objects , implementing machine learning 
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models and / or artificial intelligence algorithms to generate 
one or more predictions based on the requested data objects , 
and / or the like . 
[ 0142 ] For example , as shown in FIG . 1B , the data pro 
cessing layer 107A may comprise a query cluster pool 
module 125 that receives database queries from one or more 
network servers outside of the network service cloud ( for 
example , the network server 117A ) . The query cluster pool 
module 125 may retrieve corresponding data objects from 
the external - service - accessible replica data object repository 
105. The query cluster pool module 125 may communicate 
with the load balanced SQL endpoint module 131 in the data 
management layer 107B , which may balance processing 
loads associated with the database queries . The load - bal 
anced SQL endpoint module 131 may provide the retrieved 
corresponding data objects to the query proxy module 135 in 
the data interface layer 107C , which in turn may transmit the 
data objects to the network server external to the network 
service cloud ( for example , the network server 117A ) . 

Example Apparatuses for Implementing 
Embodiments of the Present Disclosure 
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[ 0143 ] The client devices 101A , 101B , 101C 101N of 
FIG . 1A may include one or more computing systems , such 
as the apparatus 200 shown in FIG . 2. The apparatus 200 
may be configured to execute at least some of the operations 
described above with respect to FIG . 1A and below with 
respect to FIG . 4 to FIG . 15. The apparatus 200 may include 
a processor 206 , a memory 202 , an input / output circuitry 
208 , a communications circuitry 210 , and / or a display 204 . 
The apparatus 200 may be configured to execute the opera 
tions described herein . Although the components are 
described with respect to functional limitations , it should be 
understood that the particular implementations necessarily 
include the use of particular hardware . It should also be 
understood that certain of the components described herein 
may include similar or common hardware . For example , two 
sets of circuitries may both leverage use of the same 
processor , network interface , storage medium , or the like to 
perform their associated functions , such that duplicate hard 
ware is not required for each set of circuitries . The use of the 
term “ circuitry ” as used herein with respect to components 
of the apparatus should therefore be understood to include 
particular hardware configured to perform the functions 
associated with the particular circuitry as described herein . 
[ 0144 ] In some embodiments , the processor 206 ( and / or 
co - processor or any other processing circuitry assisting or 
otherwise associated with the processor ) may be in commu 
nication with the memory 202 via a bus for passing infor 
mation among components of the apparatus . The memory 
202 may be non - transitory and may include , for example , 
one or more volatile and / or non - volatile memories . In other 
words , for example , the memory 202 may be an electronic 
storage device ( e.g. , a computer readable storage medium ) . 
The memory 202 may be configured to store information , 
data , content , applications , instructions , or the like , for 
enabling the apparatus 200 to carry out various functions in 
accordance with example embodiments of the present dis 
closure . 
[ 0145 ] The processor 206 may be embodied in a number 
of different ways and may , for example , include one or more 
processing devices configured to perform independently . 
Additionally , or alternatively , the processor 206 may include 
one or more processors configured in tandem via a bus to 

enable independent execution of instructions , pipelining , 
and / or multithreading . The use of the term " processing 
circuitry ” may be understood to include a single core 
processor , a multi - core processor , multiple processors inter 
nal to the apparatus , and / or remote or “ cloud ” processors . 
[ 0146 ] In an example embodiment , the processor 206 may 
be configured to execute instructions stored in the memory 
202 or otherwise accessible to the processor . Alternatively , 
or additionally , the processor 206 may be configured to 
execute hard - coded functionality . As such , whether config 
ured by hardware or software methods , or by a combination 
thereof , the processor may represent an entity ( e.g. , physi 
cally embodied in circuitry ) capable of performing opera 
tions according to an embodiment of the present disclosure 
while configured accordingly . Alternatively , as another 
example , when the processor 206 is embodied as an executor 
of software instructions , the instructions may specifically 
configure the processor to perform the algorithms and / or 
operations described herein when the instructions are 
executed . 
( 0147 ] In some embodiments , the apparatus 200 may 
include the input / output circuitry 208 that may , in turn , be in 
communication with the processor 206 to provide output to 
the user and , in some embodiments , to receive an indication 
of a user input . The input / output circuitry 208 may comprise 
a user interface circuitry and may include a display , which 
may comprise a web user interface , a mobile application , a 
client device , a kiosk , or the like . In some embodiments , the 
input / output circuitry 208 may also include a keyboard , a 
mouse , a joystick , a touch screen , touch areas , soft keys , a 
microphone , a speaker , or other input / output mechanisms . 
The processor and / or user interface circuitry comprising the 
processor may be configured to control one or more func 
tions of one or more user interface elements through com 
puter program instructions ( e.g. , software and / or firmware ) 
stored on a memory accessible to the processor ( e.g. , the 
memory 202 , and / or the like ) . 
[ 0148 ] In some embodiments , the apparatus 200 may 
include the display 204 that may , in turn , be in communi 
cation with the processor 206 to display renderings of card 
data object rendering interfaces . In various examples of the 
present disclosure , the display 204 may include a liquid 
crystal display ( LCD ) , a light - emitting diode ( LED ) display , 
a plasma ( PDP ) display , a quantum dot ( QLED ) display , 
and / or the like . 
[ 0149 ] The communications circuitry 210 may be any 
means such as a device or circuitry embodied in either 
hardware or a combination of hardware and software that is 
configured to receive and / or transmit data from / to a network 
and / or any other device , circuitry , or module in communi 
cation with the apparatus 200. In this regard , the commu 
nications circuitry 210 may include , for example , a network 
interface for enabling communications with a wired or 
wireless communication network . For example , the commu 
nications circuitry 210 may include one or more network 
interface cards , antennae , buses , switches , routers , modems , 
and supporting hardware and / or software , or any other 
device suitable for enabling communications via a network . 
Additionally , or alternatively , the communication interface 
may include the circuitry for interacting with the antenna ( s ) 
to cause transmission of signals via the antenna ( s ) or to 
handle receipt of signals received via the antenna ( s ) . 
[ 0150 ] The network service server 107 of FIG . 1A and 
FIG . 1B may be embodied by one or more computing 
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systems , such as apparatus 300 shown in FIG . 3. The 
apparatus 300 may include a processor 305 , a memory 301 , 
an input / output circuitry 307 , and a communications cir 
cuitry 303. The apparatus 300 may be configured to execute 
the operations described above with respect to FIG . 1A and 
FIG . 1B and below with respect to FIG . 4 to FIG . 15 . 
Although these components 301 , 303 , 305 , and 307 are 
described with respect to functional limitations , it should be 
understood that the particular implementations necessarily 
include the use of particular hardware . It should also be 
understood that certain of these components 301 , 303 , 305 , 
and 307 may include similar or common hardware . For 
example , two sets of circuitries may both leverage use of the 
same processor , network interface , storage medium , or the 
like to perform their associated functions , such that dupli 
cate hardware is not required for each set of circuitries . 
[ 0151 ] In some embodiments , the processor 305 ( and / or 
co - processor or any other processing circuitry assisting or 
otherwise associated with the processor ) may be in commu 
nication with the memory 301 via a bus for passing infor 
mation among components of the apparatus . The memory 
301 is non - transitory and may include , for example , one or 
more volatile and / or non - volatile memories . In other words , 
for example , the memory 301 may be an electronic storage 
device ( e.g. , a computer - readable storage medium ) . The 
memory 301 may be configured to store information , data , 
content , applications , instructions , or the like for enabling 
the apparatus to carry out various functions in accordance 
with example embodiments of the present disclosure . 
[ 0152 ] The processor 305 may be embodied in a number 
of different ways and may , for example , include one or more 
processing devices configured to perform independently . In 
some examples , the processor 305 may include one or more 
processors configured in tandem via a bus to enable inde 
pendent execution of instructions , pipelining , and / or multi 
threading . The use of the term “ processor ” or “ processing 
circuitry ” may be understood to include a single core 
processor , a multi - core processor , multiple processors inter 
nal to the apparatus , and / or remote or “ cloud ” processors . 
[ 0153 ] In some examples , the processor 305 may be 
configured to execute instructions stored in the memory 301 
or otherwise accessible to the processor 305. In some 
examples , the processor 305 may be configured to execute 
hard - coded functionalities . As such , whether configured by 
hardware or software methods , or by a combination thereof , 
the processor 305 may represent an entity ( e.g. , physically 
embodied in circuitry ) capable of performing operations 
according to an embodiment of the present disclosure while configured accordingly . Alternatively , as another example , 
when the processor 305 is embodied as an executor of 
software instructions , the instructions may specifically con 
figure the processor 305 to perform the algorithms and / or 
operations described herein when the instructions are 
executed . 
[ 0154 ] In some embodiments , the apparatus 300 may 
include the input / output circuitry 307 that may , in turn , be in 
communication with the processor 305 to provide output to 
the user and , in some embodiments , to receive an indication 
of a user input . The input / output circuitry 307 may comprise 
a user interface circuitry and may include a display , which 
may comprise a web user interface , a mobile application , a 
client device , a kiosk , or the like . In some embodiments , the 
input / output circuitry 307 may also include a keyboard , a 
mouse , a joystick , a touch screen , touch areas , soft keys , a 

microphone , a speaker , or other input / output mechanisms . 
The processor and / or user interface circuitry comprising the 
processor may be configured to control one or more func 
tions of one or more user interface elements through com 
puter program instructions ( e.g. , software and / or firmware ) 
stored on a memory accessible to the processor ( e.g. , the 
memory 301 , and / or the like ) . 
[ 0155 ] The communications circuitry 303 may be any 
means such as a device or circuitry embodied in either 
hardware or a combination of hardware and software that is 
configured to receive and / or transmit data from / to a network 
and / or any other device , circuitry , or module in communi 
cation with the apparatus 300. In this regard , the commu 
nications circuitry 303 may include , for example , a network 
interface for enabling communications with a wired or 
wireless communication network ( such as the communica 
tion network described above in connection with FIG . 1A 
and FIG . 1B ) . For example , the communications circuitry 
303 may include one or more network interface cards , 
antennae , buses , switches , routers , modems , and supporting 
hardware and / or software , or any other device suitable for 
enabling communications via a network . Additionally , or 
alternatively , the communications circuitry 303 may include 
the circuitry for interacting with the antenna / antennae to 
cause transmission of signals via the antenna / antennae or to 
handle receipt of signals received via the antenna / antennae . 
[ 0156 ] It is also noted that all or some of the information 
discussed herein can be based on data that is received , 
generated and / or maintained by one or more components of 
apparatus 300. In some embodiments , one or more external 
systems ( such as a remote cloud computing and / or data 
storage system ) may also be leveraged to provide at least 
some of the functionality discussed herein . 
[ 0157 ] In some embodiments , other elements of the appa 
ratus 300 may provide or supplement the functionality of 
particular circuitry . For example , the processor 305 may 
provide processing functionality , the memory 301 may pro 
vide storage functionality , the communications circuitry 303 
may provide network interface functionality , and the like . As 
will be appreciated , any such computer program instructions 
and / or other type of code may be loaded onto a computer , 
processor or other programmable apparatus's circuitry to 
produce a machine , such that the computer , processor or 
other programmable circuitry that execute the code on the 
machine creates the means for implementing various func 
tions , including those described herein . 

Example Methods for Implementing Embodiments 
of the Present Disclosure 

[ 0158 ] Various example methods described herein , includ 
ing , for example , those as shown in FIG . 4 to FIG . 15 , 
provide various technical advantages and / or technical 
improvements described above . 
[ 0159 ] It is noted that each block of the flowchart , and 
combinations of blocks in the flowchart , may be imple 
mented by various means such as hardware , firmware , 
circuitry and / or other devices associated with execution of 
software including one or more computer program instruc 
tions . For example , one or more of the procedures described 
in FIG . 4 to FIG . 15 may be embodied by computer program 
instructions , which may be stored by a non - transitory 
memory of an apparatus employing an embodiment of the 
present disclosure and executed by a processor in the 
apparatus . These computer program instructions may direct 
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a computer or other programmable apparatus to function in 
a particular manner , such that the instructions stored in the 
computer - readable storage memory produce an article of 
manufacture , the execution of which implements the func 
tion specified in the flowchart block ( s ) . 
( 0160 ] As described above and as will be appreciated 
based on this disclosure , embodiments of the present dis 
closure may be configured as methods , mobile devices , 
backend network devices , and the like . Accordingly , 
embodiments may comprise various means including 
entirely of hardware or any combination of software and 
hardware . Furthermore , embodiments may take the form of 
a computer program product on at least one non - transitory 
computer - readable storage medium having computer - read 
able program instructions ( e.g. , computer software ) embod 
ied in the storage medium . Similarly , embodiments may take 
the form of a computer program code stored on at least one 
non - transitory computer - readable storage medium . Any suit 
able computer - readable storage medium may be utilized 
including non - transitory hard disks , CD - ROMs , flash 
memory , optical storage devices , or magnetic storage 
devices . 

Replicating Data Object 

[ 0165 ] Continuing from the example above , the one or 
more source data objects stored in the external - access 
limited source data object repository may be of one or more 
different source data object types and / or be associated with 
a plurality of source data object type identifiers . For 
example , the one or more source data objects may comprise 
one or more issue data objects and / or one or more project 
data objects that are associated with the tenant identifier ( for 
example , John ) . As an example , the one or more source data 
objects may comprise one or more issue data objects that 
represent data and / or information associated with one or 
more to - do items associated with the user John , one or more 
software application bugs that are assigned to John for 
solutions , one or more virtual IT help - desk tickets assigned 
to John , and / or the like . Additionally , or alternatively , the 
one or more source data objects may comprise one or more 
project data objects that represent data and / or information 
associated with one or more projects that are assigned to 
and / or associated with John , one or more virtual IT help 
desks that John is responsible for , and / or the like . 
[ 0166 ] While the description above provides an example 
of a tenant identifier associated with an individual user , it is 
noted that the scope of the present disclosure is not limited 
to the description above . In some examples , an example data 
object replication request may be associated with a tenant 
identifier that corresponds to an organization , an enterprise , 
and / or the like . In such examples , the data object replication 
request may indicate an electronic request to replicate data 
objects that are stored in the external - access - limited source 
data object repository and associated with the organization 
or the enterprise . 
[ 0167 ] Referring back to FIG . 4 , subsequent to step / 
operation 404 , the method 400 proceeds to step / operation 
406. At step / operation 406 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may generate a plurality of bootstrap task objects 
and at least one change data capture ( CDC ) task object . 
[ 0168 ] In some embodiments , the processing circuitry 
may generate the plurality of bootstrap task objects and the 
at least one CDC task object in response to the data object 
replication request received at step / operation 404 . 
[ 0169 ] In some embodiments , the plurality of bootstrap 
task objects represent a plurality of electronic tasks for 
replicating the plurality of source data objects associated 
with the data object replication request received at step / 
operation 404. For example , the plurality of bootstrap task 
objects represent a plurality of electronic tasks for replicat 
ing source data objects that are stored in one or more 
external - access - limited source data object repositories in the 
network service cloud ( for example , the external - access 
limited source data object repository 103A , ... , and / or the 
external - access - limited source data object repository 103N 
in the example shown in FIG . 1A and FIG . 1B ) and are 
associated with a tenant identifier indicated by the data 
object replication request received at step / operation 404 . 
[ 0170 ] In some embodiments , the plurality of bootstrap 
task objects may represent a plurality of electronic tasks for 
replicating the plurality of source data objects in accordance 
with a plurality of source data object type identifiers . In 
some embodiments , each of the plurality of source data 
object type identifiers is associated with one of the plurality 
of bootstrap task objects . 
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[ 0161 ] Referring now to FIG . 4 , an example method 400 
is illustrated . In particular , the example method 400 illus 
trates examples of dynamically replicating data objects and 
storing data objects in accordance with example embodi 
ments of the present disclosure . 
[ 0162 ] As shown in FIG . 4 , the example method 400 starts 
at step / operation 402 and then proceeds to step / operation 
404. At step / operation 404 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may receive a data object replication request . 
[ 0163 ] In some embodiments , the processing circuitry 
may receive a data object replication request associated with 
a tenant identifier . In some embodiments , the tenant identi 
fier is associated with an external - access - limited source data 
object repository . In some embodiments , the external - ac 
cess - limited source data object repository comprises a plu 
rality of source data objects associated with a plurality of 
source data object type identifiers . 
[ 0164 ] As an example , the processing circuitry may 
receive a data object replication request from a client device 
external to the network service cloud or from another 
network service server within the network service cloud . In 
this example , the data object replication request may be 
associated with a tenant identifier related to a tenant of the 
network service cloud ( for example , John ) . The data object 
replication request may indicate an electronic request to 
replicate one or more source data objects associated with the 
tenant identifier ( for example , data objects related to and / or 
associated with John ) that are stored in an external - access 
limited source data object repository ( for example , one or 
more of the external - access - limited source data object 
repository 103A , ... external - access - limited source data 
object repository 103N described above in connection with 
FIG . 1A and FIG . 1B ) . In this example , the tenant identifier 
is associated with the external - access - limited source data 
object repository as the external - access - limited source data 
object repository stored one or more source data objects 
related to the tenant identifier . 
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[ 0171 ] For example , the plurality of source data objects 
may be associated with a plurality of source data object type 
identifiers , and the processing circuitry may generate a 
bootstrap task object for each source data object type 
identifier . As an example , the plurality of source data object 
type identifiers comprises at least a project data object type 
identifier and an issue data object type identifier , and the 
processing circuitry may generate a bootstrap task object for 
one or more source data objects associated with an issue data 
object type identifier , a bootstrap task object for one or more 
source data object associated with a project data object type 
identifier , and / or the like . 
[ 0172 ] As described above , various data objects can be 
categorized based on various data object types , and the 
processing circuitry may generate a bootstrap task object for 
data objects associated with a particular data object type 
( e.g. based on the data object type identifier ) . For example , 
the processing circuitry may generate a bootstrap task object 
for source data objects that are associated with the issue data 
object type ( e.g. source data objects that are associated with 
issue data object type identifiers ) . Additionally , or alterna 
tively , the processing circuitry may generate a bootstrap task 
object for source data objects that are associated with the 
project data object type ( e.g. source data objects that are 
associated with project data object type identifiers ) . Addi 
tionally , or alternatively , the processing circuitry may gen 
erate a bootstrap task object for source data objects that are 
associated with the board data object type ( e.g. source data 
objects that are associated with board data object type 
identifiers ) . Additionally , or alternatively , the processing 
circuitry may generate a bootstrap task object for source data 
objects that are associated with the sprint data object type 
( e.g. source data objects that are associated with sprint data 
object type identifiers ) . 
[ 0173 ] Referring back to FIG . 4 , subsequent to step / 
operation 406 , the method 400 proceeds to step / operation 
408. At step / operation 408 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may execute the plurality of bootstrap task objects . 
[ 0174 ] In some embodiments , the processing circuitry 
may execute the plurality of bootstrap task objects to gen 
erate a plurality of replication data objects corresponding to 
the plurality of source data objects , and to store the plurality 
of replication data objects to a processing queue data object . 
As described above , each of the plurality of replication data 
objects comprises a replicated copy of a source data object . 
[ 0175 ] In some embodiments , when executing the plural 
ity of bootstrap task objects , the processing circuitry repli 
cates the plurality of source data objects associated with the 
data object replication request received at step / operation 
404. For example , the processing circuitry may query one or 
more external - access - limited source data object repositories 
in the network service cloud ( for example , the external 
access - limited source data object repository 103A , 
and / or the external - access - limited source data object reposi 
tory 103N in the example shown in FIG . 1A and FIG . 1B ) 
based on the tenant identifier , may retrieve one or more 
source data objects associated with the tenant identifier from 
the one or more external - access - limited source data object 
repositories , may replicate or duplicate the one or more 
source data objects , and may store the one or more source 
data objects in the processing queue data object . 

[ 0176 ] In some embodiments , when executing the plural 
ity of bootstrap task objects , the processing circuitry may 
replicate the plurality of source data objects in accordance 
with their source data object type identifiers . For example , 
the plurality of source data objects may be associated with 
the plurality of source data object type identifiers comprising 
at least a project data object type identifier and an issue data 
object type identifier . In such an example , the processing 
circuitry may replicate or duplicate data objects associated 
with project data object type identifiers separate from rep 
licating or duplicating data objects associated with issue data 
object type identifiers . 
[ 0177 ] In some examples , a large number of users ( and 
time ) are correlated with a large number of project data 
objects and / or issue date objects , and the data object reposi 
tory storing these data objects that are to be replicated can 
be large . Replicating a large data object repository can affect 
the operation of an underlying data object repository . As 
such , example embodiments of the present disclosure may 
programmatically and / or dynamically generate and / or deter 
mine the rate of generating and / or executing the bootstrap 
task objects so as to avoid overloading the data object 
repository . For example , various examples of the present 
disclosure may implement techniques such as , but not lim 
ited to , rate - limiting the bootstrapping operations and as 
well as other load mitigating strategies ( such as pagination 
with a cursor at a limited rate ) . 
[ 0178 ] In some embodiments , due to complexities of the 
underlying technologies and the size of the data objects in 
the data object repository , bootstrapping as well as the 
near - real time replication stream may need to be staged in a 
large data object store rather than being transmitted as 
serialized data in a simple queue service . 
[ 0179 ] As such , various embodiments of the present dis 
closure overcome various technical challenges associated 
with replicating data objects that are associated with an 
organization having a large number of users . 
[ 0180 ] Referring back to FIG . 4 , subsequent to step ! 
operation 406 , the method 400 proceeds to step / operation 
410. At step / operation 410 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may execute at least one CDC task object . 
[ 0181 ] In some embodiments , the processing circuitry 
may execute the at least one CDC task object in response to 
receiving at least one CDC event indication associated with 
at least one of the plurality of source data objects associated 
with the data object replication request received at step / 
operation 404. In some embodiments , when executing the at 
least one CDC task object , the processing circuitry may 
generate at least one CDC data object based on the at least 
one CDC event indication . In some embodiments , the pro 
cessing circuitry may store at least one CDC data object to 
the processing queue data object . 
[ 0182 ] As described above , a CDC event indication may 
comprise an electronic indication that data and / or informa 
tion associated with a source data object stored in the 
external - access - limited source data object repository has 
been changed . In some embodiments , in response to receiv 
ing a CDC event indication , the processing circuitry may 
determine whether the source data object ( s ) associated with 
the CDC event indication is related to the data object 
replication request received at step / operation 404 . 
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[ 0183 ] For example , the processing circuitry may deter 
mine whether the source data object ( s ) associated with the 
CDC event indication is also associated with the tenant 
identifier corresponding to the data object replication request 
received at step / operation 404 . 
[ 0184 ] If the source data object ( s ) associated with the 
CDC event indication is also associated with the tenant 
identifier corresponding to the data object replication 
request , the processing circuitry may execute the at least one 
CDC task object to generate at least one CDC data object . 
As described above , the at least one CDC data object may 
comprise a replicated copy of the changed source data object 
( or a replicated copy of changes associated with the source 
data object ) . 
[ 0185 ] If the source data object ( s ) associated with the 
CDC event indication is not associated with the tenant 
identifier corresponding to the data object replication 
request , the processing circuitry may forgo executing the at 
least one CDC task object . 
[ 0186 ] Additional details associated with executing the at 
least one CDC task object are described herein , including , 
but not limited to , those described in connection with at least 
FIG . 5 . 
[ 0187 ] Referring back to FIG . 4 , subsequent to step / 
operation 408 and / or step / operation 410 , the method 400 
proceeds to step / operation 412. At step / operation 412 , a 
processing circuitry ( such as the processor 305 of the 
network service server 107 described above in connection 
with FIG . 1A , FIG . 1B , and FIG . 3 ) may generate a plurality 
of replica data objects . 
[ 0188 ] In some embodiments , the processing circuitry 
may generate the plurality of replica data objects corre 
sponding to the plurality of source data objects associated 
with the data object replication request received at step / 
operation 404. In some embodiments , the processing cir 
cuitry may generate the plurality of replica data objects 
based at least in part on processing the plurality of replica 
tion data objects and the at least one CDC data object stored 
to the processing queue data object . As described above , 
each of the plurality of replication data objects may com 
prise a replicated copy of a source data object . Each of the 
CDC data objects may comprise a replicated copy of a 
changed source data object as indicated by the CDC event 
indication . In some embodiments , the processing circuitry 
may determine whether to designate a replication data object 
or a CDC data object as a replica data object corresponding 
to a source data object associated with the data object 
replication request received at step / operation 404. Addi 
tional details are described herein , including , but not limited 
to , those described in connection with at least FIG . 6 . 
[ 0189 ] Referring back to FIG . 4 , subsequent to step / 
operation 412 , the method 400 proceeds to step / operation 
414. At step / operation 414 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may store the plurality of replica data objects . 
[ 0190 ] In some embodiments , the processing circuitry 
may store the plurality of replica data objects in an external 
service - accessible replica data object repository . For 
example , the processing circuitry may store the plurality of 
replica data objects in the external - service - accessible replica 
data object repository 105 illustrated and described above in 
connection with FIG . 1A and FIG . 1B . 

[ 0191 ] As described above , the external - service - acces 
sible replica data object repository is accessible to comput 
ing devices that are external to or outside of the network 
service cloud . For example , a client device or a server 
outside of the network service cloud may transmit a data 
object access request to request access of one or more replica 
data objects that are stored in the external - service - accessible 
replica data object repository . In response to receiving the 
data object access request , the processing circuitry may 
determine whether to grant the request based on a requestor 
identifier , details of which are described herein , including , 
but not limited to , those described in connection with at least 
FIG . 15 . 
[ 0192 ] As such , the example method 400 provides an 
example of dynamically replicating source data objects 
stored in an external - access - limited source data object 
repository to generate replica data objects , and storing the 
replica data objects in an external - service - accessible replica 
data object repository such that the replica data objects can 
be accessed by computing devices that are external to the 
network service cloud ( such as , but not limited to , third 
party computing devices providing data services supplemen 
tal to the network service cloud ) . 
[ 0193 ] Referring back to FIG . 4 , subsequent to step / 
operation 414 , the method 400 proceeds to step / operation 
416 and ends . 
[ 0194 ] Referring now to FIG . 5 , an example method 500 
is illustrated . In particular , the example method 500 illus 
trates examples of executing at least one CDC task object in 
accordance with example embodiments of the present dis 
closure . 
[ 0195 ] As shown in FIG . 5 , the example method 500 starts 
at step / operation 501 and then proceeds to step / operation 
503. At step / operation 503 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may monitor for at least one CDC event indication . 
[ 0196 ] As described above in connection with at least 
step / operation 406 of FIG . 4 , the processing circuitry may 
generate at least one CDC task object . In some embodi 
ments , the at least one CDC task object represents an 
electronic task for monitoring the at least one CDC event 
indication associated with the at least one of the plurality of 
source data objects stored in one or more external - access 
limited source data object repositories . 
[ 0197 ] For example , the network service cloud may com 
prise one or more network service servers that are in 
electronic communication with one or more external - access 
limited source data object repositories in the network service 
cloud ( for example , the external - access - limited source data 
object repository 103A , . and / or the external - access 
limited source data object repository 103N in the example 
shown in FIG . 1A and FIG . 1B ) . In some embodiments , the 
one or more network service servers may detect changes to 
source data objects stored in the one or more external 
access - limited source data object repositories . In some 
embodiments , upon detecting the changes , the one or more 
network service servers may generate a CDC event indica 
tion , and may transmit the CDC event indication to the 
processing circuitry that is monitoring for CDC event indi 
cation at step / operation 503 . 
[ 0198 ] Referring back to FIG . 5 , subsequent to step / 
operation 503 , the method 500 proceeds to step / operation 
505. At step / operation 505 , a processing circuitry ( such as 
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the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may determine whether at least one CDC event 
indication is received . 
[ 0199 ] In some embodiments , the processing circuitry 
may determine whether at least one CDC event indication 
corresponding to a source data object associated with a data 
object replication request has been received ( similar to those 
described above in connection with at least step / operation 
410 of FIG . 4 ) . 
[ 0200 ] If , at step / operation 505 , the processing circuitry 
determines that at least one CDC event indication has not 
been received , the example method 500 returns to step / 
operation 503. In this example , the processing circuitry 
continues monitoring and waiting for an CDC event indi 
cation . 
[ 0201 ] If , at step / operation 505 , the processing circuitry 
determines that at least one CDC event indication has been 
received , the example method 500 proceeds to step / opera 
tion 507. At step / operation 507 , a processing circuitry ( such 
as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) executes at least one CDC task object . 
[ 0202 ] In some embodiments , the CDC event indication 
triggers executing the at least one CDC task object . As 
described above , the CDC task object represents an elec 
tronic task to replicate or duplicate a source data object that 
has been changed as indicated by a CDC event indication , 
and / or replicate or duplicate changes associated with the 
source data object as indicated by a CDC event indication . 
In some embodiments , when executing the CDC task object , 
the processing circuitry may generate one or more CDC data 
objects that comprise a replicated copy of the changed 
source data object ( or a replicated copy of changes associ 
ated with the source data object ) , similar to those described 
herein . 
[ 0203 ] Referring back to FIG . 5 , subsequent to step / 
operation 507 , the example method 500 proceeds to step / 
operation 509 and ends . 
[ 0204 ] Referring now to FIG . 6 , an example method 600 
is illustrated . In particular , the example method 600 illus 
trates examples of dynamically replicating data objects and 
storing data objects in accordance with example embodi 
ments of the present disclosure . 
[ 0205 ] As described above , various embodiments of the 
present disclosure may replicate a plurality of source data 
objects in response to receiving a data object replication 
request . In some embodiments , each source data object of 
the plurality of source data objects is associated with a 
source data object serial identifier and a source data object 
sequence identifier . In some embodiments , the processing 
circuitry may dynamically replicate data objects based at 
least in part on the serial identifiers and the sequence 
identifiers . 
[ 0206 ] As shown in FIG . 6 , the example method 600 starts 
at step / operation 602 and then proceeds to step / operation 
604. At step / operation 604 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may retrieve a replication data object from the 
processing queue data object . 
[ 0207 ] In some embodiments , the processing circuitry 
may generate one or more replication data objects when 
executing one or more bootstrap task objects , similar to 

those described above in connection with at least step / 
operation 406 and step / operation 408 of FIG . 4. For 
example , the processing circuitry may generate a plurality of 
bootstrap task objects in response to a data object replication 
request , and may execute the plurality of bootstrap task 
objects to generate and store one or more replication data 
objects in a processing queue data object , similar to those 
described above . 
[ 0208 ] In some embodiments , each of the plurality of 
replication data objects stored in the processing queue data 
object is associated with a replication data object serial 
identifier and a replication data object sequence identifier . 
As described above , a replication data object serial identifier 
refers to an identifier that identifies a replication data object 
from other replication data object ( s ) of the same type , and / or 
uniquely identifies a replication data object from other 
replication data object ( s ) regardless of the data object type . 
As described above , a replication data object sequence 
identifier refers to an identifier that identifies a version or an 
edition associated with the replication data object . 
[ 0209 ] As described above , a replication data object com 
prises a replicated copy of a source data object . As such , the 
replication data object serial identifier of the corresponding 
replication data object corresponds to a source data object 
serial identifier of one of the plurality of source data objects , 
and the replication data object sequence identifier of the 
replication data object corresponds to a source data object 
sequence identifier of one of the plurality of source data 
objects . 
[ 0210 ] As an example , an example bootstrap task object 
generated by the processing circuitry and in response to a 
data object replication request may represent an electronic 
task to replicate or duplicate a source data object associated 
with a source data object serial identifier indicating a unique 
serial number a867b and a source data object sequence 
identifier indicating a unique sequence number 1.4 . In this 
example , the processing circuitry may execute the bootstrap 
task object and generate a replication data object corre 
sponding to the source data object . The resultant replication 
data object is associated with a replication data object serial 
identifier indicating the unique serial number a867b and a 
replication data object sequence identifier indicating the 
unique sequence number 1.4 , which are the same as those of 
the source data object . 
[ 0211 ] Referring back to FIG . 6 , subsequent to step / 
operation 604 , the method 600 proceeds to step / operation 
606. At step / operation 606 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may determine whether the replication data object 
serial identifier matches CDC data object serial identifier . 
[ 0212 ] As described above in connection with at least 
step / operation 406 and step / operation 410 of FIG . 4 , the 
processing circuitry may generate one or more CDC task 
objects , and may execute the one or more CDC task objects 
in response to receiving a CDC event indication . When 
executing the at least one CDC task object , the processing 
circuitry may generate at least one CDC data object based on 
the at least one CDC event indication , and may store the at 
least one CDC data object to the processing queue data 
object . 
[ 0213 ] In some embodiments , the at least one CDC data 
object is associated with at least one CDC data object serial 
identifier and at least one CDC data object sequence iden 
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tifier based at least in part on the at least one CDC event 
indication . As described above , an example CDC data object 
sequence identifier may identify a version or an edition 
associated with the CDC data object , and an example CDC 
data object serial identifier may identify a CDC data object 
from other CDC data object ( s ) of the same type , and / or may 
identify a CDC data object from other CDC data object ( s ) 
regardless of the data object type . 
[ 0214 ] As an example , at least one CDC event indication 
may indicate that changes have been made to a source data 
object associated with a source data object serial identifier 
indicating a unique serial number of b987d and a source data 
object sequence identifier indicating a unique sequence 
number of 2.1 . In this example , the processing circuitry may 
execute a CDC task object in response to the CDC event 
indication , and generate a CDC data object based on the 
CDC event indication . The resultant CDC data object is 
associated with a CDC data object serial identifier indicating 
the serial number b987d and a CDC data object sequence 
identifier indicating the sequence number of 2.1 , which are 
the same as those indicated in the CDC event indication . 
[ 0215 ] As described above , the processing circuitry may 
determine whether a corresponding replication data object 
serial identifier of the corresponding replication data object 
matches a corresponding CDC data object serial identifier of 
a corresponding CDC data object . 
[ 0216 ] For example , subsequent to retrieving the replica 
tion data object from the processing queue data object at 
step / operation 604 , the processing circuitry may query the 
processing queue data object , and determine whether the 
processing queue data object comprises at least one CDC 
data object . If the processing queue data object does not 
comprise any CDC data object , the processing circuitry 
determines that the replication data object serial identifier 
does not match the CDC data object serial identifier ( as there 
is no CDC data object ) , and the example method proceeds 
to step / operation 608 . 
[ 0217 ] If the processing circuitry determines that the pro 
cessing queue data object comprises at least one CDC data 
object , the processing circuitry may retrieve the at least one 
CDC data object form the processing queue data object , and 
may determine whether the replication data object serial 
identifier of the replication data object retrieved at step / 
operation 604 matches a CDC data object serial identifier of 
the retrieved CDC data object . 
[ 0218 ] As an example , the replication data object serial 
identifier of the replication data object retrieved at step / 
operation 604 may indicate a unique serial number a867b , 
and the CDC data object serial identifier of the retrieved 
CDC data object may indicate unique serial number of 
b987d . In this example , the processing circuitry determines 
that the replication data object serial identifier does not 
match the CDC data object serial identifier , and the example 
method proceeds to step / operation 608 . 
[ 0219 ] As another example , the replication data object 
serial identifier of the replication data object retrieved at 
step / operation 604 may indicate a unique serial number 
a867b , and the CDC data object serial identifier of the 
retrieved CDC data object may indicate a unique serial 
number a867b . In this example , the processing circuitry 
determines that the replication data object serial identifier 
matches the CDC data object serial identifier , and the 
example method proceeds to step / operation 610 . 

[ 0220 ] In some embodiments , the processing queue data 
object may comprise multiple CDC data objects . In such 
example embodiments , the processing circuitry may com 
pare each CDC data object serial identifier of each CDC data 
object with the replication data object serial identifier of the 
replication data object retrieved at step / operation 604 , and 
may determine whether any CDC data object serial identifier 
matches the replication data object serial identifier . If any of 
the CDC data object serial identifiers matches the replication 
data object serial identifier , the example method 600 pro 
ceeds to step / operation 610. If none of the CDC data object 
serial identifiers matches the replication data object serial 
identifier , the example method 600 proceeds to step / opera 
tion 608 . 
[ 0221 ] Referring back to FIG . 6 , if , at step / operation 606 , 
the processing circuitry determines that the replication data 
object serial identifier does not match the CDC data object 
serial identifier , the example method 600 proceeds to step / 
operation 608. At step / operation 608 , a processing circuitry 
( such as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may store the corresponding replication data object 
as one of the plurality of replica data objects . 
[ 0222 ] In some embodiments , based on determining that 
the replication data object serial identifier does not match the 
CDC data object serial identifier , the processing circuitry 
determines that there is no change to the source data object 
( as otherwise there would be a corresponding CDC data 
object ) 
[ 0223 ] As such , the processing circuitry may store the 
replication data object as one of the plurality of replica data 
objects ( e.g. corresponding to a source data object associated 
with the same serial identifier ) in an external - service - acces 
sible replica data object repository ( such as , but not limited 
to , the example external - service - accessible replica data 
object repository 105 illustrated and described above in 
connection with FIG . 1A and FIG . 1B ) in response to 
determining that the corresponding replication data object 
serial identifier does not match any CDC data object type 
identifier of any CDC data object in the processing queue 
data object . 
[ 0224 ] Referring back to FIG . 6 , subsequent to step / 
operation 608 , the example method 600 proceeds to step / 
operation 616 and ends . 
[ 0225 ] Referring back to step / operation 606 , if the pro 
cessing circuitry determines that the replication data object 
serial identifier matches the CDC data object serial identi 
fier , the example method 600 proceeds to step / operation 610 . 
At step / operation 610 , a processing circuitry ( such as the 
processor 305 of the network service server 107 described 
above in connection with FIG . 1A , FIG . 1B , and FIG . 3 ) may 
determine whether the replication data object sequence 
identifier satisfies CDC data object sequence identifier . 
[ 0226 ] In some embodiments , the processing circuitry 
may determine whether a corresponding replication data 
object sequence identifier of the corresponding replication 
data object satisfies a corresponding CDC data object 
sequence identifier of the corresponding CDC data object in 
response to determining that the corresponding replication 
data object type identifier matches the corresponding CDC 
data object type identifier at step / operation 606 . 
[ 0227 ] As described above , the replication data object 
sequence identifier may identify a version or an edition 
associated with the replication data object , and the CDC data 
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object sequence identifier may identify a version or an 
edition associated with the CDC data object . In some 
embodiments , the processing circuitry may determine 
whether the replication data object sequence identifier sat 
isfies CDC data object sequence identifier based on whether 
the version / edition number indicated by the replication data 
object sequence identifier is higher than the version / edition 
number indicated by the CDC data object sequence identi 
fier . In this example , if the version / edition number indicated 
by the replication data object sequence identifier is higher 
than the version / edition number indicated by the CDC data 
object sequence identifier , the processing circuitry may 
determine that the replication data object sequence identifier 
satisfies CDC data object sequence identifier . If the version / 
edition number indicated by the replication data object 
sequence identifier is not higher than the version / edition 
number indicated by the CDC data object sequence identi 
fier , the processing circuitry may determine that the repli 
cation data object sequence identifier does not satisfy CDC 
data object sequence identifier . 
[ 0228 ] As an example , the replication data object 
sequence identifier of the replication data object retrieved at 
step / operation 604 may indicate a version number of 1.4 , 
and the CDC data object sequence identifier of the retrieved 
CDC data object may indicate a version number of 2.1 . In 
this example , the processing circuitry determines that the 
replication data object sequence identifier does not satisfy 
the CDC data object sequence identifier , and the example 
method proceeds to step / operation 614 . 
[ 0229 ] As another example , the replication data object 
serial identifier of the replication data object retrieved at 
step / operation 604 may indicate a version number 1.4 , and 
the CDC data object serial identifier of the retrieved CDC 
data object may indicate a version number 1.0 . In this 
example , the processing circuitry determines that the repli 
cation data object subsequence identifier satisfies the CDC 
data object subsequence identifier , and the example method 
proceeds to step / operation 612 . 
[ 0230 ] Referring back to FIG . 6 , if , at step / operation 610 , 
the processing circuitry determines that the replication data 
object sequence identifier satisfies the CDC data object 
sequence identifier , the example method 600 proceeds to 
step / operation 612. At step / operation 612 , a processing 
circuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may store the corresponding replica 
tion data object as one of the plurality of replica data objects . 
[ 0231 ] In some embodiments , based on determining that 
the replication data object sequence identifier satisfies the 
CDC data object sequence identifier , the processing circuitry 
determines that the replication data object represents a more 
recent version of the source data object as compared to that 
of the CDC data object ( as otherwise the version / edition 
number of replication data object sequence identifier would 
not be higher than that of the CDC data object sequence 
identifier ) . 
[ 0232 ] As such , the processing circuitry may store the 
replication data object as one of the plurality of replica data 
objects ( e.g. corresponding to a source data object associated 
with the same serial identifier ) in an external - service - acces 
sible replica data object repository ( such as , but not limited 
to , the example external - service - accessible replica data 
object repository 105 illustrated and described above in 
connection with FIG . 1A and FIG . 1B ) in response to 

determining that the corresponding replication data object 
sequence identifier satisfies the corresponding CDC data 
object sequence identifier . 
[ 0233 ] Referring back to FIG . 6 , subsequent to step / 
operation 612 , the example method 600 proceeds to step / 
operation 616 and ends . 
[ 0234 ] If , at step / operation 610 , the processing circuitry 
determines that the replication data object sequence identi 
fier does not satisfy the CDC data object sequence identifier , 
the example method 600 proceeds to step / operation 614. At 
step / operation 614 , a processing circuitry ( such as the pro 
cessor 305 of the network service server 107 described 
above in connection with FIG . 1A , FIG . 1B , and FIG . 3 ) may 
store the corresponding CDC data object as one of the 
plurality of replica data objects . 
[ 0235 ] In some embodiments , based on determining that 
the replication data object sequence identifier does not 
satisfy the CDC data object sequence identifier , the process 
ing circuitry determines that the CDC data object presents a 
more recent version of the source data object as compared to 
that of the replication data object ( as otherwise the version / 
edition number of replication data object sequence identifier 
would be higher than that of the CDC data object sequence 
identifier ) . 
[ 0236 ] As such , the processing circuitry may store the 
CDC data object as one of the plurality of replica data 
objects ( e.g. corresponding to a source data object associated 
with the same serial identifier ) in an external - service - acces 
sible replica data object repository ( such as , but not limited 
to , the example external - service - accessible replica data 
object repository 105 illustrated and described above in 
connection with FIG . 1A and FIG . 1B ) in response to 
determining that the corresponding replication data object 
sequence identifier does not satisfy the corresponding CDC 
data object sequence identifier . 
[ 0237 ] Referring back to FIG . 6 , subsequent to step ! 
operation 614 , the example method 600 proceeds to step / 
operation 616 and ends . 
[ 0238 ] Referring now to FIG . 7 , an example diagram 700 
is illustrated . In particular , the example diagram 700 illus 
trates examples of dynamically replicating data objects and 
storing data objects in accordance with example embodi 
ments of the present disclosure . 
[ 0239 ] In the example shown in FIG . 7 , the network 
service cloud 109 may receive a data object replication 
request 701 , similar to those described above in connection 
with at least step / operation 404 of FIG . 4. For example , a 
client device or a network server that is external to the 
network service cloud 109 may transmit the data object 
replication request 701 to the network service cloud 109 . 
[ 0240 ] In some embodiments , the data object replication 
request 701 may comprise an electronic request to replicate 
one or more source data objects stored in the external 
access - limited source data object repository 103A that is 
associated with a tenant identifier , and store the duplicated 
data objects to the external - service - accessible replica data 
object repository 105 . 
[ 0241 ] In some embodiments , in response to receiving the 
data object replication request , a processing circuitry ( such 
as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may generate a plurality of bootstrap task objects 
703 and at least one CDC task object 705 . 
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[ 0242 ] As described above , the plurality of bootstrap task 
objects 703 represents electronic tasks to replicate or dupli 
cate source data objects stored in the external - access - limited 
source data object repository 103A that are associated with 
the tenant identifier . In some embodiments , the processing 
circuitry may execute the plurality of bootstrap task objects 
703 to generate a plurality of replication data objects 707 , 
which may comprise replicated copies of source data objects 
associated with the tenant identifier and may be stored in the 
processing queue data object 711 . 
[ 0243 ] In some embodiments , a processing circuitry ( such 
as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may execute the at least one CDC task object 705 in 
response to receiving at least one CDC event indication 
indicating one or more changes associated with at least one 
of the plurality of source data objects stored in the external 
access - limited source data object repository 103A , similar to 
those described above . In some embodiments , when execut 
ing the at least one CDC task object 705 , the processing 
circuitry may generate at least one CDC data object 709. As 
described above , the at least one CDC data object may 
comprise a replicated copy of the changed source data object 
( or a replicated copy of changes associated with the source 
data object , and may be stored in the processing queue data 
object 711 . 
[ 0244 ] In the example shown in FIG . 7 , a processing 
circuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may store both the plurality of 
replication data objects 707 and the at least one CDC data 
object 709 to a processing queue data object 711. In some 
embodiments , the processing circuitry may generate a plu 
rality of replica data objects based on processing the plu 
rality of replication data objects 707 and the at least one 
CDC data object 709 in the processing queue data object 
711 , similar to those described above . 
[ 0245 ] In some embodiments , subsequent to generating 
the plurality of replica data objects , the processing circuitry 
may store the plurality of replica data objects in the external 
service - accessible replica data object repository 105. As 
described above , the external - service - accessible replica data 
object repository 105 may be accessible to client devices and 
network servers that are outside of or external to the network 
service cloud 109. As such , the client device or the network 
server where the data object replication request 701 origi 
nates from may access the replica data objects in the 
external - service - accessible replica data object repository 
105 . 
[ 0246 ] Referring now to FIG . 8 , an example diagram 800 
is illustrated . In particular , the example diagram 800 illus 
trates examples of dynamically replicating data objects and 
storing data objects in accordance with example embodi 
ments of the present disclosure . 
[ 0247 ] In the example shown in FIG . 8 , the network 
service cloud 109 may receive a data object replication 
request 802 , similar to those described above in connection 
with at least step / operation 404 of FIG . 4. For example , a 
client device or a network server that is external to the 
network service cloud 109 may transmit the data object 
replication request 802 to the network service cloud 109 . 
[ 0248 ] In some embodiments , the data object replication 
request 802 may comprise an electronic request to replicate 
one or more source data objects stored in the external 

access - limited source data object repository 103A that is 
associated with a tenant identifier , and store the replicated 
data objects to the external - service - accessible replica data 
object repository 105 . 
[ 0249 ] In some embodiments , in response to receiving the 
data object replication request , a processing circuitry ( such 
as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may generate a plurality of bootstrap task objects 
804 and an update task object 806. In some embodiments , 
the update task object 806 represents an electronic task to 
update the source data objects stored in the external - access 
limited source data object repository 103A . For example , the 
update task object 806 may be in the form of a network 
service that directly applies updates to source data objects 
stored in the external - access - limited source data object 
repository 103A . 
[ 0250 ] In some embodiments , a processing circuitry ( such 
as the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may execute the plurality of bootstrap task objects 
to generate a plurality of replication data objects 808 based 
on the source data objects stored in the external - access 
limited source data object repository 103A . In this example , 
the plurality of replication data objects 808 captures the 
latest updates and changes to the source data objects thanks 
to the update task object 806. The processing circuitry may 
further store the plurality of replication data objects 808 in 
the processing queue data object 810 , and may generate a 
plurality of replica data objects based on processing the 
plurality of replication data objects stored in the processing 
queue data object 810 . 
[ 0251 ] In some embodiments , subsequent to generating 
the plurality of replica data objects , the processing circuitry 
may store the plurality of replica data objects in the external 
service - accessible replica data object repository 105. As 
described above , the external - service - accessible replica data 
object repository 105 may be accessible to client devices and 
network servers that are outside of or external to the network 
service cloud 109. As such , the client device or the network 
server where the data object replication request 802 origi 
nates from may access the replica data objects in the 
external - service - accessible replica data object repository 
105 . 

Converting Data Object 
[ 0252 ] Referring now to FIG . 9 , an example method 900 
is illustrated . In particular , the example method 900 illus 
trates examples of dynamically converting data objects in 
accordance with example embodiments of the present dis 
closure . 
[ 0253 ] As shown in FIG.9 , the example method 900 starts 
at step / operation 901 and then proceeds to step / operation 
903. At step / operation 903 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may determine a corresponding replica data object 
type identifier for a corresponding replica data object . 
[ 0254 ] For example , the corresponding replica data object 
may be generated in accordance with various examples 
described herein , and may be stored in an external - service 
accessible replica data object repository ( such as , but not 
limited to , the external - service - accessible replica data object 
repository 105 in the example shown in FIG . 1A and FIG . 
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1B ) . As described above , a replica data object may be 
associated with a replica data object type identifier that 
identifies a type associated with the replica data object . 
Examples of replica data object type identifiers comprise at 
least a project data object type identifier and an issue data 
object type identifier . 
[ 0255 ] Referring back to FIG . 9 , subsequent to step ! 
operation 903 , the method 900 proceeds to step / operation 
905. At step / operation 905 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may select , based at least in part on the correspond 
ing replica data object type identifier , a corresponding data 
object conversion schema . 
[ 0256 ] In some embodiments , one or more data object 
conversion schema may be generated and stored in a net 
work service cloud . Each of the one or more data object 
conversion schema may be associated with one particular 
data object type . For example , a data object conversion 
schema may be associated with an issue data object type , 
and may define a protocol , a guideline , a blueprint , and / or a 
plan for converting the data object that is of issue data object 
type from one data object structure to another data object 
structure . Additionally , or alternatively , a data object con 
version schema may be associated with a project data object 
type , and may define a protocol , a guideline , a blueprint , 
and / or a plan for converting the data object that is of project 
data object type from one data object structure to another 
data object structure . 
[ 0257 ] As such , the processing circuitry may retrieve a 
plurality of data object conversion schemas from the net 
work service cloud , and select a corresponding data object 
conversion schema from the plurality of data object conver 
sion schemas based on the replica data object type identifier 
determined at step / operation 903 . 
[ 0258 ] Referring back to FIG . 9 , subsequent to step 
operation 905 , the method 900 proceeds to step / operation 
907. At step / operation 907 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may convert the corresponding replica data object 
based at least in part on the corresponding data object 
conversion schema selected at step / operation 905 . 
[ 0259 ] As described above , an example data object con 
version schema refers to a protocol , a guideline , a blueprint , 
and / or a plan for converting a data object from one data 
object structure to another data object structure . As illus 
trated in the FIG . 9 , various embodiments of the present 
disclosure may select a data object conversion schema that 
is specific to the data object type of a data object , and thus 
various embodiments of the present disclosure may dynami 
cally convert the data objects ( such as , but not limited to , 
replica data objects ) based on their corresponding data 
object type identifiers . 
[ 0260 ] Additional details associated with converting the 
replica data objects are described herein , including but not 
limited to , those described in connection with at least FIG . 
10 to FIG . 14 . 
[ 0261 ] Referring back to FIG . 9 , subsequent to step / 
operation 907 , the method 900 proceeds to step / operation 
909 and ends . 
[ 0262 ] Referring now to FIG . 10 , an example method 
1000 is illustrated . In particular , the example method 1000 
illustrates examples of dynamically converting data objects 

based at least in part on the data object types associated with 
the data objects in accordance with example embodiments of 
the present disclosure . 
[ 0263 ] As shown in FIG . 10 , the example method 1000 
starts at step / operation 1002 and then proceeds to step / 
operation 1004. At step / operation 1004 , a processing cir 
cuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may determine whether a replica data 
object is associated with an issue data object type identifier 
or a project data object type identifier . 
[ 0264 ] For example , the processing circuitry may deter 
mine whether the replica data object is associated with an 
issue data object type identifier or a project data object type 
identifier similar to those described above in connection 
with at least step / operation 903 of FIG . 9 . 
[ 0265 ] Referring back to FIG . 10 , if , at step / operation 
1004 , the processing circuitry determines that the corre 
sponding replica data object is associated with an issue data 
object type identifier , the example method 1000 proceeds to 
step / operation 1006. At step / operation 1006 , a processing 
circuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may select a data object conversion 
schema corresponding to issue data object type identifier . 
[ 0266 ] For example , the processing circuitry may select a 
data object conversion schema corresponding to an issue 
data object type identifier similar to those described above in 
connection with at least step / operation 905 of FIG . 9 . 
[ 0267 ] Referring back to FIG . 10 , subsequent to step / 
operation 1006 , the method 1000 proceeds to step / operation 
1008. At step / operation 1008 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may extract issue priority metadata , issue resolution 
metadata , issue status metadata , issue status category meta 
data , issue type metadata , and / or issue history metadata from 
the corresponding replica data object associated with step / 
operation 1004 . 
[ 0268 ] In some embodiments , extracting various metadata 
from the replica data object provides an initiating step in 
converting the corresponding replica data object associated 
with an issue data object type identifier . As described above , 
the issue priority metadata extracted from the replica data 
object may describe or comprise data and / or information 
associated with a priority of the issue that the replica data 
object represents . The issue resolution metadata extracted 
from the replica data object may describe or comprise data 
and / or information associated with a resolution of the issue 
that the replica data object represents . The issue status 
metadata extracted from the replica data object may describe 
or comprise data and / or information associated with a cur 
rent status of the issue that the replica data object represents . 
The issue status category metadata extracted from the rep 
lica data object may describe or comprise data and / or 
information associated with a status category associated 
with the issue that the replica data object represents . The 
issue type metadata extracted from the replica data object 
may describe or comprise data and / or information associated 
with a type of the issue that the replica data object repre 
sents . The issue history metadata extracted from the replica 
data object may describe or comprise data and / or informa 
tion associated with a history of the issue that the replica 
data object represents . 
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[ 0269 ] In some embodiments , the type ( s ) of metadata to 
be extracted from the replica data object may be defined by 
the data object conversion schema that corresponds to issue 
data object type identifier as selected as step / operation 1006 . 
While FIG . 10 and the associated description provides 
examples of metadata to be extracted from the replica data 
object , it is noted that the scope of the present disclosure is 
not limited to the description above . In some examples , one 
or more additional or alternative metadata may be extracted 
from the replica data object that is associated with an issue 
data object type identifier in converting the replica data 
object . 
[ 0270 ] Referring back to FIG . 10 , subsequent to step / 
operation 1008 , the method 1000 proceeds to step / operation 
1010. At step / operation 1010 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may generate a star - structured issue data object 
based on the corresponding replica data object and the 
corresponding data conversion schema . 
[ 0271 ] In some embodiments , the star - structured issue 
data object comprises a plurality of nodes that are connected 
to one another via one or more edges . In some embodiments , 
the processing circuitry may generate each of the plurality of 
nodes based at least in part on one or more of the issue 
priority metadata , the issue resolution metadata , the issue 
status metadata , the issue status category metadata , the issue 
type metadata , and / or the issue history metadata extracted 
from the replica data object at step / operation 1008 . 
[ 0272 ] Referring now to FIG . 11 , an example star - struc 
tured issue data object 1100 in accordance with example 
embodiments of the present disclosure is illustrated . In the 
example shown in the FIG . 11 , the example star - structured 
issue data object 1100 comprises a plurality of nodes , 
including an issue priority metadata node 1101 , an issue 
node 1103 , an issue type metadata node 1105 , an issue 
resolution metadata node 1107 , an issue status metadata 
node 1109 , an issue status category metadata node 1111 , and 
an issue history metadata node 1113 . 
[ 0273 ] In some embodiments , each of the nodes of the 
example star - structured issue data object 1100 may comprise 
one or more data fields . 
[ 0274 ] For example , the issue priority metadata node 1101 
comprises a Tenant ID data field , an Activation ID data field , 
a Priority ID data field , a Name data field , a Description data 
field , a Status Color data field , a Sort Order data field , and / or 
a Is Deleted data field 
[ 0275 ] Additionally , or alternatively , the issue node 1103 
comprises a Tenant ID data field , an Activation ID data field , 
an Issue ID data field , a URL data field , an Issue Key data 
field , an Issue Number data field , a Project ID data field , a 
Creator ID data field , an Issue Type ID data field , a Summary 
data field , an Assignee ID data field , a Reporter ID data field , 
a Description data field , a Status ID data field , a Priority ID 
data field , a Resolution ID data field , a Created Date data 
field , a Resolution date data field , an Updated date data field , 
a Due date data field , an Environment data field , a Compo 
nent IDs data field , a Labels data field , a Fix version IDs data 
field , a Version IDs data field , a Time estimated secs data 
field , an Original time estimated secs data field , and / or a Is 
deleted data field . 
[ 0276 ] Additionally , or alternatively , the issue type meta 
data node 1105 comprises a Tenant ID data field , an Acti 

vation ID data field , an Issue Type ID data field , a Name data 
field , a Is subtask data field , a Description data field , an Is 
deleted data field . 
[ 0277 ] Additionally , or alternatively , the issue resolution 
metadata node 1107 comprises a Tenant ID data field , an 
Activation ID data field , a Resolution ID data field , a Name 
data field , a Description data field , and / or a Is Deleted data 
field . 
[ 0278 ] Additionally , or alternatively , the issue status meta 
data node 1109 comprises a Tenant ID data field , an Acti 
vation ID data field , a Status ID data field , a Name data field , 
a Description data field , a Status Category ID data field , 
and / or a Is Deleted data field . 
[ 0279 ] Additionally , or alternatively , the issue status cat 
egory metadata node 1111 comprises a Tenant ID data field , 
an Activation ID data field , a Status Category ID data field , 
a Key data field , a Name data field , and / or a Color Name 
data field . 
[ 0280 ] Additionally , or alternatively , the issue history 
metadata node 1113 comprises a Tenant ID data field , an 
Issue ID data field , a Changelog ID data field , an Author 
User ID data field , a Created Date data field , a Field data 
field , a Field ID data field , a From data field , a From String 
data field , a To data field , a To String data field , and / or an 
Update Time Stamp data field . 
[ 0281 ] In some embodiments , each of the nodes of the 
example star - structured issue data object 1100 may be 
connected to one or more other nodes via one or more edges . 
For example , the issue priority metadata node 1101 is 
connected to the issue node 1103. Additionally , or alterna 
tively , the issue type metadata node 1105 is connected to the 
issue node 1103. Additionally , or alternatively , the issue 
resolution metadata node 1107 is connected to the issue node 
1103. Additionally , or alternatively , the issue history meta 
data node 1113 is connected to the issue node 1103. Addi 
tionally , or alternatively , the issue status category metadata 
node 1111 is connected to the issue status metadata node 
1109 , and the issue status metadata node 1109 is connected 
to the issue node 1103 . 
[ 0282 ] While FIG . 11 and the description above provides 
an example of a star - structured issue data object , it is noted 
that the scope of the present disclosure is not limited to the 
description above . In some examples , an example star 
structured issue data object may comprise one or more 
additional and / or alternative elements , such as , but not 
limited to , one or more additional or alternative nodes , one 
or more additional or alternative edges , and / or the like . 
[ 0283 ] Referring back to FIG . 10 , subsequent to step / 
operation 1010 , the method 1000 proceeds to step / operation 
1018 and ends . 
[ 0284 ] Referring back to step / operation 1004 of FIG . 10 , 
if the processing circuitry determines that the corresponding 
replica data object is associated with a project data object 
type identifier , the example method 1000 proceeds to step 
operation 1012. At step / operation 1012 , a processing cir 
cuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may select a data object conversion 
schema corresponding to project data object type identifier . 
[ 0285 ] For example , the processing circuitry may select a 
data object conversion schema corresponding to a project 
data object type identifier similar to those described above in 
connection with at least step / operation 905 of FIG . 9 . 
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[ 0286 ] Referring back to FIG . 10 , subsequent to step / 
operation 1012 , the method 1000 proceeds to step / operation 
1014. At step / operation 1014 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may extract project type metadata , project changelog 
metadata , project version metadata , project category meta 
data , and / or project component metadata from the corre 
sponding replica data object . 
[ 0287 ] In some embodiments , extracting various metadata 
from the replica data object provides an initiating step in 
converting the corresponding replica data object that is 
associated with a project data object type identifier . In the 
example shown in FIG . 10 , the project type metadata 
extracted from the replica data object may describe or 
comprise data and / or information associated with a type of 
project that the replica data object represents . The project 
changelog metadata extracted from the replica data object 
may describe or comprise data and / or information associated 
with changes of the project that the replica data object 
represents . The project version metadata extracted from the 
replica data object may describe or comprise data and / or 
information associated with a version of the project that the 
replica data object represents . The project category metadata 
extracted from the replica data object may describe or 
comprise data and / or information associated with a category 
of the project that the replica data object represents . The 
project component metadata extracted from the replica data 
object may describe or comprise data and / or information 
associated with one or more components of the project that 
the replica data object represents . 
[ 0288 ] In some embodiments , the type ( s ) of metadata to 
be extracted from the replica data object may be defined by 
the data object conversion schema that corresponds to 
project data object type identifier as selected as step / opera 
tion 1012. While FIG . 10 and the associated description 
provides examples of metadata to be extracted from the 
replica data object , it is noted that the scope of the present 
disclosure is not limited to the description above . In some 
examples , one or more additional or alternative metadata 
may be extracted from the replica data object that is asso 
ciated with a project data object type identifier in converting 
the replica data object . 
[ 0289 ] Referring back to FIG . 10 , subsequent to step / 
operation 1014 , the method 1000 proceeds to step / operation 
1016. At step / operation 1016 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may generate a star - structured project data object 
based on the corresponding replica data object and the 
corresponding data conversion schema . 
[ 0290 ] In some embodiments , the star - structured project 
data object comprises a plurality of nodes that are connected 
to one another via one or more edges . In some embodiments , 
the processing circuitry may generate each of the plurality of 
nodes based at least in part on one or more of the project type 
metadata , the project changelog metadata , the project ver 
sion metadata , the project category metadata , and / or the 
project component metadata extracted from the replica data 
object at step / operation 1014 . 
[ 0291 ] Referring now to FIG . 12 , an example star - struc 
tured project data object 1200 in accordance with example 
embodiments of the present disclosure is illustrated . In the 
example shown in the FIG . 12 , the example star - structured 

project data object 1200 comprises a plurality of nodes , 
including a project type metadata node 1202 , a project node 
1204 , a project category metadata node 1206 , a project 
changelog metadata node 1208 , a project version metadata 
node 1210 , and a project component metadata node 1212 . 
[ 0292 ] In some embodiments , each of the nodes of the 
example star - structured project data object 1200 may com 
prise one or more data fields . For example , the project type 
metadata node 1202 comprises a Tenant ID data field , an 
Activation ID data field , a Project Type ID data field , a 
Formatted Key data field , and / or a Color data field . 
[ 0293 ] Additionally , or alternatively , the project node 
1204 comprises a Tenant ID data field , an Activation ID data 
field , a Project ID data field , a Project Key data field , a 
Project Name data field , a Description data field , a URL data 
field , a Project Category ID data field , a Project Type ID data 
field , a Simplified data field , a Style data field , a Project Lead 
ID data field , a Default Assignee ID data field , a Is Archived 
data field , and / or a Is Deleted data field . 
[ 0294 ] Additionally , or alternatively , the project category 
metadata node 1206 comprises a Tenant ID data field , an 
Activation ID data field , a Project Category ID data field , a 
Name data field , and / or a Description data field . 
[ 0295 ] Additionally , alternatively , the project 
changelog metadata node 1208 comprises a Tenant ID data 
field , an Activation ID data field , a Change Log ID data field , 
an Author ID data field , a Created date data field , a Field data 
field , a From String data field , and / or a To String data field . 
[ 0296 ] Additionally , or alternatively , the project version 
metadata node 1210 comprises a Tenant ID data field , an 
Activation ID data field , a Project ID data field , a Version ID 
data field , a Name data field , a Description data field , a 
Sequence data field , a Status data field , a Release Date data 
field , and / or a Start Date data field . 
[ 0297 ] Additionally , or alternatively , the project compo 
nent metadata node 1212 comprises a Tenant ID data field , 
an Activation ID data field , a Project ID data field , a Project 
Component ID data field , a Name data field , a Description 
data field , a Lead Account ID data field , a Default Assignee 
ID data field , and / or an Assignee Type data field . 
[ 0298 ] In some embodiments , each of the nodes of the 
star - structured project data object 1200 may be connected to 
one or more other nodes via one or more edges . For 
example , the project type metadata node 1202 is connected 
to the project node 1204. Additionally , or alternatively , the 
project category metadata node 1206 is connected to the 
project node 1204. Additionally , or alternatively , the project 
changelog metadata node 1208 is connected to the project 
node 1204. Additionally , or alternatively , the project version 
metadata node 1210 is connected to the project node 1204 . 
Additionally , or alternatively , the project component meta 
data node 1212 is connected to the project node 1204 . 
[ 0299 ] While FIG . 11 and the description above provides 
an example of a star - structured project data object , it is noted 
that the scope of the present disclosure is not limited to the 
description above . In some examples , an example star 
structured project data object may comprise one or more 
additional and / or alternative elements , such as , but not 
limited to , one or more additional or alternative nodes , one 
or more additional or alternative edges , and / or the like . 
[ 0300 ] Referring back to FIG . 10 , subsequent to step / 
operation 1016 , the method 1000 proceeds to step / operation 
1018 and ends . 

a 



US 2023/0004296 A1 Jan , 5 , 2023 
25 

[ 0307 ] Referring now to FIG . 14 , an example table - struc 
tured issue data object 1400 in accordance with example 
embodiments of the present disclosure is illustrated . In some 
embodiments , the processing circuitry may convert one or 
more replica data objects that are of issue data object type to 
the example table - structured issue data object 1400 shown in 
FIG . 14 . 
[ 0308 ] For example , the table - structured issue data object 
1400 may comprise an issue overview data table 1403 , an 
issue assignee history data table 1404 , and an issue status 
history data table 1406. In some embodiments , each of the 
issue overview data table 1403 , the issue assignee history 
data table 1404 , and the issue status history data table 1406 
may comprise one or more data fields , as shown in the 
example of FIG . 14 . 
[ 0309 ] In various embodiments of the present disclosure , 
a data modeler may provide one or more data processing 
enhancements to facilitate the use of the data objects ( for 
example , by generating a table - structured data object ) . For 
example , star - structured data objects may be designated as 
the “ base schema , " and the data and / or information for a 
table - structured data objects may be determined based on 
commonalities between star - structured data objects so as to 
join the star - structured data object to reduce efforts for 
constructing queries in the future . As such , example embodi 
ments of the present disclosure may denormalize the data 
from multiple star - structured data objects into a single 
table - structured data object to eliminate the necessity of 
users having to join such data objects manually , which in 
turn reduces the latency in handling user queries ( such as 
search queries ) , and thereby providing technical benefits and 
improvements . 

[ 0301 ] While the description above provides some 
examples of converting structures of data objects based on 
the corresponding data object type identifier and / or data 
object conversion schema , it is noted that the scope of the 
present disclosure is not limited to the description above . In 
some examples , example embodiments of the present dis 
closure may convert one or more data objects ( such as , but 
not limited to , replica data objects that are generated in 
accordance with various embodiments of the present disclo 
sure and stored in an external - service - accessible replica data 
object repository ( such as the external - service - accessible 
replica data object repository 105 in the example shown in 
FIG . 1A and FIG . 1B ) ) that are associated with a tenant 
identifier to a tenant data object . 
[ 0302 ] Referring now to FIG . 13 , an example star - struc 
tured tenant data object 1300 in accordance with example 
embodiments of the present disclosure is illustrated . 
[ 0303 ] In some embodiments , the star - structured tenant 
data object 1300 may be generated based at least in part on 
one or more data objects , such as , but not limited to , one or 
more replica data objects stored in an external - service 
accessible replica data object repository ( such as the exter 
nal - service - accessible replica data object repository 105 in 
the example of FIG . 1A and FIG . 1B ) . 
[ 0304 ] In some embodiments , the star - structured tenant 
data object 1300 may comprise one or more nodes and one 
or more edges connecting the one or more nodes . In some 
embodiments , each of the one or more nodes may corre 
spond to one or more metadata associated with one or more 
replica data objects that are associated with the tenant 
identifier and of different data object types . 
[ 0305 ] In the example shown FIG . 13 , the star - structured 
tenant data object 1300 may comprise one or more nodes 
based on metadata extracted from replica data objects asso 
ciated with the tenant identifier and of issue data object type . 
For example , the star - structured tenant data object 1300 may 
comprise an issue node 1309 , an issue priority metadata 
node 1313 , an issue resolution metadata node 1317 , an issue 
status metadata node 1323 , an issue status category metadata 
node 1319 , and issue type metadata node 1321 , which are 
associated with one or more replica data objects that are of 
issue data object type , similar those described above . The 
star - structured tenant data object 1300 may also comprise a 
project node 1303 , a project category metadata node 1305 , 
a project component metadata node 1311 , a project version 
metadata node 1307 , which are associated with one or more 
replica data objects that are of project data object type , 
similar those described above . The star - structured tenant 
data object 1300 further comprises a user node 1304 based 
on the tenant identifier . 
[ 0306 ] In some embodiments , the star - structured tenant 
data object 1300 may establish data connections between 
metadata of replica data objects that are of different data 
object types via one or more edges connecting the corre 
sponding nodes . For example , the user node 1304 is con 
nected to the issue node 1309 , the project node 1303 , the 
project component metadata node 1311 , and the issue his 
tory metadata node 1315 , respectively . Additionally , or 
alternatively , the project version metadata node 1307 is 
connected to the project node 1303 and the issue node 1309 , 
respectively . Additionally , or alternatively , the project com 
ponent metadata node 1311 is connected to the issue node 
1309 , the project node 1303 , and the user node 1304 , 
respectively . 
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Handling Data Object Access Request 
[ 0310 ] Referring now to FIG . 15 , an example method 
1500 is illustrated . In particular , the example method 1500 
illustrates examples of handling data object access requests 
in accordance with example embodiments of the present 
disclosure . 
[ 0311 ] As shown in FIG . 15 , the example method 1500 
starts at step / operation 1501 and then proceeds to step / 
operation 1503. At step / operation 1503 , a processing cir 
cuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may generate a tenant data object 
associated with a tenant identifier . 
[ 0312 ] In some embodiments , the processing circuitry 
may generate a tenant data object associated with the tenant 
identifier based at least in part on the plurality of replica data 
objects . 
[ 0313 ] For example , the processing circuitry may retrieve 
one or more replica data objects from an external - service 
accessible replica data object repository ( such as , but not 
limited to , the external - service - accessible replica data object 
repository 105 in the example shown in FIG . 1A and FIG . 
1B ) , and generate the tenant data object based on one or 
more replica data objects associated with the tenant identi 
fier . In some embodiments , the tenant data object is stored in 
an external - service - accessible replica data object repository 
( such as , but not limited to , the external - service - accessible 
replica data object repository 105 in the example shown in 
FIG . 1A and FIG . 1B ) . 
[ 0314 ] In some embodiments , the tenant data object may 
be generated based at least in part on one or more replica 
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data objects associated with issue data object type identifiers 
and / or project data object type identifiers . As described 
above , an example star - structured tenant data object is 
illustrated above in connection with FIG . 13. It is noted that 
the scope of the present disclosure is not limited to the 
example shown in FIG . 13. In some embodiments , an 
example tenant data object may be in other structures and / or 
forms . 
[ 0315 ] Referring back to FIG . 15 , subsequent to step / 
operation 1503 , the method 1500 proceeds to step / operation 
1505. At step / operation 1505 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may receive a data object access request associated 
with the tenant data object and a requestor identifier . 
[ 0316 ] As described above , a data object access request 
refers to an electronic request to access one or more replica 
data objects . In some embodiments , the processing circuitry 
may receive the data object access request from a client 
device or a network server that is external to or outside of a 
network service cloud . For example , the client device or the 
network server may transmit the data object access request 
to the network service cloud , indicating an electronic request 
to access a tenant data object that is stored in an external 
service - accessible replica data object repository ( such as , 
but not limited to , the external - service - accessible replica 
data object repository 105 in the example shown in FIG . 1A 
and FIG . 1B ) . 
[ 0317 ] In some embodiments , the data object access 
request is associated with a requestor identifier that uniquely 
identifies the sender of an electronic request . For example , 
if the data object access request is transmitted from a client 
device associated with a user John , the data object access 
request is associated with a requestor identifier correspond 
ing to John's . Additionally , or alternatively , if the data object 
access request is transmitted from a network server that 
relays an electronic request from a client device associated 
with the user John , the data object access request is associ 
ated with a requestor identifier corresponding to John's . 
[ 0318 ] Referring back to FIG . 15 , subsequent to step 
operation 1505 , the method 1500 proceeds to step / operation 
1507. At step / operation 1507 , a processing circuitry ( such as 
the processor 305 of the network service server 107 
described above in connection with FIG . 1A , FIG . 1B , and 
FIG . 3 ) may determine whether the requestor identifier is 
associated with the tenant identifier . 
[ 0319 ] As described above , the tenant identifier of a tenant 
data object may identify the owner of the tenant data object , 
and may therefore provide access control of the tenant data 
object . For example , the network service cloud may only 
grant access to the tenant data object to computing devices 
that are associated with the tenant identifier , and / or com 
puting devices that have been granted accesses to the tenant 
data object by the owner of the tenant data object . 
[ 0320 ] If , at step / operation 1507 , the processing circuitry 
determines that the requestor identifier is associated with the 
tenant identifier , the example method proceeds to step / 
operation 1509. At step / operation 1509 , a processing cir 
cuitry ( such as the processor 305 of the network service 
server 107 described above in connection with FIG . 1A , 
FIG . 1B , and FIG . 3 ) may retrieve the tenant data object 
from the external - service - accessible replica data object 
repository . 

[ 0321 ] For example , the processing circuitry may deter 
mine that the requestor identifier associated with the data 
object access request at step / operation 1505 is the same as 
the tenant identifier associated with the tenant data object . 
Additionally , or alternatively , the processing circuitry may 
determine that the requestor identifier associated with the 
data object access request has been granted access to the 
tenant data object by the owner of the tenant data object . In 
response to determining that the requestor identifier is 
associated with the tenant identifier , the processing circuitry 
may retrieve the tenant data object from the external 
service - accessible replica data object repository ( for 
example , the external - service - accessible replica data object 
repository 105 in the example shown in FIG . 1A and FIG . 
1B ) , and may transmit the tenant data object to a client 
device or a network server where the data object access 
request originates from . 
[ 0322 ] Referring back to FIG . 15 , if , at step / operation 
1507 , the processing circuitry determines that the requestor 
identifier is not associated with the tenant identifier , the 
example method proceeds to step / operation 1511. At step / 
operation 1511 , a processing circuitry ( such as the processor 
305 of the network service server 107 described above in 
connection with FIG . 1A , FIG . 1B , and FIG . 3 ) may 
generate a data object access denial message . 
[ 0323 ] For example , the processing circuitry may deter 
mine that the requestor identifier associated with the data 
object access request at step / operation 1505 is not the same 
as the tenant identifier associated with the tenant data object , 
and that the requestor identifier associated with the data 
object access request has not been granted access to the 
tenant data object by the owner of the tenant data object . As 
such , in some embodiments , in response to determining that 
the requestor identifier is not associated with the tenant 
identifier , the processing circuitry generates a data object 
access denial message . For example , the data object access 
denial message may comprise an electronic indication that 
the data object access request cannot be handled due to lack 
of access privilege . In some embodiments , the processing 
circuitry may transmit the data object access denial message 
to a client device or a network server where the data object 
access request originates from . 
[ 0324 ] Referring back to FIG . 15 , subsequent to step / 
operation 1509 and / or step / operation 1511 , the example 
method 1500 proceeds to step / operation 1513 and ends . 

2 

Additional Implementation Details 
[ 0325 ] Although example processing systems have been 
described above , implementations of the subject matter and 
the functional operations described herein can be imple 
mented in other types of digital electronic circuitry , or in 
computer software , firmware , or hardware , including the 
structures disclosed in this specification and their structural 
equivalents , or in combinations of one or more of them . 
[ 0326 ] Embodiments of the subject matter and the opera 
tions described herein can be implemented in digital elec 
tronic circuitry , or in computer software , firmware , or hard 
ware , including the structures disclosed in this specification 
and their structural equivalents , or in combinations of one or 
more of them . Embodiments of the subject matter described 
herein can be implemented as one or more computer pro 
grams , i.e. , one or more modules of computer program 
instructions , encoded on computer - readable storage medium 
for execution by , or to control the operation of , information / 

. 
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data processing apparatus . A computer - readable storage 
medium can be , or be included in , a computer - readable 
storage device , a computer - readable storage substrate , a 
random or serial access memory array or device , or a 
combination of one or more of them . The computer - readable 
storage medium can also be , or be included in , one or more 
separate physical components or media ( e.g. , multiple CDs , 
disks , or other storage devices ) . 
[ 0327 ] The operations described herein can be imple 
mented as operations performed by an information / data 
processing apparatus on information / data stored on one or 
more computer - readable storage devices or received from 
other sources . 
[ 0328 ] The term “ data processing apparatus ” encompasses 
all kinds of apparatus , devices , and machines for processing 
data , including by way of example a programmable proces 
sor , a computer , a system on a chip , or multiple ones , or 
combinations , of the foregoing . The apparatus can include 
special purpose logic circuitry , e.g. , an FPGA ( field pro 
grammable gate array ) or an ASIC ( Application Specific 
Integrated Circuit ) . The apparatus can also include , in addi 
tion to hardware , code that creates an execution environment 
for the computer program in question , e.g. , code that con 
stitutes processor firmware , a protocol stack , a database 
management system , an operating system , a cross - platform 
runtime environment , a virtual machine , or a combination of 
one or more of them . The apparatus and execution environ 
ment can realize various different computing model infra 
structures , such as web services , distributed computing and 
grid computing infrastructures . 
[ 0329 ] A computer program ( also known as a program , 
software , software application , script , or code ) can be writ 
ten in any form of programming language , including com 
piled or interpreted languages , declarative or procedural 
languages , and it can be deployed in any form , including as 
a stand - alone program or as a module , component , subrou 
tine , object , or other unit suitable for use in a computing 
environment . A computer program may , but need not , cor 
respond to a file in a file system . A program can be stored in 

ortion of a file that holds other programs or information / 
data ( e.g. , one or more scripts stored in a markup language 
document ) , in a single file dedicated to the program in 
question , or in multiple coordinated files ( e.g. , files that store 
one or more modules , sub - programs , or portions of code ) . A 
computer program can be deployed to be executed on one 
computer or on multiple computers that are located at one 
site or distributed across multiple sites and interconnected 
by a communication network . 
[ 0330 ] The processes and logic flows described herein can 
be performed by one or more programmable processors 
executing one or more computer programs to perform 
actions by operating on input information / data and gener 
ating output . Processors suitable for the execution of a 
computer program include , by way of example , both general 
and special purpose microprocessors , and any one or more 
processors of any kind of digital computer . Generally , a 
processor will receive instructions and information / data 
from a read - only memory , a random - access memory , or 
both . The essential elements of a computer are a processor 
for performing actions in accordance with instructions and 
one or more memory devices for storing instructions and 
data . Generally , a computer will also include , or be opera 
tively coupled to receive information / data from or transfer 
information / data to , or both , one or more mass storage 

devices for storing data , e.g. , magnetic , magneto - optical 
disks , or optical disks . However , a computer needs not have 
such devices . Devices suitable for storing computer program 
instructions and information / data include all forms of non 
volatile memory , media and memory devices , including by 
way of example semiconductor memory devices , e.g. , 
EPROM , EEPROM , and flash memory devices ; magnetic 
disks , e.g. , internal hard disks or removable disks ; magneto 
optical disks ; and CD - ROM and DVD - ROM disks . The 
processor and the memory can be supplemented by , or 
incorporated in , special purpose logic circuitry . 
[ 0331 ] To provide for interaction with a user , embodi 
ments of the subject matter described herein can be imple 
mented on a computer having a display device , e.g. , an LCD 
monitor , for displaying information / data to the user and a 
keyboard and a pointing device , e.g. , a mouse or a trackball , 
by which the user can provide input to the computer . Other 
kinds of devices can be used to provide for interaction with 
a user as well ; for example , feedback provided to the user 
can be any form of sensory feedback , e.g. , visual feedback , 
auditory feedback , or tactile feedback ; and input from the 
user can be received in any form , including acoustic , speech , 
or tactile input . In addition , a computer can interact with a 
user by sending documents to and receiving documents from 
a device that is used by the user ; for example , by sending 
web pages to a web browser on a user's client device in 
response to requests received from the web browser . 
[ 0332 ] Embodiments of the subject matter described 
herein can be implemented in a computing system that 
includes a back - end component , e.g. , as an information / data 
server , or that includes a middleware component , e.g. , an 
application server , or that includes a front - end component , 
e.g. , a client device having a graphical user interface or a 
web browser through which a user can interact with an 
implementation of the subject matter described herein , or 
any combination of one or more such back - end , middleware , 
or front - end components . The components of the system can 
be interconnected by any form or medium of digital infor 
mation / data communication , e.g. , a communication net 
work . Examples of communication networks include a local 
area network ( “ LAN ” ) and a wide area network ( “ WAN ” ) , 
an inter - network ( e.g. , the Internet ) , and peer - to - peer net 
works ( e.g. , ad hoc peer - to - peer networks ) . 
[ 0333 ] The computing system can include clients and 
servers . A client and server are generally remote from each 
other and typically interact through a communication net 
work . The relationship of client and server arises by virtue 
of computer programs running on the respective computers 
and having a client - server relationship to each other . In some 
en diments , a server transmits information / data ( e.g. , an 
HTML ( Hypertext Markup Language ) page ) to a client 
device ( e.g. , for purposes of displaying information / data to 
and receiving user input from a user interacting with the 
client device ) . Information / data generated at the client 
device ( e.g. , a result of the user interaction ) can be received 
from the client device at the server . 
[ 0334 ] While this specification contains many specific 
implementation details , these should not be construed as 
limitations on the scope of any disclosures or of what may 
be claimed , but rather as description of features specific to 
particular embodiments of particular disclosures . Certain 
features that are described herein in the context of separate 
embodiments can also be implemented in combination in a 
single embodiment . Conversely , various features that are 
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described in the context of a single embodiment can also be 
implemented in multiple embodiments separately or in any 
suitable sub - combination . Moreover , although features may 
be described above as acting in certain combinations and 
even initially claimed as such , one or more features from a 
claimed combination can in some cases be excised from the 
combination , and the claimed combination may be directed 
to a sub - combination or variation of a sub - combination . 
[ 0335 ] Similarly , while operations are depicted in the 
drawings in a particular order , this should not be understood 
as requiring that such operations be performed in the par 
ticular order shown or in sequential order , or that all illus 
trated operations be performed , to achieve desirable results , 
unless described otherwise . In certain circumstances , mul 
titasking and parallel processing may be advantageous . 
Moreover , the separation of various system components in 
the embodiments described above should not be understood 
as requiring such separation in all embodiments , and it 
should be understood that the described program compo 
nents and systems can generally be integrated together in a 
single software product or packaged into multiple software 
products . 
[ 0336 ] Thus , particular embodiments of the subject matter 
have been described . Other embodiments are within the 
scope of the following claims . In some cases , the actions 
recited in the claims can be performed in a different order 
and still achieve desirable results . In addition , the processes 
depicted in the accompanying figures do not necessarily 
require the particular order shown , or sequential order , to 
achieve desirable results , unless described otherwise . In 
certain implementations , multitasking and parallel process 
ing may be advantageous . 
[ 0337 ] Many modifications and other embodiments of the 
disclosures set forth herein may come to mind to one skilled 
in the art to which these disclosures pertain having the 
benefit of the teachings presented in the foregoing descrip 
tion and the associated drawings . Therefore , it is to be 
understood that the disclosures are not to be limited to the 
specific embodiments disclosed and that modifications and 
other embodiments intended to be included within the 
scope of the appended claims . Although specific terms are 
employed herein , they are used in a generic and descriptive 
sense only and not for purposes of limitation , unless 
described otherwise . 

the plurality of source data objects and store the plu 
rality of replication data objects to a processing queue 
data object ; 

in response to receiving at least one CDC event indication 
associated with at least one of the plurality of source 
data objects , execute the at least one CDC task object 
to generate at least one CDC data object based on the 
at least one CDC event indication and store the at least 
one CDC data object to the processing queue data 
object ; 

generate a plurality of replica data objects corresponding 
to the plurality of source data objects based at least in 
part on processing the plurality of replication data 
objects and the at least one CDC data object stored to 
the processing queue data object ; and 

store the plurality of replica data objects in an external 
service - accessible replica data object repository . 

2. The apparatus of claim 1 , wherein the plurality of 
bootstrap task objects represent a plurality of electronic 
tasks for replicating the plurality of source data objects . 

3. The apparatus of claim 2 , wherein , when executing the 
plurality of bootstrap task objects , the at least one non 
transitory memory and the program code are configured to , 
with the at least one processor , cause the apparatus to at 
least : 

replicate the plurality of source data objects . 
4. The apparatus of claim 1 , wherein the at least one CDC 

task object represents an electronic task for monitoring the 
at least one CDC event indication associated with the at least 
one of the plurality of source data objects . 

5. The apparatus of claim 1 , wherein the plurality of 
source data object type identifiers comprises at least a 
project data object type identifier and an issue data object 
type identifier . 

6. The apparatus of claim 1 , wherein each source data 
object of the plurality of source data objects is associated 
with a source data object sequence identifier . 

7. The apparatus of claim 1 , wherein each of the plurality 
of replication data objects is associated with a replication 
data object serial identifier and a replication data object 
sequence identifier , wherein the replication data object serial 
identifier corresponds to a source data object serial identifier 
of one of the plurality of source data objects , wherein the 
replication data object sequence identifier corresponds to a 
source data object sequence identifier of one of the plurality 
of source data objects . 

8. The apparatus of claim 7 , wherein the at least one CDC 
data object is associated with at least one CDC data object 
serial identifier and at least one CDC data object sequence 
identifier based at least in part on the at least one CDC event 
indication . 

9. The apparatus of claim 8 , wherein , when generating the 
plurality of replica data objects , the at least one non 
transitory memory and the program code are configured to , 
with the at least one processor , cause the apparatus to : 

retrieve a corresponding replication data object from the 
processing queue data object ; and 

determine whether a corresponding replication data object 
serial identifier of the corresponding replication data 
object matches a corresponding CDC data object serial 
identifier of a corresponding CDC data object . 

10. The apparatus of claim 9 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

1. An apparatus comprising at least one processor and at 
least one non - transitory memory comprising program code , 
the at least one non - transitory memory and the program code 
configured to , with the at least one processor , cause the 
apparatus to at least : 

receive a data object replication request associated with a 
tenant identifier , wherein the tenant identifier is asso 
ciated with an external - access - limited source data 
object repository comprising a plurality of source data 
objects associated with a plurality of source data object 
type identifiers ; 

in response to the data object replication request , generate 
a plurality of bootstrap task objects and at least one 
change data capture ( CDC ) task object , wherein each of 
the plurality of source data object type identifiers is 
associated with one of the plurality of bootstrap task 
objects ; 

execute the plurality of bootstrap task objects to generate 
a plurality of replication data objects corresponding to 



US 2023/0004296 A1 Jan , 5 , 2023 
29 

in response to determining that the corresponding repli 
cation data object serial identifier does not match the 
corresponding CDC data object serial identifier , store 
the corresponding replication data object as one of the 
plurality of replica data objects in the external - service 
accessible replica data object repository . 

11. The apparatus of claim 9 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

in response to determining that the corresponding repli 
cation data object serial identifier matches the corre 
sponding CDC data object serial identifier , determine 
whether a corresponding replication data object 
sequence identifier of the corresponding replication 
data object satisfies a corresponding CDC data object 
sequence identifier of the corresponding CDC data 
object . 

12. The apparatus of claim 11 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

in response to determining that the corresponding repli 
cation data object sequence identifier satisfies the cor 
responding CDC data object sequence identifier , store 
the corresponding replication data object as a replica 
data object of the plurality of replica data objects in the 
external - service - accessible replica data object reposi 
tory ; and 

in response to determining that the corresponding repli 
cation data object sequence identifier does not satisfy 
the correspon CDC data object sequence identifier , 
store the corresponding CDC data object as the replica 
data object of the plurality of replica data objects in the 
external - service - accessible replica data object reposi 
tory . 

13. The apparatus of claim 1 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

determine a corresponding replica data object type iden 
tifier of a corresponding replica data object stored in the 
external - service - accessible replica data object reposi 
tory ; 

select , based at least in part on the corresponding replica 
data object type identifier , a corresponding data object 
conversion schema ; and 

convert the corresponding replica data object based at 
least in part on the corresponding data object conver 
sion schema . 

14. The apparatus of claim 13 , wherein the corresponding 
replica data object is associated with an issue data object 
type identifier , wherein , when converting the corresponding 
replica data object , the at least one non - transitory memory 
and the program code are configured to , with the at least one 
processor , cause the apparatus to : 

extract issue priority metadata , issue resolution metadata , 
issue status metadata , issue status category metadata , 
issue type metadata , and issue history metadata from 
the corresponding replica data object ; and 

generate a star - structured issue data object based on the 
corresponding replica data object , wherein the star 
structured issue data object comprises a plurality of 
nodes , wherein each of the plurality of nodes is based 
at least in part on one or more of the issue priority 
metadata , the issue resolution metadata , the issue status 

metadata , the issue status category metadata , the issue 
type metadata , and the issue history metadata . 

15. The apparatus of claim 13 , wherein the corresponding 
replica data object is associated with a project data object 
type identifier , wherein , when converting the corresponding 
replica data object , the at least one non - transitory memory 
and the program code are configured to , with the at least one 
processor , cause the apparatus to : 

extract project type metadata , project changelog meta 
data , project version metadata , project category meta 
data , and project component metadata from the corre 
sponding replica data object ; and 

generate a star - structured project data object based on the 
corresponding replica data object , wherein the star 
structured project data object comprises a plurality of 
nodes , wherein each of the plurality of nodes is based 
at least in part on the project type metadata , the project 
changelog metadata , the project version metadata , the 
project category metadata , and the project component 
metadata . 

16. The apparatus of claim 1 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

generate a tenant data object associated with the tenant 
identifier based at least in part on the plurality of replica 
data objects . 

17. The apparatus of claim 16 , wherein the at least one 
non - transitory memory and the program code are configured 
to , with the at least one processor , cause the apparatus to : 

receive a data object access request associated with the 
tenant data object and a requestor identifier ; 

determine whether the requestor identifier is associated 
with the tenant identifier ; 

in response to determining that the requestor identifier is 
associated with the tenant identifier , retrieve the tenant 
data object from the external - service - accessible replica 
data object repository ; and 

in response to determining that the requestor identifier is 
not associated with the tenant identifier , generate a data 
object access denial message . 

18. A computer - implemented method comprising : 
receiving a data object replication request associated with 

a tenant identifier , wherein the tenant identifier is 
associated with an external - access - limited source data 
object repository comprising a plurality of source data 
objects associated with a plurality of source data object 
type identifiers ; 

in response to the data object replication request , gener 
ating a plurality of bootstrap task objects and at least 
one change data capture ( CDC ) task object , wherein 
each of the plurality of source data object type identi 
fiers is associated with one of the plurality of bootstrap 
task objects ; 

executing the plurality of bootstrap task objects to gen 
erate a plurality of replication data objects correspond 
ing to the plurality of source data objects and store the 
plurality of replication data objects to a processing 
queue data object ; 

in response to receiving at least one CDC event indication 
associated with at least one of the plurality of source 
data objects , executing the at least one CDC task object 
to generate at least one CDC data object based on the 
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at least one CDC event indication and store the at least 
one CDC data object to the processing queue data 
object ; 

generating a plurality of replica data objects correspond 
ing to the plurality of source data objects based at least 
in part on processing the plurality of replication data 
objects and the at least one CDC data object stored to 
the processing queue data object ; and 

storing the plurality of replica data objects in an external 
service - accessible replica data object repository . 

19. The computer - implemented method of claim 18 , 
wherein the plurality of bootstrap task objects represent a 
plurality of electronic tasks for replicating the plurality of 
source data objects . 

20. A computer program product comprising at least one 
non - transitory computer - readable storage medium having 
computer - readable program code portions stored therein , the 
computer - readable program code portions comprising an 
executable portion configured to : 

receive a data object replication request associated with a 
tenant identifier , wherein the tenant identifier is asso 
ciated with an external - access - limited source data 
object repository comprising a plurality of source data 
objects associated with a plurality of source data object 
type identifiers ; 

in response to the data object replication request , generate 
a plurality of bootstrap task objects and at least one 
change data capture ( CDC ) task object , wherein each of 
the plurality of source data object type identifiers is 
associated with one of the plurality of bootstrap task 
objects ; 

execute the plurality of bootstrap task objects to generate 
a plurality of replication data objects corresponding to 
the plurality of source data objects and store the plu 
rality of replication data objects to a processing queue 
data object ; 

in response to receiving at least one CDC event indication 
associated with at least one of the plurality of source 
data objects , execute the at least one CDC task object 
to generate at least one CDC data object based on the 
at least one CDC event indication and store the at least 
one CDC data object to the processing queue data 
object ; 

generate a plurality of replica data objects corresponding 
to the plurality of source data objects based at least in 
part on processing the plurality of replication data 
objects and the at least one CDC data object stored to 
the processing queue data object ; and 

store the plurality of replica data objects in an external 
service - accessible replica data object repository . 
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