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each packet that is to be transmitted/retransmitted, through an LLC com-
munication protocol, which is the top sublayer of the datalink layer of the
ISO-OSI model, (LLC logic) autonomously, node by node, the specific
communication apparatus to be used from the ones available on the single
node, to which subset of the nodes said packet is to be transmitted (routing
logic), i.e., the number and the set of neighbouring nodes to which it is to
be transmitted, the specitic communication apparatus to be used from the
multiple ones that may be available, and the maximum number of retrans-
missions to be made, by using a decentralized self-learning algorithm that
enables each node to learn and select dynamically the best operating mode,
according to the number of transmissions already made.
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METHOD FOR MANAGING IN AN ADAPTIVE AND JOINT WAY THE

ROUTING POLICY AND THE RETRANSMISSION POLICY OF A NODE
IN AN UNDERWATER NETWORK, AND MEANS FOR ITS

IMPLEMENTATION

Field of the invention

The present 1invention relates to the sector of
communications 1in underwater sensor networks and more
specifically to a method for dynamic determination of
the Tlogic for retransmission of the packets by the
nodes of a network 1in order to optimize the
performance of the network itself.

The wuse of UWSNs (Underwater Wireless Sensor
Networks) affords a wide range of applications such
as, among other things, environmental monitoring,
monitoring of critical infrastructures and of offshore
platforms, surveillance of ports and coasts, etc.

An underwater sensor network (Figure 1) 1s made
up of a set of nodes, appropriately positioned to
cover the area of interest and located at various
depths, some of which may be mobile autonomous
vehicles. Each node is equipped with sensors and one
or more communication apparatuses. The nodes collect
from the surrounding environment data, which, after a
step of Tlocal processing, are sent to one or more
data-collector or sink nodes that
store/handle/transport the data elsewhere on the basis
of the type of application. The exchange of data may
also regard sending of commands or information on the
state of the devices.
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Creation of a communication network between nodes
calls for solution of the various problems that
characterize communication in underwater environment.
In the first place, given the limits imposed by the
underwater environment on the use of electromagnetic
waves (which are markedly attenuated in water), the
communication has up to the present day typically been
obtained via acoustic waves, which 1implies marked
propagation delays (of the order of seconds) and a
limited transmission band (a few kilobits per second).
Furthermore, as amply demonstrated by the multiple
experimental campaigns, there is present a
considerable heterogeneity, variability of the
gquality, and asymmetry of the communication channels
between the nodes, with transmission characteristics
markedly depending upon various conditions such as
depth, temperature, salinity, profile of the seabed,
condition of the surface wind, noise produced, for
example, by passing watercraft, etc., conditions that
are moreover subject to variations that are frequently
unforeseeable over time, even over short periods.

In this context, taking into account above all
the critical aspects of the applications of underwater
sensor networks, one of the main challenges 1is a
reliable communication, i.e., the capacity  of
guaranteeing that the packets generated by the various
nodes will be delivered to the sink nodes (and this in
a reasonable time).

A first solution to increase reliability of
communications 1is the flooding technique, which
exploits the broadcast nature 1inherent 1in acoustic
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communication: each packet is addressed to all nodes,
and each node that receives a packet sends it back
again in broadcast mode. However, 1if on the one hand
this solution maximizes the Tlikelihood of the packets
reaching the sink node, the cost, in terms of energy
consumption, increase in  network traffic with
corresponding risk of network collapse as the number
of collisions increase - with marked reduction of the
throughput and consequent even uncontrolled increase
of the delays - renders this solution unsatisfactory
or rarely practicable.

To maintain the advantages and simplicity of the
flooding techniques, preventing the disadvantages
thereof outlined above, various approaches adopt
limited flooding solutions, where each node sends each
packet to a restricted set of other nodes: if each
node sends its own traffic to just one node we have a
single path, i.e., classic unipath routing without any
redundancy; if one or more nodes send their own
traffic to a number of network nodes, there are a
number of network paths - and hence redundancy - and
routing is a multipath routing.

Another  solution to increase  communication
reliability consists in using retransmission
techniques. For each packet transmitted, the
transmitting node goes 1into a wait state where it
waits for acknowledgement of receipt thereof by the
addressee nodes. In underwater sensor networks, given
the lack of network band, there is a widespread use of
implicit acknowledgments: exploiting the broadcast
communication means, a packet is considered as having
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been successfully sent if a node detects that at least
one of the nodes to which it had sent the packet
retransmits it. If, instead, no copy of the packet 1is
detected, it 1is assumed that none of the nodes has
received it, and the packet is retransmitted after a
backoff period. A packet 1is retransmitted a certain
number of times, after which it is rejected. In this
case, the maximum number of retransmissions plays an
important role: a very high value of retransmissions
increases the 1likelihood of delivery but at the same

time 1increases the network latency, the energy
consumption, and 1in turn increases the network
traffic.

The 1inventive idea underlying the present
invention consists 1in combining the policy of choice
of the relay nodes (routing function) with the
retransmission policy 1in order to optimize the
performance from the standpoint of reliability of the
transmissions, of network Jlatency, and of energy
consumption. The choice 1is made 1in a dynamic and
adaptive way, by applying an algorithm executed by
each node (and hence distributed), which enables the
nodes to learn and select dynamically the best number
and set of neighbours to which to transmit each packet
and the maximum number of times in which to retransmit
each packet.

Optimization is made locally by each node on the
basis of the local information exchanged and enables
definition of the operating mode of the node.
Different nodes may behave in different ways (i.e.,
part of the network can follow a unipath protocol,
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whilst another area of the network uses a multipath
protocol, or even a flooding protocol).

Even though 1in the literature adaptive routing
solutions [BaPel4] [HuFel0] [P1wal4] have recently
been proposed, these solutions present Tlimits 1in terms
of performance and envisage a far more limited use of
adaptivity as compared to the solution proposed. The
same considerations may apply 1in regard to the two
patent applications [US2026] and [US1082]. The first
patent does not propose a routing strategy, but only a
technique of retransmission of the packets. The
proposal according to the present invention, however,
differs therefrom because the present retransmission
strategy does not envisage explicit exchange of
feedback between the network nodes. The patent
[US2004/071082], on the other hand, regards a routing
protocol that 1i1s exclusively of a unipath type and
does not offer any dynamicity as the number of
retransmissions of a packet varies.

In effect, the present invention enables
definition of a procedure that introduces the local
logic of a cross-layering “meta-protocol”, enabling
the network to operate in time according to different
protocols, and different portions of the network to
operate according to different protocol Jlogics, this
being an essential characteristic for optimizing
performance, and being altogether absent in the prior-
art solutions.

DESCRIPTION OF THE INVENTION
Summary
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In the field of underwater sensor networks, the
present invention consists in combining the policy of
choice of the relay nodes (i.e., of the nodes to which
to transmit the packet in order to route it towards
the sink node) with the retransmission policy in order
to obtain the best performance from the standpoint of
reliability of transmissions, of network latency, and
of energy consumption (and/or a combination thereof).
In particular:

- a method 1is proposed for dynamic determination
of the transmission mode and of the nodes to which the
packets are to be forwarded according to the number of
retransmissions of that packet already made;

- the method is entirely decentralized: each node
determines autonomously the set of the nodes for
forwarding according to the number of transmissions
already made;

- the method is identical for all the nodes;

- the method is dynamic: as the network conditions
vary, using a self-learning algorithm (which 1is 1in
turn decentralized) each node can modify 1ts own
policy in terms of number and identity of the nodes
chosen as addressees and/or the number of
retransmissions to be attempted for a given packet.

Even though the method 1is distributed and
identical for each node, it is based upon learning of
the network conditions on the basis of exchange of
local information between neighbouring nodes (where by
“neighbouring nodes” are meant nodes that have the
capacity of receiving correctly the transmissions made
by each other), 1leading 1in effect the network to
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optimize 1its overall performance, exploiting the
possibility of enabling the nodes of the system to
operate in a different way (different number of relays
chosen for each transmission, different number of
retransmissions used by the nodes).

Further characteristics of the 1invention will
emerge clearly from the ensuing description with
reference to the attached plates of drawings, 1in
which:

Figure 1 1is a schematic 1illustration of a
standard underwater network;

Figure 2 is a scheme of the 0SI protocol stack;

Figure 3 shows the execution flow of the LLC
sublayer;

Figure 4 shows in detail the module for learning
and choice of the next-hop nodes;

Figure 5 shows the PDR (i.e., the packet-delivery
ratio, which 1s the ratio between the number of
packets received correctly by the sink node and the
number of packets generated by the nodes) as a
function of the network traffic, setting in comparison
the CARMA protocol according to the invention with the
known QELAR and EFlood protocols;

Figure 6 shows the different plots of the energy
consumed by the network for correct delivery of a data
bit to the sink node, as a function of the network
load, in the three reference protocols of Figure 5;

Figure 7 compares the mean latency defined as the
time between generation of the packets and the time of
their correct delivery to the sink node in the three
different protocols of Figures 5 and 6; and
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Figure 8 shows the energy spent by the network
nodes for successful delivery of a bit of information
in the case of Tow and high traffic.

Detailed description of the invention

With reference to the figures, consider an
underwater sensor network as that of Figure 1, made up
of a plurality of nodes appropriately positioned to
cover the area of interest. Irrespective of whether
the node 1is fixed or 1is represented by a mobile
vehicle, each node is equipped with sensors and one or
more communication apparatuses. The nodes collect from
the surrounding environment data, which, after Tlocal
processing, are sent to one or more sink nodes, which
store/handle/transport the data elsewhere on the basis
of the type of application.

The present 1invention is a cross-layer solution
that 1integrates the network Tlayer (routing) with the
LLC (Logical Link Control) sublayer of the datalink
layer.

The method proposed consists in determining
autonomously, node by node, for each packet that is to
be transmitted/retransmitted (LLC logic), to which
subset of the nodes it is to be transmitted (routing
logic) and the maximum number of retransmissions to be
made.

For this purpose, for each node, a module 1is
provided, which governs the policy of transmission and
retransmission of the LLC layer (top sublayer of the
datalink layer of the IS50-0SI model), as well as a
routing module, which, using a self-learning algorithm
based upon Q-learning, determines, for each packet,
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also according to the number of times that this has
already been transmitted, the optimal set of the nodes
to which this packet is to be re-sent, as will be
described in detail in what follows.
LLC (Logical Link Control) sublayer

The LLC sublayer governs the logic of
retransmission of a node that is illustrated in Figure
2. When a node has to send a packet (or re-send a
packet, in the case of retransmission), it interfaces
with the routing module (arrows A and B) to identify
the nodes to which the paéket is to be sent. For this
purpose, the LLC sublayer sends to the routing module
the number of times that the packet has already been
(unsuccessfully) transmitted and receives from the
latter the set of the nodes to which the packet is to
be sent (a set that in general will be a Ffunction also
of the number of retransmissions of that packet).

The calculation of the set of the nodes could be
carried out periodically instead of on a time-to-time
basis. The solution proposed 1s, however, to be
preferred given the frequently very long times between
successive retransmissions.

After a packet has been sent and a timer has been
started, the node goes into a wait state where it
waits for an implicit acknowledgement using the
overhearing technique: the packet 1is considered as
having been successfully sent if at Tleast one of the
nodes to which it had sent the packet retransmits it;
if, instead, no transmission of a copy of the packet
is detected, it is assumed that none of the nodes has

received the packet. In the former case, the next
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packet is transmitted. In the Jlatter case, the packet
is retransmitted after a wait period referred to as
backoff.

Each packet is transmitted by each node at most a
number K of times, after which the packet is rejected.
The parameter K 1is set dynamically according to the
estimate of the intensity of the network traffic as
described hereinafter.

Routing module

The routing module governs the routing Tlogic,
determining, for each packet, also according to the
number of times that this has already been
transmitted, the optimal set of the nodes to which
this is to be (re-)sent.

The solution proposed 1is based upon a general
mathematical reinforcement-learning technique known as
Q-learning [SuBa98]. The Q-learning method 1is based
upon the Q functions (Q-values), which represent the
estimate of the cost associated to each possible
action for each possible state of the system.
Iteratively, the algorithm updates the various
estimates and, on the basis of these, indicates as
action to be executed the action of minimum cost.

The specific algorithm used by the routing module
is described hereinafter and represented in Figure 4.
In each node, the state of a packet s is represented
by the number of times that this has been transmitted
(if s = 0, the packet has not yet been transmitted, if
s = 1, the packet has been transmitted already once,
etc.), whereas the possible actions a are the various
subsets of nodes to which the packet can be sent (if
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{j} the packet 1is sent to just the node j, if
{j,,j,} the packet is sent to j, and j, 1if a =

a

a
{j,,3.,-,3,}, the packet is sent to the nodes j,j.,..,J,,
etc.).

For each state/action pair (s,a), i1.e., the pair
formed by number of retransmissions and the set of the

possible addressees, the routing module of each node 1
estimates the Q-function Q(s,a), 1i.e., the cost
associated to execution of the action a when it is 1in
the state s, i.e., the cost of sending a packet that
has already been transmitted s times to the nodes 1in

the set a (lines 2-7).

1 function Learning( state k)

“ A& 25 SO R S R T T, ol gn.
J F Updating of estimatys

3 for s=0,..,K-1

4 for all a e A (s)

5 Cls, @) = &(s @) + Yoot ovsnet B, 0 MID, g 2.(87, &)
6 end for

7 end for

8 ¥ Chatoe of subseguent nodes

9 a = argmin_. ., Q. Ak, a)

10 return a

11 end function

Pseudocode of the learning algorithm

Once the various estimates have been updated, the
choice of the addressee nodes falls on the set a to
which the best cost is associated (1ine 9).

The probabilities FB' . for calculation of the

values Q. (s,a) (line 5) are obtained starting from the
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probabilities P, of a packet sent by the node i being

correctly received by the node j, as appears below:
2 shl H(l - P, P_:,;)

1,5
iEa

P’ .. =1~ H(l _P,;‘Pj,z)

P
JE A

The core of the operation of the Tlearning
technique 1is the specification of the cost function
associated to the various state/action pairs, which in
effect determines the logic of selection of the set of
the relays.

In the solution proposed herein, the cost
function c,(s, a) associated to each action 1is defined

below

w.e, (s, a) + n,(s a) s < K~-1
cls,a) =4 °

w.e s, a) + w,1,(s, a) + n,(s, a) s =K-1
where e (s, a) is equal to the cost of transmission of a
packet to the set of nodes that corresponds to the
action, n/(s,a) is the cost for the nodes downstream to
deliver the packet to destination (calculated on the
basis of the information exchanged with  the
neighbours), 1/l(s,a) 1is the cost associated to the
possible Tloss of the packet when this 1is rejected
after the maximum number of retransmissions has been
reached, w, and w,, where w+w, = 1, are weights,
selected on the basis of the applicational
requirements.

The expression for the cost of the nodes
downstream is

n(s,a) = Scp |

EY



CA 03010110 2018~06-26

WO 2017/064661 PCT/IB2016/056165

10

15

20

25

30

13

where ¢ 1s equal to the cost for the node j to
transmit the packet to destination, i.e.,

cj. = minﬂ‘i.:ll“.') Q;(O’ a)

this value being periodically broadcast by the nodes,
while the expression for 1/(s,a) is

i(s,a) = L1 -~ ,)

where L 1s a penalty associated to the Tloss of the
packet when this is rejected after the maximum number
of retransmissions has been reached, and the product
is the probability of the packet having been lost.
Details
Estimate of the 1ink quality

Each node keeps track of the number n__ of the
packets correctly received from the neighbouring
nodes. This calculation is made on all the packets,
irrespective of whether the node 1is addressee or not
of the single packet. Once the node j has received
correctly a packet sent by the node 7, it determines
from the serial number of the packet the number of
packets n_ sent by the node and estimates therefrom the
link quality as:
3 D,

te 3

n

where the 1link quality P. represents the
probability of a packet sent by the node 1 being
correctly received by the node j. In order to have
estimates that take into account the marked dynamicity
of the underwater channel, the values n_ and n._ are
calculated with respect to a sliding time window of
appropriate dimensions.
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Dynamic setting of the maximum number of retransmissions
K

K is a fundamental parameter of the protocol. A low
value contributes to limiting the network traffic, but
may Tlead to a Tow probability of success of the
transmissions. Instead, a high value of K increases the
probability of a packet being received, but at the cost
of an increase in the network traffic: an adequate value
of K with Tow traffic may easily lead to conditions of
network overloading in conditions of sustained traffic,
thus Tleading to network crashing. In the solution
proposed, the parameter K is dynamically set in such a
way that the mean number of transmissions G, made during
a time window the length of which is equal to the time
necessary for sending a packet, is equal 0.5 (the idea
is to approximate the behaviour of layer 2 of the network
as an unslotted broadcast ALOHA network for which it is
known that the peak of transmission capacity of the
network is obtained at G = 0.5).
Using the following approximation for the maximum
network load

G = to 9K

where t,; is the collision time, 1i.e., the sum of the
time of transmission of a packet and of the maximum
hetwork propagation time (a value that can be estimated
on the basis of the size of the network itself), and A
denotes the traffic in the network, a value that can be
estimated dynamically by each node on the basis of the

traffic observed Tlocally, for the

Date Recue/Date Received 2023-05-18
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maximum number of retransmissions the following

i 0.5
K = P
’Vt::l;\",

where the notation [ x| designates the smallest integer

formula is obtained:

greater than x.

EXTENSION FOR DYNAMIC SELECTION OF THE COMMUNICATION
DEVICE

It is by now common knowledge that the efficiency
of an underwater communication network can be
increased using simultaneously heterogeneous
communication devices, which may differ as regards
bitrate, operating frequency, transmission range,
reliability in the communication, etc. This enables a
greater adaptability to the changeable conditions of
the underwater environment and to different types of
networks. In this context, the present 1invention can
be easily extended for selecting, autonomously, node
by node, in addition to the subset of the nodes to
which to send the packet, also the specific
communication apparatus to be used from among the
multiple ones that may be available. To do this, it is
necessary to change the model discussed previously as
follows.

The possible actions a specify not only the
different subsets of nodes to which the packet may be
sent but also the communication apparatus to be used
from among the multiple ones that may be available (if
a = {m, [j]} the packet is sent to just the node j
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using the apparatus m, if a = {m, [j,,j,]} the packet
is sent to j, and j, using the apparatus m,, if a =
{m,[j,,3,,...3, ]} the packet 1is sent to the nodes
J,1 3.0 J, using the apparatus m, etc.).

The cost of transmission of a packet el(s, a) takes
into account also the specific communication device m
chosen for transmitting the packet, given that
associated to different devices are, for example,
different levels of energy consumption or transmission
capacity.

The probability of a packet sent by the node i
being correctly received by the node j 1is defined as
p" , since it depends upon the particular device m
used. It is calculated as follows: the node j, once it
has correctly received a packet sent by the node i
using the apparatus m, determines, from the serial
number of the packet, the number of packets n? sent by
the node using said apparatus and uses as estimate of
the quality of the 1ink corresponding to m the ratio

1_] m

4

where n},  is the number of packets sent by the node i

with the device m and correctly received by j.

EXPERIMENTAL RESULTS

To highlight the advantages of the 1invention,
illustrated hereinafter are experimental results
obtained via simulation. The performance of CARMA was
compared with the performance of QELAR [HuFel0], a
protocol based upon reinforcement learning that seeks
to obtain a homogeneous energy consumption between the
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nodes but that does not consider multipath, and EFlood
[BaPeld], an improved version of the flooding
protocol, designed explicitly for reducing collisions
and 1increasing robustness of the protocol. The
underwater environment simulated corresponds to a
portion of the Norwegian fjord off the coasts of
Trondheim. All the information necessary for
simulation of the underwater environment was obtained
from the world Ocean Database
Chttp: /lwww. nodc. noaa . gov/0C5 /WOADS /pr wealds, htmi),
the General Bathymetric Chart of the Oceans (GEBCO)
Chtepr/rwww. gebco.net), and the National Geophysical
Data Center Deck41 database

Chrtp . lowww, nadc . noga . gov/mgasaecioaysdeck4l, htmi).

In the experiments, there was considered a
static network of 40 nodes (39 nodes plus the sink
node) randomly positioned over a region of 4 km x 1 km
and at different depths, ranging between 10 and 240 m.
The network traffic was generated according to a
Poisson process of parameter XA packets per second,
where N\ assumed values in the set {0.01, 0.02, 0.04,
0.0666, 0.1}. Furthermore, three different packet
sizes were considered, namely, 50 B, 500 B, and 1000
B.

The performance of the protocols was evaluated
using the following performance metrics:

* packet-delivery ratio (PDR), namely the ratio
of packets delivered to the sink node, defined
as the fraction between the packets correctly
received by the sink node and all the packets
generated by the nodes;
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* end-to-end latency, defined as the time that
elapses between generation of the packet and
its correct reception at the sink node; and

e energy per bit, defined as the energy consumed
in the network for delivery of a data bit to
the sink node.

Results of simulations

Figures 5, 6, and 7 show the performance of the
three protocols in the simulation scenario described.
The results refer to a size of the packet of 1000 B,
which corresponds to the best performance for all
three protocols considered (the performance for the
other packet sizes are summed up in Table 1). In order
to obtain a comparison in the same conditions between
the protocols, the characteristic parameters of QELAR
and of EFlood were set to the optimal values suggested
by the respective authors.

Metric

S0 Byies S0 Byses

Xom Aot xom A0.1

CARMA | QELAR | EFlood | CAKMA | GELAR | EFleod | CARMA | QELAR | EFloud | CARMA | QELAR

EFlomd

Packet Delivery Rato (%) £ (3] 85 o3 40 49 @ o8 73 ki 20
End-to-cnd hwency (s 377 (R0 2020 14.85 1360.0 4238 .36 .38 2023 1448 22
Energy per it (/h) o2y 0129 0143 0N32 0.iR7 0.109 1Hots (1016 1109 ; hoi 0328
Overheoad per bt 2.4y Had 0.23 3n7 H).15 0.1% 1417 O35 3.168) jJ) 29 112

32

27.68
DAE DS
G132

20

25

Table 1 - Simulation results for different network
traffic and packet size.

Packet delivery ratio. The PDR that was measured
for each protocol appears in Figure 5. The results are
consistent with the expectations. In particular, the
PDR decreases as the network traffic increases since
the collisions between the packets and the probability



CA 03010110 2018~06-26

WO 2017/064661 PCT/IB2016/056165

10

15

20

25

30

19

of finding the channel occupied increase. In any case,
CARMA shows the best performance: 1its PDR drops from
100% to 85% only when the network traffic is very
high.

The performance of CARMA basically depends upon
three factors: 1) the protocol minimizes the overall
number of transmissions necessary for transmitting a
packet from the source to the sink, and consequently
is able to identify the routes with the highest
probability of delivering the packet to destination;
2) forwarding of the packets 1in multipath as the
retransmissions 1increase, increases the robustness of
the protocol; 3) the maximum number of retransmissions
K 1is calculated dynamically on the basis of the
traffic, thus reducing the number of retransmissions
when the traffic 1is higher and consequently reducing
the collisions between the packets. Among all the
protocols, EFlood shows the worst performance on
account of the high number of transmissions, which,
above all as the 1load increases, results 1in a high
number of collisions. On the other hand QELAR shows
good performance as long as the traffic in the network
is low, but its PDR decays rapidly when the traffic
increases. This is because it does not have a dynamic
control on the number of retransmissions and because
it estimates TJless accurately than does CARMA the
quality of the communication 1links. At high loads the
difficulty of overhearing the packets, which 1is the
main mechanism used by QELAR for estimating the Tink
quality, results in a far from accurate estimate and,

consequently, in non-optimal routing decisions.
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Energy per bit. Figure 6 shows the energy

consumption for delivery of a databit to the sink.
EFlood is the protocol that consumes most for delivery
of a bit, above all in Jlow-traffic conditions. It
should be recalled that EFLood 1is a protocol based
upon flooding, and hence for 1its very nature 1is
characterized by a high number of transmissions and
corresponding high energy consumption.
CARMA and QELAR show good performance at Jlow traffic
intensities, with CARMA that 1is able to reduce
considerably consumption in the case of smaller packet
size (Table 1). However, as the level of traffic
increases, the performance of the QELAR decays as a
result of the higher number of retransmissions and of
the Tower number of data bits correctly delivered to
the sink.

Figure 8 shows how the energy per bit varies
between the network nodes, considering two scenarios
corresponding to a low and high load level. The energy
efficiency 1s. very wuniform in CARMA, whereas it
presents a greater variability 1in the other two
protocols.

End-to-end Tlatency. Figure 7 shows the mean
latency for delivery of the packets to the sink node.
As may be expected, as the level of traffic increases,
also the time necessary for delivery of a packet
increases. CARMA delivers the packets 1in the shortest
time 1n all the scenarios considered. By reducing the
number of retransmissions necessary for delivery of a
packet, CARMA acts effectively on the latency. EFlood
presents, instead, longer latencies, which depend upon
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the delay introduced for desynchronizing the
transmitting nodes, but that remain similar
irrespective of the network traffic. In EFJlood each
packet 1is transmitted exactly just once by each node
(there are no retransmissions), limiting the Ilatency
but at the expense of a Tower PDR. QELAR presents a
latency comparable to that of CARMA at low traffic
levels, except that it then increases significantly as
the Tlevel of traffic increases. This 1is because the
QELAR protocol is characterized by a high
retransmission rate (over 150% of the rate when the
traffic 1is 1low) together with the difficulty 1in
receiving the implicit acknowledgments, which
jeopardizes the «capacity of routing the packets
correctly.

A preferred embodiment of the method forming the
subject of the invention has been described herein. It
is evident, however, that numerous modifications and
variations may be made by the person skilled in the
sector, without thereby departing from the sphere of
protection of the invention as defined by the ensuing

claims.
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1. A method for selecting, in an underwater communication sensor network, at each
transmission/retransmission of a packet, a set of nodes to which the packet is to be sent,
the underwater communication sensor network including, for each node, a module that
governs a policy of transmission/retransmission of Logical Link Control (LLC) sublayer
and a routing module, the method comprising:

determining for each packet, using a self-learning algorithm, autonomously and
without explicit exchange of acknowledgement messages, an optimal set of nodes to
which a respective packet is to be re-sent, wherein the determination is based on a
number of times the respective packet has been transmitted;

determining a maximum number of retransmissions to be performed; and

selecting a best operating mode, according to specific characteristics of the
underwater communication sensor network;

wherein the LLC sublayer governs retransmission logic of the respective node by
performing in succession the following steps:

when the respective node has to send the respective packet, the respective node
interfaces with the routing module of the respective node to identify the optimal set of
nodes to which the respective packet is to be sent, wherein the LLC sublayer sends the
number of times that the respective packet has already been successfully transmitted to
the routing module and receives from the routing module the optimal set of nodes to which
the respective packet is to be sent, wherein the optimal set of nodes is a function of the
number of times that the respective packet has already been unsuccessfully transmitted

to the routing module;

Date Recue/Date Received 2023-05-18
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after the respective node has sent the respective packet and started a timer, the
LLC sublayer waits for an implicit acknowledgement using an overhearing technique
whereby the respective packet is considered as having been sent successfully in
response to at least one node of the optimal set of nodes to which the respective packet
is sent retransmitting the respective packet and the LLC sublayer continues transmitting
a next packet;

in response to a lack of retransmission of the respective packet by at least one
node of the optimal set of nodes, the respective packet is retransmitted after a backoff
period, wherein the maximum number of retransmissions to be performed is

a number of K times; and

in response to the maximum number of retransmissions to be performed being
equal to the number of K times, the respective packet is rejected, wherein the number of

K times is dynamically set based on an estimated load.

2. The method of claim 1, wherein, as conditions of the underwater communication
sensor network vary, using the self-learning algorithm, each node is able to modify a
respective policy, wherein the ability to modify includes the ability to modify (i) a number
of the optimal set of nodes and an identity of the optimal set of nodes to which the
respective packet is to be re-sent and (ii) the maximum number of retransmissions to be

performed for the respective packet.

3. The method of claim 2, wherein the self-learning algorithm is identical for each

node and is based upon Q-learning.
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4. The method of claim 1, wherein the self-learning algorithm includes, for each state,
tracking a set of variables Q1(s, a) for each value of s and a, wherein Q1(s, a) represents
a local estimate of the routing module regarding a cost associated with execution of action
a when node i is in state s, wherein said state s of the respective packet represents a
number of times the packet has been transmitted, wherein Q1(s, a) is the cost associated
with transmitting the respective packet that has been transmitted s number of times to a
set of nodes included in action a, and wherein possible sets of nodes included in action
a include:

a = {j}: the packet is sent to node j,

a = {j1, j2}. the packet is sent to nodes j1 and j2, and

a = {j1, j2,...,jn}: the packet is sent to nodes j1, j2,..., jn.

5. The method of claim 4, wherein the self-learning algorithm includes that, whenever
the respective node has to send the respective packet, the self-learning algorithm updates
the local estimate Q1(s, a) and chooses, based on the local estimate, the optimal set of

nodes to which the respective packet is to be re-sent.

Date Recue/Date Received 2023-05-18
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6. The method of claim 5, wherein the updating step includes:

calculating a new value of Qu(s, a) as a sum of: the cost associated with a current
transmission of the respective packet that has been transmitted s number of times to the
set of nodes included in action a and a mean cost of possible retransmission of the
respective packet, wherein the mean cost is discounted by a factor gamma between O
and 1,

where the cost associated with the current transmission is equal to a sum of:

i. a cost of transmission of the respective packet to the set of nodes included
in action a;

ii. a destination cost employed by the set of nodes included in action a to
deliver the respective packet to a respective destination, the cost being defined as sum
of the cost of transmission of each node j included in the set of nodes included in action
a, and wherein each cost of transmission is weighted with a corresponding likelihood of
the respective packet sent by the respective node i reaching the respective node j; and

iii. a loss cost associated with a possible loss of the respective packet in
response to the maximum number of retransmissions being reached, wherein the loss
cost is defined by the product of a constant L that represents a penalty associated with a
loss of the respective packet and a likelihood of the respective packet not being received
by any of the set of nodes included in action a,

wherein, in the sum, the cost of transmission and the loss cost are weighted using
a weighting value greater than zero, wherein a total sum of the cost of transmission and

the lost cost is equal to one; and

Date Recue/Date Received 2023-05-18
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in response to a number of retransmissions being less than the maximum number

of retransmissions, the loss cost is excluded from the sum.

7. The method of claim 6, wherein the selection of the set of nodes to which the
respective packet is to be sent includes the set of nodes included in action a with a lowest

cost.

8. The method of claim 1, wherein:

each node calculates and stores a number of packets correctly received from
neighbouring nodes, wherein the number of packets correctly received includes packets
received when the respective node is not an addressee; and

in response to node j correctly receiving the respective packet sent by node i, node
j determines, from a serial number of the respective packet, a number of packets n1 sent
by node j to determine a link quality as a ratio between packets received and packets

sent, wherein the link quality is calculated during a sliding time window.

9. The method of claim 8, wherein:

the maximum number of retransmissions is equal to a smallest integer greater than
a ratio between 0.5 and a product between a time of collision and network traffic, wherein
the time of collision is a sum of a time of transmission of the respective packet and a
maximum network propagation time, and wherein the network traffic is estimated by each

node based on traffic observed locally.
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10.  The method of claim 4, wherein the self-learning algorithm includes determining
autonomously, node by node, a specific communication apparatus to be used from
among multiple available communication apparatuses, wherein

each possible action specifies a respective specific communication apparatus to
be used including:

a = {m1, [j]} if the packet is sent to node j using apparatus m1;

a = {mz, [j1,j2]} if the packet is sent to nodes j1 and j2 using apparatus mz; and

a = {mx, [j1,j2-..,jn]} if the packet is sent to nodes j1,j2...,jn, using apparatus mi.

11.  The method of claim 6, wherein an overall cost associated with the current
transmission is equal to the sum of the following three terms:

i. the cost of transmission of the respective packet using a respective specific
communication apparatus specified by action a;

ii. the destination cost employed by the set of nodes included in action a to
deliver the respective packet to a respective destination, the destination cost being
defined as the sum of the costs of transmission to each node j included in the set of nodes
included in action a, wherein each cost of transmission is weighted with a corresponding
probability of the respective packet sent by the respective node i reaching the node j, and
wherein the corresponding probability is based on the respective specific communication
apparatus; and

iii. the loss cost associated with the possible loss of the respective packet in
response to the maximum number of retransmissions being reached, wherein the loss

cost is defined by the product of a constant L that represents the penalty associated with
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the loss of the packet and a probability of the respective packet not being received by any

of the set of nodes included in action a.

12.  The method of claim 10, wherein:

each node calculates and stores a number of packets correctly received from
neighbouring nodes using the multiple available communication apparatuses, wherein the
number of packets correctly received includes packets received when the respective node
is not an addressee; and

in response to node j correctly receiving the respective packet sent by node i using
apparatus m, node j determines, from a serial number of the respective packet, a number
of packets n sent by node j using the apparatus to determine a link quality corresponding
to n™1 as a ratio between packets received and packets sent, wherein the link quality

corresponding to n™¢ is calculated during a sliding time window.
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WO 2017/064661

CA 03010110 2018-06-26

PCT/IB2016/056165
1/4

S
* R
& ! & N B \
' e X sink nod
“u i, sinknode
S5 \\\§§\‘\ @%%\ . § E
i S BN s B -
N T L S Y S0 S
DY LISt e Ty
Pyl et s oL
- &S Ny oy §
Rt SNV s @ \ : \\
I N N
§ node N 3 S
N DR
" §
H {
‘ ) \ "““\"\‘\Xi 3 o
R S N o A AN <

FIG.1

Layer 2 - Datalink (DL)

FIG.2

y
%m

Layer 3 - Network (N)

Sublayer — Logical Link Control
(LLC)

AN AR AW AW AT SR MR AR AR A AT BN ANE AN AW B AW WA AN W S We Ay

Sublayer — Medium Access Control
(MAC)

Layer 1 - Physical
(PHY)




WO 2017/064661

CA 03010110 2018-06-26

PCT/IB2016/056165

2/4
=0
k=K? YES
NO Transmission
failed.
Packet rejected
value of k @
Send k and receive —
k=k+1 set of addressees a
- atrouting module |~ et of
addressees g
Transmit packet to
set a.
Start timer

Implicit ACK
received?

Timer elapsed?

NO

YES

Transmission
CK

FIG.3



WO 2017/064661

valye of X

CA 03010110 2018-06-26

3/4

PCT/IB2016/056165

of next-hap vodes

Y

i

set of

addressees a

FIG.4




WO 2017/064661

~
=
=
Py
=
Eod
=5

T {e)

.3

CA 03010110 2018-06-26

4/4

PCT/IB2016/056165

™ v
T . S
OO G R s g

CATALS s

B e

SELAR «x N e
EFsod oni ne
aprtarie '\\ *
- s X
o] 354 e

PR,
g AR« -\&-: :
ZEood mudh

Hons el Q b e
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 3
o

PRE—
L, 35;‘;3
E




k=0

Transmission
failed.
Packet re/ected

value of k

k=k+1

Send k and recelve
set of addressees o

at routing module set of
i addressees a

Transmit packet ta
seta.
Start timer

Implicit ACK
received?

Transmission
OK

Timer elapsed?



	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - ABSTRACT
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - CLAIMS
	Page 27 - CLAIMS
	Page 28 - CLAIMS
	Page 29 - CLAIMS
	Page 30 - CLAIMS
	Page 31 - CLAIMS
	Page 32 - CLAIMS
	Page 33 - DRAWINGS
	Page 34 - DRAWINGS
	Page 35 - DRAWINGS
	Page 36 - DRAWINGS
	Page 37 - REPRESENTATIVE_DRAWING

