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SIGNED MONTGOMERY ARITHMETIC
TECHNICAL FIELD
[0001] The following relates generally to Montgomery arithmetic and in particular

provides Montgomery arithmetic utilizing signed quantities.

BACKGROUND

[0002] In cryptography, e.g. public key cryptography, operations such as multiplication
or exponentiation of integers in some group Z, may be required, where modular anithmetic is
used to operate on the integers. For example, to multiply two numbers modulo some 7, the
classical approach is to first perform the multiplication and then calculate the remainder.
Although the classical approach is simple for basic operations such as in multi-precision
calculations and does not require precomputation, the step of calculating the remainder is
considered slow. The calculation of the remainder is referred to as reduction in modular

arithmetic.

10003]) Modular reduction is often employed in cryptographic applications. Of the well
known methods for modular reduction, the one most commonly used is the method of
Montgomery modular reduction, referred to as Montgomery reduction in short. One way to
avoid the expensive reduction in the classical approach is to use such Montgomery reduction,
and thus the computation of modular reduction is often computed this way. Montgomery
reduction benefits from the fact that steps of multiplication and shifting are generally faster
than division on most computing machines. Montgomery reduction relies on performing
certain precomputations and, by doing so, many calculations can be done faster. Also, as
opposed to classical methods of reduction-from-above such as Euclidean division,
Montgomery reduction reduces from below, that is, the method proceeds by clearing the
least-significant portions of the unreduced quantity, leaving the remainder in the upper

portion.

[0004] In Montgomery reduction, calculations with respect to a modulus » are carried out
with the aid of an auxiliary number R called the Montgomery radix or base. When the
modulus is a prime number, a good choice of radix is a power of two, typically chosen as the
first convenient power of two larger than the modulus. In the following, the exponent of the
power is denoted by L so that R = 2" The Montgomery reduction of a number a with radix R

and prime modulus # is the quantity given by aR™* mod n. The Montgomery multiplication of
q p

-1-
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two numbers is the Montgomery reduction of their product, written as a ® b = abR ™ modn.
Calculations are carried out on numbers in their Montgomery form. The Montgomery form
of a number a is defined as @ = aRmodn. Conversion to Montgomery form may be carried
out via Montgomery multiplication where d = a ® R* = aRmodn. Conversion from

Montgomery form back to regular form may be carried out by Montgomery reduction:

@R modn = amodn, or the Montgomery multiplication: @ ®1=aRR™ =amodn.

[0005] The Montgomery exponentiation of a number is carried out via the usual square-
and-multiply method, substituting Montgomery multiplication for the usual multiplication.

As can be appreciated, efficiency may be increased by pre-computing certain fixed values to
be used in the calculations. Such values include u =(-n)™ mod2”, for some w typically

being the bit size of a word (or block) of the value (or perhaps the entire value) being

operated on and R* mod n.

[0006] In a given cryptographic system, a computational engine may be used for
calculating the Montgomery product of two numbers, sometimes referred to as a
Montgomery engine or Montgomery machine. The engine may be implemented in a
hardware or software module and operates on a set of parameters to produce a result. For
example, the engine may be used to produce the result @ ® b by inputting a and b. The
Montgomery engine can be configured to also convert to and from Montgomery form. For
converting to Montgomery form, the engine accepts @ and R* as inputs and produces an
output a. Conversely, for converting back to normal form, the engine accepts 4 and 1 as
inputs and outputs a. The engine may also be configured to calculate the Montgomery
reduction of a number. In this case, the engine accepts a and 1 as inputs and produces
aR™'modn as an output. To intialize the Montgomery engine, the engine is loaded with a

modulus p and a radix R.

[0007] The use of Montgomery reduction to implement Montgomery multiplication is
well known. There are many algorithms that can be used to perform the Montgomery
multiplication. In one example, the Montgomery multiplication of two m-bit integers a and b

in base 2", reduced mod an m-bit integer n, where a = (a,_,..a,a,), b= (b, ,..bb,),

n=(n, .mn),and 0<a,b<n,produces an output bR~ mod . In this example,
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R=2",and g =-n"mod2" asabove. In one exemplary algorithm, Montgomery

multiplication may proceed as follows:
[0008] 1. A« 0, where Zistheresultand Z =(z,,z,,_,...z,z,) .
[0009] 2. For i from 0 to (m-1) do the following;:

[0010] 2.1 u, < (z, +a,b,)mod2" ; and
[0011] 22 Z<«(Z+ab+un)/2”.

[0012] 3 Z2nthen Z« Z—-n.
[0013] 4. Return (Z).

[0014] In the above algorithm, it can be seen that a final comparison against the modulus
and a conditional subtraction is performed, if the result is greater than or equal to the
modulus. It will be appreciated that in performing an EC addition, a conditional addition
may be performed. A side-effect of such a conditional subtraction is that information can be
leaked to a side-channel analysis or attack, which is known to generally involve a process of

exploiting some implementation aspect of a cryptographic algorithm such as sequential

computational operations.

[0015] If Montgomery multiplication is to be used in elliptic curve computations, then the
required operations may mix additions and subtractions alongside Montgomery
multiplications and squarings. An example of such an elliptic curve operation is the EC point
doubling formulae, which is defined in the Guide to Elliptic Curve Cryptography (Hankerson,
Menezes, Vanstone) on page 91, Algorithm 3.21. A side-effect of these mixed additions and
subtractions is a non-uniformity of operation to again reduce the results into the range
required for Montgomery multiplication, which can possibly involve conditional additions or
subtractions. For example, adding quantities can require subtraction of the modulus to reduce
the value. Also, the subtractions of quantities can result in negative values. Typically, the
modulus is added to such negative quantities to bring the modular result into the positive
range. All of these conditional additions/subtractions can potentially leak information on the

operands. Even if the operation is always performed, but the result is not always used (so

-3-
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called ‘dummy’ operations when not used), information can still potentially leak if the use or

non-use can be detected.

[0016] It is therefore an object of the following to inhibit the above-mentioned side-

channel attacks during Montgomery operations.

SUMMARY

[0017] It has been recognized that modifying Montgomery arithmetic to utilize signed
quantities, allows for the computation of Montgomery arithmetic, in particular Montgomery
multiplication, in particular for performing Montgomery multiplication mixed with modular
additions and subtractions, to be implemented in a more uniform way and thus inhibit

information leakage.

[0018] In one aspect, there is provided a method for performing Montgomery arithmetic
1n a cryptographic operation comprising representing operands in a Montgomery arithmetic
operation as signed values; and operating on the signed values to produce a result for use in

the cryptographic operation.

[0019] In another aspect, there is provided a computer readable medium for performing
Montgomery arithmetic in a cryptographic operation comprising computer readable
instructions for representing operands in a Montgomery arithmetic operation as signed
values; and operating on the signed values to produce a result for use in the cryptographic

operation.
[0020] In yet another aspect, the arithmetic operation is Montgomery multiplication.

[0021] In yet another aspect, the signed values are obtained by representing said operands

1n two’s complement form.

[0022] In yet another aspect, there is provided a Montgomery machine comprising an
arithmetic logic unit configured to operate on signed versions of Montgomery operands; a
register file; and a controller, said controller being configured to load said signed versions of
said Montgomery operands into said register and operate said arithmetic logic unit on said

signed versions to produce a result.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0023] An embodiment of the invention will now be described by way of example only

with reference to the appended drawings wherein:
[0024] Figure 1 is a schematic block diagram of a cryptographic communication system.

[0025] Figure 2 is a schematic block diagram of any one or both of cryptographic

modules shown in Figure 1.
DETAILED DESCRIPTION OF THE DRAWINGS

[0026] Referring now to Figure 1, a cryptographic system 10 generally comprises a first
correspondent 12 that communicates with a second correspondent 14 over a communication
channel 16. Each correspondent includes a cryptographic module 18, which either has its
own memory 20 for storing inputs, outputs and intermediate portions of cryptographic
operations, or has access to an external memory 20 that is part of the correspondent (12, 14).
It can be seen that in the example shown in Figure 1, the first correspondent 12 includes a
memory 20 external to the cryptographic module 18 and the second correspondent 14
includes memory 20 that is internal to the cryptographic module 18 to illustrate that the
capability to store data can be provided in any suitable arrangement. It will also be
appreciated that the memory 20 can be external to and accessible (e.g. via a network

connection etc.) to the correspondent 12, 14 (not shown) if necessary or desired.

[0027] The cryptographic module 18 is configured to perform cryptographic operations
such as encryption/decryption, signing and modular arithmetic, etc. In this example, the
cryptographic module 18 is configured for performing elliptic curve cryptographic (ECC)
operations, and includes a block Montgomery machine 22, further detail of which is shown in
Figure 2. It will be appreciated that the cryptographic module 18 and any component thereof
may be implemented as an apparatus in either hardware or software (computer readable

instructions embodied in/on a computer readable medium).

[0028] As can be seen in Figure 2, the cryptographic module 18 includes a controller 24,
the block Montgomery machine 22, and a memory 30. The machine 22 generally comprises

a register file 26 and an arithmetic logic unit (ALU) 28.

-5
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[0029] The memory 30 may also be included in the machine 22 or be external to the
machine 22 as illustrated. It will be appreciated that the memory 30 may comprise all or part
of the memory 20 (shown in Figure 1) or may be provided as a separate component in the
cryptographic module 18 as shown. The memory 30 may include random access memory

(RAM), read only memory (ROM) and/or any other type of suitable memory structure.

[0030] The register file 26 1s a group of general purpose registers, which may be used as
intermediate storage for cryptographic operations performed for and by the cryptographic
module 18. The register file 26 communicates with the ALU 28 via data input buses 32. The
ALU 28 comprises integer arithmetic circuitry. A data output or result bus 34 is provided
from the ALU 28 to the register file 26 for writing results of computations performed in the
ALU 28 to the register file 26.

[0031] Computational operations of the ALU 28 are controlled via programmed
instructions residing in or accessible to the controller 24. A memory bus 36 is also provided
to enable the controller 24 and the machine 22 to utilize memory 30 when performing and
outputting results of the cryptographic operations. Typically, the machine 22 is utilized in an
existing host computer system and the controller 23 receives control signals from the host

system and communicates data to the register file 26 and ALU 28.

[0032] The general purpose registers that make up the register file 26 are made up of a
certain number of blocks, each having a fixed length, e.g. 128 bits. As is well known in the
art, the blocks are used to store data (operands, results etc.) during Montgomery

computations.

[0033] It has been recognized that by providing and using a version of Montgomery
arithmetic utilizing signed quantities, the computations can be performed in a more uniform
way so as to not leak information to a side channel analysis. For example, using signed
quantities allows for not only addition, but also subtraction to merely increase the bound of
the magnitude of the quantities to be input to the Montgomery multiplication operation.
Given bounds on 1nitial quantities, addition or subtraction increases this bound by a single bit,
assuming that reduction is not applied, which is important as the Montgomery algorithm is

limited in the range of values it can handle by the Montgomery radix R that has been
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implemented. The operands will thus become larger as they are added or subtracted (again if

reduction does not take place).

[0034] As will be discussed and shown below, the parameters of the Montgomery
multiplication can be tailored to suit the bounds on the input operands, resulting in more
uniform computations and thus not requiring the leakage prone expedient of conditional or

dummy subtraction.

[0035] Firstly, the following illustrates how the requirement for positive inputs in

traditional Montgomery multiplication can leak information about the operands.

[0036] The computation being performed in the following examples is ((d— &) ® émodn,
where the ‘*’ indicates Montgomery form, ® indicates a Montgomery multiplication
operation, and » is the modulus. For this computation, the inputs to the Montgomery
multiplier would be (4—6) and ¢. It will be appreciated that this computation 1s for

illustrative purposes only and that the following principles can be equally applied to other
computations. In the following example, for ease of explanation, the modulus n = 2°°-1. As

outlined above, the Montgomery multiplication of two values a and & is obtained by

performing the computation: a ® b = abR™ modn , where R is the radix, which is typically

chosen to be a power of 2, larger than ».

[0037] In this example, R may be chosen to be: R = 2°2. To simplify the following
explanation, hexadecimal notation will be used. As such, n = Ox3FFFFFFF and R =
0x100000000, ‘0x’ being the typical computer language representation where the leading

zero 1s used to recognize the value as a number and the ‘x’ is used to signify hexadecimal.

[0038] In this example: ¢ = 0x2953F462, b = 0x33AA8952, and ¢ = 0x1E349902.

[0039]  Given the above values, the result obtained by computing the first part of the

computation is: a —h=- 0xA5694F0, i.e. a negative value. To input this result to a

traditional Montgomery multiplication operation, this value would require an addition to

move the input (4 — l;) into the positive range. Often this is done by adding the modulus n to

the negative value, namely where: @ —b+n = 0x35A96BOF. It can be seen that in order to

condition the inputs for use in traditional Montgomery multiplication, a conditional operation

-7-



AN W W

~

10

11
12
13

14

15
16

17

18

19
20
21
22
23
24
25
26
27

WO 2009/055906 PCT/CA2008/001887

is performed to determine if the value is negative and, if so, the conditional addition shown
above 1s performed. This conditional addition can be problematic in that the presence of the
conditional operation can leak information about the operands. For example, in a side-
channel analysis, whenever the conditional addition is performed, the attacker may be able to
ascertain that one of the inputs is a negative value, thus leaking information that can be used

in an attack.

{0040} Once the conditional addition has been performed, the standard Montgomery
multiplication of the two inputs (where (a— b) has been shifted to be positive) can proceed,

since the inputs are both positive. The full multiplication (i.e. before reduction) is then:
[0041] (a—b+n)*¢ =0x35A96B0F * 0x1E349902 = 0x654E1082D5ACDI1E.

[0042] The product from the above computation requires the use of a cancelling multiple
u, which in this example would be 0XADSACDIE (see step 2.1 above where u; represents a
digit from the cancelling multiple u).

[0043]  The cancelling multiple u = (u,, ,....;u,) is then used as follows:

[0044] (a- b+ n)*¢ +0xADSACDIE * n = 0x31AB944F00000000 to zero the bottom

bits for reduction.

[0045] The value 0x31AB944F00000000, when shifted down, produces the result:
[0046]  (G—B+n)®é=0x31AB944F.

[0047] It is our observation that the cancellation of the low-order components of negative
multiples is also a method of reduction, now in absolute value. In other words, it has been
observed that Montgomery style reduction can be applied directly to negative quantities as
well as positive values, producing the new form which does not require conditional
operations to move values into the positive range. The low-order components of the resulting
product, or partially completed product, can be reduced either by the addition of multiples of
the modulus, as is usual in the standard Montgomery multiplication which accepts positive
values, or by subtracting multiples of the modulus, which of course depends on the actual

computation.

-8-
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[0048] From the above observations, it has been recognized that signed versions of the
Montgomery values in a Montgomery computation can be used to avoid the conditional
addition and subtraction that can leak information. The above example, namely Montgomery
multiplication will be used to illustrate how the signed version obtains the same result
without the conditional operations although it will be appreciated that the signed
Montgomery values can be used in any Montgomery operation performed by the

Montgomery machine 22,

[0049] As there are many ways to represent negative integer quantities, €.g. one’s
compliment, two’s complement etc., there are many ways to represent the Montgomery
values as signed values. Since the most ubiquitous of the techniques is the two’s compliment
approach, the following example will illustrate the effectiveness of using signed Montgomery

values using a two’s complement representation.

[0050] As computed above, the value a —b=—0xA5694F0 is a negative value. If the

two’s compliment of this value is computed, the value would be: a — b =0xF5A96B10, where

the sign bits have extended the value to 32 bits.

[0051]) To illustrate the conversion, the decimal representation can be examined:

[0052]  (4-b),,.., = 693367906 — 866814290 = -173446384, which in hexadecimal

would be ~A5694F0 as before. To take the two’s complement, first consider the binary
representation of value A5694F0, which is: 0000 1010 0101 0110 1001 0100 1111 0000, with

the four leading zeros indicating it is a negative value.

[0053]) To take the two’s complement, each bit is inverted and a one (1) added to the
inverted value, namely: 1111 0101 1010 1001 0110 1011 0000 1111 +1 =

[0054] 1111 0101 1010 1001 0110 1011 0001 0000.

[0055] When converting this two’s complement value in binary back into hexadecimal,

the result is FSA96B10 where the F indicates that it is a signed value.

[0056] The two’s complement or signed version of (a— l;) can be directly input into a

signed-capable version of a Montgomery multiplication routine. A signed-capable

-9.
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Montgomery multiplication is a version wherein the multiplications consider quantities to be
signed. That is, the values a, b, Z (not the individual digits) are considered to be signed
quantities. The signed capable version does not need to perform the conditional subtraction
shown above in the context of the traditional Montgomery multiplication. As a result, the

signed-capable Montgomery multiplication operation computes:

[0057] (a- l;) ®¢ = 0xF5A96B10 ® 0x1E349902 = 0x31AB944F, which as shown

above in the traditional Montgomery operation, is the correct result.

[0058] The signed-capable Montgomery operation would be implemented by including
two’s complement architecture in the cryptographic unit 18 so that the controller 23 performs
the arithmetic with a two’s complement signed representation and then perform a normal
Montgomery multiplication on the positive values, which does not require a conditional
subtraction at the end. As shown in Figure 2, the machine 22 can store a traditional
Montgomery multiply routine but more importantly, has a signed version of Montgomery
multiply that does not include the conditional subtraction. The operation would be performed
by obtaining the signed versions of the operands, initiate the signed Montgomery multiply
routine and use this routine to operate on the signed operands. Again, if the signed versions
are in two’s complement, the cryptographic unit 18 would include architecture to represent

values in the two’s complement form.

[0059] As a more realistic example, another computation that could be performed is

(a- 5) ®cmod p, where ® is the Montgomery multiplication, and

p=2"%(2%" -1)+2" +2° —1 (i.e. a prime used for the NIST ECC standard).
[0060] Then, if:

[0061] &=
0xFDF45D5F6C24293B5DB473EF2344D12DA153C6B6FDIDDEIOESE3401F45EAD3ASG;

A~

[0062] b = 0xFF2BEC9B6C491FEIBEF159874BCBCSEA3DS5F386A750B52D8B781339F66C5765E;

and

[0063] ¢ = 0x60AC2031CA11CC7B0OC7232B22CBIFCIDCO11C42CT0F5432353F8739D3ACI1FAE

-10 -
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[0064] then:

[0065] a-b =-
0x1378F3C0024F6AE613CE5982886F7BCICOB71B3776D74C7CDIDF38020DAA2BS ;

[0066] which would require an addition to move the value to the positive range, similar to

the example above. If this value is instead represented in two’s complement, (where the

FF..FF denotes sign extension to the top of the representation), a —b would be represented

as:
[0067] G —b = OxFF..FFEC870C3FFDB09519EC31A67D779084363F48E4C88928B3832620CTFDF255D48

[0068] This result could be directly input into the signed-capable version of Montgomery

multiply mentioned above, i.e. a version lacking any final conditional subtraction.

[0069] This results in:

[0070] (a—b) ® ¢ =0x5AEBEOE982B09295A55C725BOAE23F4E415FSEE87TCDBAD6TCB3F 1752026201 E2;

which is the correct result.

[0071] It can therefore be seen that Montgomery style reduction can be applied directly to
negative quantities as well as positive values, producing the new form which does not require
conditional operations to move values into the positive range. The low-order components of
the resulting product, or partially completed product, can be reduced either by the addition of
multiples of the modulus, as is usual in the standard Montgomery multiplication Which
accepts positive values, or by subtracting multiples of the modulus, which of course depends

on the actual computation.

[0072] From the above observations, it has been recognized that signed versions of the
Montgomery values in a Montgomery computation can be used to avoid the conditional
addition and subtraction that can leak information, for example, using a two’s complement

representation.

[0073] Although the invention has been described with reference to certain specific

embodiments, various modifications thereof will be apparent to those skilled in the art

- 11 -
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1  without departing from the spirit and scope of the invention as outlined in the claims

2  appended hereto.
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Claims:

A method for performing Montgomery arithmetic in a cryptographic operation
comprising representing operands in a Montgomery arithmetic operation as signed values;
and operating on said signed values to produce a result for use in said cryptographic

operation.

The method according to claim 1 wherein said arithmetic operation is Montgomery

multiplication.

The method according to claim 1 wherein said signed values are obtained by representing

said operands in two’s complement form.

The method according to claim 1 wherein said signed values are obtained by representing

said operands in one’s complement form.

The method according to claim 1 comprising executing a signed-capable Montgomery
operation stored in a Montgomery machine to instruct said Montgomery machine to

operate using said signed values.

A computer readable medium for performing Montgomery arithmetic in a cryptographic
operation comprising computer readable instructions for performing the method

according to any one of claims 1 to 5.

A Montgomery machine comprising an arithmetic logic unit configured to operate on
signed versions of Montgomery operands; a register file; and a controller, said controller
being configured to load said signed versions of said Montgomery operands into said

register and operate said arithmetic logic unit on said signed versions to produce a result.

The machine according to claim 7 wherein said arithmetic operation is Montgomery

multiplication.

-13 -
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9. The machine according to claim 7 wherein said signed values are obtained by

representing said operands in two’s complement form.

10. The machine according to claim 7 wherein said signed values are obtained by

representing said operands in one’s complement form.

11. The machine according to claim 7, further comprising a memory storing a signed capable
Montgomery operation, said controller being further configured for executing said

signed-capable Montgomery operation to instruct said controller to operate using said

signed values.

12. The machine according to claim 11, further comprising a traditional Montgomery
operation stored in said memory, said controller being further configured for selecting
either said signed-capable Montgomery operation or said traditional Montgomery

operation according to an instruction.
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