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contained with the block of data. If the block of data passes the logical check, then the block of data may be written to nonvolatile

memory. Thereafter, when the block of data Is read from nonvolatle memory a physical checksum verification procedure Is

performed on the block of data to determine whether the block of data was corrupted after performing the logical check on the data
contained with the block of data.
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FNHANCEMENTS TO DATA INTEGRITY VERIFICATION MECHANISM

FIELD OF THE INVENTION
The present invention relates generally to data integrity in computer applications,

and more specifically, to a data integrity verification mechanism.

BACKGROUND OF THE INVENTION

Society has become extremely dependent upon computers. In today’s world,
computers are used for everything from financial planning, to company payroll systems,
to aircraft guidance systems. Because of the wide spread use ot computers systems, data
corruption is a problem that can affect almost any individual and an issue that continues
to plague both the computer hardware and computer software industries.

For example, software applications, such as database applications, are extremely
dependent upon maintaining the integrity of their data. If the data associated with a
database application is corrupted, users may experience incorrect results and possibly
system crashes.

Data corruption may result for a variety of reasons and from a variety of different
sources. For example, a software “bug” in a database application may itself cause mvahd
data, such as a negative social security number or invalid pointer address, to be stored 1n a
table or data structure. In addition, other programs executing on the same computer
system, including the operating system itself, may inadvertently over-write certain
variables, tables, data structures, or other similar types of information, thus corrupting the
data that is associated with a particular software application. Still further, when an
application writes a block of data to a storage medium, the data typically travels through
many intermediate layers of software and hardware before it is actually stored to the
storage medium. Hence, there is even a further potential for the data block to become
corrupted prior to, or at the time it is being written to the storage medium.

For example, when writing a data block to disk, the data may travel from the
software application to a volume manager, from the volume manager to a device driver,
from the device driver to a storage device controller, and from the storage device
controller to a disk array before being stored onto disk. When the data block 1s later read
from the disk, the data must again travel through the same set of software and hardware
layers before it can be used by the software application. Thus, a bug at any of these
layers may potentially corrupt the data. Additionally, if the disk 1s unstable, thus causing
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errors to be introduced into the data after it is written to disk, the integrity of the data may
be compromised even if the other layers do not erroneously alter the data.

Conventionally, data locking schemes provide one method for maintaining the
integrity of data that is associated with a particular application. By locking the data so as
to deny access by other applications, the operating system can generally warrant that data
associated with one application is not over-written or corrupted by another application.

However, conventional locking schemes do not protect against such problems as
media failures or bugs in disk drivers or other low level firmware. Moreover, the
operating system may itself contain bugs that erroneously cause data to be overwritten
and/or corrupted. Thus, conventional locking schemes cannot consistently ensure that the
integrity of the data will always be maintained or that corrupted data is never stored to a
storage medium.

One method for identifying corrupted data that has been stored on disk is through
the use of logical checks and physical checksums. A logical check is a mechanism
whereby the integrity of the data is determined by comparing the data to certain
predetermined characteristics that are expected to be associated with the data values. For
example, if a column in table A includes a set of pointers that are to index a specific row
of table B, if any of the pointers has an address value that is not associated with a row of
table B, that pointer may be identified as having a corrupted address value. Similarly, 1f a
particular column in a table is configured for storing employee telephone numbers, 1f the
value in any row for that column is determined to be negative, that value can be identified
as corrupted.

FIG. 1 illustrates one method for determining the integrity of data that is retrieved
from disk by an application. In this example, a user has interacted with application 104 to
generate and/or update a block of data that is associated with application 104. For
example, the block of data may include updated information for certain tables of a
database. To store the data block to disk, a logical check 120 is first performed on the
data to verify its integrity. Next, a physical checksum calculation 122 1s preformed to
calculate and store a checksum value within the data block. The physical checksum
calculation 122 provides a mechanism whereby subsequent changes to the bit pattern of
the data block may be identified when the data is read back from disk. For example, a
checksum value may be c¢alculated and stored within the data block so that when a logical
operation, such as an exclusive-or (XOR) operation, is applied to the bits within the data

block, a checksum constant such as zero is calculated. Thereafter, the data block is sent
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to storage device controller 106 and then from storage device controller 106 to disk array
110, possibly via a network 108, for storage on one or disks 114-118.

Afterwards, if application 104 again requires the updated information contained in
the data block, the data block must again travel through several layers (1.e., from the one
or disks 114-118 to disk array 110 and from disk array 110 to storage device controller
106 over network 108) before it can be used by application 104. To determine the
integrity of the data block, a physical checksum verification process 1s performed to
verify that the data block still has the correct checksum constant value. Ifitis determined
that the data block still has the correct checksum constant value, then a logical check 126
is performed on the data to verify that that data block was not corrupted between the time
when logical check 120 was performed and the time when physical checksum calculation
122 was preformed.

However, a drawback with the described method for verifying the integrity of a
data block is that performing a logical check on the information within the data block
requires a significant amount of time and resources (overhead). For many applications
that require a large number of data blocks to be continually written and read from disk,
for example database applications, the additional overhead can dramatically affect the
efficiency and response time of the application.

In addition, another drawback with the described method 1s that 1t allows for
corrupted data to be written to disk. For example, if the data 1s corrupted after the logical
check 120 is performed, the data will still be written to disk after physical checksum
calculation 122 is performed. However, for many applications, specifically non-
transaction based applications, the writing of corrupted data to disk can have a
catastrophic effect as the invalid changes cannot be easily backed-out.

Based on the foregoing, there is a need for a mechanism for reducing the overhead
that is typically associated with storing and retrieving data from disk.

There is also a need for a mechanism that reduces the likelihood that corrupted
data is written to disk.

In addition, there is also a need for mechanism that increases the likelthood that

data is written to the correct area on disk.

SUMMARY OF THE INVENTION

According to one aspect of the invention, techniques are provided for maintaining data

integrity. According to one technique, a physical checksum calculation is performed on a

block of data. After performing the physical checksum calculation, a logical check is
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performed on the data contained with the block of data. It the block of data passes the
logical check, then the block of data may be written to nonvolatile memory.

According to one feature, when the block of data is written to or read from
nonvolatile memory a physical checksum verification procedure 1s performed on the
block of data to determine whether the block of data was corrupted after performing the
logical check on the data contained with the block of data. The physical checksum
verification may be performed in a storage device or another location, depending upon the
requirements of a particular application.

According to another aspect of the invention, a method 1s provided for evaluating
a data block. The method includes performing a physical checksum verification on the
data block. The method also includes verifying whether address data contained within the
data block specifies a location 1n nonvolatile memory where the data block is to be stored.

According to another aspect of the invention, a method 1s provided for storing a
data block to a nonvolatile memory. The method includes performing a physical
checksum verification on the data block and after performing the physical checksum
verification on the data block, performing a logical check on data contained in the data
block. If both the physical checksum verification and the logical check are successful,
then the data block 1s allowed to be stored to the nonvolatile memory.

According to another aspect of the invention, a method 1s provided for storing a
data block to a nonvolatile memory. The method includes determining whether an
operation that will store the data block to the nonvolatile memory will store the data block
at a desired storage location associated with the data block. The method also includes
only storing the data block to the nonvolatile memory if the operation that will store the
data block to the nonvolatile memory will store the data block at the desired storage
location associated with the data block.

The invention also encompasses a computer-readable medium, a computer data
signal embodied 1n a carrier wave, and an apparatus configured to carry out the foregoing

steps. Other features and aspects will become apparent from the following description

and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not by way of

limitation, in the figures of the accompanying drawings and in which like reference

numerals refer to similar elements and in which:
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FIG. 1 is a block diagram that illustrates a conventional method for determining
the integrity of data that is retrieved from disk by an application;

FIG. 2 illustrates a block diagram of a data integrity validation mechanism in
which the present invention may be utilized;

FIG. 3A illustrates a block diagram of a multi-level data verification system 1in
which the present invention may be utilized;

FIG. 3B illustrates a block diagram of another data verification system in which
the present invention may be utilized;

FIG. 4A is a flow diagram that illustrates an example of a multi-level verification
sequence for verifying the integrity of data that is to be written to nonvolatile memory;

FIG. 4B is a flow diagram that illustrates an example of a multi-level verification
sequence for verifying the integrity of data that 1s read from nonvolatile memory;

FIG. 5 illustrates a mechanism for verifying the location that a block is to be
written to nonvolatile memory;

FIG. 6A illustrates a block diagram of a backup system in which the present
invention may be utilized;

FIG. 6B illustrates a block diagram of another backup system in which the present
invention may be utilized;

FIG. 6C illustrates a block diagram of yet another backup system in which the
present invention may be utilized; and

FIG. 7 is a block diagram of a computer system with which an embodiment may

be carried out.

DETAILED DESCRIPTION OF THE INVENTION

A data validation mechanism is provided for validating the integrity of data that 1s
associated with an application. In the following description, for the purposes of
explanation, numerous specific details are set forth in order to provide a thorough
understanding of the present invention. It will be apparent, however, to one skilled in the
art that the present invention may be practiced without these specific details. In other

instances, well-known structures and devices are shown in block diagram form in order to

avoid unnecessarily obscuring the present invention.

OPERATIONAL CONTEXT

A data validation mechanism is provided for validating the integrity of data that is

associated with an application. In one embodiment, prior to writing a block of data to

-5
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disk, a physical checksum calculation process is performed on the data block. The
physical checksum calculation process provides a mechanism whereby a subsequent
physical checksum verification process can be performed to determine whether the data
block has been subsequently altered. For example, the physical checksum calculation
process may include performing a logical operation on the data within the data block to
determine a checksum value and inserting the checksum value into the data block, thus
associating a constant checksum value with the data block. The physical checksum
verification process, on the other hand, may include subsequently performing the logical
operation on the data block and comparing the results with the previously calculated
checksum to verify that the data block still has the correct constant checksum value.

After the physical checksum calculation process 1s performed and prior to storing
the data block to disk, a logical check is performed on the data within the data block to
verify that certain predetermined characteristics are associated with the data values. If
and only if the logical check indicates that certain predetermined characteristics are
associated with the data, then the data block is allowed to be written to disk. Thereafter,
because the physical checksum calculation process was performed prior to the logical
check, when the data block is again required by the application, only a physical checksum
verification process is required to verify the integrity of the data block. Although various
embodiments of the invention are described herein in the context of disk arrays and disks,
the invention is not limited to this context. Embodiments of the invention are applicable
to any type of storage medium, such as tape, optical media, or any other type of storage
media.

FIG. 2 illustrates a block diagram of a data validation mechanism 200 1in which
the present invention may be utilized. In general, data validation mechanism 200
includes a host computer 202, a network 108 and a data storage unit 112.

Network 108 is a network system that provides a communication medium for
communicating between host 202 and data storage unit 112. Network 108 may represent
a variety of different forms of communication mediums which includes but is not limited
to a serial or parallel medium connection, a local area network (LAN), a wide area
network (WAN), the global packet-switched network known as the Internet, a wireless
transmission medium, or any other medium for exchanging information between the
participants. Network 108 represents a direct cable connection to Disk Array 100 that
utilizes a communication protocol such as SCSI or fiber channel, or a combination of

different network mediums, for example a combination of LANs and wireless
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communication networks that are configured to allow Storage device controller 106 and
Disk Array 110 to communicate.

Data storage unit 112 represents one or more nonvolatile memory components
that are used for storing data for application 204. Data storage unit 112 is not limited to
any particular type of storage medium. In particular, as used herein, the term nonvolatile
memory is broadly defined as any type of persistent storage or persistent media that can
be used for persistently storing information. In this example, data storage unit 112
represents a Redundant Array of Independent Disks or Drives (RAID) that includes a disk
array unit 210 and one or more disks 114-118.

Host computer 202 is a computer, or a group of hardware or software components
or processes that cooperate or execute in one or more computer systems. In this example,
host computer 202 includes an application 204, a physical checksum calculation process
220, a logical check process 222, a physical checksum verification process 224 and a
storage device controller 206.

Application 204 may represent a variety of different software applications that are
configured to manipulate data and to store and retrieve data from data storage unit 112.
For example, application 204 may represent various applications that include but are not
limited to database applications, word processing applications, CAD design applications
or financial planning applications. Physical checksum calculation process 220, logical
check process 222, and physical checksum verification process 224 may represent
embedded code within application 204 or may be separate processes, tasks or programs,
that may be statically or dynamically linked to application 204.

In one embodiment, prior to causing a block of data to be written to data storage
unit 112, application 204 initiates a physical checksum calculation process 220 to
generate a checksum value for inserting into the data block. In one embodiment, to
generate the checksum value, a logical operation, such as an XOR or ADD operation 1s
performed on the data that is contained in the data block. Based on the vector that results
from performing the logical operation, and a desired checksum constant, a checksum
value is selected and inserted into the data block. Note that the actual checksum value
itself does not have to be used. Rather, any value derived from the checksum value may
be used. Thereafter, the integrity of the data block can be determined by performing the
same logical operation on the data block and comparing the results with the checksum
value stored with the data block.

According to one embodiment of the invention, a known pattern or number is used

for a checksum value. The known pattern or number may be randomly selected and the
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particular selection approach employed may vary over time. A known pattern or number
may also be used in combination with a logical operation to determine a checksum value.
Although embodiments of the invention are described herein in the context of a checksum
value for a data block being stored in the data block, the invention is not limited to this
context. Checksum values may be maintained separate from data blocks and made
available to entities that perform checksum verifications on the data blocks. For example,
checksum values could be passed in routine calls or maintained in a lookup table or
database and then retrieved as needed.

After the physical checksum calculation process 220 is performed, logical check
222 is performed on the data within the data block to verify that certain predetermined
characteristics are associated with the data values. If the logical check indicates that
certain predetermined characteristics are not associated with the data, a recovery sequence
may be performed to correct and/or remove the incorrect or corrupted data within the data
block.

Alternatively, if the logical check indicates that certain predetermined
characteristics are associated with the data, the data block 1s then forwarded to storage
device controller 206. Storage device controller 206 then communicates with disk array
unit 210 via network 108 to cause the data block to be stored on one or more disks 114-
118.

Thereafter, when the data block is again required by application 204, the data
block is retrieved from data storage unit 112 and forwarded to storage device controlier
206. A physical checksum verification process 224 is then performed on the data block to
verify that the data has not been corrupted since the physical checksum calculation
process 220 was performed. In one embodiment, to execute the physical checksum
verification process 224, the logical operation used by physical checksum calculation
process 220 is performed on the data block. The results of the logical operation are then
compared with the checksum stored with the data block to determine whether the
integrity of the data block has been maintained since the physical checksum calculation
process 220 was performed. Advantageously, because the physical checksum calculation
220 was performed prior to logical check 222, an additional logical check 1s not required
to verify the integrity of the data block. Thus, the data retrieval overhead that 1s typically
required in conventional systems can be significantly reduced.

The aforementioned approach may be applied to blocks individually, or groups of
any number of blocks. For example, the checksum calculation and verification processes

may be performed at the data file level or on some other logical set of blocks. The
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particular approach employed may vary depending upon the requirements of a particular

application.

MULTI-LEVEL DATA VERIFICATION
In certain embodiments, the integrity of a data block is verified at multiple levels
before being stored to disk. FIG. 3A illustrates an example of a multi-level data
verification system whereby the integrity of a data block may be verified at multiple
levels prior to being stored to disk. FIG. 3A is similar to FIG. 2 and therefore like
components have been numbered alike.
In this example, an operating system 306 includes a volume manager 302 and a
device driver 304. The volume manager 302 is configured to interface with application
programs, such as application 204, and to manage the storing and retrieving of data to and
from nonvolatile memory (disks 114-118). Device driver 304 provides an interface for
communicating between operating system 306 and storage device controller 206. In one
embodiment, volume manager 302 and/or device driver 304 are configured to execute a
physical checksum verification process to verify that a data block has not been corrupted
since performing physical checksum calculation process 220 (for example, physical
checksum verification procedure 224). By performing a physical checksum verification
process at different processing levels between application process 308 and the disks 114-
118, the integrity of the data can be further verified before it is actually written to disk. In
addition, the described multi-level verification scheme can help identify where the data
became corrupted as the multi-level verification tests help to isolate where the data was
corrupted. Furthermore, in certain embodiments, the multi-level verification scheme 1s
configured to detect corrupted data before it is written to disk and to give the application,
or other process, the ability to correct the corrupted data before it is written to disk. For
example, if data that has been identified as corrupted is allowed to be written to disk, the
next time the application reads the corrupted data from disk, which may be many days,
months or even years latter, the application may not have the information and/or the
ability to correct the corrupted data. However, by not allowing data to be written to disk
that has been identified as corrupted, a verification scheme 1s provided that reduces the
chance that the application will read corrupted data from disk.
In certain embodiments, the multi-level data verification system may include the
performance of data integrity checks at other components that are along the path between
application 204 and disks 114-118. For example, in one embodiment, storage device

controller 206 and disk array 210 may be configured to perform data integrity checks on

_0.
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data associated with application 204. For example, in certain embodiments, storage
device controller 206 is configured to execute a physical checksum verification process to
verify that a data block has not been corrupted since performing physical checksum
calculation process 220. By performing a physical checksum verification process at
storage device controller 206, the verification system can verify that components other
than application 204, for example operating system 306, have not corrupted the integrity
of the data. In addition, by configuring disk array 210 to execute a physical checksum
verification process, the verification system can verify that the data was not corrupted by
any other component, including network 108. Moreover, by configuring disk array 210 to
execute a physical checksum verification process, the verification system can
significantly reduce the chance that corrupted data will be stored on disks 114-118.

For example, FIG. 3B illustrates an example of a multi-level data verification
system 350 whereby the integrity of a data block is verified by performing a physical
checksum verification procedure prior to storing a data block to disk. FIG. 3B is similar
to FIG. 3A and therefore like components have been numbered alike. In this example,
after application 204 performs the physical checksum calculation 220, the block of data 1s
forwarded to storage device controller 206 without performing a logical check on the data
within the data block. Storage device controller 206 then forwards the data block via
network 108 to disk array 210 for storage within data storage unit 112. In this example,
upon receiving the data block, disk array 210 performs a physical checksum verification
process 352 to verify that the data has not been corrupted since the physical checksum
calculation 220 was performed by application 204. If it is determined that the data block
has not been corrupted then the data block is written to disk. Alternatively, 1f it
determined that the data block has been corrupted then an error flag 1s set and the data
block is not written to disk. By performing a physical checksum verification process at
disk array 210, the verification system 350 can verify the integrity of the data
immediately prior to storing the data block to disk. In particular, the verification system
350 can verify that components other than application 204, for example operating system
306 or storage device controller 206 did not corrupt the data prior to storing the data
block to disk.

In addition, as previously described for FIG. 3A, additional data integrity checks
may be performed at other components that are along the path between application 204
and disks 114-118. For example, volume manager 302, device driver 304 and storage
device controller 206 may also be configured to perform data integrity checks on data
blocks that are to be stored to disk. Furthermore, application 204 may optionally perform

-10-
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physical checksum verification 224 when the data block is subsequently retrieved from
disk.

VERIFICATION SEQUENCE FOR WRITING DATA TO NONVOLATILE MEMORY

FIG. 4A is a flow diagram that illustrates an example of a multi-level verification
sequence for verifying the integrity of data that is to be written to nonvolatile memory in
accordance with certain embodiments of the invention. For explanation purposes, FIG.
4A will be described in reference to FIG. 3A.

At block 402 a block of data that is to be written to nonvolatile memory 1s
identified. For example, a block of data that has been updated by application 204 may be
required to be written to one or more disks 114-118.

At block 404, a physical checksum calculation process is performed on the block
of data. For example, physical checksum calculation process 220 may be 1nitiated to
determine a checksum value for inserting into the data block.

At block 406, a logical check is optionally performed on the data within the data
block. For example, a logical check may be performed on the data to verify that certain
predetermined characteristics are associated with the data values.

At block 408, assuming that the logical check was performed, a decision is made
as to whether the data within the data block passed the logical check. If the data passes
the logical check then the process proceeds to block 410. Alternatively, if the data did not
pass the logical check, then the process proceeds to block 418.

At block 410, the data is forwarded for storing in nonvolatile memory. For
example, the data block may be forwarded to operating system 306 for storage on the one
or more disks 114-116. According to one embodiment of the invention, the request to
store that data in nonvolatile memory includes data that identifies both the data and the
location where the data is to be stored in nonvolatile memory. The data that specifies the
location where the data is to be stored in nonvolatile memory may be used to verify the
location of stored data, as 1s described in more detail hereinafter.

At block 412, one or more components may optionally perform a physical
checksum verification procedure to verify the integrity of the data with the data block.
For example, components such as the volume manager 302, device driver 304, storage
device controller 206 and disk array 210 may be configured to perform a physical

checksum verification procedure to verify the integrity of the data based on the checksum

value.
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If an optional physical checksum verification procedure is performed by one or
more components, then at block 414, for each checksum verification procedure
performed, a decision is made as to whether the data within the data block passed the
physical checksum verification test. If the data passes the optional physical checksum
verification tests, then at block 416, the data block is written to nonvolatile memory.
Alternatively, if the data did not pass one or more of the optional physical checksum
verification tests, then at block 418 the data block is flagged as containing corrupted data

and thus not written to disk.

VERIFICATION SEQUENCE FOR RETRIEVING DATA FROM
NONVOLATILE MEMORY

FIG. 4B is a flow diagram that illustrates an example of a multi-level verification
sequence for verifying the integrity of data that is read from nonvolatile memory in
accordance with certain embodiments of the invention. For explanation purposes, FIG.
4B is also described in reference to FIG. 3A.

At block 452 a block of data that is stored in nonvolatile memory 1s 1dentified.
For example, a block of data that was previously updated by application 204 may be
required to be read from the one or more disks 114-118.

At block 454, the data block is located and retrieved from nonvolatile memory.

At block 456, one or more components may optionally perform a physical
checksum verification procedure to verify the integrity of the retrieved data block. For
example, components such as disk array 210, storage device controller 206, device driver
304, and volume manager 302, may be configured to perform a physical checksum
verification procedure to verify the integrity of the retrieved data based on a known
checksum constant value.

If one or more components perform an optional physical checksum verification
procedure to verify the integrity of the retrieved data, then at block 458, for each
checksum verification procedure performed, a decision may be made as to whether the
data within the data block passed the physical checksum verification test. If the data did

not pass one or more of the optional physical checksum verification tests, then the process

proceeds to block 468.

Alternatively, if the data passes the optional physical checksum verification tests,
then at block 460, the data block is forwarded to the requesting application.

At block 462, the requesting application performs a physical checksum

verification procedure to verify the integrity of the retrieved data block. For example,
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application 204 may be configured to perform a physical checksum verification procedure
224 to verify the integrity of the retrieved data based on a known checksum constant
value.

In certain embodiments, if the retrieved data block has been found to have passed
one or more of the optional physical checksum verification tests since being read from
nonvolatile memory, the requesting application may optionally skip the physical
checksum verification procedure in block 462.

At block 464 a decision is made as to whether the data block passed the checksum
verification procedure 224 that was performed by the application. If the data did not pass
the physical checksum verification test, then at block 468 the data block 1s tlagged as
containing corrupted data.

Alternatively, if the data passes the physical checksum verification procedure 224,
then at block 466, the data within the data block may be used by the requesting

application.

BLOCK LOCATION VERIFICATION

In certain embodiments, a mechanism is provided for verifying the block location
that is to be used for storing a particular data block into nonvolatile memory (the “desired
block address™). For example, a desired block address (or a portion thereof) may be
stored in each data block to identify a physical or logical address (or a portion thereof)
where the data block is to be stored in nonvolatile memory. FIG. 5 illustrates a
mechanism whereby a block location identifier 504 is maintained within a block 500. In
one embodiment, the block location identifier 504 represents the physical address of
where the data block 500 is to be stored in nonvolatile memory. By storing the block
location identifier 504 within block 500, components, such as disk array 210, can venfy
that the data block is stored in the correct location in nonvolatile memory. Note that the
entire address does not have to be used for this verification. For example, a portion of an
address, such as N number of lower order bits of an address may be used.

In certain embodiments, application 204, or a component associated with
application 204, maintains mapping data that specifies the topology of the one or more
disks 114-118. Using the mapping data, the physical address at which a block is to be
stored can be identified and stored within the block. Upon receiving a data block, disk
array 210 verifies that the physical address associated with the block location identifier
504 correctly corresponds to the location at which the block 1s to be stored in nonvolatile

memory. In some situations, block identifier 504 may not indicate an actual physical
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location in data storage unit 112 where data block 500 is to be stored. This may occur if
application 204 operates on data blocks at a different level than data storage unit 112. For
example, application 204 may operate on data blocks at a file level, based upon a
particular operating system platform. In this situation, application 204 or the
corresponding operating system may use the logical location of data block 500 for the
block location identifier 504 within data block 500. Alternatively, application 203 may
operate on different size blocks than data storage unit 112. In either situation, the entity
performing the location verification cannot perform a simple comparison of the location
specified by block location identifier 504 and the location at which data block 500 will be
stored on data storage unit 112. Instead, the entity performing the location verification,
for example data storage unit 112, uses the mapping data to determine a physical address
from the logical address contained in block location identifier 504 so that the verification
can be performed. The type of mapping data used may vary depending upon the
requirements of a particular application and the invention is not limited to any particular
mapping data. For example, in some situations, multiple mappings may be used for
multiple logical “layers.”

As an alternative to generating and maintaining mapping data that defines the
relationship between logical and physical addresses, an algorithm may be used to
determine a physical address from a logical address. This alternative eliminates the need
to maintain mapping data, but requires that the determination be made “on the fly” which
may require additional computational resources and time. An algorithm may be used n
combination with mapping data to determine a physical address associated with a logical
address. For example, an algorithm may be used to determine one portion of a physical
address and mapping data used to determine another portion of the physical address.

Block location verification may be initiated in a variety of ways depending upon
the requirements of a particular application and the invention is not limited to any
particular approach for initiating block location verification. For example, the application
program interface (API) employed by operating system 306 may include verification
attributes for routine calls to store or retrieve data from data storage unit 112. The
verification attributes may specify any attribute of block location verification, for
example, whether block location verification is to be performed and if so, under what
conditions. The verification attributes may also specify particular blocks to which block
location verification is to be applied. For example, application 204 invokes a routine call
to store block 500 to data storage unit 112. The invocation (call) includes verification

data, which in this situation, indicates that block location verification is to be performed.
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Disk array 210 examines the verification data associated with the invocation to determine
whether block location verification is to be performed. After determining that the
verification data indicates that block location verification is to be performed, disk array
210 then causes the requested block location verification to be performed.

Alternatively, instead of including verification attributes in routine calls, attribute
data may be included in block 500 and then examined and evaluated by an entity, for
example, data storage unit 112, that is to perform the verification. The attribute data
specifies any desired attribute of block location verification, for example, whether block
location verification is to be performed and if so, under what conditions. For example,
application 204 inserts verification data in block 500 to indicate that block location
verification is to be performed on block 500. Application 204 invokes a routine to store
block 500 to data storage unit 112. Disk array 210 examines the contents of block 500 to
determine whether block 500 contains any verification data that indicates the block
location verification is to be performed. In the present example, disk array 210
determines that block 500 contains verification data that indicates block location
verification is to be performed and causes the block location verification to be performed.

In certain embodiments, an error is flagged if the block location identifier 504
does not correctly correspond to the location at which the block is to be stored, thus
causing the block not to be stored to nonvolatile memory. For example, the operating
system 306 and/or application 204 may be notified if the block location identifier 504
does not correctly correspond to the location at which the block is to be stored. In one
embodiment, the block location identifier 504 is used to verify that the block 1s read from
the correct location in nonvolatile memory. For example, by comparing the block
location identifier 504 with the physical location in memory from where the data was
retrieved, disk array 210 can verify that the data block was retrieved from the correct
location in nonvolatile memory.

In certain embodiments, multiple block locations identifiers may be stored within
a block that identify multiple locations for which the block is to stored. For example, to
provide for a mirroring database system, multiple block location identifiers may be stored
in each data block to identify the multiple locations that the data block 1s to be stored 1n
nonvolatile memory. Alternatively, a single block location 1dentifier 504 may be
included in each block and disk array 210 may be configured to verify the address and to

determine one or more other addresses for mirroring the data block in nonvolatile

memory.
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VERIFICATION SEQUENCE IN PERFORMING BACKUPS

In certain embodiments, a data validation mechanism is provided for backing-up
data that is associated with one or more application programs. FIG. 6A illustrates a
backup system 600 in which a backup process 602 residing on host 202 performs a
physical checksum verification procedure prior to storing a data block to backup unit 604.
In this example, backup unit 604 is not limited to any particular type of backup
mechanism or medium and thus may include a variety of different types of backup
components that may include but is not limited to tape drive units, ZIP drive units, DVD
or CD ROM units, and floppy disk units.

In one embodiment, in backing-up one or more blocks of data, backup process
602 retrieves the data blocks from data storage unit 112 and performs a physical
checksum verification procedure on each block to verify the integrity of the data. As
previously shown above, because the physical checksum calculation 220 was performed
prior to logical check 222, an additional logical check is not required to verify the
integrity of the data block. Thus, the overhead that is typically required in a conventional
backup systems can be significantly reduced. In addition, by performing a physical
checksum verification process at backup process 602, a backup verification system 1s
provided that can significantly reduce the chance that corrupted data will be stored on
backup unit 604.

In certain embodiments, upon determining that the data has been corrupted, the
backup process 602 causes the corrupted data not to be written to backup unit 604. The
backup process 602 may instead communicate with application 204, or other process, to
correct the corrupted data before it is allowed to be written to backup unit 604. By not
allowing the corrupted data to be written to backup unit 604, a verification scheme 1s
provided that reduces the chance that the corrupted data will be stored on backup unit
604. Additionally, alfhough FIG. 6A depicts logical check 222, the invention does not
require that this check be performed and in certain embodiments system 600 may not
include the performance of logical check 222. For example, in one embodiment, system
600 does not include logical check 222 but instead relies on one or more physical
checksum verification processes to perform data integrity checks on the data that 1s
written to and retrieved from data storage unit 112.

Also, in certain embodiments, instead of receiving the data blocks directly from
storage device controller 206 or other operating system components, the backup process
602 may be configured to communicate with the application 204 to receive the data

blocks. Upon receiving a data block, backup process 602 may still be configured to
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perform physical checksum procedure 224 to ensure that the data is not corrupted before
being written to backup unit 604.

The invention is not limited to the physical checksum verification procedure being
performed on host 202. For example, as depicted in FIG. 6B, a physical checksum
verification 606 is performed at backup unit 604. Performing the physical checksum
verification on backup unit 604 may be done in addition to, or in place of physical
checksum verification 224 and the invention is not limited to any particular approach.

In some applications, the backup of data may be performed by a data storage unit
itself, instead of a host. FIG. 6C depicts an arrangement where data backups are
performed by data storage unit 112. Specifically, data storage unit 112 copies data to
backup unit 604. The data backup performed by data storage unit 112 may occur
completely transparent to host 202. Accordingly, backup process 602, depicted 1in FIGS.
6A and 6B is not used. Instead, according to an embodiment of the invention, a backup
process invoked by data storage unit 112 causes the data to be backed up to backup unit
604. The backup process invoked by data storage unit 112 may reside on data storage
unit 112 or reside external to data storage unit 112, depending upon the requirements of a

particular application.

HARDWARE EXAMPLE

FIG. 7 is a block diagram that illustrates a computer system 700 upon which an
embodiment of the invention may be implemented. Computer system 700 includes a bus
702 or other communication mechanism for communicating information, and a processor
704 coupled with bus 702 for processing information. Computer system 700 also
includes a main memory 706, such as a random access memory (RAM) or other dynamic
storage device, coupled to bus 702 for storing information and instructions to be executed
by processor 704. Main memory 706 also may be used for storing temporary variables or
other intermediate information during execution of instructions to be executed by
processor 704. Computer system 700 further includes a read only memory (ROM) 708 or
other static storage device coupled to bus 702 for storing static information and
instructions for processor 704. A storage device 710, such as a magnetic disk or optical
disk, is provided and coupled to bus 702 for storing information and instructions.

Computer system 700 may be coupled via bus 702 to a display 712, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device
714, including alphanumeric and other keys, is coupled to bus 702 for communicating

information and command selections to processor 704. Another type of user input device

-17-



CA 02482891 2004-10-18

WO 03/091880 PCT/US03/09063

is cursor control 716, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 704 and for
controlling cursor movement on display 712. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., X) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

The invention is related to the use of computer system 700 for implementing a
data integrity verification mechanism. According to one embodiment of the invention, a
data integrity verification mechanism is provided by computer system 700 in response to
processor 704 executing one or more sequences of one or more instructions contained in
main memory 706. Such instructions may be read into main memory 706 from another
computer-readable medium, such as storage device 710. Execution of the sequences of
instructions contained in main memory 706 causes processor 704 to perform the process
steps described herein. One or more processors in a multi-processing arrangement may
also be employed to execute the sequences of instructions contained in main memory 706.
In alternative embodiments, hard-wired circuitry may be used in place of or in
combination with software instructions to implement the invention. Thus, embodiments
of the invention are not limited to any specific combination of hardware circuitry and
software.

The term “computer-readable medium” as used herein refers to any medium that
participates in providing instructions to processor 704 for execution. Such a medium may
take many forms, including but not limited to, nonvolatile media, volatile media, and
transmission media. Nonvolatile media includes, for example, optical or magnetic disks,
such as storage device 710. Volatile media includes dynamic memory, such as main
memory 706. Transmission media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise bus 702. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio wave and infrared data
communications.

Common forms of computer-readable media include, for example, a floppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any
other optical medium, punch cards, paper tape, any other physical medium with patterns
of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM,, any other memory chip or

cartridge, a carrier wave as described hereinafter, or any other medium from which a

computer can read.

Various forms of computer readable media may be involved in carrying one or

more sequences of one or more instructions to processor 704 for execution. For example,
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the instructions may initially be carried on a magnetic disk of a remote computer. The
remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
700 can receive the data on the telephone line and use an infrared transmitter to convert
the data to an infrared signal. An infrared detector coupled to bus 702 can receive the
data carried in the infrared signal and place the data on bus 702. Bus 702 carries the data
to main memory 706, from which processor 704 retrieves and executes the instructions.
The instructions received by main memory 706 may optionally be stored on storage
device 710 either before or after execution by processor 704.

Computer system 700 also includes a communication interface 713 coupled to bus
702. Communication interface 718 provides a two-way data communication coupling to
a network link 720 that is connected to a local network 722. For example,
communication interface 718 may be an integrated services digital network (ISDN) card
or a modem to provide a data communication connection to a corresponding type of
telephone line. As another example, communication interface 718 may be a local area
network (LAN) card to provide a data communication connection to a compatible LAN.
Wireless links may also be implemented. In any such implementation, communication
interface 718 sends and receives electrical, electromagnetic or optical signals that carry
digital data streams representing various types of information.

Network link 720 typically provides data communication through one or more
networks to other data devices. For example, network link 720 may provide a connection
through local network 722 to a host computer 724 or to data equipment operated by an
Internet Service Provider (ISP) 726. ISP 726 in turn provides data communication
services through the worldwide packet data communication network now commonly
referred to as the “Internet” 728. Local network 722 and Internet 728 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on network link 720 and through communication
interface 718, which carry the digital data to and from computer system 700, are
exemplary forms of carrier waves transporting the information.

Computer system 700 can send messages and receive data, including program
code, through the network(s), network link 720 and communication interface 718. In the
Internet example, a server 730 might transmit a requested code for an application program
through Internet 728, ISP 726, local network 722 and communication interface 718. In
accordance with the invention, one such downloaded application provides for data

integrity verification as described herein.
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The received code may be executed by processor 704 as it is received, and/or
stored in storage device 710, or other nonvolatile storage for later execution. In this

manner, computer system 700 may obtain application code in the form of a carrier wave.

ALTERNATIVES, EXTENSIONS

In describing certain embodiments of the invention, several drawing figures have
been used for explanation purposes. However, the invention is not limited to any
particular context as shown in drawing figures, and the spirit and scope of the invention
include other contexts and applications in which the mechanisms and processes described
herein is available to other mechanisms, methods, programs, and processes. Thus, the
specification and drawings are, accordingly, to be regarded in an illustrative rather than a
restrictive sense.

In addition, in this disclosure, certain process steps are set forth in a particular
order, and alphabetic and alphanumeric labels are used to identify certain steps. Unless
specifically stated in the disclosure, embodiments of the invention are not limited to any
particular order of carrying out such steps. In particular, the labels are used merely for
convenient identification of steps, and are not intended to imply, specify or require a

particular order of carrying out such steps.
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CLAIMS

What is claimed is:

1. A method for evaluating a data block, the method comprising the computer-

implemented steps of:
performing a physical checksum verification on the data block; and

verifying whether address data contained within the data block specifies a
location in nonvolatile memory where the data block is to be stored by
comparing the address data contained within the data block to the location
in the nonvolatile memory where an operation that stores the data block to

the nonvolatile memory will store the data block.

2. The method as recited in claim 1, wherein the physical checksum

verification 1s performed using a specified pattern or number assigned to the data
block.

3.  The method as recited in claim 1, wherein the physical checksum
verification is performed using a checksum value determined based upon the data

block.

4, The method as recited in claim 1, further comprising performing a logical
check on data contained in the data block.

5. A method for storing a data block to a nonvolatile memory, the method

comprising the computer-implemented steps of:
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performing a physical checksum verification on the data block;

after performing the physical checksum verification on the data block,
performing a logical check on data contained in the data block; and

if both the physical checksum verification and the logical check are
successful, then allowing the data block to be stored to the nonvolatile

memory.

6. The method as recited in claim 5, further comprising storing, in association
with the data block, checksum data used in the physical checksum verification to

the nonvolatile memory.

7. The method as recited in claim 5, further comprising performing a second
physical checksum verification on the data block to determine whether data
contained in the data block was corrupted after the prior physical checksum

verification was performed.

8. The method as recited in claim 5, wherein the physical checksum
verification is performed using a checksum value calculated based upon the data

block.

9. The method as recited in claim S, wherein the physical checksum

verification is performed using a specified pattern or number assigned to the data
block.

10. The method as recited in claim 5, wherein the physical checksum

verification and the logical check are performed by a database application

program.
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11. A computer-readable medium for evaluating a data block, the computer-
readable medium carrying one or more sequences of one or more mstructions

which, when executed by one or more processors, cause the one or more

processors to perform the steps of:

performing a physical checksum verification on the data block; and

verifying whether address data contained within the data block specifies a
location in nonvolatile memory where the data block is to be stored by
comparing the address data contained within the data block to the location
in the nonvolatile memory where an operation that stores the data block to

the nonvolatile memory will store the data block.

12, The computer-readable medium as recited in claim 11, wherein the physical

checksum verification is performed using a specified pattem or number assigned to
the data block.

13.  The computer-readable medium as recited in claim 11, wherein the physical
checksum verification is performed using a checksum value determined based
upon the data block.

14.  The computer-readable medium as recited in claim 11, further comprising

performing a logical check on data contained in the data block.

15. A computer-readable medium for storing a data block to a nonvolatile
memory, the computer-readable medium carrying one or more sequences of one or
more nstructions which, when executed by one or more processors, cause the one

or more processors to perform the steps of:
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performing a physical checksum verification on the data block;

after performing the physical checksum verification on the data block,
performing a logical check on data contained in the data block; and

if both the physical checksum venfication and the logical check are
successful, then allowing the data block to be stored to the nonvolatile

memory.

16. The computer-readable medium as recited in claim 15, further comprising
storing, in association with the data block, checksum data used in the physical

checksum verification to the nonvolatile memory.

17. The computer-readable medium as recited in claim 15, further comprising
performing a second physical checksum verification on the data block to determine
whether data contained in the data block was corrupted after the prior physical

checksum verification was performed.

18.  The computer-readable medium as recited in claim 15, wherein the physical

checksum verification is performed using a checksum value calculated based upon
the data block.

19. The computer-readable medium as recited in claim 15, wherein the physical

checksum verification is performed using a specified pattern or number assigned to
the data block.

20. The computer-readable medium as recited in claim 15, wherein the physical
checksum verification and the logical check are performed by a database
application program.
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21.  An apparatus for evaluating a data block comprising:
a memory; and
a verification mechanism configured to:
perform a physical checksum verification on the data block; and

verify whether address data contained within the data block specifies
a location in nonvolatile memory where the data block 1s to be stored

by comparing the address data contained within the data block to the
location in the nonvolatile memory where an operation that stores the

data block to the nonvolatile memory will store the data block.

22.  The apparatus as recited in claim 21, wherein the verification mechamsm is
further configured to perform the physical checksum verification using a specified
pattern or number assigned fo the data block.

23.  The apparatus as recited 1n claim 21, wherein the verification mechanism is
further configured to perform the physical checksum verification using a checksum
value determined based upon the data block.

24.  The apparatus as recited in claim 21, wherein the verification mechanism is

further configured to perform a logical check on data contained in the data block.
25.  An apparatus for storing a data block to a nonvolatile memory comprising:

a memory; and
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a verification mechanism configured to:

perform a physical checksum verification on the data block;

after performing the physical checksum verification on the data
block, perform a logical check on data contained in the data block;

and

if both the physical checksum verification and the logical check are
successful, then allow the data block to be stored to the nonvolatile

memory.

26.  The apparatus as recited in claim 25, wherein the verification mechanism is
further configured to allow the storing, in association with the data block, of
checksum data used in the physical checksum verification to the nonvolatile

memory.

27." The apparatus as recited in claim 25, wherein the verification mechanism is
further configured to perform a second physical checksum verification on the data
block to determine whether data contained in the data block was corrupted afier

the data block was stored to the nonvolatile memory.

28.  The apparatus as recited in claim 25, wherein the verification mechanism 1s
further configured to perform the physical checksum verification using a checksum
value calculated based upon the data block.

29.  The apparatus as recited in claim 25, wherein the verification mechanism i1s

further configured to perform the physical checksum verification using a specified

pattemn or number assigned to the data block.
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