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(57) ABSTRACT 

There is provided a method for providing access to data 
securely stored in a memory card. An exemplary method 
comprises receiving the memory card in a terminal. The 
exemplary method also comprises transmitting a request for 
accessing the data via a communication link from the termi 
nal to a device. The exemplary method additionally com 
prises sending first information from the device to the termi 
nal via the communication link upon receipt of the request. In 
addition, the exemplary method comprises receiving the first 
information in the terminal and accessing the data using the 
first information. 

14 Claims, 1 Drawing Sheet 
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METHOD AND TERMINAL FOR PROVIDING 
CONTROLLED ACCESS TO A MEMORY 

CARD 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application claims priority to European (EP) Patent 
Application No. 08017899.9, filed on Oct. 13, 2008, the con 
tents of which are incorporated by reference as if set forth in 
their entirety herein. 

BACKGROUND 

Memory cards are integrated circuit (IC) cards including 
non-volatile memory and a controller, which controls the 
operation of the memory card. Such memory cards can be 
temporarily connected to host devices, such as, for example, 
personal computers (PCs), cellular telephones, personal digi 
tal assistants (PDAs), digital cameras, portable audio players 
and other host electronic devices for storage of data. A plu 
rality of standards exists that specify different types of 
memory cards, such as, for example, SD (Secure Digital) 
cards, CF (Compact Flash) cards and MMCs (Multimedia 
Cards). A further example of a memory card, in the sense the 
term is used herein, is a USB (Universal Serial Bus) flash 
memory stick. 
Memory cards of the type described before may provide a 

security mechanism for protecting data from unauthorized 
access. This allows for storing sensitive data in the memory 
card, such as, for example, banking details of the card owner, 
medical data of the card owner and personal photographs or 
other personal data. 
The card owner may access the data using a credential, 

Such as, for example, a password. However, the user may wish 
to make the protected data accessible for certain persons in 
Some situations. For instance, the card owner may wish to 
allow his doctor to read protected medical data stored in the 
memory card or to make personal photos available to a friend. 

SUMMARY OF THE INVENTION 

Exemplary embodiments of the present invention relates to 
memory cards with access protection. More specifically, an 
exemplary embodiment of the invention may relate to a 
method and a system for providing access to data stored on 
Such a memory card. Moreover, an exemplary embodiment of 
the invention may relate to a terminal for accessing data 
stored in a memory card. 
An exemplary embodiment of the present invention may 

allow an owner of a memory card to make protected data 
stored in the memory card accessible to another person. 

In one exemplary embodiment of the invention, a method 
for providing access to data securely stored in a memory card 
is suggested. The method comprises the following steps: 

receiving the memory card in a terminal; 
transmitting a request for accessing the data via a commu 

nication link from the terminal to a device; 
upon receipt of the request, sending first information from 

the device to the terminal via the communication link; 
receiving the first information in the terminal and accessing 

the data using the first information. 
In another exemplary embodiment of the invention, a ter 

minal for accessing data securely stored in a memory card is 
provided. The exemplary terminal comprises: 

an acceptance device adapted to receive the memory card; 
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2 
a reading device adapted to read the data from the memory 

card using first information; 
a sending component adapted to send a request for access 

ing the data via a communication link: 
a receiving component adapted to receive the first informa 

tion via the communication link in response to the 
request. 

In an exemplary embodiment of the present invention, an 
access to the memory card inserted into a terminal is allowed 
using a device that can communicate with the terminal via a 
communication link. The device may be a device of the card 
owner so that the card owner is able to remotely control the 
access to the memory card. Here, the term remotely does not 
necessarily mean that there is a great distance between the 
device and the terminal, but that the access to the memory 
card can be controlled from outside the terminal. 

In one exemplary embodiment of the method and the ter 
minal, the first information is sent to the terminal in response 
to a user operation acquired using a user interface of the 
device. In this exemplary embodiment, the card owner can 
directly give his consent or decline his consent to each indi 
vidual access to the memory card. 

In a further exemplary embodiment of the method and the 
terminal, the device comprises a mobile communication 
device and the communication link comprises a mobile com 
munication network. In this exemplary embodiment, the card 
owner can use his mobile communication device to unlock 
the memory card for being accessed by means of the terminal. 
Thus, he can use a device that he usually already carries for 
controlling access to the memory card. 

In another exemplary embodiment of the method and the 
terminal, a SIM card provides the first information. In this 
exemplary embodiment, the SIM card inserted into the 
mobile communication, which provides a security environ 
ment for storing data and performing tasks, can be used to 
securely store the first information and to provide the infor 
mation to the terminal. 

In a further exemplary embodiment of the method and the 
terminal, the communication link from the terminal to the 
device may be established using second information, said 
second information being read from the memory card by the 
terminal. In this exemplary embodiment, the terminal can 
automatically establish a communication link to the device so 
that there is no need to provide information for establishing 
the communication connection to the terminal via another 
channel. 

In another exemplary embodiment, the second information 
comprises an MSISDN (Mobile Subscriber Integrated Ser 
vices Digital Network Number) of the device. 

In order to prevent tampering, it may help to be able to 
determine that the request for accessing the memory card 
actually originates from the terminal into which the memory 
card is inserted. Therefore, in one exemplary embodiment of 
the method and the terminal, the request for accessing the data 
includes a digital signature of the memory card, said digital 
signature being verified in the device, particularly in the SIM 
card contained in the device. 

In one exemplary embodiment of the method and the 
device, the data may be stored in the memory card in 
encrypted form and the first information may comprise a 
cryptographic key for decrypting the data. 

In a further exemplary embodiment of the method and the 
device, the memory card comprises a security logic allowing 
accessing the data after having Successfully verified the first 
information. Such a security mechanism may protect the data 
instead of the encryption, which may be used in the exem 
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plary embodiment mentioned before. However, it may also be 
provided in addition to the encryption in order to further 
increase the security. 

Furthermore, in one exemplary embodiment of the method 
and the terminal, the memory card comprises further data, 
which are not accessible using the first information. In this 
exemplary embodiment, the access can be granted to selected 
data stored in the memory card, while other data remain 
inaccessible. 

According to another exemplary embodiment of the inven 
tion, a system for providing access to a memory card is 
provided. The system comprises the terminal of the type 
described before and a device, said device comprising an 
authorising device that is adapted to provide the first infor 
mation in response to a receipt of the request from the termi 
nal. 

In one exemplary embodiment of the system, the device 
further comprises a user interface coupled to the authorising 
device, the authorising device being adapted to provide the 
first information in response to a user operation acquired 
using the user interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Reference will be made by way of example to the accom 
panying drawings in which: 

FIG. 1 is a block diagram of a system for controlling access 
to protected data stored on a memory card according to an 
exemplary embodiment of the present invention. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

FIG. 1 schematically depicts elements of a system for 
controlling access to data stored on a memory card 102. In 
particular, the memory card 102 stores sensitive data of the 
card owner. In the system shown in FIG. 1, the card owner can 
make Such data accessible to authorized persons, while unau 
thorized third parties are prevented from accessing the data. 
In principle, the data may be any data the owner wants to share 
with selected persons. For instance, the data are medical data 
of the card owner, which the card owner wishes to share only 
with a doctor. Another example is banking details the card 
owner wishes to provide only to trustworthy persons. In a yet 
further example, personal data are concerned, such as, for 
example, personal photos, the card owner wants to share only 
with friends. 

The memory card 102 comprises a memory 104 and a 
microcontroller 106 integrated into a housing. The housing 
may be small enough so that the owner can carry the memory 
card 102 easily and that the memory card 102 can be used in 
connection with card readers, which are integrated into Small 
devices, such as, mobile communication devices. The 
memory card 102 may be configured according to a standard 
format, and may bean SD card, a CF card, a MMC or the like. 
Another example of a memory card format in sense of this 
disclosure is a USB flash memory device. The standard for 
mat may particularly determine the size and shape of the 
memory card 102, the configuration of its electric contacts 
and the communication protocols used in the communication 
with the memory card 102. The standard compliance of the 
memory card 102 allows the card to be accessed using a card 
reader device, which is likewise compliant with the standard. 
The memory 104 may comprise a non-volatile storage that 

can be electrically erased and reprogrammed. Particularly, 
the memory 104 may be configured as a solid State storage 
unit, particularly a flash memory or as non-flash EEPROM 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
(Electrically Erasable Programmable Read-Only Memory). 
However, the person skilled in the art understands that in 
principle any sort of memory device may be used. The 
memory 104 may be constituted by one or more memory 
chips, which are arranged in the housing of the memory card 
102. The microcontroller 106 and the memory 104 may reside 
on one single chip within the memory card 102, or the micro 
controller may be a separate chip connected to the memory 
104. 
The microcontroller 106 provides functionality for access 

ing the memory 104 using devices to which the memory card 
102 is connected. In particular, the microcontroller 106 
implements the communication protocols used for the data 
exchange between the memory card 102 and a connected 
device. 
At least the part of the data content of the memory 104 

comprising the sensitive data of the owner is protected against 
unauthorized access, i.e. the unauthorized reading and 
manipulating of the protected data. In one exemplary embodi 
ment, the microcontroller 106 also provides a security logic 
controlling access to the protected data. Each attempt to 
access the protected data stored in the memory 104 is either 
allowed or denied by the authentication unit. The security 
logic of the microcontroller 106 permits accessing the data 
only after a credential has been provided and successfully 
Verified. The credential may be a personal code, Such as a 
password or a PIN (Personal Identification Number), or a 
digital signature, for example. Alternatively, the protected 
data may be stored in the memory card 102 in an encrypted 
form so that a cryptographic decryption key has to be used for 
reading the data. However, compared to the mere encryption 
of the data, the access control via the microcontroller 106 may 
prevent an unauthorized manipulation of the data, when the 
microcontroller 106 only permits reading access to protected 
data. A writing access may require a further credential, which 
is only known to the card owner. 

In addition to the protected data, there may be stored in the 
memory card 102 further data, which are not particularly 
secured. Regarding the protected data, a group management 
may optionally be provided. This means that different groups 
of protected data are stored in the memory card 102, where 
different access authorisations can be configured for the 
groups. This may be achieved by allocating different creden 
tials to the groups or by encrypting the data of different 
groups in Such away that they can be decrypted with different 
decryption keys. The group management allows for storing in 
the same memory card 102 data the owner wants to share with 
different people. For instance, the owner can store health data 
for sharing with his or her doctor and data for sharing with 
friends on the same memory card 102. 

For accessing the protected data stored in the memory card 
102, a card reader unit 108 is used, which is coupled to a 
terminal 110 of the person who wants to access the protected 
data. The terminal 110 is connected to a communication 
network 112, which may comprise a mobile communication 
network, as is assumed hereinafter. Particularly, the mobile 
communication network 112 may be configured according to 
the GSM (Global System for Mobile Communications) stan 
dard or according to the UMTS (Universal Mobile Telecom 
munications System) standard. However, the mobile commu 
nication network 212 may likewise adopt another mobile 
communications technology. 
The card reader unit 108 may be integrated into the termi 

nal 110 as it is depicted in FIG. 1, or the card reader unit 108 
may be a separate unit connected to the terminal 110. In one 
exemplary embodiment, the terminal 110 may be a mobile 
communication device. Such as, for example a mobile phone, 
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a personal data assistant (PDA) or the like. Such devices often 
have an integrated card reader unit 108 for accepting memory 
cards of certain standard formats, such as the formats men 
tioned before. 

The owner of the memory card 102 also disposes of a 
device 114, which is connectable to the mobile communica 
tion network 112. Owner's device 114 may likewise be a 
mobile communication device, such as a mobile phone, a 
PDA or the like. Optionally, the mobile communication 
device 114 of the memory card owner also has a card reader 
unit for accepting the memory card 102. This allows the card 
owner to use the memory card 102 together with his mobile 
communication device 114 for storing and accessing personal 
data. Furthermore, the card owner may have the memory card 
102 inserted in his mobile communication device 114 during 
the normal use of the mobile communication device 114. In 
this case, the card owner has the memory card 102 at his 
disposal at the time he carries his mobile communication 
device 114. 

For connecting to the mobile communication network 112 
the terminal 110 and the mobile communication device 114 of 
the card owner comprise a smartcard 116, 118, which pro 
vides a service for identifying and/or authenticating the users 
of the devices 110, 114 to the mobile communication network 
112. If the mobile communication network 112 is a GSM 
network, the smartcards 116, 118 are each configured as a 
SIM (Subscriber Identity Module) card according to the GSM 
standard comprising a SIM application, which provides the 
identification and authentication service. If the mobile com 
munication network 112 is a UMTS network, the smartcards 
116,118 are each configured as a UICC (Universal Integrated 
Circuit Card) comprising a USIM (Universal Subscriber 
Identification module) application providing the identifica 
tion and authentication service. The SIM or USIM applica 
tion comprises a Software code that is stored in the memory of 
the smartcards 116,118 and executed using the microproces 
SO. 

In the following, the Smartcards 116,118 are referred to as 
SIM cards. However, the term SIM card, as used herein, is to 
be understood as including also smartcards 116, 118 com 
prising USIM applications or corresponding applications 
providing authentication and/or identification functions in 
connection with a mobile communication network 112. 

In addition to the components already described, the ter 
minal 110 and the mobile communication device 114 particu 
larly may comprise a radio module, which is used for con 
necting the devices 110, 114 to the mobile communication 
network 112 via radio access network. The devices 110, 114 
may be operated using an input unit. Such as, for example, a 
keypad, and a display unit, such as, for example, a monitor. 
The components of each device 110, 114 may be connected to 
a microprocessor, which controls the operation of the devices 
110, 114. The microprocessor executes software programs 
which are stored in a memory unit of the device 110, 114. 
When the owner of the memory card 102 wishes to make 

his protected data accessible to the user of the terminal 110, he 
hands over the memory card 102 to the user of the terminal 
110, and the user inserts the memory card 102 into the card 
reader unit 108 of the terminal 110. As described before, the 
user of the terminal 110 may be a doctor who is in need of 
health data securely stored in the memory card 102, or the 
user of the terminal 110 may be someone to whom the card 
owner wants to make personal data accessible. 
The terminal 110 comprises an access component, for 

accessing the protected data stored in the memory card 102. 
The access component may be configured as a software appli 
cation comprising a software code, which is stored and 
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6 
executed in the terminal 110. In one exemplary embodiment, 
the Software application may be run on the microprocessor of 
the terminal 110. In a further exemplary embodiment, the 
software application may be stored and executed in the SIM 
card 116 of the terminal 110. In such an exemplary embodi 
ment, the Software application may be executed in a secure 
environment, which is already provided in the terminal 110 
by the SIM card. Furthermore, the software application— 
which has a strong relation to the mobile communication 
network 112—can be pre-installed on the SIM card so that it 
is provided together with the SIM card by the mobile network 
operator. 
When the memory card 102 is inserted into the card reader 

unit 108 of the terminal 110, the access component of the 
terminal 110 recognizes that the memory card 102 has pro 
tected data stored therein, which can be accessed using a 
credential that is verified in the memory card 102 or using a 
decryption key for decrypting the data. The credential or the 
decryption key is provided by the mobile communication 
device 114 of the owner of the memory card 102 upon 
request. The request is generated in the access component of 
the terminal 110 after the memory card 102 has been inserted 
into the card reader module 108. 

If multiple groups of protected data are stored in the 
memory card 102, the request includes information specify 
ing the group to be accessed. In one exemplary embodiment, 
the group may be identified automatically by the access com 
ponent. This requires that the data belong to one group of 
multiple predetermined groups, which are allocated to prede 
termined identification codes. Furthermore, the group for 
which the user of the terminal 110 has access authorisation in 
principal is specified in configuration data of the access com 
ponent thereby allowing the access component to identify that 
group. This exemplary embodiment may be advantageous, if 
there are one or more predetermined groups of persons or 
organizations, such as, for example, doctors. In this case, 
special SIM cards 116 could be issued to the predetermined 
persons or organizations, and Such SIM cards 116 could 
include functionality for accessing one group of data allo 
cated to the group of persons or organizations. 

In another exemplary embodiment, the access component 
presents the groups existing on the memory card 102 at the 
display unit of the terminal 110 and the user of the terminal 
110 uses the input unit of the terminal 110 to select the group 
he wants to access. 
The request generated by the access component is 

addressed to the mobile communication device 114 of the 
card owner. This may be done using the MSISDN of the card 
owner, which uniquely identifies the subscription of the card 
owner in the mobile communication network 112. The 
MSISDN may be stored in the memory card 102 and read 
from the memory card 102 by the access component. How 
ever, it is likewise possible that the user of the terminal 110 
enters the MSISDN manually using the input unit. 

In one exemplary embodiment, the memory card 102 digi 
tally signs the request before it is sent to the card owners 
mobile communication device 114. For this purpose, the 
memory card 102 provides a suitable application, which is 
executed in the microcontroller 106 of the memory card 102. 
The digital signature is encrypted using a private crypto 
graphic key, which is part of an asymmetric key pair allocated 
to the memory card 102 and which is securely stored in the 
memory card 102. The corresponding public key of the key 
pair is stored in the mobile communication device 114 of the 
card owner and used for Verifying the digital signature 
included in the request. 
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After having generated the request and—if applicable— 
the optional digital signature has been added, the access com 
ponent instructs the terminal 110 to send the request to the 
mobile communication device 114 of the owner of the 
memory card 102 via the mobile communication network 
112. 
The communication between the terminal 110 and the 

mobile communication device 114 may be based on any 
bearer service provided in the mobile communication net 
work 112. Particularly, a bearer service for non-speech data 
may be used, such as SMS (Short Message Service), USSD 
(unstructured supplementary services data), CSD (circuit 
switched data), HSCSD (high speed circuit switched data) or 
GPRS (general packet radio system). However, it may like 
wise be provided to exchange information in the form of 
speech data using a corresponding bearer service of the 
mobile communication network 112. 
When the request is received in the mobile communication 

device 114, it is forwarded within the mobile communication 
device 114 to an authorisation component. The authorisation 
component may also be configured as a Software application 
that is stored and executed in the mobile communication 
device 114. Particularly, the software application may be 
executed in the microprocessor of the mobile communication 
device 114. Alternatively, the SIM card 118 inserted into the 
mobile communication device 114 may provide the authori 
sation component. This means that the corresponding soft 
ware application is stored and executed in the SIM card 118. 
In particular, this exemplary embodiment has again the 
advantage that the SIM card 118 already provides a secure 
environment for running the application and that the applica 
tion can be provided by the mobile network operator together 
with the SIM card 118. 

If the request is digitally signed by the memory card 102, 
the authorisation component verifies the digital signature 
after having received the request. For the purpose of verifying 
the digital signature, the public key allocated to the memory 
card 102 is stored in the mobile communication device 114. If 
the authorisation component is provided by the SIM card 118, 
the public key may also be stored in the SIM card 118. If the 
digital signature cannot be verified Successfully, the request is 
not answered. In particular, this means that the credential or 
key, which is necessary to access the protected data stored in 
the memory card 102, is not transmitted to the terminal 110. 
Furthermore, the card owner may be informed about the 
invalid digital signature by presenting corresponding infor 
mation on the display unit of the mobile communication 
device 114. This informs the card owner that possibly an 
unauthorized person tries to access the protected data stored 
in the memory card 102. 

If the digital signature has been verified successfully, the 
authorisation component may inform the card owner about 
the request. This may be done by presenting corresponding 
information on the display unit of the mobile communication 
device 114. The information may include the MSISDN of the 
terminal 110 from which the request originates. If multiple 
groups of protected data exist, the presented information also 
specifies the group to which access is desired. When the 
information is displayed, the card owner is given the oppor 
tunity to give his consent to the request, i.e. to allow access to 
the protected data stored in the memory card 102, or to dis 
miss the request. In order to give his consent to the request, the 
user may operate the input unit of the mobile communication 
device 114 in a predetermined way. For instance, the user may 
operate a predetermined key, if the input unit is configured as 
a keypad. If the user wants to dismiss the request, he operates 
the input device in a different prescribed way. 
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8 
The authorisation component may not answer the request 

unless the user gives his consent within a predetermined time 
interval. After the time interval has lapsed, the information is 
removed from the display unit. If the authorisation compo 
nent determines that the user has given his consent within the 
time interval, it generates an answer to the request. The 
answer includes the credential, which is necessary for access 
ing the protected data, or the decryption key for decrypting 
the data. If multiple groups of protected data are stored in the 
memory card 102, the authorisation component identifies the 
group to which access is desired using the corresponding 
information in the request and determines the credential or 
the cryptographic key allocated to this group and includes the 
credential or key in the answer. 

After having generated the answer including the necessary 
credential or key, the authorisation component controls the 
mobile communication device 114 to send the answer to the 
terminal 110 via the mobile communication network 112. For 
this purpose, the answer is, in particular, addressed using the 
MSISDN of the terminal 110, which was included in the 
request. 

In the terminal 110 the answer to the request is processed 
by the access component. In particular, the access component 
recognizes the credential or the key for accessing the pro 
tected data in the memory card 102 and extracts this informa 
tion from the answer. If a credential is provided, the access 
component forwards the extracted credential to the memory 
card 102. The security logic of the memory card 102 verifies 
the credential, and if the credential has been verified success 
fully, the security logic allows the terminal 110 or an appli 
cation of the terminal 110 to access the protected data. As 
mentioned before, the allowed access may be restricted to a 
reading access, or it may be also allowed to manipulate data 
using the terminal 110. If the answer to the request includes a 
decryption key, the decryption key is used in the terminal 110 
for decrypting the data or the decryption key is forwarded to 
the memory card 102 and used by the microcontroller 106 of 
the memory card 102 to decrypt the data and make it acces 
sible to the terminal 110 or an application executed in the 
terminal 110. 

In order to increase security in the system described before, 
it may be provided that the answer to the request of the 
terminal is cryptographically secured. For this purpose, 
asymmetric encryption may be used. Here, the authorisation 
component may encrypt the answer to the request before 
sending it to the terminal 110. For encrypting the answer, the 
public key of the memory card 102 may be used. When the 
answer is received in the terminal 110, it is passed to the 
memory card 102 that decrypts the answer using its secret 
key, before the answer is processed in the access component. 
In another exemplary embodiment, the authorisation unit 
digitally signs the answer to the request using a secret key 
allocated to the authorisation unit. In this case, the memory 
card 102 verifies the digital signature using a public key of the 
authorisation component. The public key is securely stored in 
the memory card 102. This means that it cannot be replaced 
by another public key. 

It should be noted that no cryptographic key of the terminal 
110 is used in the mechanism described before so that a key 
exchange between the mobile communication device 114 and 
the terminal 110 is not necessary. Thus the memory card 102 
can be accessed using the terminal 110 ad hoc without the 
need for preparing data exchange. 

Furthermore, the card owner may want to restrict the autho 
risation of a person to access the protected data on the card to 
a limited period of time or to a defined number of accesses. 
For this purpose, after the time period has lapsed a new 
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credential may be used or the data may be encrypted using 
another cryptographic key. This prevents the user of terminal 
110 to store the received credential or key after the time 
period has lapsed. 

In one exemplary embodiment, a new credential may be 
generated in the mobile communication device 114 of the 
card owner, particularly in the card owner's SIM card 118, 
and the SIM card 118 may provide a functionality to install 
the new credential in the memory card 102, when the memory 
card 102 is connected to the mobile communication device 
114. Here, the security logic of the memory card 102 may not 
allow the installation unless a further credential is provided, 
which is only known to the card owner. Similarly, the mobile 
communication device 114, particularly the SIM card 118, 
may provide a functionality for decrypting the data and 
encrypting it using a new key. 

In further exemplary embodiments, the answer of the 
device 114 to the request may comprise time information in 
addition to the credential or instead of the credential. The time 
information may specify a point in time, i.e. an absolute time, 
up to which the protected data stored in the memory card 102 
can be accessed using the terminal 110. The time information 
may be input by the card owner when operating the device 
114 to give his consent to the access to the protected data. 

Before the memory card 102 allows the terminal 110 to 
access the protected data stored in the memory 104, it receives 
time information from a clock unit. The clock unit may be 
included in a time server, which is connected to terminal 110 
via the communication network 112. Information for estab 
lishing a connection to the time server 116. Such as the net 
work address of the time server 116, is securely stored in the 
memory card 102. The data exchange between the memory 
card 102 and the time server may be based on the HTTP 
(hypertext transfer protocol). In one exemplary embodiment, 
there may be a “continuous’ connection between the memory 
card 102 and the time server 116 via the terminal 110 using 
the HTTP. This means, that a protocol conversion of the 
request of the memory card 102 for providing time informa 
tion and of the answer of the time server 116 can be dispensed 
with. In another exemplary embodiment, the time informa 
tion generated by a clock unit contained in the mobile com 
munication device 114 of the card owner and is included in 
the answer to the request of the terminal 110. 

The time information provided by the clock unit specifies 
the current time as measured in the clock unit. Furthermore, 
the time information is cryptographically secured in Such a 
way that a recipient can verify that the time information 
originates from the clock unit and that the time information 
was not modified during transmission to the recipient. 

If the time information is provided by the mobile commu 
nication device 114 in the answer to the request, it may be 
secured in the same way as the request itself. 

If the time information is retrieved from a time server, the 
time information is encrypted using a secretencryption key of 
the time server. As an alternative the time information 
includes a digital signature of the server, i.e. check value, 
which is derived from the content of the information and 
encrypted using the secret key of the clock unit. The secret 
encryption key is part of an asymmetric key pair further 
including a public decryption key for decrypting data, which 
has been encrypted using the secret encryption key. The pub 
lic decryption key of the clock unit is securely stored in the 
memory card 102. The secure storage prevents the key from 
being replaced by another key. As an alternative to the utili 
sation of asymmetric key pair, it is likewise possible to utilise 
symmetric encryption with a key for encryption and decryp 
tion that is shared between the clock unit and the memory card 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
102. When the memory card 102 receives the time informa 
tion, it verifies the authenticity of the time information. For 
this purpose, the memory card 102 decrypts the time infor 
mation or the digital signature with the public decryption key, 
thereby verifying the authenticity and integrity of the time 
information. If a digital signature is used, the memory card 
102 decrypts the check value thereby confirming that the time 
information originates from the clock unit. Then, the memory 
card 102 compares the check value to a self-generated check 
value and determines that the time information is unaltered, if 
both check values match. 

If the authenticity of the time information cannot be veri 
fied successfully, the memory card 102 denies access to the 
protected data stored in the memory card 102. After the 
authenticity and integrity of the time information has been 
validated successfully, the memory card 102 compares the 
time information with the point in time that was specified by 
the card owner. If this point in time follows the point in time 
specified in the time information received from the time 
server or the clock unit of the mobile communication device 
114, the memory card 102 allows accessing the protected data 
stored in the memory card 102 using the terminal 110. 

In order to determine when the stored point in time is 
reached, the memory card 102 may determine a difference 
between the time indicated by the clock unit and the point in 
time specified by the card owner. Then, the memory card 102 
starts an internal time counter. When a counter value corre 
sponding to the calculated time difference has been reached, 
the memory card 102 determines that the time period corre 
sponding to the calculated difference is lapsed and locks the 
protected data again against access from outside the memory 
card 102. 

In another exemplary embodiment, the memory card 102 
may repeatedly retrieve time information from the time 
server. In particular, the memory card 102 may retrieve the 
time information in regular, predetermined time intervals, 
which are not too long so that the user of the terminal 110 does 
not have access to the protected information significantly 
later than the stored point in time. Each time the memory card 
102 retrieves time information from the time server, it com 
pares the time specified in the time information with the point 
in time specified by the card owner and unlocks the protected 
data when the point in time specified by the card owner is no 
longer in the future relative to the current time as specified in 
the time information retrieved from the time server. The 
memory card 102 may also lock the protected data, if the time 
information received from the time server cannot be verified 
Successfully. The memory card may also lock the protected 
data, if time information cannot be retrieved from the time 
server, since in this case, the memory card is not able to 
determine, whether the point of time specified by the card 
owner has been reached. 

Further exemplary embodiments may differ from the 
embodiments described before in that the card owner speci 
fies a time period for accessing the memory card 102 instead 
of an absolute point in time up to which the memory card 102 
can be accessed. 

In an exemplary embodiment of the invention, a time server 
may likewise be used. Here, the memory card 102 may store 
the time information it retrieves from the time server when the 
memory card retrieves the time information for the first time. 
Then, the memory card may again repeatedly retrieve time 
information from the time server 116. Each time the memory 
unit retrieves time information from the time server 116, it 
compares the time specified in the time information with the 
stored time and locks the protected data again when the dif 
ference betweenthese times exceeds the time period specified 
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by the user. In other respects, the security mechanism may be 
the same as in the exemplary embodiments described before. 
In particular, the memory card 102 may lock the protected 
data, if no time information can be retrieved from the time 
server, if the retrieved time information cannot be authenti 
cated successfully and if time information received from the 
time server 116 specifies an earlier time than time information 
received before. 

In a further exemplary embodiment, in which the user 
specifies a time period for accessing the memory card 102 
instead of an absolute point in time up to which the memory 
card 102 can be accessed, the memory card 102 utilises an 
internal time counter for determining, whether the time 
period has lapsed. The time counteris started, after the answer 
of the mobile communication device 114 is received in the 
terminal 110. When a counter value corresponding to the 
specified time period has been reached, the memory card 102 
determines that the time period has lapsed and locks the 
protected data again against access from outside the memory 
card 102. 
The exemplary embodiments described before may allow 

the card owner to specify a point in time up to which the 
protected data stored in the memory card 102 can be accessed 
by another person using a terminal 110 or a time period for 
accessing the data. The card owner may specify the point in 
time or the time period before handing over the memory card 
102 to another person. By specifying a suitable short time 
period, in which the other person can access the protected 
data, it can be prevented that unauthorized third parties can 
access the protected data. Thus, access to the protected data 
can be limited to selected persons in secure way. 

While exemplary embodiments of the invention have been 
illustrated and described in detail in the drawings and fore 
going description, such illustration and description are to be 
considered illustrative or exemplary and not restrictive; the 
invention is not limited to the disclosed embodiments. 

For example, it is possible to operate an exemplary 
embodiment of the invention wherein the communication 
network 112 is not configured as mobile communication net 
work 112 but as another communication network suitable for 
connecting the device 114 of the owner of the memory card 
102 and the terminal 110. 

Other variations to the disclosed exemplary embodiments 
can be understood and effected by those skilled in the art in 
practicing the claimed invention, from a study of the draw 
ings, the disclosure, and the appended claims. 

In the claims, the word “comprising does not exclude 
other elements or steps, and the indefinite article “a” or “an 
does not exclude a plurality. A single processor or other unit 
may fulfil the functions of several items recited in the claims. 
The mere fact that certain measures are recited in mutually 
different dependent claims does not indicate that a combina 
tion of these measures cannot be used to advantage. 
Any reference signs in the claims should not be construed 

as limiting the scope. 
The invention claimed is: 
1. A method for providing access to data securely stored in 

a memory card, the method comprising: 
receiving the memory card with the data stored therein in a 

terminal; 
transmitting a request for accessing the data via a commu 

nication link from the terminal to a device: 
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12 
sending first information from the device to the terminal 

via the communication link upon receipt of the request, 
the first information being sent to the terminal in 
response to a user operation acquired from a user inter 
face of the device; and 

receiving the first information in the terminal and accessing 
the data using the first information. 

2. The method according to claim 1, wherein the device 
comprises a mobile communication device and the commu 
nication link comprises a mobile communication network. 

3. The method according to claim 1, wherein the device 
comprises a SIM card providing the first information. 

4. The method according to claim 1, wherein the commu 
nication link from the terminal to the device is established 
using second information, the second information being read 
from the memory card by the terminal. 

5. The method according to claim 4, wherein the second 
information comprises an MSISDN of the device. 

6. The method according to claim 1, wherein the request for 
accessing the data includes a digital signature of the memory 
card, the digital signature being verified in a SIM card of the 
device. 

7. The method according to claim 1, wherein the data is 
stored in encrypted form in the memory card, and wherein the 
first information comprises a cryptographic key for decrypt 
ing the data. 

8. The method according to claim 1, wherein the memory 
card comprises a security logic allowing accessing the data 
after having successfully verified the first information. 

9. The method according to claim 1, wherein the memory 
card comprises further data, which are not accessible using 
the first information. 

10. A system, comprising: 
a terminal for accessing data stored in a memory card, the 

terminal comprising: 
an acceptance device that is adapted to receive the memory 

card with the data stored therein; 
a reading device adapted to read the data from the memory 

card using first information; 
a sending component adapted to send a request for access 

ing the data via a communication link; and 
a receiving component adapted to receive the first informa 

tion via the communication link in response to the 
request; and 

a device that comprises an authorising component coupled 
to a user interface, the authorising component being 
adapted to provide the first information in response to a 
receipt of the request in the device and a user operation 
acquired from the user interface. 

11. The system according to claim 10, wherein the device 
comprises a mobile communication device and the commu 
nication link includes a mobile communication network. 

12. The system according to claim 10, comprising a SIM 
card including the authorising component. 

13. The system according to claim 10, wherein the com 
munication link is established using second information, the 
second information being read from the memory card by the 
terminal. 

14. The system according to claim 10, wherein the second 
information comprises an MSISDN of the device. 
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