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controller. The controller may be configured with a plurality of processors. Each of the plurality of processors may retrieve and check
the integrity of firmware for a respective one of the other processors while the processor engaged in checking the respective one of
the other processors is in an idle state.

[Continued on next page]



WO 2018/04848:5 A1 {10000 00 YO0

Published:
—  with international search report (Art. 21(3))



WO 2018/048485 PCT/US2017/031983

10

15

20

25

30

-1-

SYSTEM AND METHOD FOR PROTECTING FIRMWARE INTEGRITY IN
A MULTI-PROCESSOR NON-VOLATILE MEMORY SYSTEM

BACKGROUND

[0001] Non-volatile memory systems, such as solid state drives (SSDs)
including NAND flash memory, are commonly used in electronic systems
ranging from consumer products to enterprise-level computer systems.
Controllers in some SSDs often manage high throughput data traffic
between one or more hosts and the multiple non-volatile memory die in the
SSD. The high throughput combined with larger numbers of non-volatile
memory die can result in processing demands in the SSD that lead to the
need for a multi-processor controller.

[0002] Additionally, modern high-performance storage devices such as
the SSDs mentioned above often include a volatile dynamic random
access memory (DRAM) cache used to store address tables, executable
firmware code, and other data. This cache is often susceptible to bit flips,
and as such needs protection. One approach for handling bit flips in data
is to provide end to end error protection for any type of data that is read
from or written to DRAM. The end to end protection includes specialty
hardware positioned in the data path that can detect and correct errors in
real time. In some memory controller architectures, the specialty
hardware, sometimes referred to as an error correction code (ECC)
engine, may not be included in the data path used to access and store

processor firmware.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1A is a block diagram of an example non-volatile memory
system.

[0004] FIG. 1B is a block diagram illustrating an exemplary storage

module.
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[0005] FIG. 1C is a block diagram illustrating a hierarchical storage
system.

[0006] FIG. 2A is a block diagram illustrating exemplary components of
a multi-processor controller of a non-volatile memory system.

[0007] FIG. 2B is a block diagram illustrating exemplary components of
a non-volatile memory of a non-volatile memory storage system.

[0008] FIG. 3is flow diagram illustrating a method of checking integrity
of firmware in the non-volatile memory system of FIGS. 2A-2B.

[0009] FIG. 4 a simplified illustration of the system of FIGS. 2A and 2B
implementing the process of FIG. 3.

[0010] FIG. 5illustrates an alternative embodiment of the system of FIG.
4 with more than two processors.

[0011] FIG. 6 illustrates an alternative embodiment of the method of
FIG. 3 where the cached version of the firmware is maintained in a host

memory buffer outside of the non-volatile memory system.

DETAILED DESCRIPTION

[0012] A system and method for protecting firmware in a multi-processor
non-volatile memory system is disclosed that can correct for bit flips in a
cache version of the firmware used to operate the multiple processors of
the memory system. The disclosed system and method do not utilize a
dedicated ECC engine that includes hardware positioned in the data path
between the cache and the processors of the memory system that can
identify and/or correct firmware retrieved from the cache in real time.
Instead, the disclosed method and system utilize a first processor of a
multi-processor controller to retrieve firmware of a second processor of the
multi-processor controller to review the cache and check the integrity of the
firmware of the second processor, and vice-versa.

[0013] As described in more detail below, when a processor in the multi-
processor non-volatile memory system acts on a host command and
retrieves its firmware from a volatile memory cache for execution, there is

no real-time error correction or other integrity check before execution.
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Instead, the processor executes its retrieved firmware and, only when that
processor is idle will it begin sequentially retrieving another processor’s
firmware from the cache and verifying the integrity of the firmware of that
other processor. The process may be scaled for two or more processors,
although the examples that follow are primarily a two processor system for
ease of illustration.

[0014] According to one aspect, a method is disclosed for managing
transient errors in firmware in a multi-processor non-volatile memory
(NVM) system. The method may include, in response to detecting an idle
state of a first processor in the NVM system, the first processor retrieving
executable instructions of a second processor in the NVM system that are
stored in the volatile memory during the idle state. The first processor may
then verify the integrity of the retrieved executable instructions of the
second processor during the idle state. In one implementation, the
executable instructions of the second processor may include a plurality of
predetermined portions and the first processor retrieving and verifying the
integrity of the retrieved executable instructions of the second processor
may include the first processor sequentially retrieving a respective one of
the plurality of portions and verifying the integrity of the respective one of
the plurality of portions before retrieving and verifying a next respective
one of the plurality of portions.

[0015] Additionally, the method may further include the first processor
storing corrected executable instructions of the second processor in the
volatile memory in response to detecting an error in the retrieved
executable instructions of the second processor. In one implementation,
the first processor storing corrected executable instructions of the first
processor in the volatile memory may include the first processor retrieving
original executable instructions of the second processor from a non-volatile
memory in the NVM system and replacing the executable instructions of
the second processor in the volatile memory with the original executable
instructions of the second processor. Alternatively, the first processor

verifying integrity of the retrieved executable instructions of the second
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processor may include the first processor generating a checksum value for
the retrieved executable instructions of the second processor and
determining whether the generated checksum information matches
previously stored checksum information associated with the retrieved
executable instructions.

[0016] According to another aspect of the invention, a multi-processor non-
volatile memory (NVM) system includes a non-volatile memory having a
plurality of non-volatile memory cells, a first processor in communication with
the non-volatile memory and a second processor in communication with the
non-volatile memory. The NVM system also includes a volatile memory
configured to hold executable instructions of the first processor in a first
portion of the volatile memory and configured to hold executable instructions
of the second processor in the first portion of the volatile memory. The first
processor, only during an idle state of the first processor, is configured to
check for errors in the executable instructions of the second processor in the
first portion of the volatile memory. The second processor, only during an idle
state of the second processor, is configured to check for errors in the
executable instructions of the first processor in the first portion of the volatile
memory.

In yet another aspect, a method is disclosed for managing errors in
processor executable code stored in a volatile memory of a multi-
processor non-volatile memory (NVM) system. The method may include,

when a first processor of the multi-processor NVM system is
operating on a host command, the first processor retrieving and executing
executable code of the first processor from the volatile memory without first
checking the executable code of the first processor for errors. The
method also includes, when a second processor of the multi-processor
NVM system is operating on a host command, the second processor
retrieving and executing executable code of the second processor from the
volatile memory without first checking the executable code of the second
processor for errors. Furthermore, the method includes, only while the first

processer is in an idle state, the first processor retrieving the executable
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code for the second processor from the volatile memory and checking the
executable code of the second processor for errors. Similarly, the method
includes, only while the second processor is in an idle state, the second
processor retrieving the executable code for the first processor from the
volatile memory and checking the executable code of the first processor for
errors.

[0017] FIG. 1A is a block diagram illustrating a non-volatile memory
system. The non-volatile memory (NVM) system 100 includes a controller
102 and non-volatile memory that may be made up of one or more non-
volatile memory die 104. As used herein, the term die refers to the set of non-
volatile memory cells, and associated circuitry for managing the physical
operation of those non-volatile memory cells, that are formed on a single
semiconductor substrate. Controller 102 interfaces with a host system and
transmits command sequences for read, program, and erase operations to
non-volatile memory die 104.

[0018] The controller 102 (which may be a flash memory controller) can
take the form of processing circuitry, one or more microprocessors or
processors (also referred to herein as central processing units (CPUs)),
and a computer-readable medium that stores computer-readable program
code (e.g., software or firmware) executable by the (micro)processors,
logic gates, switches, an application specific integrated circuit (ASIC), a
programmable logic controller, and an embedded microcontroller, for
example. The controller 102 can be configured with hardware and/or
firmware to perform the various functions described below and shown in
the flow diagrams. Also, some of the components shown as being internal
to the controller can also be stored external to the controller, and other
components can be used. Additionally, the phrase “operatively in
communication with” could mean directly in communication with or
indirectly (wired or wireless) in communication with through one or more
components, which may or may not be shown or described herein.

[0019] As used herein, a flash memory controller is a device that

manages data stored on flash memory and communicates with a host,
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such as a computer or electronic device. A flash memory controller can
have various functionality in addition to the specific functionality described
herein. For example, the flash memory controller can format the flash
memory to ensure the memory is operating properly, map out bad flash
memory cells, and allocate spare cells to be substituted for future failed
cells. Some part of the spare cells can be used to hold firmware to operate
the flash memory controller and implement other features. In operation,
when a host needs to read data from or write data to the flash memory, it
will communicate with the flash memory controller. If the host provides a
logical address to which data is to be read/written, the flash memory
controller can convert the logical address received from the host to a
physical address in the flash memory. The flash memory controller can
also perform various memory management functions, such as, but not
limited to, wear leveling (distributing writes to avoid wearing out specific
blocks of memory that would otherwise be repeatedly written to) and
garbage collection (after a block is full, moving only the valid pages of data
to a new block, so the full block can be erased and reused).

[0020] Non-volatile memory die 104 may include any suitable non-
volatile storage medium, including NAND flash memory cells and/or NOR
flash memory cells. The memory cells can take the form of solid-state
(e.g., flash) memory cells and can be one-time programmable, few-time
programmable, or many-time programmable. The memory cells can also
be single-level cells (SLC), multiple-level cells (MLC), triple-level cells
(TLC), or use other memory cell level technologies, now known or later
developed. Also, the memory cells can be fabricated in a two-dimensional
or three-dimensional fashion.

[0021] The interface between controller 102 and non-volatile memory
die 104 may be any suitable flash interface, such as Toggle Mode 200,
400, or 800. In one embodiment, memory system 100 may be a card
based system, such as a secure digital (SD) or a micro secure digital
(micro-SD) card. In an alternate embodiment, memory system 100 may be

part of an embedded memory system.
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[0022] Although in the example illustrated in FIG. 1A NVM system 100
includes a single channel between controller 102 and non-volatile memory
die 104, the subject matter described herein is not limited to having a
single memory channel. For example, in some NAND memory system
architectures, such as in Figs. 1B and 1C, 2, 4, 8 or more NAND channels
may exist between the controller and the NAND memory device,
depending on controller capabilities. In any of the embodiments described
herein, more than a single channel may exist between the controller and
the memory die, even if a single channel is shown in the drawings.

[0023] FIG. 1B illustrates a storage module 200 that includes plural
NVM systems 100. As such, storage module 200 may include a storage
controller 202 that interfaces with a host and with storage system 204,
which includes a plurality of NVM systems 100. The interface between
storage controller 202 and NVM systems 100 may be a bus interface, such
as a serial advanced technology attachment (SATA) or peripheral
component interface express (PCle) interface. Storage module 200, in
one embodiment, may be a solid state drive (SSD), such as found in
portable computing devices, such as laptop computers, and tablet
computers.

[0024] FIG. 1C is a block diagram illustrating a hierarchical storage
system. A hierarchical storage system 210 includes a plurality of storage
controllers 202, each of which controls a respective storage system 204.
Host systems 212 may access memories within the hierarchical storage
system via a bus interface. In one embodiment, the bus interface may be
a non-volatile memory express (NVMe) or a fiber channel over Ethernet
(FCoE) interface. In one embodiment, the system illustrated in FIG. 1C
may be a rack mountable mass storage system that is accessible by
multiple host computers, such as would be found in a data center or other
location where mass storage is needed.

[0025] FIG. 2A is a block diagram illustrating exemplary components of
controller 102 in more detail. Controller 102 includes a front end module

108 that interfaces with a host, a back end module 110 that interfaces with
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the one or more non-volatile memory die 104, and various other modules
that perform functions which will now be described in detail. A module
may take the form of a packaged functional hardware unit designed for use
with other components, a portion of a program code (e.g., software or
firmware) executable by a (micro)processor or processing circuitry that
usually performs a particular function of related functions, or a self-
contained hardware or software component that interfaces with a larger
system, for example.

[0026] Any separate processing engines that utilize a shared bus and
execute firmware stored externally from the engines may be used in the
system and method described herein. The processing engines, also
referred to herein as processors, may be separate processing cores on a
single application specific integrated circuit (ASIC), or may be completely
discrete processors on different substrates. In one embodiment, as shown
in FIG. 2A, the processors are hardware processors, such as central
processing units (CPUs) CPU1 113 and CPU2 115, that may be part of or
assigned to the front end module 108, the back end module 110 and the
media management layer 138 (also referred to as the flash translation
layer), respectively. Each of the CPUs 113, 115 may include a volatile
memory component, such as static random access memory (SRAM) 109
and share a mutual exclusion object (mutex) 111 that allows one CPU to
lock out another CPU ad keep that other CPU from carrying out an
operation on a shared resource while the one CPU is carrying out its own
particular operation on the resource. Although the mutex 111 is shown in
each CPU 113, 115 and in shared SRAM 126, the mutex may actually be
an object that may only be held by one CPU at a time and then returned to
the shared SRAM 126 when not needed by a CPU.

[0027] In one implementation CPU1 113 manages the host interface
120 and implements a command manager (CM) function that translates
host commands received from a host into a format usable by the NVM
system. CPU2 115 may manage the backend module 110, which may

also be referred to as the physical storage layer (PS), and specifically
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manages read and write operations to and from the non-volatile memory.
CPU2 115 may also manage the media management layer (MML) 138 and
specifically read operations. The assignment of functions and
responsibilities in the controller 102 to CPU1 113 and CPU2 115 described
above is just one example and may differ in other implementations. Also,
although two CPUs 113, 115 are illustrated in the example of FIG. 2B, any
controller architecture having two or more CPUs dividing up the various
functions of the controller 102 is contemplated.

[0028] Modules of the controller 102 may include firmware for protecting
the firmware on each CPU. This firmware protection firmware may be part
of each of the CPU1 and CPU2 firmware 117, 119 and provide
functionality for managing the use of the multiple processors 113, 115, as
described in greater detail below. For example, the firmware protection
firmware may include code that implements a checksum algorithm such as
the Adler-32 algorithm described in RFC 1950, the CRC-32 algorithm
described in the IEEE 802 specification and used in the SATA protocol, or
any other algorithm commonly used for determining data integrity. The
firmware protection instructions may also include more advanced error
correction algorithms such as a Hamming code.

[0029] Referring again to modules of the controller 102, a buffer
manager/bus controller 114 manages buffers in random access memory
(RAM) 116 and controls the internal bus arbitration of controller 102. A
read only memory (ROM) 118 stores system boot code. Although
illustrated in FIG. 2A as located separately from the controller 102, in other
embodiments one or both of the RAM 116 and ROM 118 may be located
within the controller 102. In yet other embodiments, portions of RAM 116
and ROM 118 may be located both within the controller 102 and outside
the controller. Further, in some implementations, the controller 102, RAM
116, and ROM 118 may be located on separate semiconductor die.

[0030] The RAM 116 may be dynamic random access memory (DRAM)
and be used as a cache for various types of data. As described in greater
detail below, the RAM 116 in the NVM system, whether outside the
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controller 102, inside the controller or present both outside and inside the
controller 102, may include a portion having a copy of the data used by
each CPU 113, 115 to execute their respective tasks. This portion of the
RAM is used to hold a copy of the processor executable instructions, also
referred to herein as firmware, for each of the CPUs 113, 115. The original
version of the CPU1 firmware 117 and CPU2 firmware 119 may be stored
in the non-volatile memory 104 (CPU firmware 151) and when the NVM
system 100 is connected to a host, the CPU1 firmware 117 and CPU2
firmware 119 copies are written to RAM 116 along with firmware integrity
data, for example firmware checksum data 121. The CPU1 and CPU2
firmware 117, 119 copies in RAM 116 may be referred to as images and
may be arranged contiguously in the RAM 116, where each of the images
of the CPU1 firmware and CPU2 firmware are separate groups of data and
firmware for each respective CPU. Another portion of the RAM 116 may
also be reserved for a host data buffer (not shown) buffering host data
being written to the non-volatile memory 104 and data being read from the
non-volatile memory 104. Yet another portion of the RAM 116 may be
assigned to holding one or more mapping tables (not shown) for logical-to-
physical address mapping and so on.

[0031] Front end module 108 includes a host interface 120 and a
physical layer interface (PHY) 122 that provide the electrical interface with
the host or next level storage controller. The choice of the type of host
interface 120 can depend on the type of memory being used. Examples of
host interfaces 120 include, but are not limited to, SATA, SATA Express,
SAS, Fibre Channel, USB, PCle, and NVMe. The host interface 120
typically facilitates transfer for data, control signals, and timing signals.
[0032] Back end module 110 includes an error correction controller
(ECC) engine 124 that encodes the data bytes received from the host, and
decodes and error corrects the data bytes read from the non-volatile
memory. A command sequencer 126 generates command sequences,
such as program and erase command sequences, to be transmitted to

non-volatile memory die 104. A RAID (Redundant Array of Independent
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Drives) module 128 manages generation of RAID parity and recovery of
failed data. The RAID parity may be used as an additional level of integrity
protection for the data being written into the NVM system 100. In some
cases, the RAID module 128 may be a part of the ECC engine 124. A
memory interface 130 provides the command sequences to non-volatile
memory die 104 and receives status information from non-volatile memory
die 104. In one embodiment, memory interface 130 may be a double data
rate (DDR) interface, such as a Toggle Mode 200, 400, or 800 interface. A
flash control layer 132 controls the overall operation of back end module
110.

[0033] Additional components of NVM system 100 illustrated in FIG. 2A
include the media management layer 138, which performs wear leveling of
memory cells of non-volatile memory die 104 and manages mapping
tables and logical-to-physical mapping or reading tasks. NVM system 100
also includes other discrete components 140, such as external electrical
interfaces, external RAM, resistors, capacitors, or other components that
may interface with controller 102. In alternative embodiments, one or more
of the physical layer interface 122, RAID module 128, media management
layer 138 and buffer management/bus controller 114 are optional
components that are not necessary in the controller 102.

[0034] FIG. 2A alsoillustrates an example of a host system 212 that
may be used with the NVM system 100. The host system 212 may include
a host processor 214 and memory such a volatile and/or non-volatile
memory. An example of volatilie memory, RAM 216 is shown in this
example. Furthermore, the host 212 may dedicate a portion of it memory
to a host memory buffer 218 that is actually memory on the host 212
dedicated by the host processor 214 to use and access by the CPUs 113,
115 in the NVM system. As described in later embodiments, the host
memory buffer 218 may be used by the CPUs 113, 115, instead of or
addition to RAM 116 on the NVM system 100, for storing some or all of the
CPU firmware 117, 119 or other data used by the NVM system 100.
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[0035] FIG. 2B is a block diagram illustrating exemplary components of
non-volatile memory die 104 in more detail. Non-volatile memory die 104
includes peripheral circuitry 141 and non-volatile memory array 142. Non-
volatile memory array 142 includes the non-volatile memory cells used to
store data. The non-volatile memory cells may be any suitable non-volatile
memory cells, including NAND flash memory cells and/or NOR flash
memory cells in a two dimensional and/or a three dimensional
configuration. As an example of the arrangement of the non-volatile
memory cells, the memory cells may be arranged in minimum units of
erase referred to as blocks, where each block is composed of a
predetermined number of pages and each page is composed of a
predetermined number of bits. Peripheral circuitry 141 includes a state
machine 152 that provides status information to controller 102. Non-
volatile memory die 104 further includes a data cache 156 that caches
data being read from or programmed into the non-volatile memory cells of
the non-volatile memory array 142. The data cache 156 comprises sets of
data latches 158 for each bit of data in a memory page of the non-volatile
memory array 142. Thus, each set of data latches 158 may be a page in
width and a plurality of sets of data latches 158 may be included in the
data cache 156. For example, for a non-volatile memory array 142
arranged to store n bits per page, each set of data latches 158 may include
n data latches where each data latch can store 1 bit of data.

[0036] In one implementation, an individual data latch may be a circuit
that has two stable states and can store 1 bit of data, such as a set/reset,
or SR, latch constructed from NAND gates. The data latches 158 may
function as a type of volatile memory that only retains data while powered
on. Any of a number of known types of data latch circuits may be used for
the data latches in each set of data latches 158. Each non-volatile
memory die 104 may have its own sets of data latches 158 and a non-
volatile memory array 142. Peripheral circuitry 141 includes a state
machine 152 that provides status information to controller 102. Peripheral

circuitry 141 may also include additional input/output circuitry that may be
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used by the controller 102 to transfer data to and from the latches 158, as
well as an array of sense modules operating in parallel to sense the
current in each non-volatile memory cell of a page of memory cells in the
non-volatile memory array 142. Each sense module may include a sense
amplifier to detect whether a conduction current of a memory cell in
communication with a respective sense module is above or below a
reference level.

[0037] Referring now to FIG. 3, a process of protecting the integrity of
firmware for the processors 113, 115 in the NVM system 100 is described.
As noted above, in a multi-processor non-volatile memory system that
does not include a dedicated error correction code (ECC) engine for real-
time checking and correction of errors in respective firmware that is
retrieved from cache memory and executed by the multiple processors,
transient bit flips in the cached firmware may develop over time and cause
problems. These transient bit flips, in such a multi-processor system, can
cause problems because the firmware code for a particular CPU will be
retrieved and executed by the particular processor without any integrity
check for errors. As shown in FIG. 3, one process for compensating for
potential bit flips in the firmware involves each processor (CPU1 113 and
CPU2 115), when it is otherwise idle, checking to see whether the other
processor’s firmware in RAM 116 has been corrupted (at 302). The CPU
that is having its firmware checked in RAM 116 need not be idle, only the
CPU performing the integrity check. As used herein, the idle state for a
CPU refers to a time period where no host command requiring use of the
particular processor’'s resources is pending, no internal process of the
storage device is executing that requires the resources of this particular
CPU, and the CPU is not in a low-power or powered-down state (for
example no host read or write operations are pending that require
processing on the particular CPU).

[0038] If afirst CPU is idle, then the first CPU retrieves a portion of the
second CPU’s firmware in the volatile memory cache, for example from

RAM 116, and checks the integrity of that retrieved portion of the second
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CPU’s firmware (at 304, 306). The amount of firmware retrieved from
RAM 116 for each iteration may be a page of data and the page of data
may be a fixed predetermined number of bits selected to optimize the
efficiency of a CPU in reviewing the firmware of the another CPU.
Although iterative retrieval and integrity checking of fixed page sizes of
firmware during CPU idle times are discussed, it is also contemplated that
a variable page size or other portion size may be used for other idle time
retrieval and integrity checking of one CPU’s firmware by another CPU in
different implementations.

[0039] If the integrity check of the retrieved page in RAM 116 of the
other CPU’s firmware reveals no errors, the first CPU’s counter/pointer to
the current position in the second CPU’s code in the RAM 116 is updated
to a next position (at 308, 310). If the first CPU’s counter/pointer has
reached the end of the second CPU’s firmware in the RAM 116, then the
first CPU counter/pointer is reset to the beginning of the firmware and the
first CPU starts working again through the second CPU’s firmware in RAM
116 from the initial starting position (at 312, 314). If the counter/pointer
has not reached the end of the second CPU’s firmware in RAM 116, then
the process continues (at 312).

[0040] The process of the first CPU checking the integrity of the
firmware of the second CPU repeats in this fashion until the first CPU is no
longer idle or an error is discovered. When an error is detected in the
second CPU’s firmware by the first CPU (at 308), then the first processor
may replace the corrupted page of the firmware of the second processor in
RAM 116 with a corrected page. In one implementation, the first processor
may retrieve a copy of the original page from non-volatile memory 104 in
the NVM system 100 (at 316) and replace the corrupted page found in
RAM 116 with the retrieved copy from non-volatile memory 104 (at 318).
To avoid the possibility of the second processor trying to access the
corrupted firmware while the first processor is writing the corrected page,
the first processor may activate the mutex to prevent the second processor

from attempting to access that page of, or in alternative embodiments any
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page of, firmware. After replacing the corrupted page of firmware, the page
counter/pointer for the first processor increments and the firmware
checking process continues (at 310) as described above.

[0041] The process of FIG. 3 may be executed concurrently by the
second processor on the first processor's firmware in RAM 116. In other
words, in one implementation, if both the first and second CPUs are idle,
then each processor can concurrently check the firmware of the other CPU
in RAM 116. The process of one processor checking the other’s firmware
in RAM 116 for the other CPU may occur independently but concurrently
or only one CPU at a time may be checking the other CPU’s firmware,
depending on the idle status of the processors at any given time. For
example, while both CPU1 113 and CPU2 115 are idle, CPU1 113 may
iteratively check CPU2’s firmware 119 in RAM 116 and vice versa. If
CPU1 113 is active with a host I/O related command, then CPU1 113
stops checking CPU2’s firmware 117, but keeps track of where in CPU2’s
firmware 117 it is using a counter or pointer, as described below, so that
CPU1 115 may continue from where it left off in CPU2’s firmware 117
when CPU1 113 becomes idle again. Also, even though CPU1 113 is
active and the CPU2 firmware 117 temporarily cannot be checked by
CPU1 113, CPU2 115 can still continue checking CPU1 firmware 119.

The flow chart of FIG. 3 is presented from only one processor’s
perspective to simplify the discussion above, however the first processor
may be concurrently executing the same process on the second
processor’s firmware, or each of more than two processors may be
concurrently executing this process on each other’s firmware in NVM
systems with more than two processors.

[0042] In order to check the integrity of the firmware page that is
retrieved in the process of FIG. 3, one of any number of integrity checking
mechanisms maybe used by the processor doing the integrity checking. In
one implementation, the integrity check may be a parity check of one or
more bits generated by a CPU for a retrieved page of firmware of the other

CPU and compared to a previously generated parity bit or bits for the
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current page. The parity information may be as simple as a single bit
parity that indicates whether the page of firmware retrieved from RAM 116
has the expected number of 1’s or 0’s, or may be a multi-bit parity check
providing greater accuracy and information regarding flipped bit errors.
The previously stored parity information may be stored elsewhere in RAM
116, in shared volatile memory between the CPUs, such as SRAM 126
(FIG. 2A), or may be stored with the associated firmware page itself.
[0043] Alternatively, the integrity check of each page in RAM 116 may
be a checksum mechanism. The checksum algorithm may be a cyclic
redundancy check (CRC) checksum algorithm or something more
sophisticated such as a Hamming code checksum algorithm. As with the
parity version noted above, an integrity check using a checksum algorithm
includes one CPU taking the page of the other CPU’s firmware, generating
checksum information for the retrieved page and comparing that to
previously generated checksum information 121 (FIG. 2A) that may be
stored in shared SRAM 126. Any of a number of integrity check
mechanisms, such as parity or checksum algorithms may be implemented
to perform the integrity check. Also the location of the previously
generated checksum or parity information need not be in a separate SRAM
126 location away from the firmware and may be included in the RAM 116
with the firmware or in other memory locations accessible for the CPUs
113, 115.

[0044] In yet other alternative implementations, the process of steps 316
and 318 in FIG. 3, where an error is corrected in the RAM 116 copy by
retrieving a clean copy from non-volatile memory 104 and replacing the
corrupted version in flash with the original page, may be replaced with
error correction performed on the corrupted page. Using a more
sophisticated algorithm, such as a Hamming code checksum algorithm, a
CPU performing the integrity check may actually correct the specific error
detected in the retrieved firmware page of the other CPU, and then store
that corrected page back in RAM 116, rather than simply identifying that an

error is present and retrieving the original page from non-volatile memory
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104 for subsequently storing in RAM 116. It is contemplated that, once the
error in the firmware is discovered, the mutex software 111 may be utilized
by the CPU engaged in correcting the other CPU’s firmware to prevent that
other CPU from attempting to access the firmware during the correction
and replacement process.

[0045] FIG. 4 illustrates one implementation of the use of page and
cycle counters in the NVM system 100 to allow each CPU 113, 115 to work
its way through the firmware image of the other CPU in DRAM to check the
firmware integrity of the other CPU. Each CPU 113, 115 has access to the
address range 402 of the firmware images (CPU1 firmware 117 and CPU2
firmware 119) in RAM 116 and each CPU 113, 115 may have both a page
counter 404, 406 that tracks the particular page in the range 402 in RAM
116 that each CPU is currently at in the firmware integrity check process of
FIG. 3. The address range 402 includes a starting address of 0 and a
maximum address of 199 in this example, but any other range having
starting and ending addresses for a contiguous firmware address space in
RAM 116 may be used in other implementations. In one implementation,
the firmware space for each CPU is contiguous and checked by a different
CPU. It can also be non-contiguous. For implementations where the CPU
firmware is non-contiguous, for example separated by pockets of user data
or mapping date that also resides in RAM, the NVM system 100 may
maintain a page table for each CPU to determine which of the data is CPU
firmware and which CPU is associated with the firmware. Thus, although
the CPU1 firmware 117 and CPUZ2 firmware 119 are shown as immediately
adjacent one another at consecutive RAM address locations in FIG. 4, in
other implementations, the firmware space in RAM 116 may be broken up
by other data.

[0046] FIG. 4 illustrates a simplified view of the NVM system 100 of
FIGS. 2A-2B to better illustrate the process set out in FIG. 3. In the two
CPU example of FIG. 4, where the CPU1 firmware 117 is located at the
beginning of the address range 402 and CPU2 firmware 119 is at the end
of the range 402, CPU1 113 is configured to start its page counter 404 at
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the end of the range (e.g. page 199 in this example) and every update to
the CPU1 page counter 404 decrements the page counter by 1 as it works
through the CPU2 firmware 119. This decreasing counter process for
CPU1’s page counter 404 is illustrated graphically by arrow 412.
Conversely, the CPU2 page counter 406 used by CPU2 115 to track where
itis in the review of CPU1 firmware 117 starts at page 0 in the DRAM and
every counter update increases the CPU2 page counter 404 by 1 as
indicated graphically by arrow 414. The timing for updating the respective
page counter 404, 406 for each CPU 113, 115 may be implemented using
the method of FIG. 3 which, as described above, may be executing in
parallel on both CPUs 113, 115.

[0047] When a CPU has sequentially checked all of the firmware pages
for the other CPU, a cycle is complete and the CPU cycle counter 408, 410
for the respective CPU that has finished a firmware check cycle of all the
pages of the other CPUs firmware in DRAM is then incremented. With the
outside-in approach to the counter updates for CPU1 and CPU2 113, 115,
the logic for determining when a processor has finished a cycle of the other
CPUs firmware may be as follows: in the context of CPU1 which is
checking CPU2 firmware, if CPU1 page counter 404 is less than or equal
to (<=) CPU2 page counter 406, then the CPU1 cycle counter 408 is
updated and the CPU1 page counter 404 is reset to the initial maximum
value (here, 199). In the context of CPU2 which is checking CPU1
firmware, if the CPU2 counter is greater than or equal to (>=) the CPU1
page counter 404 then the CPU 2 cycle counter is updated by CPU2 and
the CPU2 page counter is reset to the initial minimum value (here, 0).
[0048] In other embodiments, the CPUs 113, 115 may have access to
the location of the firmware. For example, the start address and length of
the firmware may be found in a header of each firmware image (e.g. the
header of CPU1 firmware and CPU2 firmware). Alternatively, if the
partitioning in RAM 116 is dynamic, the start address and length
information may be stored in shared SRAM 126 or in RAM 116 for each

firmware listing so that each CPU may start from the lowest address for the
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respective other CPU’s firmware in RAM and work in the same direction to
the highest address for the respective other CPU’s firmware. Thus,
instead of converging at a middle address from opposite ends of the total
address range 402 in RAM 116 and looking for an intersection or overlap
of the CPU page counters before incrementing a cycle counter 408, 410
for each CPU 113, 115, each CPU may move through the firmware for the
other CPU in the same direction during the firmware integrity check
process. Also, while the examples above discuss a two processor multi-
processor NVM system 100, any number of two or more processors may
be used, where each processor checks the integrity of the firmware of a
different one of the other processors. The cycle counters 408, 410 may be
stored on each respective CPU 113, 115 in local SRAM 109 or in a shared
memory location 141 in shared SRAM 126. The cycle counters 408, 410
may be used for diagnostic purposes to see how often and how efficiently
the CPU firmware 117, 119 is being fully reviewed in the process
described herein

[0049] Referring to FIG. 5, a simplified view of the example NVM system
100 of FIGS. 2A-2B is shown that is similar to the example of FIG. 4, but
with a third processor (CPU3 514) and associated third firmware image
(CPUS3 firmware 506) in RAM added. In this example, the three CPUs
(CPU1 510, CPU2 512 and CPU3 514) each are shown with respective
page counters 516, 518, 520 and cycle counters 522, 524, 526. Each
CPU 510, 512, 514 is configured to perform an integrity check of the
firmware in RAM of another CPU, while that other CPU is idle, as
described with respect to FIG. 3. However, the page counters 516, 518,
520 each are shown to increment from a lowest page location in RAM to a
highest page location in RAM of the respective firmware being checked,
rather than a converging firmware address checking process such as
shown in the incrementing counter of one CPU and decrementing counter
of another CPU in FIG. 4.

[0050] Referring again to FIG. 2B, there may be arrangements where,

instead of a copy of the CPU firmware 117, 119 being maintained in RAM
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116 or other volatile memory cache in the NVM system 100, a host
memory buffer 218 (FIG. 2A) of volatile memory 216 located on the host
212 holds the cached copy of the CPU firmware 117, 119. As illustrated in
FIG. 6, a method for protecting firmware residing in a cache on a host 212
rather than a cache within the NVM memory system 100 is described. In
similar fashion to the embodiment of FIG. 3, when a first CPU in the NVM
system 100 is in an idle state, it may retrieve and check the integrity of
firmware cached in volatile memory for the second CPU, and vice-versa.
Thus, when the first CPU is otherwise in an idle state it retrieves a page of
the firmware for the second CPU from the host memory buffer 218 on the
host 212 (at 602, 604). Although the host memory buffer 218 may store
data using a page size (hereinafter host page) that differs from the page
size utilized in the NVM system 100 (hereinafter device page), the page
retrieved is a device page sized page size because the device page size
corresponds to the amount of data for which the checksum or other ECC
data was calculated for in the NVM system 100.

[0051] As before, the first CPU generates a checksum or other ECC
data for the retrieved page and compares that generated value to
previously stored checksum or other ECC value associated with the page
to determine if they match. If there is a match, then no error has been
detected (at 606). If the retrieved page is not the last page of the second
CPU’s firmware, then the first CPU’s counter/pointer is updated
(incremented or decremented depending on the direction in the host
memory buffer address space it is scanning) and the process repeats for
the next page while the first processor is still idle (at 608, 610, 602, 604). If
the last page of the second CPUs firmware has been retrieved by the first
CPU, then the firmware counter/pointer for the first CPU is reset. If the first
CPU is idle it retrieves the first page of the second CPU’s firmware in the
host memory buffer 218 and continues the firmware checking process (at
608, 612, 602, 606).

[0052] At any time that an error is detected in due to a mismatch in the
checksum data (or other ECC data being utilized), then the first CPU
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searches the host memory buffer for the header information of the host
page at or before the retrieved device-sized with the detected checksum
error. The header information for the host page that includes the retrieved
device-sized page may the first N bytes of the host page at or before the
retrieved device-sized page. As a simplified example, if the device page-
size chunks taken by the first CPU from the host memory buffer are in 4
Kbyte increments and the host page size is 8 Kbyte, then the first CPU
would look for the header region in the currently retrieved device page-
sized of firmware for the second CPU in the host memory buffer with the
detected error as well as the prior 4 Kbyte portion of the host memory
buffer 218 in case the retrieved portion with the determined error was the
second half of the host-size page and not the first half with the header (at
614).0nce the header region is located, the first CPU examines the first N
bytes of that region to see if source identifying information on the source of
the program or operating system that last wrote to the memory location in
the host memory buffer is identifiable. In one implementation, the
identifying information may be pool header information, such pool header
information formatted according the Microsoft WINDOWS pool structure.
[00563] If the first CPU can recognize the pool header (at 616), for
example by comparison to one or more predetermined pool header
formats, then the first CPU may read the pool tag in the pool header
identifying the source of the data written to the host memory buffer and
transmit that data to the host processor 214 along with the physical offset
in the host page of the corruption (at 618, 620). If the first CPU does not
recognize a pool header in the first N bytes, then the first CPU will continue
retrieving and testing the device page-sized segments of the second
CPU’s firmware until an uncorrupted segment is reached (at 616, 622).
The first CPU may then report the corrupted range of addresses in the host
memory buffer 218 (at 624). Because the reasons for an error detected in
the host memory buffer 218 on the host 212 may not only be due to a
hardware bit flip issue, but may alternatively be caused by the host

accidentally repurposing the host memory that should be dedicated for
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NVM system or be caused by stray pointer of the host operating system
accidentally being written to the host memory buffer space, the CPUs 113,
115 of the NVM system 100 can assist the host 212 in preventing an error
in future with the additional pool identifier information discussed in the
process of FIG. 6.

[0054] After reporting to the host processor 214 either the pool tag and
physical offset information, or reporting the corrupted range, the first CPU
of the NVM system 100 may retrieve the one or more device page-size
segments from non-volatile memory corresponding to the corrupted host
pages and replace the corrupted host pages with the original second CPU
firmware that should be stored in those locations in the host memory buffer
218 (at 620). It should be understood that, because any corrupt portion of
a host page makes the entire host page corrupt and a host page may be
greater than a device page-sized segment being examined, both the
original device page for the detected device page-sized segment and any
additional uncorrupted device page-size segment that complete the host
page stored in the host memory buffer may be retrieved and sent to the
host for replacing the corrupted host page.

[0055] In the present application, semiconductor memory devices such
as those described in the present application may include volatile memory
devices, such as dynamic random access memory (“DRAM”) or static
random access memory (“SRAM”) devices, non-volatile memory devices,
such as resistive random access memory (“ReRAM”"), electrically erasable
programmable read only memory (“EEPROM”"), flash memory (which can
also be considered a subset of EEPROM), ferroelectric random access
memory (“FRAM”), and magnetoresistive random access memory
(“MRAM”), and other semiconductor elements capable of storing
information. Each type of memory device may have different
configurations. For example, flash memory devices may be configured in
a NAND or a NOR configuration.

[0056] The memory devices can be formed from passive and/or active

elements, in any combinations. By way of non-limiting example, passive
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semiconductor memory elements include ReRAM device elements, which
in some embodiments include a resistivity switching storage element, such
as an anti-fuse, phase change material, etc., and optionally a steering
element, such as a diode, etc. Further by way of non-limiting example,
active semiconductor memory elements include EEPROM and flash
memory device elements, which in some embodiments include elements
containing a charge storage region, such as a floating gate, conductive
nanoparticles, or a charge storage dielectric material.

[0057] Multiple memory elements may be configured so that they are
connected in series or so that each element is individually accessible. By
way of non-limiting example, flash memory devices in a NAND
configuration (NAND memory) typically contain memory elements
connected in series. A NAND memory array may be configured so that the
array is composed of multiple strings of memory in which a string is
composed of multiple memory elements sharing a single bit line and
accessed as a group. Alternatively, memory elements may be configured
so that each element is individually accessible, e.g., a NOR memory array.
NAND and NOR memory configurations are exemplary, and memory
elements may be otherwise configured.

[0058] The semiconductor memory elements located within and/or over
a substrate may be arranged in two or three dimensions, such as a two
dimensional memory structure or a three dimensional memory structure.
[0059] In atwo dimensional memory structure, the semiconductor
memory elements are arranged in a single plane or a single memory
device level. Typically, in a two dimensional memory structure, memory
elements are arranged in a plane (e.g., in an x-z direction plane) which
extends substantially parallel to a major surface of a substrate that
supports the memory elements. The substrate may be a wafer over or in
which the layer of the memory elements are formed or it may be a carrier
substrate which is attached to the memory elements after they are formed.
As a non-limiting example, the substrate may include a semiconductor

such as silicon.
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[0060] The memory elements may be arranged in the single memory
device level in an ordered array, such as in a plurality of rows and/or
columns. However, the memory elements may be arrayed in non-regular
or non-orthogonal configurations. The memory elements may each have
two or more electrodes or contact lines, such as bit lines and word lines.
[0061] A three dimensional memory array is arranged so that memory
elements occupy multiple planes or multiple memory device levels, thereby
forming a structure in three dimensions (i.e., in the x, y and z directions,
where the y direction is substantially perpendicular and the x and z
directions are substantially parallel to the major surface of the substrate).
[0062] As a non-limiting example, a three dimensional memory structure
may be vertically arranged as a stack of multiple two dimensional memory
device levels. As another non-limiting example, a three dimensional
memory array may be arranged as multiple vertical columns (e.g., columns
extending substantially perpendicular to the major surface of the substrate,
i.e., in the y direction) with each column having multiple memory elements
in each column. The columns may be arranged in a two dimensional
configuration, e.g., in an x-z plane, resulting in a three dimensional
arrangement of memory elements with elements on multiple vertically
stacked memory planes. Other configurations of memory elements in
three dimensions can also constitute a three dimensional memory array.
[0063] By way of non-limiting example, in a three dimensional NAND
memory array, the memory elements may be coupled together to form a
NAND string within a single horizontal (e.g., x-z) memory device levels.
Alternatively, the memory elements may be coupled together to form a
vertical NAND string that traverses across multiple horizontal memory
device levels. Other three dimensional configurations can be envisioned
wherein some NAND strings contain memory elements in a single memory
level while other strings contain memory elements which span through
multiple memory levels. Three dimensional memory arrays may also be

designed in a NOR configuration and in a ReRAM configuration.
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[0064] Typically, in a monolithic three dimensional memory array, one or
more memory device levels are formed above a single substrate.
Optionally, the monolithic three dimensional memory array may also have
one or more memory layers at least partially within the single substrate.
As a non-limiting example, the substrate may include a semiconductor
such as silicon. In a monolithic three dimensional array, the layers
constituting each memory device level of the array are typically formed on
the layers of the underlying memory device levels of the array. However,
layers of adjacent memory device levels of a monolithic three dimensional
memory array may be shared or have intervening layers between memory
device levels.

[0065] Then again, two dimensional arrays may be formed separately
and then packaged together to form a non-monolithic memory device
having multiple layers of memory. For example, non-monolithic stacked
memories can be constructed by forming memory levels on separate
substrates and then stacking the memory levels atop each other. The
substrates may be thinned or removed from the memory device levels
before stacking, but as the memory device levels are initially formed over
separate substrates, the resulting memory arrays are not monolithic three
dimensional memory arrays. Further, multiple two dimensional memory
arrays or three dimensional memory arrays (monolithic or non-monolithic)
may be formed on separate chips and then packaged together to form a
stacked-chip memory device.

[0066] Associated circuitry is typically required for operation of the
memory elements and for communication with the memory elements. As
non-limiting examples, memory devices may have circuitry used for
controlling and driving memory elements to accomplish functions such as
programming and reading. This associated circuitry may be on the same
substrate as the memory elements and/or on a separate substrate. For
example, a controller for memory read-write operations may be located on
a separate controller chip and/or on the same substrate as the memory

elements.
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[0067] One of skill in the art will recognize that this invention is not
limited to the two dimensional and three dimensional exemplary structures
described but cover all relevant memory structures within the spirit and
scope of the invention as described herein and as understood by one of
skill in the art.

[0068] Methods and systems have been disclosed for implementing a
multi-processor controller architecture without the need for including a
dedicated or real-time ECC engine in the data path for firmware between
the volatile memory cache holding a copy of the firmware for the
processors and the processors. Instead, the disclosed method and system
utilize a cross-checking technique where each processor, when idle,
checks the integrity of the firmware in the volatile memory cache for
another processor.

[0069] It is intended that the foregoing detailed description be
understood as an illustration of selected forms that the invention can take
and not as a definition of the invention. It is only the following claims,
including all equivalents, that are intended to define the scope of the
claimed invention. Finally, it should be noted that any aspect of any of the
preferred embodiments described herein can be used alone or in

combination with one another.
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WE CLAIM:

1. A method of managing transient errors in firmware in a multi-
processor non-volatile memory (NVM) system, the method comprises:
in response to a first processor in the NVM system entering
an idle state:
the first processor retrieving executable instructions of
the second processor stored in the volatile memory during the idle
state of the first processor; and
the first processor verifying integrity of the retrieved
executable instructions of the second processor during the idle state

of the first processor.

2. The method of claim 1, further comprising:
the first processor storing corrected executable instructions of
the second processor in the volatile memory in response to detecting an

error in the retrieved executable instructions of the second processor.

3. The method of claim 2, further comprising:
wherein the first processor storing corrected executable
instructions of the second processor in the volatile memory comprises the
first processor retrieving original executable instructions of the second
processor from a non-volatile memory in the NVM system and replacing
the executable instructions of the second processor in the volatile memory

with the original executable instructions of the second processor.

4. The method of claim 1, wherein the executable instructions of
the second processor comprise a plurality of predetermined portions and
wherein the first processor retrieving and verifying the integrity of the
retrieved executable instructions of the second processor comprises the

first processor:
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sequentially, for each of the plurality of predetermined
portions, retrieving a respective one of the plurality of portions and
verifying the integrity of the respective one of the plurality of portions
before retrieving and verifying a next respective one of the plurality of

portions.

5. The method of claim 1, wherein the first processor verifying
integrity of the retrieved executable instructions of the second processor
comprises the first processor generating parity information for the retrieved
executable instructions of the second processor and determining whether
the generated parity information matches previously stored parity

information associated with the retrieved executable instructions.

6. The method of claim 1, wherein the first processor verifying
integrity of the retrieved executable instructions of the second processor
comprises the first processor generating a checksum value for the
retrieved executable instructions of the second processor and determining
whether the generated checksum information matches previously stored
checksum information associated with the retrieved executable

instructions.

7. The method of claim 6, further comprising retrieving the
previously stored checksum information from a volatile memory separate

from the volatile memory containing the retrieved executable instructions.

8. A multi-processor non-volatile memory (NVM) system
comprising:
a non-volatile memory having a plurality of non-volatile
memory cells;
a first processor in communication with the non-volatile

memory;
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a second processor in communication with the non-volatile
memory;

a volatile memory configured to hold executable instructions
of the first processor in a first portion of the volatile memory, and
configured to hold executable instructions of the second processor in the
first portion of the volatile memory; and

wherein the first processor, only during an idle state of the
first processor, is configured to check for errors in the executable
instructions of the second processor in the first portion of the volatile
memory; and

wherein the second processor, only during an idle state of the
second processor, is configured to check for errors in the executable

instructions of the first processor in the first portion of the volatile memory.

9. The multi-processor NVM system of claim 8, wherein when
the first processor and the second processor are in the idle state, the first
processor is configured to check for errors in the executable instructions of
the second processor in the first portion of the volatile memory
concurrently with the second processor checking for errors in the
executable instructions of the first processor in the first portion of the

volatile memory.

10.  The multi-processor NVM system of claim 8, wherein the first
processor is further configured to, in response to identifying an error in the
executable instructions of the second processor held in the volatile
memory, replace the executable instructions of the second processor held
in the volatile memory with a copy of the executable instructions of the

second processor retrieved from the non-volatile memory.

11.  The multi-processor NVM system of claim 9, further

comprising:
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the first processor further configured to, in response to
identifying an error in the executable instructions of the second processor
held in the volatile memory, apply an error correction algorithm to the
executable instructions of the second processor, correct the identified error
in the executable code of the second processor to generate corrected code
and replace the executable instructions of the second processor in the

volatile memory with the corrected code.

12.  The multi-processor NVM system of claim 8, wherein the

volatile memory comprises random access memory (RAM).

13.  The multi-processor NVM system of claim 9, wherein:
to check for errors in the executable instructions of the
second processor, the first processor is configured to retrieve one portion
of a plurality of portions of the executable instructions of the second
processor from the volatile memory and check for any errors in the one
portion before retrieving a next portion of the plurality of portions from the

volatile memory and checking the next portion for any errors.

14.  The multi-processor NVM system of claim 13, wherein to
check for any errors in a respective portion of the plurality of portions, the
first processor is configured to generate checksum data for the respective
portion and compare the generated checksum data with previously stored

checksum data for the respective portion.

15.  The multi-processor NVM system of claim 13, wherein the
first processor further comprises a first cycle counter and a first portion
pointer and wherein the first processor is configured to:

after checking for errors in a respective portion of the plurality
of portions, update the first portion pointer to point to the respective
portion, wherein the first portion pointer only points to a portion most

recently checked for errors by the first processor; and
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increment the first cycle counter each time all the plurality of
portions of the executable code of the second processor has been

checked by the first processor.

16.  The multi-processor NVM system of claim 13, wherein each
of the plurality of predetermined portions comprises a physical page of

memory.

17.  The multi-processor NVM system of claim 14, wherein the
non-volatile memory comprises a substrate formed with a three-

dimensional memory structure.

18.  The multi-processor NVM system of claim 8, wherein the

volatile memory is located within the NVM system.

19.  The multi-processor NVM system of claim 8, wherein the
volatile memory is a host memory buffer located in a host outside of the

multi-processor NVM system.

20.  The multi-processor NVM system of claim 19, wherein when
the first processor detects an error in the executable instructions of the
second processor stored in the host memory buffer, the first processor is
configured to transmit a message to the host identifying a location of the

detected error in the host memory buffer.

21. A method for managing errors in processor executable code
stored in a volatile memory of a multi-processor non-volatile memory
(NVM) system, the method comprising:

when a first processor of the multi-processor NVM system is
operating on a host command, the first processor retrieving and executing
executable code of the first processor from the volatile memory without first

checking the executable code of the first processor for errors;
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when a second processor of the multi-processor NVM system
is operating on a host command, the second processor retrieving and
executing executable code of the second processor from the volatile
memory without first checking the executable code of the second
processor for errors;

only while the first processer is in an idle state, the first
processor retrieving the executable code for the second processor from
the volatile memory and checking the executable code of the second
processor for errors; and

only while the second processor is in the idle state, the
second processor retrieving the executable code for the first processor
from the volatile memory and checking the executable code of the first

processor for errors.

22. The method of claim 21, wherein in response to the first
processor identifying an error in the executable instructions of the second
processor held in the volatile memory, the first processor replaces the
executable instructions of the second processor held in the volatile
memory with a copy of the executable instructions of the second processor

retrieved from a non-volatile memory in the NVM system.

23. A non-volatile memory system comprising:

a non-volatile memory having a first set of processor executable
code and a second set of processor executable code;

a volatile memory having a copy of the first set of processor
executable code and a copy of the second set of processor executable
code;

first processing means for retrieving from the volatile memory, and
verifying integrity of, portions of the second set of processor executable

code while the first processing means is in an idle state; and
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the second processing means for retrieving from the volatile
memory, and verifying integrity of, the first set of processor executable

code while the second processing means is in an idle state.
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