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A private local area network (LAN) is created for use with a variety of transmission media for the purpose of ex-
changing data, preassigned addresses, and control signals according to simplified protocols. The LAN members can con-
sist of any combination of computers (3, 16), electronic devices (6, 20) or terminals (10, 18) adapted for intercommunica-
tion via microprocessor-based modems (2, 5, 9, 15, 19, 21) which are capable of performing either master or slave functions
within the LAN in accordance with their individual software designations. Each modem (2, 5, 9, 15, 17, 19, 21) operating
on the LAN has the capability of filtering analog noise, detecting/blocking digital data errors, operating within a wide
range of appropriate line impedances, and both transmitting and receiving digital data at rates in the neighborhood of 85
kbaud in the form of frequency, or tone, bursts according to a hybrid ASK/FSK data encoding and transmission scheme,
That encoding/transmission scheme consists of the selection of one frequency, or tone, to be both transmitted and received
for a duration (t;) equivalent to no more than one-half the bit period of 1" and of the selection of a second frequency to
be both transmitted and received for a duration (t,) equivalent to no more than one-half the bit period of a 0",




FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international appli-
cations under the PCT.

AT Austria FR France ML Mali

AU Australia GA Gabon MR Mauritania
BB Barbados GB  United Kingdom MW Malawi

BE Belgium HU Hungary NL Netherlands
BG Bulgaria IT Ttaly NO Norway

BJ Benin JP  Japan RO Romania

BR Brazl KP Democratic People’s Republic SD Sudan

CF Central African Republic of Korea SE Sweden

CG Congo KR Republic of Korea SN  Senegal

CH Switzerland LI  Liechtenstein SU  Soviet Union
CM Cameroon LK SriLanka TD Chad

DE Germany, Federal Republic of LU Luxembourg TG Togo

DK Denmark MC Monaco US  United States of America

FI  Finland MG Madagascar




WO 87/06071 PCT/US86/00633

SYSTEM AND METHOD FOR TRANSPORTING DATA

Background of the Invention
This is an invention devoted to data communications with

applications to simple or complex multi-branched networks — usually of a

5 private nature. Regardless of the transmission medium employed, two
common problems are transmission noise and digital error. Accordingly,
much time, expense, and engineering have gone into the solutions to these
drawbacks.

One method of providing for increased reliability given a "quiet"

10  transmission medium, has involved carrier ASK; at best this method has
only produced results on the order of 3 X 10-2 errors per message.

Another method frequently used for achieving high speed reliable
transmissions has been PLL constant carrier scheme whereby logical I's
and 0's are generated via PSK, FSK or FM techniques; however, the best

15 coherent endeavors of this type typically yield results of around 9 X 107
errors per second on the most favorable kinds of transmission media.

It is therefore the object of this invention to devise a better, more
error-free data encoding and transmission scheme for private data
networks utilizing a variety of transmission media — particularly, noisy

20 media. Low error rates are expected surpassing those above-quoted, and
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accordingly a variety of private data networks are herein disclosed,
including modems which are capable of communicating or transporting

data using a hybrid ASK/FSK scheme.

Summary of the Invention

5 Disclosed herein is a particular method for encoding and both
transmitting and receiving data whieh has aspects of amplitude-shift
keying (ASK) and frequency-shift keying (FSK)— hence, a hybrid
ASK/FSK data encoding and transmission scheme. Further disclosed is a
particular modem designed to exploit this hybrid ASK/FSK (or hereinafter,

10 simply "ASK/FSK") scheme for the purpose of transmitting and receiving
‘data originating in the computer, electronic device or terminal to which
that modem is connected. It is reasonably anticipated that an entire
network of these modems could be construeted over various transmission
media, and accordingly, a number of embodiments of such private data

15  networks are herein disclosed as well — all utilizing the modems and the
ASK/FSK scheme herein disclosed. Therefore, this invention consists of
an integration of a method, means, and environment for exchanging data.

At the foundation of this disclosure is the ASK/FSK data encoding
and transmission scheme which encodes for a logical one, or mark, by the

20 use of one unique frequency, or tone, and similarly a logical zero, or
space, is designated by the use of a second unique frequency, or tone, in
both the transmitting and receiving of data; this is the FSK-aspect of the
transmission scheme. However, a further condition is imposed upon this
skeleton-FSK method in order to achieve an even higher degree of

25  unequivocal data encoding and transmission vis-a-vis the designation and
recognition of "I's" and "0's." That further requirement consists
essentially of receiving the unique logical-one frequency for a set,
predetermined period of time which at most is assigned the equivalence of
one-half the total digital bit period of the "L" This "on-off" feature of the

30  transmitted/received frequency, or tone, is the essence of the ASK-aspect
of this encoding and transmission scheme. In like ménner, the second,
distinet logical-zero frequency, or tone, is held "on" for a period of time
less than or equal to one-half the total digital bit period of the "0." Thus,
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the two-fold presecription for encoding and transmitting/receiving data in
this manner permits a high degree of reliability in data handling,
particularly in counteracting false bits, transmission media transients, and
other sources of digital error and noise.

5 Implementation of this ASK/FSK scheme is readily accomplished
by the modem of this invention insofar as it is in direct contact with other
modems of like kind in a local area network (LAN). Such a private data
network, or LAN, need not be medium-specific in order to practice data
handling with the ASK/FSK scheme aforementioned; it could operate over

10  a fiber optieal link, acoustie channel, RF channel, line-of-sight laser link
or even electrical conductors. Hence, the generic embodiment of this full
invention includes only a generalized transmission medium to which are
interconnected a collection of modems which exchange data according to
the hybrid ASK/FSK scheme herein disclosed, and which further may (and

15 should) have computers and/or electronic deviees and terminals separately
and individually connected thereto which are able to communicate with
simplified protocols due to the inherent low error and low noise
characteristics of the hybrid ASK/FSK scheme. A hierarchy eould be
established, for example, among all these devices whereby a computer

20 could serve as the "network master" with the remaining devices or
terminals funetioning as "network slaves." One would not be venturing
out§ide the spirit of this invention further to incorporate the use of a

. plurality of network-master computers which could pass the master
function among themselves according to a preprogrammed plan. An LAN

25 of any type discussed to this point eould utilize a discrete pair of
frequencies for its logical one's and zero's in accordance with the
dispersion characteristics of the transmission medium selected and the
bits-per-second (baud) data transmission rate desired.

One preferred embodiment of this invention is transmission-

30  medium-specific in favor of a set of electrical conductors which may be
wire pairs or coaxial cables. Such an LAN could be designated
"ELECTRICAL SYSTEM TRANSPORTER" (EST), and it could function
along the lines of a common power-line earrier system (PLC). The EST-
embodiment of this invention is herein disclosed to operate within the



WO 87/06071 PCT/US86/00633

-4~

localized transmission medium defined by the electrical distribution

system (metallic conductors) of a building, house or any localized

residential/commercial complex. Accordingly, data is exchanged in

bidirectional fashion (half-duplex) among at least one network master

5 modem, to whieh is connected a computer, and a plurality of slave

modems which are appropriately connected to separate electronic devices,

alarms, printers, thermostats, appliances, monitors or communication

terminals. A phase-interface ecircuit is utilized to minimize phase

distortion problems which could occur in the LAN by virtue of the PLC-

10 type multiple electrical branches (conductors) in a single building or

plurality of buildings.

A modem construeted within the guidelines associated with the

EST would have the follc'vwing minimal features or charaeteristics: the

capability of both transmitting and receiving a pair of distinet tones in the

15  frequency range of c. 170 kHz, a commercial power (i.e., 60 Hz, ete.)

drainage filter, an on-board microprocessor controller, an analog-to-

digital-converter-type (ADC) receiving circuit, a digital-to-analog-

converter-type (DAC) transmitting circuit a special XOR-gating digital

error-detecting-and-bloeking subeircuit, appropriate digital interfaces for

20 linking the microcontroller to the transmitter and receiver sections, and

asynchronous cloeking means. Low-cost design could be maintained while

still permitting data transmission rates of c¢. 85 kbaud to be utilized. The

error rates and noise rejection characteristics of a modem employing the

hybrid ASK/FSK data encoding and transmission scheme are so conducive

25  to high reliability in data handling that a satisfactory EST, including one

master and up to 256 slave modems, is diselosed utilizing only 3-bit
protocols and 8-bit modem addresses.

LISTING OF THE DRAWINGS & CHARTS
Figure 1A illustrates the generiec embodiment of the invention
30 consisting of a LAN with at least one master controller and with a
generalized medium serving as the communication bus.
Figure 1B illustrates a second embodiment of the invention
consisting of an electrically wired LAN functioning as a PLC system with
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a fixed master controller.

Figure 2 represents a typical modem (master or slave) used in the
PLC-type LAN of Fig. IB. ‘

Figure 3 represents the two-frequency digital transmission and

5 data-encoding scheme intended to be used integrally with this invention
for achieving low error rates and high S/N.

Figure 4 delineates the essential details of the ADC receiver and
S/P interface sections of the modem illustrated in Figure 2.

Figure 5 shows the essential details of the DAC transmitter and

10 P/S interface sections of the modem illustrated in Figure 2.

Figure 6 is an example of a single 12-bit message format which .
could be utilized in the data transmission scheme of this invention; also
detailed is a legend of thé low-level protocols which could be used in the
control field of that message. Some higher-level protocols are also

15  exhibited. '

Figure 7 depicts the interface between the on-board
microprocessor controller and the digital shift registers of the
transmit/receive circuits of the modem illustrated in Figure 2.

Figures 8A and 8B represent a minimal low-level protocol

20  operational algorithm and event chart for two-way communication
between the master and slave modems of Figures 1A and 1B,

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figure 1A refers to a design of a local area network (LAN) for

two-way data intercommunication employing all the fundamental concepts

25  of this invention in the broadest, most generic fashion. This fact should

become immediately apparent to the reader by the absence of identity

imputed to the communication bus 1, which aceordingly may be electrieal

conductors (as in the second embodiment of this invention), optical fiber,

RF link or acoustic channel. Any medium is possible for this system as

30 long as it is amenable to the ASK/FSK digital transmission scheme
incorporated into this invention. =

This generic invention is further characterized by the use of at
least one master modem 2 or a plurality of master modems, all of which
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are connected to controller-computers 3 and all of which conduet their
digital transmissions with the same pair of frequencies [Vi]' It is
important to note that all master/slave functions and roles are software-
implemented (microcontroller) and that masters are only associated with
5 computers herein because of the latters' greater sophistication vis-a-vis
appliances, printers, thermostats, alarms or other devices, 6, less
amenable to network command. Each modem sends and accepts data and
address (information) and protocol to and from its microproeessor
(controller) via any of the many possible parallel or serial standards

10  available. Although there may be only one master of the [Vi] -network at
one time, the use of multiple master modems/computer-controllers
permits the LAN to achieve its maximum utility and flexibility (roving-
master option). Accordinély, the network-master-function may be passed
in a predetermined fashion among other possible controller-computers 3

15 on the LAN as a high-level command (protocol) similar to "token-passing"
during the pre-programmed polling sequence which occurs among the
modems 2. Consequently, when one master modem/controller-computer
elects to transfer its network-master function, it becomes a slave
modem/computer 5/6 with a network status equivalent to the other slaves

20 5 in the system subject to the (new) master modem/controller-computer 2
and 3 for purposes of prioritized polling, ete. Normal, permanent slave
modems 5 are always connected to microcontroller-devices 6 and are
never connected to computers — and hence are not convertible into
master modems 2.

25 Practitioners of the generic embodiment of this invention as
shown in Figure 1A should be aware that because of the low noise and low
error characteristics of the incorporated unequivocal ASK/FSK digital
transmission scheme (see Figure 3), it is possible to use other pairs of
frequencies [vj] to establish a second (or plurality) autonomous system

30 communicating on the same LAN consisting of the common bus 1 and its
equivalent-medium branch links 4. In such an ultimate system, modems 2
and 5 would all be engaged in half-duplex intercommunication using a first
set of frequencies [vi] , and modems 7 and 9 would be using frequency

set(s) [vj] . In short, more than one master-and-slaves network can be
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accommodated on a single LAN. It must only be stipulated that the
frequencies chosen, [vi], [vj], ete., must not cause mutual destructive
interference in transmission. Of course, the relationship between
computer(s) 8 to its master modem(s) 7 is the same as that delineated
above for 2 and 3; the same is true of slave modem 9 and device 10 vis-a-
vis 5 and 8 respectively. The devices, computers, and modems on the LAN
may all be independently energized, or they may derive their basic power
from a source connected to the principal bus 1 in some fashion,

In reference to Figure 1B, a more limited, specialized version of
the invention may be readily discerned. Herein does the LAN consist of
electrical conductors 1A and 1B as the main communications bus and 4 as
the network branch links., It is because of the metallic electrical
character of the main bus'in this LAN that this species embodiment of the
invention is known as the Electrical System Transporter (EST), and it is
intended to operate in either residential or commercial environments
through the electrical distribution network of a building in which
communications eabling is either undesirable or impractical. Therefore,
the communication buses 1A and IB are the electrical wiring system of a
building(s) in which an LAN is to be established; 1A and IB represent
separate, multiple branches off a common elec;crical distribution system
which differ from one another by a small phase angleA¢ with respect to
the common 60 Hz, or other value of power transmission frequency, fed to
the network at its common tie-point at the house service distribution box
13 which is located at the (commercial AC) power cable entrance 12. It is
assumed that, given the common gauges of wire used in houses and
buildings today, the total maximum length of both conductors 1A and 1B
are typically less than 4000 feet. This length is in anticipation of placing
up to 256 modems 15 and 19 on the line, in an 8-bit address format, at
anywhere from 2 to 8 ohms input impedance for each modem (unmatched)
and of transmitting signals below FCC thresholds.

By way of example, the various slave modems 19 and their
concomitant devices and appliances 20 should be freely placed around the
house or building 1l which supports the LAN — interconnection into which
is accomplished in the standard manner with normal electrical outlets and

PCT/US86/00633
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plugs 4. However, this EST embodiment of the invention also anticipates
the use (and therefore the limitation) of a single permanent, electrically
wired master modem 15 coupled to its controller-computer 16. These two
units may be placed at any suitable location within the building or house

5 1. This goes without saying for the slave modems 18 and their devices 20,
which may be locally powered or energized through the conductors lA and
1B in the standard manner. Of course, a basic master-and-slaves network
within an LAN will conduect transmissions with a specific pair of
frequencies [Vi] , but if it is desired to run additional systems on this same

10 LAN with a different pair of frequencies [vi}, then the corresponding
master modem computer 17/18 would be added to form a different
independent network as in Fig. 1A. At minimum, each controller in each
modem is some 8-bit mici‘oprocessor means, such as the Intel 8035, 8048,
8051 or equivalent device.

15 Should a second system operating on a second set of frequencies
[Vj] be implemented on this LAN, it is understood that the corresponding
slave modems 21 and their concomitant devices 22 are to be freely located
through the rest of the building 1i, connected into the LAN via standard
electrical outlets and plugs 4. It is further expected that all modems 15

20 and 18, all computers 16 and 18, and all devices 20 and 22 to be used in this
LAN are also to draw their operational (60 Hz or other) power from the
house wiring 1A and 1B, but other arrangements may be utilized in this
respect.

There is one further point concerning Figure 1B. Because the

25 various eleetrical branches in a building's distribution network have
heretofore been characterized by (60 Hz or other AC) phase differences
thereamong and because precise pairs of analog frequencies further
characterize the transmission scheme of this invention, it is highly
probable that AC-line phasing problems will arise in an LAN having

30 multiple branches 1A and 1B for a master modem 15 connected to one
wiring phase 1A seeking to communicate with a number of slave modems
19 which may be connected to a different wiring phase 1B vis-a-vis the
point of common connection 13 and the master 15. To minimize these

potential phase distortion problems, an LC-interface circuit 14A consisting
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of capacitors and torroids wound on nonsaturable cores (or an equivalent
analog means), may be fabricated to tie the various wiring phases together
at points remote from the central branching point 13 — yet, as close
thereto as possible. The inductance, L, and capacitanee, C, of this
interface eircuit 14A are to be chosen by conventional caleulation
methods in order to series-tune this crossover to a frequency equal to that
of the higher frequeney of the set [vi] » Which is the more attentuated
frequency. This phase interface eircuit 14A also serves to cancel signal
reflections at the house service distribution box 13 and furthermore tends
to mitigate the transmission of both frequencies into the commercial
network 12. Similarly, a second network on the LAN using a different pair
of frequencies [vJ.] would require the deployment of a second selectively
tuned LC-interface 14B.

Although other arrangements are possible, for the purposes of
construeting this EST at the lowest cost, it is recommended that 8-bit
components be utilized. Furthermore, short messages are more econducive
to low error rates in this less active yet noisy transmission medium. Thus,
with a single network system utilizing [vi] it will be possible to have a
maximum of 256 slaves 19 where each one has a unique 8-bit address (28 =
256). Eachslave 19 will communicate with the master Bin two-m'lay (half-
duplex) asynchronous transmission modes according to the protocols
selected for the system. (See Figures 6 and 7 for sample protocol
illustration and flowehart.)

Figure 2 represents a typical modem which, depending upon the
software programmed into the microprocessor and the device to which it
is coupled, may function either as a master or a slave. The design
characteristics which follow are intended to optimize the function of this
modem within the PLC-type LAN embodiment of this invention known as
EST.

Interconnection to either phase 1A or 1B of the LAN is
accomplished via a standard wall plug and socket union 4. That electrical
pair is truly the network data line used by all modems to exchange data;
it is plugged directly into an integrated 60 Hz (or other) line drainage
filter, or line interface cireuit, 31 which permits 83 dB quieting. Any

PCT/US86/00633
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noise remaining on the line after this point exists principally in the form
of transients or "spikes" and are dealt with in the various filter and
discrimination sections of the receiver 32 and 33 respectively.

Essentially, the receiver section of every modem consists of three

5 main parts: an amplitude regularizer and filter stage 32, a data-error
elimination and ADC stage 33, and a serial-to-parallel (S/P) digital
interface 34 which connects directly via circuit path 40 to the appropriate
ports of an 8048-type microprocessor 38 or its equivalent amont
controllers. The interface 34 is also paralleled with a binary integration

10 ecircuit 39 on path 40 whereby a protocol-predetermined number of
consecutive logical ones (M1l . . . 1") produces an "acknowledge" message-
for the microcontroller 38. (For further details, see Figures 4 and 7.)

Information (daté or address) and protocol originating in the

system computer 16 or one of the slave devices 20, via the controller 38,
15  are sent out on the wired LAN via modem ecircuit path 41 to the modem

transmitter which transforms the parallel digital data into serial ASK/FSK

analog signals onto line 4. Modem transmitter sections are fundamentally

the inverse of the receivers. They also contain three discrete stages:

parallel-to-serial (P/S) digital interface 35, a gating data release stage 36,
20  and a DAC 37. (For further information, see Figures 5 and 8.)

Figure 3 is a graphie representation of the dual-frequency
transmission secheme which is at the very heart of this invention. The
coding scheme is unequivocal because two separate events must take
place in order for a "mark" or "space" to be generated. The best

25  categorization for this eoding scheme is hybrid ASK/FSK sinece it gives an
indieation of the dual conditions which must obtain before digital data can
be created. That duality of conditions is as follows.

Two frequencies must be chosen (below 500 kHz for FCC
requirements) to represent individually a "one" (mark) and a "zero"

30 (space). This is the first condition: v is only turned on to indicate logical
one and nothing else; Vy in like manner only signifies the existence of
logical zero. However, superimposed upon this first set of conditions is
the further stipulation that either v or v, can only be "on™ within the e
interval not to exceed one-half a digital bit period, which interval is
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therefore defined as a function of one cycle of each separate frequency at
minimum,

Thus, unless both conditions occur, no valid data will be
forthcoming for reception or transmission. It is this same duality of

9 events which makes for the unequivocal geberatuib if data which is
relatively error-free and virtually immune from the noise and interference
which characterizes PLL carrier-syne methods.

The specifie frequencies, or tones, must be selected so that they
are sufficiently far apart in frequency to prevent spurious triggering and

10 harmonic problems with the various filter and detection ecircuits in the
receiver sections 32 and 33 of the modem.” They may be as close together
as filter diserimination permits, and a good indieium could be a frequency
difference sufficent to produce a -6dB signal from the "wrong" filter at
"eorrect" signal input — hence, a convenient threshold level for a

15  comparator reference signal.

Still referring to Fig. 3, it is the selection of the diserete
frequencies which next has a direct béaring on the bit period, and hence,
upon the data transmission rate. As mentioned before, the minimum burst
from one oscillator is one eyele for a time t1 (for a one) or ty (for a zero),

20  which intervals are necessarily unequal since v is somewhat higher than
Vo Therefore, a minimum tone burst will have two zero-crossings.
Therefore, the digital data transmission rate must be selected and/or the
frequency of the lower-tone oscillator must be chosen so that the bit
period is temporarily two times as long as one cycle of vy (the lower

25  frequency), or alternatively, the bit rate (baud) of the clocked data stream
must be one-half Vo For this exemplary EST embodiment, it is the
inherent nature of the low cost components which limit the selected data
rate to about 85 kbd. This necessarily mandates that vy cannot be less
than 170 kHz and further that v, must always be somewhat higher than 170

30 kHz. Certainly however, speed upgrading is within the spirit of this
invention.

It is the selection of this particular data-enecoding and
transmission scheme which enables such superb low errors in data content
without the conventional need for inordinate numbers of error-detect bits
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demanding excessive headroom in protocol, and hence, byte complexity.
Similarly, faster-than-normal baud transmission is permitted thereby as
compared with other PLC systems.
The Kkey to success in working with the ASK/FSK data
5 transmission secheme is found in the receiver sections of the modem as
best disclosed in Figure 4, for it is here that the special XOR-gate
network is located to detect and correct data errors.
But first, the incoming analog tone bursts must be converted into
digital data; hence, the first section of the receiver is known as the ADC.
10 It consists of a bipolar hard limiter 50 which itself includes an cperational
amplifier and a dual-diode network. It operates in the absence of any
automatic gain control within a range of 5 millivolts to 10 volts (66 dB
dynamic range). It is thfs stage which kills most of the spikes and flash
thus rendering well formed tone bursts ] and v, into the subsequent filter
15 stage. Here the circuit path diverges into two sets of filters 51 and 52;
the former being tuned to pass and double-integrate only v the latter, set
up for vy only. The bipolar waveforms then each separately proceed into
the fast-attack/slow-release sample-and-hold detecting (S/H) circuits 53
and 54 respectively for Vi and Voo The ADC stage ends where the outputs
20  of these S/H circuits outpulse into respective comparator amps 56 and 57
as referenced by an amplitude standard 55A whose output is always high
enough, as an out-of-band false~trigger guard, to keep both comparators
56 and 57 "normally off." However, positive output from either 53 or 54
will disable the referent source 55A. This ean be accomplished through a
25 gating action of the active 6dB pad circuits 55B and 55C which can be
constructed in any well known manner so as to cross-connect the
attenuated outputs of 53 to 57 and of 54 to 56 respectively while
simultaneously rendering amplifier 55A inactive. Thus, comparators 56
and 57 are never "on" at the same time, and only discriminated unipolar
30  digital output results from the detection of either a "' or a "0."
So far, data has been detected and rendered into digital form
solely on the basis of the disecrimination between the two frequencies vy

and Ve This is only the first step in dual-stage unequivocal data
reception.



WO 87/06071 PCT/US86/00633

=13~

The next stage in Figure 4 to which data proceeds involves a split
path — one leading to the binary integration circuit 39 (and subsequently
to the exemplary 8048-type controller) and the other leading to the
critical digital-error-detection cireuit 0 which is built around an XOR-

5 gate 58 and four timing mechanisms 61, 62, 63, and 84 which are
orchestrated to detect the existence of digital pulses (formerly, tones)
during the interval of one-half a normal bit period. Essentially, the
presence of any data in the form of either a "one" or "zero" will trigger
the XOR gate 58 which, in turn, will activate the first timer 61 and enable

10 the time constants of all three clocking devices 61, 62 and 64 and of the
dual one-shot clock-resetter 63 as well. The first timer 61 triggers the
second timer 62 which pulses the then provides clocking to the S/P
converters 34. This whole process is initialized by the transmission of a
"start bit" logical one at the beginning of every word of data. Subsequent

15  data pulses will either synchronize with the output of the seeond timer 62,
or else data will fail to pass the OR gate 59 into the S/P interface 34
since the resetter 63 is calibrated to respond to an error within L5 bit
periods by firing a reset pulse which will clear the S/P data buffer 34.
Absent error, data passes freely, and this is the termination of the second

20 stage necessary to complete unequivoéal data reception with consistency
and predictabiiity.

Data, actually protocol signals, leaving the OR-gate 59 in the
form "Il . . .I" (all logical ones) may be diverted to a parallel circuit path
impinging on the binary integration circuit 39, which may be designed in

25 any of a number of conventional manners to be enabled or reset directly
by the mierocontroller 38. The purpose of this subeireuit is to provide the
intelligent receiving circuits of the mieroprocessor 38 with knowledge
that a previously transmitted message has been received by a distant
modem; it is an "acknowledgment," or word-receipt, signal. (See Figures 6

30 and 8 for further clarification.)

Data/address messages may be sequentially loaded into the S/P
converter 34 which comprises shift registers 66, 67, and 68 during error-
free conditions within the receiver. The S/P shift registers (typically
74164's or 74198's) are configured to load information sequentially and
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immediately prior to the generation of a "data-ready" signal ("start bit")
in register 68, after which, the registers' are data-latéhed until reset by
the controller 38. The third timer, which may be collocated on a single
chip with the other two timers (e.g., 558-type timer device), is set up to
reset the S/H detecting circuits 53 and 54 and to clamp the data inputs +)
of the comparators 56 and 57 to the "off" state during at least one-half of
the data bit period.

The end result is a parallel shifting-out of data to the 8048-type
microprocessor 38, which could be associated with either a slave device or
a master computer. Data can be read through a single 8-bit port since the
shift registers 66, 67, and 68 are triggered separately and sequentially.

In reference to Figure 5, it is plain to see that the transmitter of
a typical modem is a comparatively straightforward configuration vis-a-
vis the corresponding receiver circuits. Formal transmission into the LAN
initializes when data/address is loaded into the P/S digital interface 35,
which consists of three shift registers 81, 82, and 83 (typically 74165's or
74198's), and when, simultaneously, both elocks 84 are directly enabled by
the modem's 8048-type controller 38. These clocks 84 may be an
autonomous 556-type device (2 timers per chip), or they may be part of
the multi-timer (558-type) device referred to in the receiver cireuitry of
Figure 4. They function to activate the three shift registers 81, 82, and 83
as well as the discriminator AND-gates 85 and 86. Serial data
corresponding to logical ones is output on the appropriate pin, QH, of
register 83 to the input of AND-gate 85; the obverse is true for logical
zeros and AND-gate 86. Two oscillators 87 and 88 running at v, and v,
respectively may be of the continuous-operation variety or the fast-attack
variety (8038-type devices or dual TL074's). In any event, they are
selectively quick-switched through the dual-SPST switching device 89
(typically a DG 200-type device) depending upon the appropriate outputs
of gates 85 and 86. This switehed output is sufficiently amplified by the
gain deviece 90 to produce the desired signal level directed onto the AC
line of the LAN via the liner interface circuit 3l

It is significant to indicate at this point of summation with
respect to Figures 4, and 5 and 6 that the word length of 12 bits chosen for

PCT/US86/00633
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the basie EST is completely arbitrary and selected with an eye towards
cost reduction. Clearly, a maximum information field using all the
components enumerated to this point could be 23 bits and one "start bit,"
which in Figure 4 is launched from the most significant active data pin of
5 buffer 68. In Figure 5, the start-bit pin is in buffer 83. However, by
changing protocols, address lengths, and data content, the information bit
length, and hence overall word length, may be easily changed, and all that
would be "hardware necessary” involves only the translocation of the start
bit to the first live pin of the lowest-numbered register in the respeective
10  sets 66, 67, and 68 and 81, 82, and 83.

Figure 6 provides a symbolic chart for the mnemonie strueture of
the simple, low-level 3-bit protoecol required to run a simple yet
satisfactory LAN in terrﬁs of the design requirements of the EST. A
typical message, or word, structure is also depicted — based on the 8-bit

15 model for either data or address. Other combinations are possible given
different control field requirements and/or ecircuit components, and at
least one such alternative is displayed wherein a higher-level 4-bit
protocol (nos. 9 through 12) eould be used with the EST to achieve the
roving-master feature mentioned in reference to Figure 1A. Naturally,

20  this would tax these illustrated shift registers to their full capacity, and
24-bit bytes would easily result,

Figure 7 illustrates a typical interconnection between an 8048-
type microcontroller 38 and the digital interfaces 34 and 35 associated
with the transmit/receive subcircuits of EST-type modems or other

25  contemplated embodiments within the spirit of this invention. Also
depicted is the interface between the exemplary 8048-type
microprocessor 38 and both the binary integration circuit 39 of the
modem's receiver and the clocks 84 employed in the modem's transmitter.
As one skilled in the relevant arts can readily see, only one of the two

30  quasi-bidirectional data ports 100 (8048 design assumed) is required for
interconnection both to the transmit and receive buffers 81, 82, and 83 and
66, 67, and 68 respectively. For consisteney with the previous
illustrations, hardware utilization (pin assignment) is configured for
handling 12-bit words, including one receive-start bit launched from
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register 68 to an appropriate pin on the microprocessor 38, such as
"interrupt." Similarly, the data-ready/start bit pin at the transmitter
buffer 83 can be connected to a suitable output port pin on the
mieroprocessor, such as "write"; it should be apparent that this particular
initializing command is closely related to the transmit-latching of the
registers 81, 82, and 83. Hence, the transmit-start pin of register 83 may
be connected directly to (sequential or parallel fashion) latch/enable pins
("serial input" or "shift load" as found in typical 74165's) of the individual
buffers 81, 82, and 83. Of course, other configurations are possible in
accordance with flexibility of circuit design wherein these partieular chip
components, or their equivalents, are utilized.

For the transmission of data to the LAN, Figure 7 makes it clear
that at the processor-proximate digital stage, the data line-out originates
at shift register 83 and terminates at the AND-gates 85 and 86. The
transmitter clocks 84 are directly enabled by the controller
microprocessor 38 at its appropriate output port pin, i.e., "address latch
enable.”

As regards the reception of data from the LAN, Figure 7 shows
that the binary integration circuit 39 should be integrally related to the
buffers 66, 67, and 88 insofar as the microprocessor 38 pin "read" (or
output port equivalent) must create a positive output to both disable the
binary integration circuit 39 and enable the S/P buffers 66, 67, and 68 and
vice-versa. The data-in line originates at the OR-gate 59 and terminates
both in the first shift register 66 and the binary integration circuit 39,
wherein the detection of a "Il . . . 1" in this latter element 39 creates a
positive "acknowledge" signal hard-wired directly to the microprocessor
38 at a suitable interrupt-style pin termination such as "single step.”

Of course, the output/input between the 8048-type miecroprocessor
38 and the various independent devices 20 or computer(s) 16 may be
accomplished in a dozen common ways via an appropriate communication
bus 101 which may be fully bidirectional or simplex depending upon the
explicit applications contemplated. Each modem on the LAN may even
have completely different interfaces at this point.

Figures 8A and 8B are intended to give one skilled in arts a simple

PCT/US86/00633
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"big picture" of the function-by-function as well as the priority of
operations available for a (12-bit byte) minimally designed, yet versatile
EST. The inventors hope that the inclusion of this algorithmie flowehart
will spare the reader the experience of traversing ulterior troublesome
5 text. However, it should be minimally understood that the network
master sequentially polls each slave for data according to Figures 8A.
The start-bit message from the master begins the whole operation.
Finally, it should be recognized that a master modem will retry polling
attempts to an unresponsive slave modem only for a predtermined number
10 of times; after that number, an error signal or alarm is reported to the -
master's network controller. Slaves never retry but instead will save their
data until their proper addresses are received in the course of the polling
sequence. '
Naturally, with data buffers incorporated into each modem, long
15 polling eycles are possible, especially in response to the needs of an
expanded (256-plus modems) LAN.
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L A private data network including some localized
transmission medium, at least one master modem, and at least one slave
modem, wherein signals are transmitted and received among said modems
according to a hybrid ASK/FSK data encoding and transmission scheme for
the purpose of exchanging data throughout the area served by said
localized transmission medium.

2.  The private data network of Claim 1 wherein said localized
transmission medium inecludes a set of electrical econductors, coaxial or
otherwise, and wherein said hybrid ASK/FSK data encoding and
transmission scheme pro'vides for noise immunity and data error-rate
reduction in digital data transmission and reception among said modems.

3. The private data network of Claim 2 wherein said localized
transmission medium includes a set of fiber optical links.

4, The private data network of Claim 2 wherein said localized
transmission medium includes an RF signal path, or channel.

5. The private data network of Claim 2 wherein said localized
transmission medium ineludes an acoustic signal path, or channel.

6. A private data network consisting essentially of a localized
transmission medium, at least one master modem to which is uniquely
connected a network-controlling computer, and a plurality of slave
modems to which are separately and individually connected different
electronic devices or terminals related to said computer, wherein signals
are both transmitted and received among said modems according to a
hybrid ASK/FSK data encoding and transmission scheme for the purpose of
exchanging information and control signals throughout the area served by
said localized transmission medium.

PCT/US86/00633
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7. A private data network whose transmission medium includes
an electrical power line and which includes at least one master modem to
which is uniquely connected a network-controlling computer and a
plurality of slave modems to which are separately and individually
connected different electronie devices or terminals related to said
computer, wherein data and control signals are exchanged between at
least one master modem and the plurality of slave modems according to a
hybrid ASK/FSK data encoding and transmission scheme which optimizes
both power-line noise immunity and data error-rate reduction.

8.  The private data network of Claim 7 wherein said eleetrical
power line used for the transmission medium consists essentially of the
electrical distribution system of a single building or a small number of
proximately located buildings and a phase-matching ecireuit means
interconnected among the main branches of said electrical distribution
system.

9.  The private data network of Claim 8 wherein said data and
control signals are exchanged among said modems in true bidirectional
modes, including half-duplex transmission.

10. The private data network of Claim 9 wherein said hybrid
ASK/FSK data encoding and transmission scheme includes the use of a
given pair of distinet frequencies, or tones, the lowest of which in HZ is at
least twice the value of the data transmission rate in baud.

. An expandable private data network according to Claim 8
wherein a second autonomous master modem and its associated slave
modems severally connected to electronic devices or terminals may be
added to said data network via the utilization of a first pair of
frequencies, or fones, for the first master modem and its associated slave
modems aceording to said hybrid ASK/FSK data encoding and transmission
scheme and a corresponding second pair of frequencies, or tones, for the
second master modem and its associated slave modems according to the
same hybrid ASK/FSK data encoding and transmission scheme.

PCT/US86/00633
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12. The private data network of Claim 10 wherein data and
control signals are exchanged among the modems at rates in the
neighborhood of 85 kbaud.

13. A modem capable of functioning either as a master or a
5 slave in the private data network according to Claim 10 and which is
composed of electrical and electronic elements, including:
a) apower-line interface circuit,
b) a microprocessor means,
¢) an analog-to-digital data receiving means,
10 d) & digital-to-analog data transmitting means,
e) an internal asynchronous timing means,
f)  a serial-to-parallel means for interfacing said data
receiving means to said mieroproeessor means, and
g) a parallel-to-serial means for interfacing said data
15 transmitting means to said microprocessor means,
wherein said modem is connected directly between the electrical
distribution system and an appropriate computer, electronic device or
terminal.

14, The modem of Claim 13 wherein said analog-to-digital data
90 receiving means includes an asynchronously clocked XOR-gating
subeireuit for detecting and blocking digital data errors caused by power-
line transients, and wherein said digital-to-analog data transmitting means
includes a means for deriving two separate frequencies, or tones,
consistent with the hybrid ASK/FSK data encoding and transmission

25 scheme.

15. The modem of Claim 14 wherein said serial-to-parallel and
parallel-to-serial interfacing means are separate banks of data-shifting
registers, or buffers, which are bit-compatible with said microprocessor

means and which are asynchronously clocked at rates in the neighborhood
30  of 85 kbaud.
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16. The modem of Claim 14 wherein said analog-to-digital data
receiving means includes a binary integration subeireuit for detecting a
unique predetermined logical message and for communicating that

message directly to said microprocessor means in a simplified digital
5 format.

7. The modem of Claim 14 wherein no line-matching-impedance
means is employed in the direct electrical connection of said modem to
said eleetrieal distribution system.

18. The hybrid ASK/FSK data encoding and transmission scheme

10 of Claims 1, 6 or 7, whereby a first analog frequency is selected to

represent logical one by being both transmitted from and received by a

modem for & period of time equivalent to one-half the bit period of said

logical one and whereby a second analog frequency is seiected to

represent logical zero by being both transmitted from and received by a

15  modem for a period of time equivalent to no more than one-half the bit
period of said logical zero.

18.  The hybrid ASK/FSK data encoding and transmission scheme
of Claims 1, 6 or 7, whereby a first analog frequency is used to represent
logical one by being both transmitted from and received by a modem for a

20 duration whose period of time is equivalent to no more than one-half the
bit period of said logical one and whereby a second analog frequenecy is
used to represent logical zero by being both transmitted from and
received by a modem for a duration whose period of time is equivalent to
no more than one-half the bit period of said logical zero.
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