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$101 SHARED DATA ACCESS REQUEST
5102 OBTAIN A SHARED DATA CIPHER-TEXT, AN ENCRYPTION KEY
CIPHER-TEXT, AN ACCESS POLICY AND A CIPHER-TEXT ATTRIBUTE
MEVBER CORRESPONDING TO SHARED DATA
$103 REQUEST FOR OBTAINING A USER ATTRIBUTE MEMBER OF A DATA
AGCESS PARTY
$104 USER ATTRIBLTE MEWBER OF THE DATA ACCESS PARTY
5105 USER ATTRIBUTE MEMBER
108 RECOVER AN ENCRYPTION KEY TO DECRYPT THE SHARED DATA CIPHER-TEXT

AA DATA ACCESS PARTY
B8 ATTRIBUTE AUTHENTICATION PARTY 1
CC ATTRIBUTE AUTHENTICATION PARTY K
DD DATA STORAGE SUPPLIER

(57) Abstract: The present invention is applied to the field of data security. Provided are a shared data access control method, device
and system, the method comprising: a data access party transmits an access request for shared data to a data storage supplier; obtain -
ing a shared data cipher-text, an encryption key cipher-text, an access policy and a cipher-text attribute member from the data storage
supplier; transmitting requests for obtaining a user attribute member of the data access party to attribute authentication parties re -
spectively; the attribute authentication party respectively generates the user attribute member of the data access party and transmits
the same to the data access party; and the data access party recovers an encryption key, and uses the same to decrypt the shared data
cipher-text so as to obtain the shared data of requesting access. The method improves security of the shared data and reduces com -
plexity of data sharing access control.
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