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Embodiments include computing devices, systems, and methods for protecting data using virtual views
of resource contents. A virtualization interface monitor may monitor a request to access a computing device
resource by a first requesting entity and determine whether the first requesting entity is an owner of the
computing device resource. A data protection system may provide, to the first requesting entity, an
unobscured virtual view of resource contents of the computing device resource in response to determining
that the first requesting entity is the owner of the computing device resource. A resource content
cryptographic device may obscure a virtual view of the resource contents of the computing device resource
in response to determining that the first requesting entity is a non-owner of the computing device resource.
The data protection system may provide, to the first requesting entity, the obscured virtual view of resource

contents of the computing device resource.
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Embodiments include computing devices, systems, and methods for
protecting data wusing virtual views of resource contents. A
virtualization interface monitor may monitor a request to access a
computing device resource by a first requesting entity and determine
whether the first requesting entity is an owner of the computing device
resource. A data protection system may provide, to the first requesting

entity, an unobscured virtual view of resource contents of the computing
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device resource in response to determining that the first requesting
entity is the owner of the computing device resource. A resource
content cryptographic device may obscure a virtual view of the resource
contents of the computing device resource in response to determining
that the first requesting entity is a non-owner of the computing device
resource. The data protection system may provide, to the first
requesting entity, the obscured virtual view of resource contents of the

computing device resource.
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