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receiving packets of a first type from the first network, segmenting each packet of a first type into packets of a second type, transmit-
ting the packets of a second type to the second network, and producing and transmitting at least one encoded duplicate of each of the
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loss ratio that represents the number of packets not recreated relative to the number of packets transmitted during a selected time in -
terval, dynamically adjusts the overhead required to produce the encoded duplicate packets to attempt to minimize the loss ratio, de -
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quired to produce the encoded duplicate packets in response to the detection of a significant increase in the determined loss ratio,
and determines whether the reduced overhead requirement stabilizes the determined loss ratio and, if the answer is affirmative, ter-
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METHODS FOR ACHIEVING TARGET LOSS RATIO

FIELD OF THE INVENTION
[0001] The present invention relates to communication data networks. More
specifically, the present invention relates to systems and methods for increasing the throughput

of data transmissions through a network as seen from the edge of the network.

BACKGROUND OF THE INVENTION

[0002] To enable data communication from a source end-station or nectwork to a
destination end-station or network, packet-based networks break-up data streams into smaller
packets of data. As these packets traverse a network, some of these packets can be lost due to
congestion or other network limitations. This loss can have a tremendous impact on the
applications leveraging the communication channel between the source and destination end-
stations. Ideally, a network, from the point of view of many applications, must provide perfect
performance with deterministic packet latency and no packet loss. However, the capital and
operational cost to achieve perfect network performance is not practical for most service and
enterprise network providers.

[0003] Accordingly, systems and methods are required which can be used with low
cost networks to provide applications with a high network performance. One approach is to
create new encoding protocol stacks which are installed at the end-stations to improve the
response to loss and latency. However, this approach is non-trivial since all end-stations in the
source and destination networks must be upgraded to use the new encoding protocol stacks.

[0004] Another approach uses network devices that intercept standard protocols, and
an encoding protocol between the intercepting network devices, to recover from network loss.
These devices are deployed in areas of the network where resident applications require better
network performance than what is generally available in the network itself. Such devices are
described in pending U.S. Application Serial No. 12/718,650, filed March 5,2010, which is a
continuation-in-part of U.S. application Ser. No. 12/193,345, filed Aug. 18, 2008, which is a
continuation-in-part of U.S. application Ser. No. 10/912,200, filed Aug. 6, 2004 now Patent
Number 7,742,501.

[0005] The encoding protocol is intended to reduce loss. To achieve this goal, the

encoding protocol increases the overall bandwidth required within the network. The increase in
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bandwidth can actually result in increasing loss instead due to network constraints. The
intercepting network device needs to detect this issue and react to ensure that the communicating

end-stations achieve the desired application performance.

SUMMARY OF THE INVENTION

[0006] In accordance with one embodiment, a method of forwarding data
transmissions from a first network to a third network via a second network comprises receiving
packets of a first type from the first network, segmenting each packet of a first type into packets
of a second type, transmitting the packets of a second type to the second network, and producing
and transmitting at least one encoded duplicate of each of the packets of a second type to the
second network. The encoded duplicate packet allows a packet of the first type to be recreated in
the event that not all the packets of the second type are received at the second network. In the
event that a sufficient number of the packets of a second type and the encoded duplicate packets
are not received to recreate the packet of a first type, the method determines a loss ratio that
represents the number of packets not recreated relative to the number of packets transmitted
during a selected time interval, dynamically adjusts the overhead required to produce the
encoded duplicate packets to attempt to minimize the loss ratio, detects a significant increase in
the determined loss ratio over a plurality of the time intervals, successively reduces the overhead
required to produce the encoded duplicate packets in response to the detection of a significant
increase in the determined loss ratio, and determines whether the reduced overhead requirement
stabilizes the determined loss ratio and, if the answer is affirmative, terminates the successive
reduction of the overhead requirement.

[0007] In one implementation, the overhead required to produce the encoded
duplicate packets is reduced by adjusting an encoding level in the production of the encoded
duplicate packets in response to the detection of a significant increase in the determined loss ratio
over the plurality of time intervals. For example, the encoding level may be decreased
sufficiently to stop increases in said loss ratio. The significant increase in the determined loss
ratio over a plurality of the time intervals may be detected by determining the change in the loss
ratio, or an average of the loss ratio over the time intervals, and comparing the change with a

preselected threshold.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments of the present invention will now be described, by way of
example only, with reference to the attached Figures, wherein:

[0009] FIG. 1 is a block diagram of an environment in which the invention may be
practiced.

[0010] FIG. 2 is a block diagram illustrating the components in an intercepting
network device used in FIG. 1.

[0011] FIG. 3 illustrates an example segmentation and encoding of a standard packet.

[0012] FIG. 4 illustrates a first example algorithm to evaluate loss.

[0013] FIG. 5 illustrates an example embodiment considering average loss.

[0014] FIG. 6 illustrates an example of encoding level back-off.

[0015] FIG. 7 is a flow chart illustrating the steps executed when a significant
increase in loss is detected and encoding level back-off is enabled.

[0016] FIG. 8 is a flow chart illustrating the steps executed to detect loss ratio
stabilization after encoding level back-off is enabled.

[0017] FIG. 9is a flow chart illustrating an alternate algorithm which is executed
when a significant increase in loss is detected and encoding level back-off is enabled.

[0018] FIG. 10 is a flow chart of an example of restricting an encoding level due to
burst loss.

[0019] FIG. 11 is a flow chart of an example of handling a restricted encoding level
for the remaining time the encoding channel remains open.

[0020] FIG. 12 is a flow chart of an example of handling a restricted encoding level
for a period of time 4.

[0021] FIG. 13 is a flow chart of an example of handling a restricted encoding level.
In this case, the encoding level is increase over a period of time to match the restricted encoding
level.

[0022] FIG. 14 is a flow chart of an example of interleaved mode according to an
embodiment of the present invention.

[0023] FIG. 15 is a flow chart of an example of multi-level interleaved mode
according to an embodiment of the present invention.

[0024] FIG. 16 is a flow chart illustrating the steps executed when the intercepting

network device is handling burst loss.
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[0025] FIG. 17 is a flow chart illustrating the steps executed when the intercepting
network device is handling burst loss and interleaved mode is enabled.

[0026] FIG. 18 is a flow chart illustrating the steps executed when the intercepting
network device is leaving interleaved mode and random mode is enabled.

[0027] FIG. 19 is a flow chart illustrating an alternate algorithm which is executed
when the intercepting network device is leaving interleaved mode and random mode is enabled.

[0028] FIG. 20 is a flow chart illustrating another alternate algorithm which is
executed when the intercepting network device is leaving interleaved mode and random mode is
enabled.

[0029] FIG. 21 is a flow chart illustrating another alternate algorithm which is
executed when the intercepting network device is leaving interleaved mode and random mode is
enabled.

[0030] FIG. 22 is a flow chart illustrating the steps executed when the intercepting
network device is handling burst loss using interleaved mode and encoding level back-off.

[0031] FIG. 23 is a flow chart illustrating the steps to determine if encoding level

back-off is required when handling burst loss.

DETAILED DESCRIPTION OF THE ILLUSTRATED EMBODIMENTS

[0032] Although the invention will be described in connection with certain preferred
embodiments, it will be understood that the invention is not limited to those particular
embodiments. On the contrary, the invention is intended to cover all alternatives, modifications,
and equivalent arrangements as may be included within the spirit and scope of the invention as
defined by the appended claims.

[0033] FIG. 1 illustrates a network environment in which a source end-station 10 and
a destination end-station 30 have applications which communicate using a standard protocol
(generally, packet-based). This protocol is carried through a network 20 which can be, for
example, the Internet or some other communications network. The end-stations10 and 30 can be
terminals, such as personal computers connected through a modem, local or wide-area networks,
or other devices or systems having access to the network 20. For certain applications resident on
the end stations 10 and 30, better network performance is required, and packets related to these
applications are intercepted by network devices 40 and 50. Referred to as “intercepting” network

device, the network devices 40 and 50 encode the standard packets using an encoding protocol to
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increase network performance. To illustrate how this network operates, standard packet flow is
assumed from the source end-station 10 to the destination end-station 30 (i.c., left to right in
FIG. 1). The intercepting network device 40 encodes the standard packets from the source end-
station 10 and forwards the encoded packets to the intercepting network device 50 through the
network 20. The intercepting network device 50 decodes the packets and forwards the
reconstituted standard packet to the destination end-station 30. In the reverse direction, packets
flowing from the destination end-station 30 to the source end-station 10 are encoded by the
intercepting network device 50 and forwarded to the intercepting network device 40 over the
network 20. The intercepting network device 40 decodes these packets, and the reconstituted
standard packets are forwarded to the source end-station 10.

[0034] FIG. 2 depicts an exemplary embodiment of the intercepting network device
40 that includes modules necessary to implement the encoding protocol to improve network
performance. The modules can be resident in a single device, or can be distributed amongst
several devices. In the illustrative embodiment of FIG. 2, the intercepting network device 40
includes a native interface 60, an encoded interface 70, a decoder 80, and an encoder 90. The
native interface 60 sends and receives standard packets to and from the source end-station 10,
and the encoded interface 70 sends and receives encoded packets to and from the network 20.

[0035] The encoder 80 receives standard packets from the native interface 60 and
produces encoded packets by dividing the packet into one or more segments which then are
ready for transmission to the network 20 by way of the encoded interface 70. The decoder 90
receives encoded packets from the encoded interface 70 and produces standard packets for
transmission to the source end-station 10 by way of the native interface 60.

[0036] To assist in recreating the standard packets from the encoded packets, the
encoder 90 may also create extra encoded packets. These extra encoded packets are derived
from the standard packets and encoded packets. The extra encoded packets assist the decoder in
the destination intercepting network device 50 to recreate or reassemble the original standard
packets in the event one or more encoded packets are lost during their transmission through the
network 20.

[0037] The encoding of a standard packet according to one embodiment is illustrated
in FIG. 3. To simplify the description, headers have been omitted from the original standard
packet and the encoded packets. A standard packet 400 received at an encoder has a packet

payload of | byte, and is segmented into » segments 402. Where # is chosen as an integer factor
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of 1, each of the n segments will have 1/n bytes, as shown. In addition, m extra encoded packets
are created. In the example shown in FIG. 3, m=1 and the additional or extra segment 404 is a
parity segment created by applying a logical function (e.g., XOR function) to all of the »
segments.

[0038] Once the encoder has completed the process of creating the segments and the
extra encoded segment, headers are added to the packets to create encoded packets and extra
encoded packets. The headers use a standard protocol such that no proprietary operational
functions are expected in the network. Therefore, the encoded and extra encoded packets are
carried through the network to the decoding intercepting network element. The encoder can take
into account the size of the packet and can increase » automatically to avoid transmitting an
encoded packet of a size that would exceed the Maximum Transfer Unit (MTU) of the network
when the standard protocol header is added to the encoded packet. This capability can also be
useful for splitting jumbo frames prior to entering a network that cannot handle them.

[0039] As a decoder reassembles standard packets from the encoded and extra
encoded packets, it can deal with loss of encoded packets. If enough information is contained in
the extra encoded packets, missing segments caused by lost encoded packets can be recreated. If
the loss is too great, the encoder has options. If the standard packet has a limited lifespan (such
as a video packet), then the affected standard packet is discarded. If the application natively
provides resiliency to packet loss, then again, the standard packet may be discarded. If the
standard packet has a reasonable lifespan and the application does not provide resiliency
natively, the decoder can request a retransmission of the missing segment from the encoder. This
assumes that the encoder buffers the standard packet until it has been successfully decoded on
the other end of the network.

[0040] To enable higher network performance for communicating applications, an
encoding channel is established between intercepting network devices. Examples of how these
channels are created are described in U.S. Application Serial No. 12/193,345. For the purpose of
this application, an encoded channel between the intercepting network devices 40 and 50 is
assumed to be successfully negotiated. The encoded channel is used to carry both data and
control information, and encoded packets and extra encoded packets can now be sent and
received between the intercepting network devices.

[0041] Applications residing on end-stations in the network above can tolerate

different levels of lost packets within the communication network. The intercepting network
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devices can differentiate these applications based upon standard protocol signaling elements.
File transfers using FTP are signaled using a TCP port. This will open TCP ports in the 64000
range to transport the files between the end-stations. TCP is resilient to loss and variation of
latency within the network. The key goal of the transfer is to ensure that the file arrives intact
and in as timely a manner as the network will allow. This application is in contrast to a video
conference application. These can be signaled using the Session Initiation Protocol on UDP port
5060 and contains the information for the video, voice and data sessions associated with the
conference. Video sessions have a low tolerance to loss; the loss of an eye frame (a complete
picture of the screen) can greatly disrupt video compression algorithms. The greater the
bandwidth required for a video stream, the lower the tolerance for loss since each standard
packet is carrying more information related to the video stream. Voice sessions are relatively
more tolerant to loss due to the predictive nature of human speech. Voice codecs are able to fill
in gaps to ensure a continuous voice stream. In either case, video and voice sessions need to
have less than 1% standard packet loss to avoid video blocking or voice clipping, and most
providers attempt to keep standard packet loss at less than 0.5%.

[0042] Within the context on a given session, the different streams can be treated
with different loss objectives. Deep Packet Inspection (DPI) can be used in the intercepting
network devices to detect the type of application (video/voice/data) and set the loss objectives
according to a configured network policy for that type of application. Ultimately each standard
packet can have its own loss objective based on information provided in the header that identifies
the level of protection required (e.g., SVC -- scalable video codec). This loss objective is
defined as the Target Loss Ratio (TLR).

[0043] The TLR can be used to determine the encoding rate which is determined by
both » and m. The encoding rate can be adjusted based on observed and/or reported network
performance for one or all encoded channels terminating at an encoding component associated
with a given intercepting network device. The goal is to set the encoding level such that the
encoded channel achieves the TLR for the session or better.

[0044] Referring to FIG. 4, the determination of the loss ratio observed is described
in relation to the encoded channel between intercepting network device A 1106 and intercepting
network device B 1107, more specifically looking at the channel in the direction from
intercepting network device A to intercepting network device B. Under a "no loss", or

acceptable loss, condition, the encoding can be set to #»=1 and m=0 to avoid using extra
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bandwidth in the network when it is not necessary. The decoder 1109 of the intercepting
network device B 1107 counts the number of packets received Py and the number of packets lost
LPs over an interval of W units of time (for example W=8 seconds) using the subroutine
illustrated in FIG. 4. The interval period can also be defined as the reception of a particular
number of packets. Alternatively, LPy can represent the number of retransmission requests, such
that the successfully recovered loss is not counted as part of the loss ratio. The end of each
interval is detected at step 1100, and the loss ratio Ly is calculated at step 1101 using, for
example, the following ratio:
LP

TR r) h

[0045] Px in equation 1 can be the number of standard packets transmitted over the
time period W. In this case, LPy is the number of lost standard packets. This is referred to the
SPLy. Another option for Py is to count the number of encoded segments and extra encoded
segments which should have arrived at the decoder to re-assemble the standard packets over the
time period W. LPy then is the number of segments and extra segments which were lost in the
network over the time period W. This is referred to the EPL,. In general, SPLy is lower than
EPLy due to the fact that the encoding scheme helps the decoder recover from loss, allowing
standard packets to be reproduced even though encoded packets related to the standard packet
were lost. From that perspective, EPLy is a truer indication of the performance of the network.

[0046] The current loss ratio (Ly) can refer to loss calculated from measurement of
standard packets (SPLy). It can refer to current loss calculated from encoded and extra encoded
segments (EPLy). It can also refer to a current loss ratio calculated from the combination of
SPLx and EPLx. One example of this combination is:
0 SPL + o, EPL_

0, + 0,

CLR, =

)
where ms is the weight given to the loss of standard packets and o is the weight given to the loss
of encoded segments.

[0047] To avoid reacting to random events, step 1102 computes an average loss over
the last z loss measurements. In order to take into account the most recent network status, a
weighted average can be performed to weight the most recent current loss ratio measurements,

¢.g., using the equation:

CLR, .
WL — Zi:<z—x>.z< z X a)l> (3)

' 2@
i=lz ¢
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where WL, represents the weighted average of the most recent loss measurements for interval x.
The weights are such that m;<e; for i<j<=x.
[0048] To avoid keeping track of many loss measurements, the previous weighted

loss can also be used to evaluate the new weighted loss, e.g., using the equation:

—_— (WL, Xw,,)+(CLR Xa,,,) @
i a)old + a)new

where ®o1g and mpew are weights that are set in general such that ®1<®new.
[0049] Optionally the weighted loss ratio can be normalized at step 1103 to simplify
the lookup using integers only. The normalized loss NLy can be computed using the following
equation:
~ NXWL,
* P

X

NL (5)

where N is the normalization factor (e.g., N=10000).
[0050] NLy is then used to index an encoding level table at step 1104 to extract the
current encoding level. An example of an encoding level table is shown below, providing 8

levels, where INT max represents the largest integer or a large value (e.g., 10000).

NL,min NLmax Encoding Level
0 0 0
1 75 1
75 145 2
146 185 3
186 210 4
211 260 5
261 370 6
371 INT max 7

[0051] The encoder 1111 of the intercepting network device B 1107 then inserts the
extracted encoding level 1105 in the header of each encoded packet sent for that session to the
intercepting network device A 1106. The decoder 1112 in the intercepting network device A
1106 reads the encoding level from the received packets. It then indexes a new parameter table
with the encoding level to obtain the value of I and Max_n, which represents the largest value to
which » should be set given the current encoding level. Multiple new parameter tables can be
used to achieve different TLRs based on the application requirements and acceptable overhead.

An example of such a new parameter table using 8 loss ratios is shown below:

Encoding Level Max n m

0 INT max 0
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where INT max represents the largest integer (infinity).

[0052] Before the encoder 1108 of the intercepting network device A 1106 encodes a

packet of size s, it indexes a preconfigured packet size table with s, to obtain Rec n, which

represents the recommended value of n given the packet size. An example packet size table is

show below:

Packet Size (bytes) Rec n
< 88 1

89 to 264 2

265 to 528 3

> 528 4

[0053] Using this table, a packet of size s<88 bytes returns Rec n=1. If s>528 bytes,

then Rec_n=4. The value of n used to encode the packet is then determined as n»=min(Rec n,

Max_n).

[0054] In another embodiment, the decoder 1109 calculates the weighted loss ratio

WL using equation (3) or (4) above. It can optionally normalize to compute NL using equation

(5). The exact loss value (WL or NLy) is sent at regular intervals (e.g., every second) to the

decoder 1112 in a control message that is inserted in the encoded channel for the session. The

decoder 1112 extracts the exact loss values from the control messages. The encoder 1108 uses

the exact loss value to index a new parameter table to obtain Max _»n and m.

NL, min NL max Max n m
0 0 INT max 0
1 75 INT max 1
76 145 INT max 1
146 185 3 1
186 210 2 1
211 260 2 1
261 370 1 1
371 10000 1 1
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[0055] The value of # is derived as n=min(Rec_n, Max_n). Multiple new parameter
tables can be configured to reflect different Target Loss Ratios, and the encoder 1108 uses the
appropriate table based on the Target Loss Ratios of the application. Sending the actual loss
ratio, instead of the current loss ratio, allows configuration the parameter tables at the encoding
side, thus simplifying the configurations.

[0056] The previous equations demonstrate how the loss ratio is calculated for
individual streams. Using FIG. 5 as an example, an intercepting network device D 1203
calculates the loss ratios of three flows 1204, 1205 and 1206 originating from intercepting
network devices A 1202, B 1207 and C 1208, respectively. In addition to returning the loss ratio
measured for the flow, the receiving intercepting network device can compute the average of the
weighted loss ratio ALy from the three flows that are sent to it over an interval period x.

[0057] The interval period can be the same as the interval period used for calculating

the loss ratio for a single flow. The average loss ratio can be calculated, for example, as:

ar, -2 ©
f
where WL, can be calculated using equation (3) or (4) above. The ALy can then be normalized
using equation (5) above to create a normalized average loss ratio, NALy. The NAL, is then
indexed in an encoding level table to obtain an average loss ratio at the far end (ALFEy). The
encoding level table can be the same as illustrated above or preconfigured with different
numbers. The ALFNjy is added to the packet header of the encoded packets transmitted by the
decoder of the intercepting network device D 1203 to the respective intercepting network devices
1202, 1207 and 1208 along with the per flow current loss ratio computed as described above.
[0058] If the aggregate information is included in the packet header, the intercepting
network device 1202, 1207 or 1208 can use the information to decide whether to change its
encoding level. The decoder of the intercepting network device A 1202 also calculates the
average loss at the near end (ALNE,) which is the average of the current loss ratio received in

the encoding channel from the g encoded sessions 1211, 1212 and 1204 active during a

measurement period x,

O Current Loss Ratio
ALNE, = —= (7
9
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[0059] In the example of FIG. 5, the ALNE, calculated at the intercepting network
device A 1202 represents the average of the current loss ratio received from intercepting network
devices D 1203, E 1209 and F 1210.

[0060] If the difference between the current loss ratio for the session and the ALFE,
is below a predetermined threshold, the current loss ratio is used to set the encoding level, as
described above. In this case, it is assumed that it is unlikely that the sessions are congesting the
upstream network since the current loss ratio is better, or slightly worse than, the computed
ALFE,.

[0061] If the difference between the current loss ratio and the ALFE; is greater or
equal to a predetermined threshold AND the current loss ratio minus the ALNE; is greater than
or equal to a predetermined threshold, then the current loss ratio is ignored, and the encoding
levels are set according to the packet size table only to minimize bandwidth usage by choosing
the most bandwidth-efficient encoding method for the given packet. The predetermined
thresholds could be different and set according to network policies and topology.

[0062] Irrespective of how # is determined (current loss or average loss), the increase
in the value of n can be performed gradually to avoid a big step in the increase of overhead.
When a higher value of # is recommended by the table, it can be applied to only a subset of the
subsequent standard packets: only v standard packets out of the next incoming w standard
packets use the increased value of n, while the other w-v packets use the previous lower value for
n. The values of v and w can also change if the measured loss ratio continues to increase or as
the measured loss ratio approaches the next level.

[0063] For example, if the measured loss (weighted or normalized) is 0%, then n=1,
m=0 and v=w=1. Therefore all packets are encoded with n=1, m=0. If the measured loss
increase to greater than 0% but lower than 0.05%, then n=4, m=1, but v=1 and w=3, such that
only one out of three packets is encoded with n=4, while the others use the previous encoding
level n=1, m=0. When the measured loss exceeds 0.05% but is below 0.1%, then change to v=1
and w=2, such that every second packet is encoded with n=4, while the others use the previous
encoding level n=1, m=0. When the measured loss exceeds 0.1% but is below or equal to 0.2%,
then use v=1 and w=1, such that every packet is encoded with n=4. Different values of v and w
can be configured to smooth out the overhead increase at different predetermined loss ratios.

This capability can significantly smooth out the transfer function between different loss ratios.
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[0064] Intercepting network devices operate on the theory that network loss will
decrease as the encoding level is increased. However, as n and/or m are increased, the number of
packets generated by the intercepting network devices and, traversing the network, is increased.
This results in an increase in the bandwidth required to achieve application communication.

[0065] The additional bandwidth may in some circumstances lead to an increase in
loss. If one or more links in the path are bandwidth constrained, the additional packets actually
increase congestion at this point. When a packet arrives at a link for transmission, it may or may
not be able to be transmitted immediately. If the packet cannot be sent, most devices implement
a queue to buffer the packet so that it can be transmitted later. In some devices, as the queues
associated with this link grow to a particular level, a network congestion control mechanism
(e.g., RED, WRED, etc.) may be invoked to handle the congestion on this link. As the number
of packets arriving at this link is increased, the likelihood of one of the encoded packets being
discarded is increased. The probability is also increased due to the additional overhead added by
the encoding channel. The additional overhead increases the depth of the queue more quickly
thus increasing the likelihood that a packet will be discarded.

[0066] Another cause of congestion can be switching context. A network device in
the path between the source end-station and the destination end-station may only be able to
forward a limited number of packets per period of time. Therefore, even though enough link
bandwidth is available to transport the encoded packets, the network device cannot forward all
the frames, leading to loss.

[0067] Therefore, by increasing the encoding level which increases the number of
packets in the path and the amount of overhead, the loss ratio may increase. The intercepting
network device requires an algorithm to react to this situation. First, the intercepting device
needs to detect a significant increase in loss ratio on an encoding channel. This can be done, for
example, by tracking the results of the loss ratio over a period of time. This can be the current
loss ratio as calculated by equation (1) or (2), the weighted loss ratio calculated by equation (3)
or (4), the normalized loss ratio calculated by equation (5), or any other method to obtain loss.

[0068] One method of detecting a significant increase is to use the instantancous
change in the loss ratio. This looks at the difference between the current loss ratio and the
previous loss ratio’.

ACLR, = CLR, —CLR,_, (8)



WO 2012/104802 PCT/IB2012/050473

14

If this difference exceeds a significant increase threshold, defined as SIT, then a significant
increase in loss ratio is detected. To avoid spuriously declaring that a significant increase has
occurred, the number of encoded packets sent between the source intercepting network device
and the destination intercepting network device must be statistically relevant. This is captured in
the case equation below:

trueif packets >minimumrelevant and ACLR,>SIT
falseif packets <minimum relevant

©)

[0069] Instead of using an instantaneous ratio, the previous equations can use the

significant increase =

average loss ratio (like equations (3) and (4)). The change can be calculated using equation (10):
AWL =WL -WL_, (10)
Then the significant increase can be determined as follows:

] >
significant increase = {jﬁgfs . l;;AAV;/VLLx _<SL;‘I[77: (11)
x

[0070] Another approach is to record the loss ratio when an increase is the encoding
level is enacted. The change in loss ratio (CLRoriginay 15 recorded and used as the basis of
comparison to the current instantaneous loss ratio. If the current loss ratio is, for example, ten
times the original loss ratio, a significant increase in loss has been detected:

true if CLR,>10 x CLRorigina ] 1)

significant increase = false if CL R.< 10 x CL Roriginal

[0071] Once a significant increase in the loss ratio has been detected, the intercepting
network device reacts using an encoding level back-off scheme. In this case, the intercepting
network device reacts to loss by decreasing the encoding level instead of increasing it. FIG. 6 is
a flow chart of one technique for decreasing the encoding level in response to the detection of a
significant increase in the loss ratio. First, step 1300 attempts to find an encoding level that stops
the increase in loss ratio. Once this level is achieved, step 1301 ensures that the loss ratio is
stable before returning the intercepting network device to normal processing of loss ratio.

[0072] FIG. 7 depicts one implementation of step 1300 in FIG. 6. This algorithm
defines the steps to find an encoding level that stops the increase in loss ratio. The algorithm
starts by recording the current loss ratio at step 1400, and then the encoding level of the channel
is reduced at step 1401. The reduction of the encoding level can be effected in several ways.
For example, the encoding level can be reduced linearly for each iteration of the algorithm, or it

can be decreased exponentially. One implementation supports both methods and allows one of
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the methods to be selected when the encoding channel is established. Another example uses a
configuration policy that is set before the encoding channel is created.

[0073] Once the encoding level has been reduced at step 1401, step 1402 determines
whether the encoding level is greater than zero. A negative answer at step 1402 indicates that the
current loss ratio is still higher than the starting loss ratio, which indicates that the encoding
back-off algorithm is not working, and thus the algorithm is terminated at step 1403. The
encoding channel then returns to normal loss ratio processing or reverts to #=1 and m=0 and
notifies the user and/or the system.

[0074] If the answer at step 1402 is affirmative, the system advances to step 1404
where the intercepting network device waits for a period of time d before sampling the current
loss ratio again at step 1405. Step 1406 then determines whether the current loss ratio is greater
than the starting loss ratio at step 1406, ie., the loss ratio is still increasing by some
predetermined amount, the algorithm returns from step 1406 to steps 1401 and 1402 to reduce
the encoding level for the channel again. If the answer at step 1406 is negative, the system
proceeds to step 1407 to determine if the current encoding level results in a stable loss ratio.

[0075] FIG. 8 depicts one implementation of step 1301 in FIG. 6. This algorithm
defines the steps to determine if the current encoding level has resulted in a stable loss ratio. The
algorithm runs in a loop which is initialized in step 1500. The intercepting network device then
waits for a period d at step 1501 before sampling the current loss ratio again at step 1502. If the
current loss ratio is significantly greater than the start loss ratio, the algorithm exits and returns to
backing off the encoding level at step 1503. Step 1503 determines whether the current loss ratio
remains below the starting loss ratio (step 1503), then the algorithm increments the loop counter
(step 1504) and continues to sample the current loss ratio until the maximum number of
iterations has been reached (step 1505). At this point, the algorithm exits since the significant
increase in loss ratio has been handled.

[0076] There are other implementations of the algorithm of FIG. 6. For example,
FIG. 9 depicts an alternate implementation of the encoding level back-off scheme. In this case,
the algorithm sets the starting loss ratio to the current loss ratio value at step 1600, and then step
1601 initially increases the encoding level to determine whether the loss ratio will be reduced. If
step 1604 detects a reduction in the loss ratio, the algorithm exits and proceeds to ensure that the
loss ratio is stable before returning to normal loss ratio processing. If step 1604 does not detect a

reduction in the loss ratio, the algorithm proceeds to steps 1605 and 1606 to reduce the encoding



WO 2012/104802 PCT/IB2012/050473

16

level by 2 levels, and then to step 1602 to wait for a period before checking the current loss ratio
again. If this succeeds (steps 1603 and 1604), again the algorithm ensures that the loss ratio is
stable before returning to normal loss ratio processing. If step 1604 determines that the current
loss ratio is still greater than the starting loss ratio and step 1605 determines this is not the first
iteration, then the algorithm continues backing off the encoding level using the algorithm of FIG.
7.

[0077] Another approach to handling a significant increase in loss ratio (in step 1300
of FIG. 6) is to restrict the encoding level that is causing the significant increase, using the
algorithm of FIG. 10. In step 1700, the current encoding level is recorded as the restricted
encoding level, and then the current encoding level is reduced at step 1701. Then step 1702
ensures that the current encoding level remains below the restricted encoding level.

[0078] There are a number of ways to determine whether the restriction of the
encoding level stabilizes the loss ratio, in step 1301 of FIG. 6. One way depicted in FIG. 11 is to
simply exit the algorithm so that the encoding level is never used again while the encoding
channel is active. FIG. 12 depicts an alternative technique that delays for a period of time d at
step 1800 before re-enabling the encoding level for the encoding channel at step 1801. FIG. 13
depicts another alternative in which the encoding level is slowly adjusted back to the restricted
encoding level. The period of time over which this occurs depends upon the delay period d set in
step 1900, and the increment used to increase the encoding level in step 1902. Step 1901
compares the current encoding level with the restricted encoding level to determine whether the
current encoding level is less than the restricted coding level. As long as the answer is
affirmative, the system advances to stop 1902 to increases the coding level. Once the restricted
level is achieved, the algorithm exits at step 1903.

[0079] Another strategy for handling a high level of network loss is to configure the
encoder to transmit encoded packets in an interleaved manner (referred to as “interleaved
mode”), thereby spreading the risk of losing multiple encoded packets across different standard
packets and providing a higher probability of encoded packet re-assembly. Thus, instead of
sequentially sending groups of encoded packets such that each group corresponds to a single
standard packet, encoded packets from different standard packets are interleaved with one
another. FIG. 14 illustrates an example of the interleaving mode. In this example, it is assumed
that standard packets A, B, and C are respectively segmented into encoded packets Al, A2; Bl,
B2, B3; and C1, C2, C3 and C4. Encoded packets A2, B3 and C4 are extra encoded packets.
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Instead of sending these encoded packets grouped according to their respective standard packets,
they are interleaved by groups of & standard packets. In the example of FIG. 14, &=3. The
encoder stores the encoded packets corresponding to & standard packets into a buffer 1303.
Alternatively, the encoder stores a number of packets that arrive during a predetermined time
period or until a packet with time sensitive information is detected (e.g., via deep packet
inspection). To avoid reordering, the set of encoded packets is aligned to the left such that the
last second data of each standard packet is at the tail and is sent last, and the first encoded packet
of cach standard packet is at the head and is transmitted first. The encoder transmits on the
physical interface 1304 the data units at the head in order of top to bottom, or any order that
minimizes sending two consecutive encoded packets from the same standard packet. In the
example of FIG. 14, the encoded packets can be sent in the order C1, B1, C2, Al, B2, C3, A2,
B3, and C4. Sending all the extra encoded packets last can minimize delay. The interleaving
can also be done randomly. The group of packets to interleave can include all the encoded
packets transmitted from the interface, or the interleaving group can include encoded packets of
the same application (e.g., same channels of a video conference), the same destination or a
preconfigured grouping.

[0080] In FIG. 15, another level of interleaving is achieved, by interleaving the
encoded packets of different interleaved groups 1401, 1402, 1403 of interleaved encoded
packets. By such interleaving, the impact of any large loss of data units can be minimized, and,
depending on the coding and strategy employed, this type of loss may be recoverable.

[0081] The “interleaved mode” can also be used to address burst loss. Burst loss can
be detected if the current loss ratio (i.e., the result of equation (1), (2), (3) or (4)) exceeds the
Target Loss Ratio by a predetermined amount (e.g., double). One technique for handling burst
loss is illustrated in FIG. 16. When burst loss is initially detected, the loss ratio is debounced.
Assuming that the burst loss persists, then a transition to the interleaved mode is executed at step
2000. If the interleaved mode is enabled, the conditions to return to the random mode are
checked and verified at step 2001.

[0082] An example of how to transition to the interleaved mode is illustrated in FIG.
17. This algorithm debounces the current loss ratio to ensure that the issue persists before
enabling interleaved mode. The implementation uses a loop that is initialized at step 2100 and
then delays for a time period of 4 at step 2101. The current loss ratio is retrieved at step 2102

and checked at step 2103 to determine whether the current loss ratio exceeds twice the Target
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Loss Ratio, which is acceptable for this standard protocol type. An affirmative answer at step
2103 causes the loop counter to be incremented at step 2104, and then step 2105 determines
whether the loop count has reached the maximum iteration. If the answer is negative, the system
returns to step 2101 and repeats steps 2102 and 2103. A negative answer at step 2103 ends the
routine, and an affirmative answer at step 2105 causes the interleaved mode to be enabled at step
2106.

[0083] Thus, assuming that the loss ratio is maintained for delay period d times the
max iterations, the queuing is set to the interleaving mode, and the algorithm continues on to
handle the return to the random mode. If the loss ratio does not continue to exceed twice the
TLR for the application, the algorithm exits and the interleaved mode is disabled.

[0084] Returning to the random mode can be implemented by any of several different
methods illustrated in FIGs. 18-21. The method actually used for an encoding channel can be
selected in several ways. The intercepting network device may be configured with the method to
use for all encoding channels. Also, the intercepting network device may have a policy that
matches the standard protocol being encoded. Alternatively, the intercepting network devices
may negotiate the method to be used when the encoding channel is established.

[0085] FIG. 18 illustrates the most straightforward method for returning to the
random mode. In this case, a timer is started at step 2200 when the encoded channel has entered
the interleaved mode. When the timer expires, the channel returns to the random mode at step
2201.

[0086] In FIG. 19, the algorithm ensures that the interleaved mode has an effect on
the current loss ratio before queuing is returned to the random mode. The current loss ratio must
be lower than twice the Target Loss Ratio for a time period of d times the max iterations before
the random mode is enabled. To complete this, a loop is used to sample the current loss ratio.
The loop is initialized at step 2300 and then waits for a delay period of d at step 2301. The
current loss ratio is retrieved at step 2302 and checked at step 2303 to determine whether the
current loss ratio exceeds twice the Target Loss Ratio. An affirmative answer at step 2303
causes the loop counter to be incremented at step 2304, and then step 2305 determines whether
the loop count has reached the maximum iteration. Ifthe answer is negative, the system returns
to step 2301 and repeats steps 2302 and 2303. An affirmative answer at step 2305 causes the
random mode to be enabled at step 2306.
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[0087] FIG. 20 is similar to FIG. 19 with the exception that instead of using the
current loss ratio, the average loss ratio is used. The loop is initialized at step 2400 by setting the
loop counter to zero and setting the Start Average Loss to the Current Average Loss and, the
system then waits for a delay period of d at step 2401. The current average loss ratio is retrieved
at step 2402 and checked at step 2403 to determine whether the current average loss ratio
exceeds the Start Average Loss. An affirmative answer at step 2403 causes the loop counter to
be incremented at step 2404, and then step 2405 determines whether the loop count has reached
the maximum iteration. If the answer is negative, the system returns to step 2401 and repeats
steps 2402 and 2403. An affirmative answer at step 2405 causes the random mode to be enabled
at step 2406.

[0088] FIG. 21 is similar to FIG. 20, except that changing the encoding level is also
allowed. The loop is initialized in step 2500 by setting the loop counter to zero and setting the
Start Average Loss to the Current Average Loss and, the system then waits for a delay period of
d at step 2501. The current average loss ratio is retrieved at step 2502 and checked at step 2503
to determine whether the current average loss ratio exceeds the Start Average Loss. A negative
answer at step 2503 adjusts the encoding level at step 25607 to handle the current average loss
ratio and then returns to step 2500. An affirmative answer at step 2503 causes the loop counter
to be incremented at step 2504, and then step 2505 determines whether the loop count has
reached the maximum iteration. If the answer is negative, the system returns to step 2501 and
repeats steps 2501-2503. An affirmative answer at step 2505 causes the random mode to be
enabled at step 2506.

[0089] FIG. 22 illustrates an algorithm that combines the handling of both significant
changes in the current loss ratio or burst loss exceeding twice the TLR. In this embodiment, the
algorithm starts at step 3000 by determining if the encoding channel needs to transition to the
interleaved mode. Assuming this is required, the algorithm then checks to see if encoder level
back-off is required at step 3001. Regardless of whether back-off is required, the algorithm then
determines when the encoding channel transitions back to the random mode at step 3002.

[0090] Handling the transition to the interleaved mode in step 3000 can be handled in
the same way as in FIG. 18. Step 3002 looks at the transition back to the random mode, using
any of the algorithms illustrated in FIGs. 18-21.

[0091] Determining whether back-off is required at step 3002 is illustrated in FIG.

23. This algorithm debounces the effect of transitioning from the random to the interleaved
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mode. This measurement should be done after an increase in encoding level. It loops for a
period of delay d times max iterations and checks the current loss ratio. The loop, initialized at
step 3100, has a delay period of 4 at step 3101. When this delay period expires, the current loss
ratio is sampled at step 3102 and compared to twice the TLR at step 3103. If the current loss
ratio is greater than twice the TLR, the exceed counter is incremented at step 3104. Otherwise,
the loop counter is incremented at step 3105. This process continues until the loop counter
reaches max iterations at step 2506. At this point, the exceed counter is checked at step 2507,
and if it equals max iterations, encoding level back-off is enabled at step 2508. Otherwise, the
algorithm proceeds on to handle the return to the random mode.

[0092] In the following description, for purposes of explanation, numerous details are
set forth in order to provide a thorough understanding of the present invention. However, it will
be apparent to one skilled in the art that these specific details are not required in order to practice
the present invention. In other instances, well-known electrical structures and circuits are shown
in block diagram form in order not to obscure the present invention. For example, specific
details are not provided as to whether the embodiments of the invention described herein are
implemented as a software routine, hardware circuit, firmware, or a combination thereof.

[0093] Embodiments of the invention may be implemented in a network having
endpoints, such as servers or other computing devices, and associated encoding components.
The encoding components, and the described methods, can be implemented in hardware,
software or a combination thereof. Those portions that are implemented in software can be
represented as a software product stored in a machine-readable medium (also referred to as a
computer-readable medium, a processor-readable medium, or a computer usable medium having
a computer readable program code embodied therein). The machine-readable medium may be
any suitable tangible medium, including magnetic, optical, or electrical storage medium
including a diskette, compact disk read only memory (CD-ROM), memory device (volatile or
non-volatile), or similar storage mechanism. The machine-readable medium may contain various
sets of instructions, code sequences, configuration information, or other data, which, when
executed, cause a processor to perform steps in a method. Those of ordinary skill in the art will
appreciate that other instructions and operations necessary to implement the described
embodiments may also be stored on the machine-readable medium. Software running from the

machine readable medium may interface with circuitry to perform the described tasks.
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[0094] While particular embodiments and applications of the present invention have
been illustrated and described, it is to be understood that the invention is not limited to the
precise construction and compositions disclosed herein and that various modifications, changes,
and variations may be apparent from the foregoing descriptions without departing from the spirit

and scope of the invention as defined in the appended claims.
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CLAIMS

1. A method of forwarding data transmissions from a first network to a third
network via a second network, the method comprising

receiving packets of a first type from said first network,

segmenting each packet of a first type into packets of a second type,

transmitting said packets of a second type to said second network,

producing and transmitting at least one encoded duplicate of each of said packets of
a second type to said second network, wherein said encoded duplicate packet allows a
packet of said first type to be recreated in the event not all said packets of said second type
are received at said second network,

in the event a sufficient number of said packets of a second type and said encoded
duplicate packets are not received to recreate said packet of a first type,

determining a loss ratio that represents the number of packets not recreated
relative to the number of packets transmitted during a selected time interval,

dynamically adjusting the overhead required to produce said encoded
duplicate packets to attempt to minimize said loss ratio,

detecting a significant increase in the determined loss ratio over a plurality
of said time intervals,

successively reducing the overhead required to produce said encoded
duplicate packets in response to the detection of a significant increase in said
determined loss ratio, and

determining whether the reduced overhead requirement stabilizes said
determined loss ratio and, if the answer is affirmative, terminating the successive
reduction of said overhead requirement.

2. The method of claim 1 in which the overhead required to produce said
encoded duplicate packets is reduced by adjusting an encoding level in the production of
said encoded duplicate packets in response to the detection of a significant increase in said
determined loss ratio over said plurality of time intervals.

3. The method of claim 2 in which said encoding level is decreased sufficiently

to stop increases in said loss ratio.
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4. The method of claim 1 in which said significant increase in the determined
loss ratio over a plurality of said time intervals is detected by determining the change in said
loss ratio over said time intervals, and comparing said change with a preselected threshold.

5. The method of claim 1 in which said significant increase in the determined
loss ratio over a plurality of said time intervals is detected by determining the change in an
average of said loss ratio over said time intervals, and comparing said change with a
preselected threshold.

6. A system for forwarding data transmissions from a first network to a third
network via a second network, the system comprising

a first interface module for sending packets to and receiving packets from said first
network;

a second interface module for sending packets to and receiving packets from said
second network;

a segmenting module for segmenting each packet of a first type into packets of a
second type, and producing and transmitting at least one encoded duplicate of each of said
packets of a second type to said second network, wherein said encoded duplicate packet
allows a packet of said first type to be recreated in the event not all said packets of said
second type are received at said second network, and

a reassembly module for determining whether a sufficient number of said packets of
a second type and said encoded duplicate packets are received to recreate said packet of a
first type, and in the event that said sufficient number of said packets of a second type and
said encoded duplicate packets are not received to recreate said packet of a first type,

determining a loss ratio that represents the number of packets not recreated
relative to the number of packets transmitted during a selected time interval,

dynamically adjusting the overhead required to produce said encoded
duplicate packets to attempt to minimize said loss ratio,

detecting a significant increase in the determined loss ratio over a plurality
of said time intervals,

successively reducing the overhead required to produce said encoded
duplicate packets in response to the detection of a significant increase in said

determined loss ratio, and
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determining whether the reduced overhead requirement stabilizes said
determined loss ratio and, if the answer is affirmative, terminating the successive
reduction of said overhead requirement.

7. The system of claim 6 in which the overhead required to produce said
encoded duplicate packets is reduced by adjusting an encoding level in the production of
said encoded duplicate packets in response to the detection of a significant increase in said
determined loss ratio over said plurality of time intervals.

8. The system of claim 7 in which said encoding level is decreased sufficiently
to stop increases in said loss ratio.

9. The system of claim 6 in which said significant increase in the determined
loss ratio over a plurality of said time intervals is detected by determining the change in said
loss ratio over said time intervals, and comparing said change with a preselected threshold.

10.  The system of claim 6 in which said significant increase in the determined
loss ratio over a plurality of said time intervals is detected by determining the change in an
average of said loss ratio over said time intervals, and comparing said change with a
preselected threshold.

11. A computer program product, comprising one or more non-transitory
tangible media having a computer readable program logic embodied therein, the computer
readable program logic configured to be executed to implement a method of forwarding
data transmissions from a first network to a third network via a second network, the method
comprising

receiving packets of a first type from said first network,

segmenting each packet of a first type into packets of a second type,

transmitting said packets of a second type to said second network,

producing and transmitting at least one encoded duplicate of each of said packets of
a second type to said second network, wherein said encoded duplicate packet allows a
packet of said first type to be recreated in the event not all said packets of said second type
are received at said second network,

in the event a sufficient number of said packets of a second type and said encoded
duplicate packets are not received to recreate said packet of a first type,

determining a loss ratio that represents the number of packets not recreated

relative to the number of packets transmitted during a selected time interval,
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dynamically adjusting the overhead required to produce said encoded
duplicate packets to attempt to minimize said loss ratio,

detecting a significant increase in the determined loss ratio over a plurality
of said time intervals,

successively reducing the overhead required to produce said encoded
duplicate packets in response to the detection of a significant increase in said
determined loss ratio, and

determining whether the reduced overhead requirement stabilizes said
determined loss ratio and, if the answer is affirmative, terminating the successive
reduction of said overhead requirement.

12. The computer program product of claim 11 in which the overhead required
to produce said encoded duplicate packets is reduced by adjusting an encoding level in the
production of said encoded duplicate packets in response to the detection of a significant
increase in said determined loss ratio over said plurality of time intervals.

13.  The computer program product of claim 12 in which said encoding level is
decreased sufficiently to stop increases in said loss ratio.

14.  The computer program product of claim 11 in which said significant increase
in the determined loss ratio over a plurality of said time intervals is detected by determining
the change in said loss ratio over said time intervals, and comparing said change with a
preselected threshold.

15.  The computer program product of claim 11 in which said significant increase
in the determined loss ratio over a plurality of said time intervals is detected by determining
the change in an average of said loss ratio over said time intervals, and comparing said

change with a preselected threshold.
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