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DESCRIPTION

5 COMPUTER-READABLE RECORDING MED IUM

Technical Field

The present invention relates to 3 semiconductor

memory card that stores audio data and control data, and
10 to a playback apparatus, recording apparatus, playback
' method, recording method, and computer-readable recording
medium relating to such a semi_conductor memory card. In
particular, the present invention relates to improved
storage of management information and audio data
15 distributed as content by a content distribution service,

such as an electronic music distribution service.

Background Art

Recent years have witnessed the gradual introduction

20 ofthehardwareinfrastructure necessary for theelectronic

distribution of music. This gives rise to the potential

for great change in the music industry, where products have

been conventionallydistributed as packaged software using
media such as compact discs (CDs) and cassette tapes.

25 Electronic music contents (L.e., songs and albums)

can be delivered to consumers by having the consumer’'s
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personal computer download contents from a server computer
operated by a record label. To listen to the downloaded
digital music on a portable player, the user needs to store
thé muslcdataontoaportable recordingmedium. At present,
the most suitable media for storing electronically
distributed music data are semiconductor memory cards.
As examples of such, flash ATA cards and COMPACT FLASH
cards are already available. Such semiconductor memory
cards include a semiconductor device called flash memory
(EEPROM - Electrically Erasable Programmable Read-Only
Memory). Flash memory is Capable of data reads and writes
at much higher speeds than MD (MiniDisc) or CD-R (Compact
Disc-Recordable). This means that digital music can be
transferred in a short time, in spite of its large data

size.

As a major disadvantage, semiconductor memory cards

semlconductor memory cards allow data to be written at
higher speeds than CD-R or MD, copying 1s thought to be
d more serious problem for such memory cards. In order
Lo overcome the potential dangers regarding copyright

infringement, digital music has to be encrypted using a

Secure encryption method before being stored in a

semiconductor memory card.
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One storage method that takes into account the need
Coprevent unauthorized copying is the title storage method
used under DVD-Audio standard. As one example of this
method, a"title", whichcorresponds toa conventional music
album, includes apluralityof "contents", which correspond
to tracks on the album. The contents that compose a title
are encrypted using an encryption key, called the "title
key", chosen by the disc producer before veing recorded
on a DVD-Audio disc. This title key is encrypted using

an encryption key (usually called the "disc key") that is

unique to each DVD-Audio disc and is stored in a sector
header region of a DVD-Audio disc. This disc key 1s itself
encrypted using an encryption key (usually called the
"master key") chosen by the manufacturers of Content
decoding apparatuses and is recorded in the lead-in region
of the DVD-Audiodisc. The sector header region and lead-in
region cannot be accessed by ordinary users, making it
extremelydifficult for users to l1llegally obtain the title
key recorded on a DVD-Audio disc.

Iln comparison to magnetic or optical storage media,
semiconductormemory cards have a limited storage capacity,
SO that 1t i1s normally necessary to COMPress digital music
with a high compression ratio when storing it onto a
semiconductor memory card. One encoding method for

achievingasufficientlyhigh compressionratio fordigital

music is MPEG2-AAC (Motion Pictures Experts Group 2 -
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Advanced Audio Coding). One characteristic of MPEG2-AAC
compression is that it makes use of the limitations of human

hearing and so changes the bit length of the data assigned

Lo each audio frame, an audio frame being the smallest
playback unit and representing around 20ms of audio. Data
with longer bit lengths is assigned to audio frames that
have many frequencies within the range of human hearing,
while the shorter bit lengths are assigned to audio frames

with fewer of such sounds or frequencies outside the range

©of human hearing.

in the frame (or in other words, because MPEG2-AAC uses
varliable-bitrate (VBR) encoding), high-quality audio
contents can be obtained even at high rates of compression.

Such audio contents are suited to distribution on a public

network and to storage onto semiconductor memory cards that

have a limited storage capacity.

First Problem

When contents are stored according to conventional

methods, decoding the title key used to encrypt the music

contents will enable the user to decrypt all of the music

contents recorded on a recording medium. This gives rise
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on a semiconductor memory card.

While title keyswill seldombe exposed, such exposure
wlll result inan immeasurable 1oss to the copyright holder.
With the great advancements in the processing power of home
computers 1n recent vyears, it is becoming increasingly
difficult to say that a title key used to encrypt digital
music will completely safe from decoding. This gives rise
Lo demands for a data construction that will minimize the

damage to copyright holders when a title key 1s exposed.

Second Problem

As copyrightprotectionis necessaryfordigitalmusic
that is tobedistributedby electronic music distribution,
sSuch music is usually distributed 1n an encrypted form.
Bncryption 1s also required for digital music stored 1in
a semiconductor memory card. However, this gives rise to
a second problem that a user who has paid the proper price
Lo purchase digital music will not be able to freely edit
the music when it is stored in an encrypted manner on a
semiconductor memory card. If the music contents are
stored in an encrypted form, it will be very difficult for
the user to change the order of tracks or to partially delete
tracks. Cons ldering that the user has paidthe properprice,
1t is not desirable to restrict his/her ability to edit

music contents in this way.

MiniDisc (MD) recorders, which can be used for
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recording music in the same way as a semiconductor memory
card, allow a variety of track editing functions through
the provision of a TOC (Table of Contents). Such functions
include the rearranging of the playback order of tracks,
the division of tracks, and the combining of tracks into
a single track. If semiconductor memory card recorders

are unable to provide the same functions as conventional

MD recorders, it is believed that consumers will regard

semiconductor memory card players as inferior to MD

recorders, thereby damaging the commercial potential of

semiconductor memory card products.

Third Problem

To provide special playback functions for digital

music that has been subjected to VBR encoding, as under
MPEGZ2-AAC, playback apparatuses need to be equipped with

large-capacity memories. This raises the manufacturing

cost of such apparatuses, and poses a third problem for

the background art.

onadisc (specifying the playback poslition), amusic search
function that plays back lntermittent bursts of music to
enable users to skip through tracks forwards or backwards
at high speed, and a time search function whereby users

can have the playback start from a position inputted as
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a time measured from the start of the disc. To capture
themarket currently heldbyMDor CD players, itisessential

for playback apparatuses of semiconductor memory cards to
provide the same special playback functions as MD players.
5 Whenmusic contents are subjected to constant bitrate (CBR)
encoding, playback from a position specified using a time
code (such a point one or two minutes from the start of
a track) can be performed simply by referring to an address
that is offset by an integer muiltiple of the data size of
10 the unit playback time. However, when music contents are
encoded using a VBRmethod such as MPEGZ2-AAC, the positions
corresponding to one or two minutes ahead of the current
position will seldom be offset Py an integer multiple of
the data size of the unit playback time. As a result, a
15 player will need to refer to a time search table produced
1n advance to show which addresses correspond toc the points
one minute and two minutes further ahead.
While a time search table for a short track wlill not
need to i1nclude a large number of playback positions, this
20 cannot be said for the time search tables of long tracks,

sO that the time search tables of long tracks are very large.

ltintoitsmemory. Since longtracks have large time search
25 tables, this means that a playback apparatus has to be

provided with a large memory for storing the time search
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table. This also increases the manufacturing costs of

playback apparatuses.

Disclosure of the Invention
oo eoeeT YL LHEe nvention

Itisafirstobject of the present inventiontoprovide
a semiconductor memory card that protects the copyrights

Of music contents stored therein while allowing users to

edlt the music contents.

It 1s a second object of the present invention to

The first object of the present 1nvention can be achieved
by a semiconductor memory card that stores at least one

audio track, including: a protected area that can be

composed of a plurality of encryption keys arranged into
a predetermined order; and an unprotected area that can
be accesSed by any device connected to the semiconductor
memory card, the unprotected ares storing at least one audio
track and management information, the at least one audio
track including a plurality of encrypted audio objects,

and the management information showing which encryption
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key, out of the plurality of encryption Keys, corresponds
to each audio object stored in the unprotected area.

With the stated construction, a plurality of audio
objects can be encrypted using a plurality of encryption
Keys, so that should the encryption key used to encrypt
a particular audio object be decoded and exXposed, such
decoding will only enable that particular audio object to
bedecryptedandsowill havenoeffect onother audio objects.
This means that the present semiconductor memory card
minimizes the damage caused by the exposure of one of the
encryption keys.

fiere, each audio track may further include (1)
attribute information and (2) link information for each
audio object included in the audio track, the attribute
information showing a type, out of type (a), type (b), type
(c) and type (d), for each audio object, type (a) being
an entire audio track, type (b) being a first part of an
audio track, type (c) being a middle part of an audio track,

and type (d) being an end part of an audio track, and the

described below. The attribute information shows how the

éncrypted audio objects compose audio tracks, so that when

two audio objects are managed as two separate audio tracks,
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such tracks can be combined to form a single track by merely

changing the attribute information to show that the audio

Objects correspond to the start and end of 3 Crack. Since

audlo tracks can be combined by changing the attribute

5 information, tracks can be combined at high speed without
needing to remove the encryption of the audioc tracks.

Here, the plurality of audio objects may include:

at least one audio object that only contains valid data

that needs to be played back; and at least one audio object

10 that contains (1) valid data and (2) 1nvalid data located

at least one of before and after the valid data, the invaiid

data not needing to be played back, each audio track further

including block information for each audio object in the
audio track, the block information 1ncluding: an offset

15 measured from the storage position of the Corresponding
audioobjectgiveninthemanagement information; andlength
1nformation showing a length of the valid data that starts
from a position indicated by’the offset, the attribute
information for an audio object showing whether the valid

20 data indicated by the offset and the length information
(a) corresponds to an entire audio track, (b) corresponds
to a first part of an audio track, (c) corresponds to a
middle part of an audio track, or (d) corresponds to an
end part of an audio track.

25 When invalid data is present at the start of an audio

frame, the length of this invalid data and the length of

10
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the valid data in the audio frame can be set in the block
information. As a result, when the user records a radio
broadcast where the disc Jockey talks over the intro of

d song, a sultable data offset can be set in the block
information to have the song played back without the part
of the intro that includes the disc jockey's voice. Such
edlting operations can be performed Dy merely indicating
what data should not be played back in the block information
and are performed with the audio objects in their encrypted
state. This means that tracks can be edited athigh speed.
The second object of the presént invention can be
achievedbyarecording apparatus for a semiconductor memory
card, including: a first generating unit for successively
generating audio frames from an input signal received from
outside the recording apparatus, an audio frame being a
smallest amount of data that can be independently decoded;
4 writing unit for creating a file on the semiconductor
memory card and writing the successively generated audio
frames into the file; a second generating unit for
generating, whenever the writing unit has written a
predétermined number of audio frames into a file, a piece
o0f entry information showing a data length of an audio
element that is composed of the audio frames written into
the file, wherein whenever the second generating unit has
generated a predetermined number of pleces of entry

information, the writing unit creates a new file and writes

1§
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the audio frames successively generated thereafter into
the new file. .

Whenanaudiostreamis foramusic album which includes
a long track, the long track is divided into a plurality
Of files to ensure that the number Of pieces of entry
information for a single file does not exceed a

predetermined number. Limiting the number of pieces of

management information of a file. This management

for the file and stores it in an internal memory. This
management information needs to be kept in the memory as
long as the playback of the audio Object continues. When
the playback of this audio object ends, the following audio
object is read. When playback commences for this following

audlio object, the corresponding management information is

12
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limited memory capacity to perform special playback
functions such as forward and backward search.

The assignment of the plurality of audio objects to
audio tracks and the order to be used when playing back
audio tracks is determined by the management information,
so that tracks can be freely edited by merely updating
the management information.

In a further aspect, the present i1nvention provides a
semiconductor memory card comprising: a plurality of
audio objects composing an audio track; and a plurality
of pieces of management 1information 1n a one-to-one
relation with the audio objects, wherein each piece of
management information includes a time search map and
attribute information, wherein each time search map
includes a plurality of pieces of entry information
showing internal positions within a corresponding audio
object at predetermined intervals, wherein each piece of
attribute information shows that a corresponding audilo
object is (a) an entire audio track, (b) a first part of
an audio track, (c) a middle part of an audio track, or
(d) an end part of an audio track, and wherein each audio
object 1is restricted to such a playback time that a
number of pieces of entry information for a corresponding
audio object does not exceed a predetermlined number.

In a still further aspect, the present invention
provides a playback apparatus for a semiconductor memory
card having recorded thereon a plurality of audio objects

composing an audio track in one-to-one relation with a

13
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plurality of pieces of management information, said
playback apparatus comprising: a memory; a readling unit
operable to read from the semiconductor memory card 1nto
said memory, a piece of management information
corresponding to one audio object; a playback unit
operable to play back the audio object according to
standard playback or intermittent playback; and a control
unit operable to control, when playback of the audio
object has finished, said reading unit to read 1into said
memory, a piece of management 1information of an audio
object to be played back next, wherein each piece of
management information includes a time search map and
attribute information, wherein each time search map
includes a plurality of pieces of entry information
showing internal positions within a corresponding audio
object at predetermined intervals, wherein attribute
information shows that a corresponding audio object 1is
(a) an entire audio track, (b) a first part of an audio
track, (c) a middle part of an audio track, or (d) an end
part of an audio track, and wherein when playing back the
audio object according to intermittent playback that is a
mode where (1) playback the audio object for a first
period and (ii) skipping the audio object for a second
preriod, are repeated, sald playback unit specifies an
address of an internal position from which playback after
a skip 1is to start, with reference to the time search map
having read into said memory.

In a further aspect, the present invention provides a

recording apparatus for recording a plurality of audio

13a
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objects composing an audio track onto a semiconductor
memory card, sald recording apparatus comprising: an
encoder operable to successively encode 1input signals

received from outside said <recording apparatus tc

generate audio frames; a generating unilt operable to
generate, whenever sald encoder  has generated a
predetermined number of audio frames, a piece of entry
information showing a start position of the successively
generated audio frames; and a writing unit operable to
write, whenever said generating means has generated a
predetermined number of pieces of entry information, the
audio frames having been generated, onto the
semiconductor memory card as one audio object together
with management information, wherein the management
information includes a time search map and attribute
information, wherein the time search map 1includes the
predetermined number of pieces of entry information
showing start positions within a corresponding audio
object at predetermined intervals, and wherein the
attribute information shows that a c¢orresponding audio
object is (a) an entire audio track, (b) a first part of
an audio track, (c) a middle part of an audio track, or
(d) an end part of an audio track.

In a still further aspect, the present 1invention
provides a playback method for playing back data from a
semiconductor memory card, the semiconductor memory card
having recorded thereon a plurality of audio objects
composing an audio track 1in one-to-one relation with a

plurality of pieces of management information, said

13b
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playback method comprising: reading, from the
semiconductor memory card 1nto a memory, management
information corresponding to one audio object; playing
back the audio object according to standard playback or
intermittent playback; and controlling, when playback of
the audio object has finished, said reading to read into
the memory, a piece of management information of an audio
object to be played back next, wherein each piece of
management 1nformation 1ncludes a time search map and
attribute information, wherein the time search map
includes a plurality of pieces of entry 1information
showing internal positions within a corresponding object
at predetermined time intervals, wherein attribute
information shows that a corresponding audio object 1is
(a) an entire audio track, (b) a first part of an audio
track, (c¢) a middle part of an audio track, or (d) an end
part of an audio track, and wherein when playing back the
audio data according to intermittent playback that 1s a
mode where (i) playback the audio data for a first period
and (ii) skipping the audio data for a second period, are
repeated, said playing back specifies an address of an
internal position from which playback after a skip 1is to
start, with reference to the time search map having read
into the memory.

In a further aspect, the present invention provides a
recording method for recording data onto a semiconductor
memory card, salid recording method comprising:
successively encoding an 1input signal received from an

external source to generate audioc frames; generating,

13C
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whenever said successively encoding has generated a
predetermined number of audio frames, a piece of entry

information showing a start position

v

of the successively

generated audio frames; and writing, whenever said
generating has generated a predetermined number of pieces
of entry information, the audio frames having been
generated, onto the semiconductor memory card as one
audio object together with management information,
wherein the management i1nformation includes a time search
map and attribute information, wherein the time search
map includes the predetermined number of pieces of entry
information showing start positions within a
corresponding audlo object at predetermined time
intervals, and wherein the attribute 1information shows
that a corresponding audio object is (a) an entire audio
track, (b) a first part of an audio track, (c) a middle
part of an audio track, or (d) an end part of an audio

track.

Brief Description Of The Drawings

These and other objects, advantages and features of
the invention will become apparent from the following
description thereof taken 1in conjunction with the
accompanying drawings which i1illustrate a specific
embodiment of the invention. In the Drawings:

FIG. 1 shows the appearance of a flash memory card 31
when viewed from above;

FIG. 2 shows the construction of the flash memory

card 31 when viewed from below;

13d
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FIG. 3 shows the hierarchical composition of the
flash memory card 31 in the embodiments;
FIG. 4A shows the special region, the authentication

region and the user region provided in the physical layer

of the flash memory card 31;
FIG. 4B shows the composition of the authentication
region and the user region 1n the file system layer;

FIG. 5 shows the detailed composition of the file

13e
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system.layer;

FIG. 6 1s a representation of when the AOB file
"AOBOO1.SA1" is divided into five parts that are stored
in clusters 003, 004, 005, 00A, and 00C:

5 F1G. 7/ shows one example of the settings of the
directory entries and file allocation table when the AOB
file "AOBOOl.SA1" is recorded in a plurality of clusters:

FIGs. 8A and 8B show what directories are provided
in the user region and the authentication region in the

10 file system layer when the above two types of data are
recorded in the application layer, as well as what kind
of files are recorded in which directories;

FIG. 3 shows the correspondence between the file
"AOBSAL1.KEY" and the AOB files in the SD_Audioc directories;
15 FIG. 10 shows the hierarchical composition of the

data 1in an AOB file:

FIG. 11A shows the parameters stipulated by ISO/IEC
13818-7 standard in tabular form;

FiG. 11B shows the parameters that should be used

20 when encodinga file in MPEG-Layer 3 (MP3) format in tabular
form;

FIG. 11C shows the parameters that should be used

when encoding a file in Windows Media Audio (WMA) format

in tabular form:

25 FIG. 12 shows the detailed construction of an

AOB FRAME;

14
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FIG. 14 shows the correspondence between the

sampling__.frequency and the number of AOB FRAMES included
in an AOB ELEMENT;

FIG. 15 shows examples of the playback periods of

AOB ELEMENTs and the playback periods of AOR FRAMES ;

tlG. 16 shows what is reproduced when the AORs and

in detail;

FIG. 18 shows the sizes of the PlaylistManager and

the TrackManager;

F1G. 19 shows the correspondence between the TKIs

shown in FIG. 17 and the AORs and AOB files shown in FIG.
16;

FIG. 20 shows the detailed data composition of the
TKTMSRT shown in FIG. 17;

FIG. 24 shows cluster 007 to OOE into which the AOR

composed of AOB ELEMENT#1 to AOB_ELEMENT#4 are stored;

15




o ——— P -

CA 02338634 2001-01-25

WO 00/74059 PCT/JP00/03297

FFIG. 25 shows how the next AOR _FRAME#x+1 to be played
back is set when forward search 1s performed starting from
the AOB_FRAME#x in an arbitrary AOB_ELEMENT#y in an AOB;

FIGs. 26A and 26B shows how an ACB, an AOB ELEMENT,
and an AOB_FRAME that correspond to an arbitrary playback

time code are specified;

FIGS. 27A and 27B show the deletion of a track:

FIG. 28A shows the TrackManager after the deletion

Of a track has been performed several times;

10 FIG. 28B shows how a new TK]I and AOB file are written

when "Unused" TKIs are present in the TrackManager;

FIGS. 29A and 29B show the TKIs are set when two tracks

are combined to produce a new track;

FIG. 30A shows a Typel AOB:

15 FIG. 30B shows Type2 AOBs:

200 1nto a single track for a combination of a Typel+ Type2+
TypeZ2+ Type2+ Typel AQOB;

F1G. 32A shows a pattern where a Typel AOB is present
at the end of a preceding track and a Typel AOB is present
at the start of a next track:

25

FIG. 32B shows a pattern where a Typel AOB is present
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the start of a next track:

1s present at the start of a next track:
5 FIG. 32D shows a pattern where a Typel and Type2 AOB
are present at the end of a first track and a Type2 and

a Typel AOB 1s present at the start of a next track;

10 at the start of a next track;

FIGS. 33A and 33B show the division of a track to

produce two tracks:
FIGS. 34A and 34B show the content of the SD Audio
directory entries in the SD_Audio directory including the
15 AOB file "AOBO03.SA1l" before and after the division of the

track;

FIG. 35A shows the division of an AOR midway through
AOB ELEMENT#2;

F'IG. 35B shows the two AOBs, AOB#1 and AOB#2, obtained
20 by dividing an AOB midway through AOB ELEMENT#2;

FIG. 36 shows how the BIT is set when an AOB 1s divided

as shown in FIG. 35;

F1G. 37 shows a specific example of changes in the

BIT before and after division:;

25 FIG. 38 shows a specific example of changes in the

TKTMSRT before and after division;

17
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FIG. 39A shows the format of a DPL TK SRP;

FIG. 39B shows the format of a PL TK SRP;

FIG. 40 shows the lnterrelation between the
Default_Playlist_Information, the TKIs, and the AOR files;

FIG. 41 shows example Settings for the

Default Playlist and several PLIs;

FIG. 42 shows how the DPL_TK_SRPs correspond to TKIs

using the same notation as FIG. 40 ;

FIGS. 43A and 43B show how the order of tracks 1is

10 rearranged;

F1GS. 44A and 44B show how the Default Playlist,

TrackManager, and AOB files will be updated when

Default Playlist shown in FIG. 40 ;

15 FIGS. 45A and 45B show how a new TKI and DPL TK SRP

arewrittenwhen an "Unused" TKI and DPL_TK_SRP are present;

FIGS. 46A and 46B show how tracks are combined:

FIG. 48 shows the appearance of a portable playback

20 apparatus for the flash memory card 31 of the present

embodiments;

FIG. 49 shows one example of the display on the LCD

panel when a playlist is selected;

FIGS. 50A to 50E show examples of the display on the

25 LCD panel when a track is selected:

FIGS. 51A to 51C show example operations of the Jjog

18
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dial;
FIG. 52 shows the internal construction of the

reproduction apparatus;

FIG. 53 shows how data is transferred in and out of

Che double buffer 15;

F1IG. 54A and 54B shows how areas in the double buffer
15 are cyclically allocated using ring pointers;

FIG. 55 is a Ilowchart showing the AOB file read

procedure;

FIG. 56 1s a flowchart showing the AOB file output

procedure;

FIG. 57 is a flowchart showing th

(v

AOB file output

procedure;

FIG. 38 1s a flowchart showing the AOB file output

procedure;

Play time;
FIG. 60 is a flowchart shows the processing of the
CPU 10 when the forward search function is used;

FIGS. 61A to 61D show how the playback time code is

incremented when the forward search function is used:

19
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editing control program;

FIG. 64 1s a flowchart showing the processing in the

editing control program;

FIG. 65 is a flowchart showing the processing in the

5 editing control program;

FIG. 66 shows one example of a recording apparatus

for recording data onto the flash memory card 31;

FIG. 67 shows the hardware configuration of the
recording apparatus;

10 FIG. 68 1s a flowchart showing the processing during

recording;

FIG. 69 shows the hardware construction of the flash

memory card 31;

FIG. 70 shows the communication sequence used when

15 a playback apparatus connected to the flash memory card

31 reads the encryption Key FileKey and plays back AOBs;

and

FIG. 71 shows the details of the communication

Sequence used when mutual authentication is performed in

20 FIG. 70.

Best Mode for Carrzing OQut the Invention

The following describes a semiconductor memory card
(flash memory card) that is an embodiment of the present

25 1nvention, with reference to the attached figures.

The following paragraphsarearrangedintoa hierarchy
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using reference numbers with the notation given below.
{xl~x2;x3-x4}

The length of a reference number shows the level of
the topic in the hierarchy. As a specific example, the
number x1 is the number of drawing that is being referred
Lo 1n the explanation. The drawings attached to this
specification have been numbered in the order 1n which they
are referred to in the specification, so that the order
Of thedrawings roughlymatches the order of the explanation.
The explanation of certain drawings has been divided into .
sections, with the reference number x? giving the section
number of a section in the explanationof a drawing indicated
by the reference numper x1. The reference number x3 shows
the number of an additional drawing that is provided to
show the details of the section indicated by the section
number x2. Finally, the reference numpber x4 shows the

number of a section in the eXplanation of this additional

drawing.

FIRST EMBODIMENT

{1-1_2} External Appearance of the Flash Memory Card 31

The present explanation starts with the external

appearance of the flash memory card 31. FIG. 1 shows the

21
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memory card 31 when viewed from below. As shown 1n FIGS.,
1 and 2, the flash memory card 31 is around the same size

dS a postage stamp, and so is large enough to be held by

hand. Its approximate dimensions are 32.0mm long, 24.0mm

wide, and 2.0mm thick.

prohibited.

{3-1} Physical Construction of the Flash Memory Card 31
FIG. 3 shows the hierarchical structure of the

semiconductor memory card (hereafter referred to as the

"flashmemorycard31") of the present embodiment. As shown

in FIG. 3, the flash memory card 31 is constructed with

layer in the same way as a DVD (Digital Video Disc), though

the logical and physical constructions of these layers are

very different to those on a DVD.
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plurality of sectors, each Of which stores 512 bytes of
digital data. As one example, a 64MB flash memory card
31 will have a storage capacity of 67,108,864

(=64*1,024*1,024) bytes, so that this card will include
131,072 (=67108864/512) valid SecCtors. Once the number of
replacement sectors, which are provided for use in case
of errors, is subtracted, the remaining number of valid

sectors into which various kinds of data can be written

1s around 128, 000.

{3-2_4Ar1} Three Regions in the Physical Lavyer

The three regions shown in FIG. 4A are provided in
the storage area composed of these valid sectors. These
regions are the "special region”", the "authentication
region”" and the "user region" ,' and are described in detail

below. Theuserregionischaracterizedinthat a device

readorwrite various kinds of data fromor into this region.

uniquely assigned to each flash memory card 31. Unlike
the user region, this region 1s read-only, so that the media
ID stored in the special region cannot be changed.

The authentication regionis awriteable region, like
the user region. This region differs from the user region

1n that a device connected to the flash memory card 31 can
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access (1.e., read or write data in) the authentication
region only if the flash memory card 31 and the device have
first confirmed that each other is an authentic device.
In other words, data can only be read from or written into
the authenticationregionifmutual authenticationhas been

successfully performed by the flash memory card 31 and the

device connected to the flash memory card 31.

{3-2 4A-2} Uses of the Three Regions

in the Physical Layer

When the device connected to the flash memory card

31 writes data into the flash memory card 31, the region
used to store this data will depend on whether copyright
protection is necessary for the data being written. When
data that requires copyright protection is written into
the flash memory card 31, the data is encrypted using a
predetermined encryption key (called a "FileKevy") before
beingwrittenintotheuserarea. This FileKeycanbe freely
set by the copyright holder and, while the use of this FileKey
provides some level of copyright protection, the FileKey
used for encrypting the written data is itself encrypted
O make the copyright protection more secure. Any value
Obtained by subjecting the media ID stored in the special
region into a predetermined calculation can be used to

€encrypt the FileKey. The encrypted FileKey produced in
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1s encrypted using a FFl1leKey that is itself encrypted based
on the media ID, copyright infringement, such as the

production of unauthorized copies of this data, will be

extremely difficult.

{3-2 4B-1} Overview of the File System

As canbe understood, the construction of the physical
layer of the flash memory card 31 strengthens the copyright
protection of the data written in the flash memory card
31. The following describes the file system layer present
on this physical layer. While the file system layer of
a DVD uses a UDF (Universal Disk Format) -type file system,
the file system layer of the Ilash memory card 31 uses a
FAT (FileAllocation Table) ~type file system, as described
in ISO/IEC 9293.

F1IG. 4B shows the construction of the authentication
region and the user region in the file system laver. As
shown in FIG. 4B, the authentication region and the user
region in the file system each include "partition boot
sectors”, a "file allocation table (FAT)", a "root
directory”, and a "data region", meaning that the

authentication region and the user region have the same

construction. FIG. 5
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shows the various parts of these file systems inmore detail.

The following describes the construction of the user region

with reference to FIGS. 4A, 4B and 5.

{3-2__43-2} Partition Boot Sectors

The partition boot sectors are sectors that store
the data that will be referred to by a standard personal
computer that 1s connected to the flash memory card 31 when
the flash memory card 31 is set as the boot disk for the

operating system (OS) of the personal computer.

{3-2_4B~-3 5} Data Region

The data region can be accessed by a device connected
to the flash memory card 31 in units no smaller than a
"cluster”. While each sector in the flash memory card 31
1s 512 bytes in size, the cluster size is 16KB, so that
the file system layer reads and writes data in units of
32 sectors. .

The reason the cluster size is set at 16KB is that

when data is written onto the flash memory card 31, part

The smallest amount of data that can be erased in

theflashmemorycard3lis 16KB, sothat settingthesmallest

erasable size as the cluster size means that data writes

can be favorably performed. The arrow £f2 drawn using a
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broken line in FIG. 5 shows the plurality of clusters

002,003,004,005 . . . included in the data region. The
numbers 002,003,004,005,006,007,008 . . . used in FIG.
S are the three-digit hexadecimal cluster numbers that are
exclusively assigned to identify each cluster. Since the
smallest unit bywhich access canbe performedis one cluster,

storagepositionswithinthedataregionare indicated us 1ng

cluster numbers.

{3-2_4B-4 5} File Allocation System
The file allocation system has a file system
construction in accordance with ISO/IEC 92 93 standard, and

sO 1s made up of a plurality of FAT values. Each FAT value

plurality of FAT values 002,003,004,005 . . . that are
included in the file allocation table. The numbers

002,003,004,005 . . . assigned to each FAT value show
which cluster corresponds to each FAT value and therefore

are the cluster numbers of the clusters corresponding to

the FAT values.

{3-2_43—5_5-1} Root Directory Entries
The "root directory entries” are information showing

what kinds of files are present in the root directory. As

27




10

15

20

25

s’
. N
"
-~

CA 02338634 2001-01-25

WO 00/74059 PCT/JP00/03297

specific examples, the "filename" of an exlsting file, its
"filename extension”, the "revision time/date" and "number

of first cluster in file™ showing where the start of the

file 1s stored can be written as the root directory entry

of a file.

{3-2_4B-5 5-2} Directory Entries for Subdirectories
Information relating to files in the root directory
1s written as root directory entries, though information
relating to subdirectories ‘is not written as the root
directory entries. Directory entries for subdirectories
are 1nstead produced in the data region. In FIG. 5, the
SD-Audio directory entry given in the data region 1s one
example of a directory entry for a subdirectory. Like a
root directory entry, an SD-Audio directory entry includes
the "filename"” of a file present in this subdirectory, its
"filename extension", the "revision time/date" and "number

of first cluster in file" showing where the start of the

file 1s stored.

showing how a file named "AOB0O1.SA1l" is stored in the

SD-Audio directory, with reference to FIG. 6. Since the
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one cluster, the file "AOB001.SA1l" needs to be stored in
thedataregioninpartsthatarenosmaller than one cluster.
The fi1le "AOB001.SA1" is therefore stored having first been
divided into clusters. In FIG. 6, the file "AOB001.SA1"
1s divided into five parts in keeping with the cluster size,

and the resulting parts are stored into the clusters

numbered 003, 004, 005, COA, and 00C.

{3-2_4B-5 7-1} Storage Format for AOE Files
When the file "AOB001.SAl1" is divided up 1nto parts

and stored, a directory entry and the file allocation table

need to be set as shown in FIG. 7. FIG. 7 shows one example
of how the directory entry and file allocation table need
Lo be set when the file "AOBOC1.SAL1" 1is stored having been
divided up into parts and stored. 1In FIG. 7, the start
Of the file "AOBOO1.SAl" is stored in cluster 003, so that
Cluster number 003 is written into "the numper of first
clusterinfile" in the SD-Audio directoryentryto indicate
the cluster storing the first part of the file. As shown
in FIG. 7, the following parts of the file "AOBOOl.SA1"
are stored i1in clusters 004 and 005.. As a result, while
the FAT value 003(004) corresponds to cluster 003 that
stores the first part of the file "AOBOOL1.SAl1l", this value
indicates cluster 004 as the cluster storing the next part
Or the file "AOBQ01.SAl". 1In the Same way, while the FAT

values 004 (005) and 005 (00A) respectively correspond to
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clusters 004 and 005 that store the next parts of the file
"AOBO01.5Al", these values respectively indicate cluster
005 and cluster 00A as the clusters storing the next parts
of the file "AOBOO1l.SAl"™. By reading the clusters with
5 the cluster numbers written into these FAT values in order
as shown by the arrows fk1l, fk2, fk3, £fk4, fk5 . . . 1in
#1G. 7, all of the parts produced by dividing the file
"AOBCO1.SA1" can be read. As explained above, the data
region of the flash memory card 31 is accessed in unicts
10 of clusters, each of which is associated with a FAT value.
Note that the FAT value that corresponds to the cluster
storing the final part of an AOB file (the cluster 00C in
the example shown in FIG. 7) is set the cluster number FFF
Lo show that the corresponding cluster stores the final

I35 part of a file.
This completes the explanation of the file system

1n the flash memory card 31 of the present invention. The

rollowing describes the application layer that exists on

this file system.
20
{3-3} Overview of the Application Layer

in the Flash Memory Card 31
An overview of the applicatiOn layer in the flash
memory card 31 1s shown in FIG. 3. As shown by the arrow

25 PNZ2 drawn with a broken line in FIG. 3, the application
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data and navigation data that isusedtocontrol the playback
of the presentation data. As. shown by the arrow PN2, the

presentationdata includes sets of audio objects (ACOB sets)

that are produced by encoding audio data that represents
music, for example. The navigation data includes a

"PlaylistManager" (PLMG) and a "TrackManager" (TKMG).

{3-3_8A,B-1} Directory Composition

FIGS. 8A and 8B show what kind of directories are
present in the user region and the authentication region
in the file system layer when these two types of data are
Stored in the application layer, as well as showing what
files are arranged into these directories.

The filenames "SD AUDIO.PLM" and "SD AUDIO.TKM" in
FIG. 8A indicate the files in which the PlaylistManager

(PLMG) and TrackManager (TKMG) composing the navigation

information are stored. Meanwhile, the filenames
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