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ELECTRONIC HEALTH RECORD DATA BLOCKCHAIN SYSTEM

Technical Fleld

The present disclosure generally relates to blockchain-enabled patient data systems, and
more specifically to blockchain-enabled patient data systems configured to facilitate
anonymous patient data transactions between mulliple entities.

Deascription of the Prior Art

in fraditional electronic patient record systems, sysiems are configured according to the
conventional client-server model, where a message is sent to a server and the server
sends a raesponse, according to sfandards and format promulgated by the National
Councit for Presenption Drug Programs (NCPDP). Many times, the client and the server
can have inapposite databases, such as Oracle® and MS SQLE databases. Additionally,
each message sent and received is recorded in by the client and the server. Often times,
discrepancies arise between the client and the server regarding the actual contents of the
messages due {0 system issues, elc.

in particular, pharmacy patient information messages can be edited by multiple
entities as they make their way from a pharmacy {0 a paysr for payment, As each entity
in the chain edits the message, addiional complexities are added that can resulf in
additional message discrepancies. This can result in mulliple databases with a message
with varying message integrities. Such discrepancies resulf in wasted effort, time, and
moneay directed foward resolution of the discrepancies.

Further, the availability of complete patient-identifiable data stored in databases affords
the possibility and increased likelihood of HIPPA violations and incorrect handling of such
data. Multiple syslems may be required o monilor prescriptions, provide edits, provide
offers, determine drug eligibility, identify fulfilment oplions, and finalize pricing, wasting
precious resources, adding complexity, and resulting in excess cosis.
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Summary

The present disclosure teaches technical advaniages as an Electronic Heaslth Record
(EHR} data blockchain system configured to allow mulliple entities {e.g., pharmacy
industry entiies and healthcare providers that can act as data, service, or product
providers, and consumers) to connect fo an EXR patient fransaction blockchain {e.g.,
EMR-DATA-BC) and an EHR Data Patient Portal {(EHR-Data-PP) to provide a centralized
location for messages and subsequent edits 1o ensure uniform message data. All entities
can directly communicate with the EHR patient transaction blockchain through a
predefined blockchain application programming interface {e.g., EHR-Dalg-BC-AP). The
system can facilitate the transfer of anonymous palient data between multiple entities,
inchuding:
» Physicians
» Pharmacies
o independent
& Chain
o Central Fill Facilities
o Mail Order
+ Drug Manufacturers
»  Drug Wholesalers
+ Prescription editing providers including those for
Drug Ulilization Review
Genomic

6]

)

-

> Pricing

+ Prescription Benefit Managers

« Pharmacy Software Vendors

+ National Facilitators

« Shipping Services (Federal Express, DHL, otc)
» Delivery Services

« Prescription Call Cenlers

+  Government Agencies

¢« Qthers
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The EHR data blockchain system can include an EHR Data AP, an EHR patient
transaction blockchain APY, and an EHR patient transaction blockchain. The ENR Data
APl can be configured {o access and retrisve patient identifiable information {PH} and
generate a non-patient-identifiable Single Purpose Patient 1D (SPPID) for a particular
patierd for use in a discrete transaction. The EHR patient transaction blockehain APHe g,
EHR-DATA-BG-API) can be configured fo store the SPPID, store particular, discrete data
retrieved from the EHR for a patient, execute smart contracts, and control the execution
of digitad currency transactions {e.g.,, cryptocurrency transactions o ocour using each
parties’ digital wallet information}, among other functions.

A patient’s private information, including the palent's name, address, phone numbsr,
soctal security number, insurance information, medical history, clinical information, and
other relevant information, can be stored in an Electronic Health Record (EHR) database,
such as g8 sometimes called Electronic Patient Quicome Record ("EPQR™), Solid POD,
KML file, or other suitable data storage element. No patient identifiable information wilf be
stored in the EHR patient transaction blockchain o thus assure the anonymily of the
patient data. Instead, when a new blockchain fransaction is initiated by an entity for a
particular patient, the EHR database {s queried to determine if the patlient already has a
record. if the patient has a record in the EHR database, a Single Purpose Patient 1D
{SPPID) can be generated and returned, along with pertinent data, 1o the requesting
entity. The SPPID can be used for the transaction instead of any patient identifiable
information. The SPPID can be used only undit the transaction for the query is completed.
The next time a blockchain transaction related 1o the patient is submitted, the patient will
be issued a new SPPID, thereby ensuring that an SPPID is not indefinitely associated
with the patient for all future transactions. This technique insures that even i a single
SPPID is compromised, such that a patient's identifiable information (P} can he
determined, the compromise will only be limited o one transaction,

Qunee a fransaction is completed, the SPPID can only be used {o read information,
associated with the transaction, from the block-chain. Based on permissions granted by
the patient, EHR Data may group the fransaction data, with other transactions, medical
de-vice data, efc. assodciated with the patient, for reporting, analylics, drug research, ale.
For example, a drug company may wish to understand how a specific drug affecled
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include all of a patient's transactions, for the specified drug, along with heart rate device
data accumulated for the patient while the patient was taking the specified drug.

The EHR patient transaction blockchain can be used as a workflow space to process the
transaction untit the transaction completes, is signed, and is distributed for consensus.
Smart contracts can be implemented to deferming and define workflow processes, drug
inferactions, fulfillment, expected outcomes, triggering events, and pricing, among other
data elements.

in one exemplary embodiment, a system for providing blockchain-based patient
frapsactions, can include: one or more computer-readable storage media configured {o
store a blockehain, a data Application Programming Interface (AP1) system comprising
one Of more processors programmed 1o execute compuler program instructions that,
when executed, cause the data API system o receive a request for a new blockchain
transaction related to a patient, initiale a patient lockup query to determine whether a
patient electronic health record exists, generale a single purpose patient 1D (8PPID;
associated with the palient electronic health record; a client computer programmsd o
execute computer program instructions thal, when executed, cause the client computer
to: receive a patient lookup query related o a patient from a client to delermine whether
the patient’s electronic health record exists, receive the SPPID o initiate a new blockchain
transaction related fo the patient on the blockchain without patient-identifying information,
determine whether an entity operating the client computer can provide data, products
and/or services relaled to a blockchain transaction; and a blockchain APl system
comptising one or more processors programmed o execute computer program
instructions that, when executed, cause the blockchain AP system to) generats the
blockehain fransaction and read and write records {o and from the blockchain, and
associate one or more smart contracts with the blockchain transaction. The smart confract
exchanges digial currency between the parlies involved in the smart contract. The digdal
currency includes ulility tokens or vouchers. The SPPID cannot be used to wrile
information {o the blockchain after a patient blockchain fransaction is completed. The
blockchain APl system can generate a nofification when the blockchain transaction is
generated. The blockchain AP] system can fransmit the notification to one or more
providers. The client computer can provide information o the blockchain APl system



10

1o

20

25

30

WO 2020/257677 PCT/US2020/038781
B

regarding data, products andfor services related to the blockehain transaction. The
blockchain AP system can adit the blockchain transaction on the blockchain.

Iy another exemplary embodiment, a method of providing blockchain-based electronic
health record data patient transactions, the method being implemented by a server
system comprising one of more processors executing computer program instructions that,
when executed, perform the method, can include: associating a single purpose patient 1D
(SPPID) with the electronic health record; providing the SPPID to the client so the olient
can initiate a new blockchain patient transaction related fo the patient on the blockehain
without patient-identifving information; receiving a patient transaction from a pharmacy,
writing the pafient transaction o the blockehain; notifying one or more chent devices of
the patient transaction; receiving one or more offers for data, products, or services related
to the patient fransaction; generating a smart contract related to the patien{ transaction
and the one or more offers; and modifying the patient transaction based on the execution
of the smart contract. The smart contract exchanges digital currency between the parties
involved in the smart contract. The digital currency includes utility tokens or vouchers.
The SPPID cannot be used to wrile information to the blockchain after the patient
blockchain transaction is compieted. Further comprising generating a notification when
the patient transaction is generated. Further comprising transmitling the notification {o
one or more providers, The patient transaction is modified on the blockshain. The patient
transaction can be modified on the blockchain in real-ime.

In another exemplary embodiment, a system for providing electronic health record dala
for blockchain-based patient transactions, can include: one or move compuler-readable
storage media configured o store a blockchain; a dala Application Programming Interface
{APD system comprising one or more processors programmed {0 execute computer
program instructions that, when exsculed, cause the data AP syslem {0 receive a
request for a new blockchain transaction relsted to a patient, inifiale a patient lookup
guery to determine whether a patient electronic health record exists, retrieve the patient
electronic health record from one or more databases, and generate a single purpose
patient 1D {(SPPID)} associated with the patient electronic health record; and a blockehain
APl system comprising one or more processors programmed to execule computer
program instructions that, when executed, cause the blockchain AP system to: generate
the blockchain ransaction and read and write recards to and from the blockehain, and
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associate one or more smart contracts with the blockchain transaction. The smart condract

exchanges digital currency between the parties involved in the smart contract. The digital
gurrency includes ulility tokens or vouchers. The blockchain API sysiem edils the

prescription transaction on the blockchain based on input from one or more providers.

Brief Description of the Drawings

FiG. 1 shows a schemalic view of an electronic health record data blockchain systemn, in
accordance with one or more exemplary embodiments of the present disclosure;

FIG. 2 shows a schematic llustrating the types of third-parties that can access the
bliockchain system, in accordance with one or more exempiary embodiments of the
present disclosure;

FIG. 3 shows a block diagram of an electronic health record data blockehain system
transaction, in accordance with one or more exemplary embodiments of the present
disclosure;

FiG. 4A-4E shows a block diagram of an electronic health record data blockchain system
RxNew fransaction, in accordance with one or more exemplary embodiments of the
present disclosure; and

FIG. b shows a block diagram of an electronic health record data blockehain system
process fow 500, in accordance with one or more exemplary embodiments of the present

disclosure.

Description of the Preferred Embodiment

The preferred version of the disclosure presented in the following written description and
the various features and advantageous details thereof, are explained more fully with
reference o the non-limiting examples included in the accompanying drawings and as
detailed in the description, which follows. Descriptions of well-known compaonents have
been omitted so to not unnecessarily obscure the principle features described herein. The
examples used in the following description are intended 1o facilitate an understanding of
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the ways in which the disclosure can be implemented and practiced. Accordingly, these

examples should not be construed as limiting the scope of the claims.

FIG. 1 tllustrates an Electronic Health Record (EHR) data blockchain (EHR-DATA-BC)
system 100, In gecordance with one or more exemplary embodiments of the present
disclosure. The EHR-DATA-BC system 100 can include a server 102, third party
databases 108, a distributed ledger 125, a network 130, and external systems 140

The server 102 can include one of more processors (or cores) 104, a memory 108, and
machine-readable instructions 108. In one exemplary embodiment, the machine-readable
instructions 108 can include an EHR Data AP 110, a transaction blockchain AP 112, &
pre- and post-edit module 114, an interaction analysis module 118, an eligibility analysis
module 118, and a payment module 120, Additionally, the server 102 can host an EHR
Data Patient Portal (EHR-Data-PP) thal can provide a patient with access to the system
100 after an authenticated login. The server 102 can be implemented in hardware,
software, or a suitable combination of hardware and software therefor, and may comprise
one of more software systems operaling on ong or more servers, having one or mare
processors, with access o memory. Server(s) can include electronic storage, one ormore
processors, and/or other components. Server(s) ¢an include communication lines, or
ports to enable the exchange of information with a network andfor other computing
platforms. Server(s) can also include a plurality of hardware, software, and/or firmware
componants operating {ogether to provide the functionality attributed herein to server(s).
For example, server{s} can be implemented by a cloud of computing platforms operating
fogsther as server(s). Addifionally, the server can include memory 108.

Server(s) can include electronic storage, one or more processors, andfor other
components, Server(s) can include communication lines, or poris 1o enable the exchangs
of information with a network and/or other computing platforms. Server(s) can also include
a plurality of hardware, software, and/or firmware components operaling together fo
provide the functionslity attributed herein {o server(s). For example, server(s) can be
implemented by a cloud of computing platforms operating fogether as server(s).

Memory 106 can comprise electronic storage that can include non-transitory slorage
media that electronically stores information. The electronic storage media of glectronic
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storage may include one or both of system siorage that can be provided integrally {Le.,
substantially non-removable) with server{s} and/or removable storage thal can be
removably connectable to server(s) via, for example, a port (e.g., a8 USB port, a firewire
port, elc.) or a drive {e.9., a disk drive, elc.). Electronic storage may include one or more
of oplically readable storage media {e.g., oplical disks, slc.), magnetically readable
storage media {e.g., magnetic {ape, magnetic hard drive, floppy drive, efc.), slecincal
charge-based storage media {e.g., EEPROM, RAM, sic }, solid-state storage media {e.g.,
flash drive, efc.}, and/or other elecironically readable storage media. Electronic storage
can include one or more virtual storage resources {(e.g., cloud storage, a virtual private
network, andfor other virtual storage resources). Electronic storage can store machine-
readable instructions, software algorithms, information determined by processor{s},
information received from server(s), information received from computing platform(s),
andfor other information that enables server(s) to funclion as described herein. The
gleclronic storage can also be accessible vig a network connection.

Processor{s) 104 can be configured to provide information processing capabiliies in
server(s). Assuch, processoi(s) can include one or more of a digital processor, an analog
processaor, a digital circult designed {o process information, an analog circuit designed to
process information, a state machine, andior other mechanisms for electronically
processing information, such as FPGAs or ASICs. The processor(s) can be a single entity
or include a plurality of processing units. These processing units can be physically located
within the same device or represent the processing functionality of a plurality of devices
aperating in coordination or software functionality.

The pracessor(s) 104 can be configured 1o execute machine-readable instructions 108 or
learning modules by sofiware, hardware, firmware, some combination of sofiware,
hardware, firmware, and/or other mechanisms for configuring processing capabiiities on
pracessor(s). As used herein, the term “machine-readable instruction” may refer {o any
component or set of components that perform the functionality atiributed {o the machine-
readable instruction component, This can include one or more physical processors during
execulion of processor readable instructions, the processor readable instruclions,

circuitry, hardware, storage media, or any ather components.
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The server 102 can be configured with machine-readable instructions 108 having one or
more functional modules. The machine-readable instructions can be implemented on one
or more servers, having one or more processors, with access to memary. The machine-
readable instructions can be a single networked node, or & machine cluster, which can
include a distributed architecture of a plurality of networked nodes. The machine-readable
instructions can include control logic for implementing various funclionality, as described
inn more detail below. The machine-readable instructions can include certain funclionality
assaciated with an EHR Data Patient Portal (EHR-Data-PP), EHR Data APL {first server-
side computer system) 110, EHR patient transaction blockchain APl {second server-side
computer system), pre- and postedit module 114, interaction analysis module 118,
eligibility analysis module 118, and payment module 120. External databases 188 and
exiernal systems 144, as well as an EHR Data Blockchain client (client computer system)
can also be implemented ont one or more servers 102, having one oF more processors
104, with access to memory 106.

In one exemplary embodiment, the EHR Data AR 110 can provide an interface that
defines interactions belwean mulliple software components. For example, EHR Data AP}
110 can define the kinds of calls or requests that can be made, how o make them, the
data formatls that should be used, the conventions to follow, and other suilable
funclionality. in another exemplary embodiment, the EHR Data APl 110 can access and
retrieve patient identifiable information (Pl and generate a non-patient-identifiable Single
Purpose Patient 1D (SPPID) for a particular patient.

in one exemplary embodiment, the EHR patient transaction blockchain AP 112 {e.g.,
EHR-DATA-BC-APH can provide an interface that defines interactions between multiple
software components. For example, EMR patient transaction blockchain AP 112 can
defing the kinds of calls or requests thal can be made, how o make them, the dala
formats that should be used, the conventions {o follow, and other suitable functionality. In
another exemplary embodiment, the transaction blockchain AP 112 can be configured fo
store the SPPID, as well as particular, discrete data retrieved from the EHR for a patient,
execule smart contracts, and control the execution of digital currency transfers, among
other functions.
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In one exemplary embodiment, a pre- and postedit module 114 can edit received
distributed ledger transactions according {o input received from eternal systems 140,
third-party databases 108, or other suilable systems. in another exemplary embodiment,
the transactions can be processed in real-ime while a pharmacy is filling a prescription.
For example, “pre-edit” and post-edit” processing can be used by pharmacies and payers
in the industry to éxamine prescriplion claims for accuracy and consisiency using
predetermined data and rules for processing claims. In ancther exemplary embodiment,
the pre- and post-edit module 114 can analyze the patient clinical data in the context of
the submitied prescription and information about the prescribed pharmaceuticals and
complete the pre-editing process. For example, the module 114 can receive patient
clinical data from third party databases 106 and correlate the prescription information with
the patient clinical data to delermine whether the incorrect dosage or timing is prescribed,
given the patient’'s height, weight, or other patient factors. In another exemplary
embodiment, the EHR Dalta AP 110 can be operably coupled to the pre- and post-edit
modute 114 {o provide relevant patient information related 1o the transaction {o the pre-
and postedit module 114, In another exemplary embodiment, the EHR patiemt
fransaction blockchain AP 112 can be operably coupled o the pre- and post-edit module
114 to store the paricular, discrete data retrieved from the EHRE for a palient related {o
the transaction.

in one exemplary embodiment, an interaction analysis module 118 can receive
information related to potential drug interactions and read and write that data to the
distributed ledger 125, For example, the interaction analysis module 116 can analyze
fransaction information with patient clinical dala exfracted from the third-party databases
106, including at least one or more of information about polential drug interactions with
other drugs and palient risk factors, including information selecled from the group
consisting of patient isboratory data, genomic data, immunizations, and allergies. In ong
exemplary embodiment, an eligibilily analysis module 118 can make patient eligibility
determinations related to the transaction. For example, the eligibility analysis module 118
can receive a patient's insurance information and correlate that information with the
{ransaction data to determine eligibility for discounts, and other relevant content,

in one exemplary embodiment, the payment module 120 can determine if a smart contract
was ulilized during prescription filling and may result in the exchange of digital currency
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(e.g.. EHRCash™, Bifcoin®, efc), utility tokens, vouchers, or other sultable notes,
between the parlies involved in the smanl contracl. For example, the exchange of
EHRCash™ fokens can be immediate (sub-millisecond delay) and can eliminate the need
for standard accounting processes (L.e. invoicing, statements, accounts receivable and
accounts payable) in order to collect money from trading pariners. In another exemplary
gmbodiment, a Ulllity Token called EHRCash™, and a smart contract platform can be
used to streamiing paymenis belween stakeholders and patlients, sliminating the need for
accounts receivable and accounts payable systems, EHRCash™ can exist in multiple
forms, but 2 specific form can be used for a specific transaction. In ancther exemplary
embodiment, EHRCash™ c¢an be native 10 an underlying payment blockchain (BSV) or
based on & FIAT Siable coin {eg, USD, EUR, GBP, sit)in another exemplary
embodiment, the payment module 120 can utilize stored digital wallet information to effect
the digital currency fransactions. The modules described herein can be éxecuted, called,
or ptherwise implementad via server, control lagic, AP, or other suitable means.

The distributed ledger 125 can be one or more ENR Data blockehains implemented on
one or more platforms, including BigChainDB, nChain, Ethereum, Hyperledger, R3,
Ripple, EOS, or other suilable blockchain platform. The EMHR Data blockchain can be a
public blockchain, accessible to the general public, or a private blockchain, accessible
only by those parties credentialed for access. In another exemplary embodiment, all data
can be siored on the blockehain as a graphfhierarchy structure. Each node can contain
specific information {e.g., patient name, address, medication, efc.} in the graph/heirarchy
that can be encrypted with i{s own encryption key. This graph/heirarchy structure may not
be visible on the blockchain and thereby provide an obfuscation of the data structure. In
anather exemplary embodiment, only the master private key for the patient/user can
understand the structure.

The aforementioned system components, APls, and modules, can be communicably
coupled to each other via the Internet, infranet, system bus, or other suitable network 130,
The communication can be encrypied, unencrypted, over a VPN tunnel, or other suitable
communication means. The network 130 can be a WAN, LAN, PAN, or other suitable
network. The network communication bebveen the system components 102, 104, 108,
108, 110, and 112, can be encrypted using PGP, Blowfish, AES, 3DES, HTTPS, or other
suitable encryption. The network communication can occur via application programming
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interface (AP!), health tevel 7 (HL7) standard, ANSHI-X12, Ethemnet, PCI, PCle, InfiniBand,
Wi-Fi, Bluetooth, or other suitable communication protocol.

Third party databases 108 can be operably coupled {o the system components via the
network 130, In one exemplary embodiment, the third-party databases 108 can include
an electronic medical record system {EMR), an Elecironic Patient Quicome Record
database, a genomic database, a Iaboratory database, a disease dalabase, a
standardized drug database, a research databsase, and other suitable databases. In
another sxemplary embodiment, the third-parly databases can function as archival
nodes. The archival nodes can keep g realdime (sub-millisecond) encrypted copy of the
distributed ledger 125 The archival node can provide faull tolerance and makes the
contents of the distributed ledger 125 readily available t© a host so that additional dats
processing, reporting, and analylics can be achieved. Instead of having fo traverse the
EHR Data AP 110, the host can query its own machines o acguire the data. Any third
party can host a drug archival node. Ih another exemplary embodiment, the archival node
can provide data restoration fo the distibuted ledger 125, In ancther exemplary
embodiment, the archival node can keep the older distributed ledger data accessiblein a
non-production system, so that the production distributed ledger can direct #s full
capabiliies toward cwrent transactions. In anocther exemplary embodiment, the
distributed ledger can be transferred {o the archival node once a distribuled ledger
transaction closes.

External systems 140 can be operably coupled {o the system componenis via the network
130. External systems 140 can include patient devices, pharmacy devices, payer devices,
financial institution devices, insurance devices, medical devices, loT devices, or ather
suitable systems or devices. Such syslems and devices can include smart phones,
tablets, wearable devices, laptops, deskiops, servers, appliances, or other suitable
devices. In one exemplary embodiment, an extemal system 140 can be EHR-Data-BC-
Client.

FiG. 2 shows a schematic 200 illustrating the types of third-parties that can access the
biockchain system 100, in accordance with one or more exemplary embodiments of the
prasent disclosure. The EHR Data blockchain system 100 can allow pharmacy industry
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entities {which act as data, service, product providers) and consumers to connect to the
EHR-DATA-BC 125 and the EHR Data Patient Portal (EHR-Data-PP) hosted on the
server 102 using the EHR Data AP (a predefined application programming interface)
202, Anexample of the types of entities that can connect include:
+ Physicians 216;
« Pharmacies 218, including:
o independent,
o Chain,
o Central Fill, and
o Mail Order;
+ Drug Manufacturers 214;
» Drug Wholesalers,
« Prescription editing providers 210, including:
o Drug Utilization Review,

&

Genomic, and
o Pricing;

« Prescription Benefit Managers 212;

» Pharmacy Software Vendors;

+ National Facilitators;

» Shipping Services (Federal Express®, DHL®, elc.);
+  Delivery Services 208;

» Prescription Call Centers;

+«  Govemnment Agencies; and

« (ther relevant entities 208,

Blockchain Operations
in one exemplary embodiment, when interacting with the EHR-Data-BC 125 the entities
can use EMR Data blockchain clients (EHR-Data-BC-Client} to initiate operations using
the EHR-Data-BC-APL Such operations can include:
« Creating a new Transaction, such as;
o RxNew -~ a transaction to indicate a new prescription,
o FxRefill - a ransaction o indicate that a prescription is being filled,



10

15

20

25

30

WO 2020/257677 PCT/US2020/038781
44~

o RxTransfer — a transaclion to indicate that a prescriplion has been
fransferred to a different store,

o RxComplete ~ a fransaction to indicate a prescription has been finalized,

o RxDeactivate — a transaction fo indicate that a prescription has been
deactivated, and

o RxlUpdate — a transaction to indicate a prescription has been updated;

« Altaching a Smart Contract to an existing Transaction;

+ Attaching a Parent Smart Gonfract to an existing Smart Contract;

» Attach a Child Smart Contract to an existing Smart Coniract;

+ Altaching Mela-Datg t0 an existing Transaction, such mela-data can be used to
modify the original transaction or add new data elements to the existing
fransaction. The specifics of the meta-data can be unique fo the type of the original
transaction and can be confroifed by the APl and

o (losing an existing contract.

Process Flow

FIG. § shows a block diagram of an electronic health record data blockchain system
process fow 800, in accordance with one or more exemplary embodiments of the present
disclosure. In one exemplary embodiment, before a new transaction can be placed on
the EHR Data Blockehain (EHR-Data-BC) 125 it may be necessary 1o associate the
fransaction with a patient. In another exemplary embodiment, the EHR-Data-BC-Client
902 can be an external device 140. In ancther exemplary embodiment, the EHR-Data-~
BC-AFT 110 is operably coupled 10 the EMR-Data-BC 125 1o access, store, and process
data on and relate to the EHR-Datfa-BC 125. The EHR-Data-BC-AP1 110 can access the
EHR-Data-BC 125 through network 130, as in a public bockchain, or directly via server
102, as in a private blockchain. in another exemplary embodiment, EHR-Data-PP-AR}
206 can provide a user interface to the EHR-Data-BC-Client 202, by which the EHR-Data-
BC-Client 802 can send and receive data {o and from server 102, the EHR-Data-PP-API
808, the EHR-Data-BC-APt 110, and the EHR-Data-BC 125,

Determine Single Purpose Patient 1D {(SPFID)

in another exemplary embodiment, the EHR-Data-BC 125 can be publicly viewable.
Accordingly, no patient identifiable information (P} may be stored in the EHR-Data-BC
125. In ancther exemplary embodiment, storage of Pl can be avoided by the issuance of
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an APl call via EHR-Data-BC-Client 902 to EHR-Data-PP-APL 808 to determine the
identity of a patient. This AP call can include general query dala 904 about the patient
{e.g., first name, last name, phone numbers, address, identification numbers, efc.} and
can be used o determine if the patient has a record stored in the system. If the patient
has a record in the system, perfinent patient data can be returned along with a ‘single
purpose patient 1’ (SPPID) 912, As ifs name indicates, the SPPID 812 can be &
temporary 1D associated with the patient. in one exemplary embodiment, the SPPID 912
can be a decimal, hexadecimal, text value, or other suitable 1D, randomly generated by
the server 102 or the ENR-Data-PP-AP! 808. In ancther exemplary embodiment, a new
SPRID 912 can be generated per session. in another exemplary embodiment, a new
SPPID 812 can be generated perodically (hourly, daily, weskly, or other suitable period).
in another exemplary embodiment, a new SPPID 8912 can be generated based on the
satisfaction of a metric associated with the patient (the number of gueries, the number of
transactions, or other suitable metric). The SPPID 912 can be stored in the EHR-Data-
BC 125 with or associated with a transaction. Once an SPPID 812 has been generated
and stored in the transaction, ENR-UATA-BC-Client 202 can use the SPRID 812 o
refrieve information about the patient (e.g., genomic informalion, allergy information,
prescription profile, efc.) without revealing the identity of the patient.

New Patient Record

in ang exemplary embodiment, if the server 102 determines that the patient does not
have a dala recard, the EHR-Data-BC-Client 902 can request that the server 102
generate a new patient record. For example, a new patient record can be created by the
server 102 via the EHR-Data-PFP-AP] 808, and an SPPID 812 can be returned to the
EHR-Data-BC-Client 802 for that patient.

in one exemplary embodiment, the EHR-Data-BC-Client 802 can generate and submit a
query 904 o the EHR-Dala-PP-AP! D08, the EHR-Data-PP-APL 808 can request and/or
generate an SPPID 812 and return SPPID 912 to EHMR-Data-BC-Client 002, The EHR-
Data-PP-ARI 806 can retrieve a patient record stored in the memory 106 of server 102 or
refrieve a record in a third-parly database 106 via the nebwvork 130. In another exemplary
embodiment, the EHR-Dala-PPR-AP! 906 can provide the SPRID 912 {o the EHR-Data-
BC-APL 110 fo store the SPPID 812 in the EHR-Data-BC 125, In another exemplary
embodiment, the EHR-Data-BC-Client 902 ¢can provide a transaction genserated by the
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EHR-Data-BC-Client 802 to the EHR-Data-BC-ARP] 110 o slore the fransaction in the
EHR-Data-BC 125.

Patient Information

The patient record can contain varous types of information related to the patient. In one
exemplary embodiment, the patient record can include: First Name, Last Name, Middle
Name(s}, Address(s), Date of Birth, Physical Attributes, ldentification Numbers, Phons
Numbers, Allergy Information, Genomic Information, Prescription Profile, Prescription
History, Prescription Transaction History, Physiclan{s) Information, Address History,
among cther relevant information.

FIG. 3 iflustrates a flow chart dlagram 300 exempiifying control logic embodying features
of an electronic health record data blockehain system transaction, in accordance with ang
or more exemplary embodiments of the present disclosure. The transaction control logic
306 can be implemented as an algorithm on a server, a8 machine leaming module, or
other suitable system or component. The transaction control logic 308 can be
implemented with software, hardware, an application programming interface (AP, a
network connection, a network fransfer protocol, HTML, DHTML, JavaScript, Dojo, Ruby,
Rails, other suitable applications, or suitable combinations thereofl. Transaction-related
data can flow between one or more EHR-Data-BC-Clients and the EHR-Data-BC 302 vig
EHR-Diata-BC-AP! 308. in one exemplary embodiment, the server 102 can permission
and authenticate one or more EHR-Data-BC-Client to access the EMR-Data-BC 302 For
example, the server 102 can establish and verily a usermname/password, or other suitable
means for authenticating a user or device. The server can also grant readiwrite/execute
permissions fo a user or device for one or more functions described hersin. In one
exemplary embodiment, each entity can have a porial which can aflow the entity to grant
permission 1o a third party 1o use a specific data item or range of data items contained in
the blockchain. In another exemplary embodiment, an 'Authorization Token' {e.g.,
authToken) can be created on behalf of the user/entily, after the user/entity has granted
permission for read and/or write access o specific data elements of their EMR Data. For
example, the ‘authToken' can have a specific lifespan (or Time-to-Live) and can only be
rengwed with authorization from the user/entity.
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The transaction control kogic 308 can leverage the ability of a computer platform to spawn
multiple processes and threads by processing data simullaneously. The speed and
efficiency of the fransaction control logic 300 is greatly improved by instantiating more
than ane process to generate and process a transaction having a patient’s data. However,
one skilled in the art of programming will appreciate that use of a single processing thread
may also be ulilized and is within the scope of the present invention. In one exemplary
embodiment, the fransaction control logic 308 can be the EMR-Data-BC-AP! 306. In
another exemplary embodinent, the fransaction control bogic 308 can instantiate various
modules of the server 102

BC-Transaction Add

The transaction control fogic 306 process flow of the present embodiment begins when
the control logic 306 receives a new BC-Transaction 304. in one exemplary embodiment,
a first EHR-Data-BC-Client 308 has permission {o add a new BC-Transaction 304 to the
EHR-Data-BC 302, In another exemplary embodiment, a8 BC-Transaction 302 can be
transmitted to the control logic 306 by a Physician’s Practice Management Software, an
edcripts Software Agent, or 8 Pharmacy's Prescription Filling Software. In ancther
exemplary embodiment, the first EHR-Data-BC-Client 308 can generale a new BC-
Transaction 304, such as a new e-prescription, and fransmil the BC-Transaction 304 to
the control logic 306 via the network 130. The control logic 306 can then siore the BG-
Transaction 304 on the EHR-Datls-BC 302

BC-Transaction Detection

The transaction control fogic 306 can detect and generate a notification of a new BC-
Transacton 304 on the EHR-Dala-BC 302, it one exemplary embodiment, varous
pharmacy industry entities can receive a notification from the EHMR-Data-BC 302 upon the
occurrence of an event, such as a new BC-Transaction 304 being stored on the EHR-
Data-BC 302, The control fogic 306 can notify one or more EHR-Data-BC-Clients 310
when a BC-Transaction 304, BC-MetaData, a 8C-SmartContract, or a BC-Close has
been added or inked to the EHR-Data-BO 302, In ancther exemplary embodiment, when
a notification is received, the EHR-Data-BC-Clients 310 can determine whether the
fransaction type qualifies for any data, products, and/or services in which the vendor can
provide. The EHR-Data-BC-Clients 310 can correlate the transaction information with
praviously stored offerings to delermine whether there is a match. In one exemplary
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embodiment, the transaction information can have information such as drug type,
insurance information, or other suitable data. In another exemplary embodiment, the
fransaction information can include codes representative of the information related to the
transaction, such that the codes can be quickly correlated by the EHR-Data-BC-Clients
310 to determine whether there is g productservice match. The notification can be an e-

mail, text message, software aler, or other suitable notification.

Add Smart Contfract

The transaction control logic 306 can gensrate a smart contract related to the BC-
Transaction 304. In one exemplary embodiment,  one of the EHR-Data-BC-Clients 310
receiving a notification of a new BC-Transaction 304 determines thal it (8 second EHR-
Data-BC-Client 312} has data, products, and/or services that the second EHR-Data-BC-
Client 312 can provide related to the BC-Transaction 304, the second EHR-Data-BC-
Chent 312 can transmit information o the control logic 308 so that the control logic 308
can generate a BC-SmartContract 314 for the BC-Transaction 304,

in one exemplary embodiment, the BC-SmartConiract 314 can be operably coupled o
the BC-Transaction 304 and can specify {in programmatic {erms and also in human-
readable summary) the data, product, or service that it can provide along with a specified
price. in another exemplary embodiment, the BGC-SmartContract 314 can be a computer
pragram or & fransaction protocol, respectively, that can be intended {o automatically
execute, control, or document respectively legally relevant events and actions according
to the terms of a contract, of an agreement, or of a negoliation. In ancther exemplary
embodiment, the BC-SmartContract 314 can be a computer program or a transaction
protocol, respectively, that can execute, conirol, or document based on user input {or
mufti-user input). In another exemplary embodiment, the BC-SmantContract 314 can
trigger the exchange of digital currency 320 {e.g.. EHR Cash) between parties.

Smart contract fypes can include:
« SC DrugOfferPatient - a smart contract fo offer a coupan to patient for selecting
the drug.
= SC EditDUR ~ a smart contract to indicate that 3 Drug Utilization Revdew edit has
determined that the patient has some form of interaction with the drug selected.
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« SC_EditClinical — a smart contract to indicate that a Clinical edit has determined
that the patient has some form of interaction with the drug selected. (2.g., patient
can't metaholize the drug selected, ste.).

« SC_FillCentral - a smart contract to indicale that the prescription can be centrally
filled.

Add Meta Data

The transaction control logic 308 can memorialize the terms of the BC-SmarntConiract
314, i accepted. In one exemplary embodiment, the first EHR-Data-Client 308 can
fransmit a determination of whether or not{o accept the offer from the second EHR-Data-
Chent 312 {o utilize the daia, product, or service offered by the second EHR-Data-Client
314, In another exemplary embodiment, a plurality of BC-SmartContract 314 can be
avcepted by the first EMR-Data-Client 308. In another exemplary embodiment, the control
logic can send a notification {o the first EHR-Data-Client 308 via the network 130 to accept
or dechne the BC-SmartContract 314, In another exemplary embodiment, the confrol logic
306 can received pre-determined decisions based upon the patient's preferences {(stored
iry the patient’s record or transmitled with the determination). In another exemplary
embodiment, the control logic 306 can add Mels-Data (BC-MetaData 316) o the EHR-
Data-BC and associate it with the original BC-Transaction 304.

Meta-Data types can include:

« MD_DrugDetermine — a prescription is ready for drug determination. A physician’s
software can add this MetaData type to solicit drug recommendations from drug
manufaciurers,

« MD DrugRecommend - added io recommend a drug for a prescription. A
physiclan’s software can add this MetaData type {o solict drug dosage
recommendations.

» MD DosageDefermine — a prescription is ready for dosage determination.

+ MD_DosageRecommend — added to recommend a dosage for a prescription.

« MD Eligible — added by a payer to indicate that a patient is eligible fo receive the
selected drug or a recommended drug.

« MD_Acquired — added by a phammacy fo indicate thal it has acquired the
prescription,
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Add BC-Close

The transaction control logic 308 can finalize and close the BC-Transaction 304, in one
exemplary embodiment, when the first EHR-Data-BC-Client 308 determines {o close the
BC-Transaction 304 # can trigger the control logic fo write a BC-Close 318 statement {o
the EHR-Data-BC 302. The BC-Close 318 stalement can prevent any additional actions
from occurring for the BC-Transaction 304 and ¢an trigger the control logic 305 to execute
the BC-SmartContract 314,

Contract Execution

The fransaction confrol logic 308 can determine which BG-8mart Contracts 314 should
be exectted and can cause a digital currency transaction to cccur between the first EHR-
Data-Client 308 and the second EHR-Data-Client 312, 1bn one exemplary embodiment,
when the first EHR-Data-BC-Client 308 closes the BC-Transaction 304 by writing a8 BC-
Close 318 1o the EMR-Data-BC 302, the control logic 3086 can determine whether any
contracts associated with the BC-Transaction 304 can be execuled by checking the
automatic or user-received input.  In another exemplary embodiment, f a BC-Smart
Contract 314 is {o be execuled, the control logic 308 can cause a digilal currengy
transaction to oceur using each parties’ digital wallet information. In ancther exemplary
embodiment, the EHR Data Patient Portal (EHR-Data-PF) can maintain a patient’s digital
currency account, for use in association with the system 100,

EXAMPLES
This following embodiments illustrate examples of typical EHR Data Blockehain (EHR-
DATA-BC) RxNew Transaction workflows.

RxNew Process Flow

New prescriplions can be created by physicians by one of the following:

1) Physicians through their Practice Management Software. This soffware can
contain EHR-Data-BC-Client software which can operably couple it with the EHR-Data-
BC.

2} Art eScripts agent, which can relneve the prescription from the eScripts network
and using the EHR-Data-BC-Client software, add a BC-Transaction (RxNew) to the EHR-
Data-BC.
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FiGs. 4A - 4E Mustrate a flow chart diagram 400 exemplifying control logic embodying
features of an electronic health record data blockchain system RxNew transaction, in
accordance with one or more exemplary embodiments of the present disclosure. The
RxNew transaction control logic 308 can be implemented as an algorithm on a server, &
machine learning module, or other suitable system or component. The RxNew transaction
control logic 308 can be implemented with software, hardware, an application
programming interface (AP1}, a network connection, a network transfer protocol, HTML,
DHTML, JavaScript, Dojo, Ruby, Rails, other suitable applications, or sulable
combinations thereof. Transaction-related data can flow between one or more ENR-Data-
BC-Clients and the EHR-Dala-BC 302 via control logic 306. In one exemplary
embodiment, the server 102 can permission and authenficate one or more EHR-Data-
BC-Client to access the EHR-Data-BC 302, For example, the server 102 can establish
and verify a username/password, or other suifable means for authenticating a user of
device. The server can also grant readiwrite/execute permissions to a user or device for
ane or more functions described herein.

BC-Transaction Add

As shown in FIG. 4A, the RxNew transaction control logic 306 process flow of the present
embodiment begins when the control logic 306 receives a new BC-Transaction 404 for a
new prescription. In one exemplary embodiment, a BC-Transaction 404 can be
fransmitted {o the control logic 306 by a Physician's Practice Management Software, an
eScripts Software Agent, a Pharmacy's Prescription Filling Software, or other suitable
software. in ancther exemplary embodiment, the first EHR-Data-BC-Client 402 can
generate a new BC-Transaction 404, such as a new g-prescription, and transmit the BC-
Transacton 404 {0 the control logic 306 via the network 130, The control logic 306 can
then store the BC-Transaction 404 on the EHR-Dala-BC 302,

Physician ~ Adds New Transaction

in one exemplary embodiment, a Physician can generate a new prescription, using their
Practice Management Soflware (PMS). The PMS can ulilize the EHR-Data-BC-Client 402
fo add a BC-Transaction {RxNew) 404 1o the EHR-Data-BC 302. In another exemplary
embodiment, the EHR-Data-BG-Chent 402 can be integrated into the PMS. in ancther
exemplary embodiment, the EHR-Data-BC-Client 402 can be standalone software.
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Add Smart Contracts
The RxNew transaction control logic 306 can receive one or more BC-8martContracts

from one or more EHR-Data-BC-Clients that have determined that they can supply dats,

product, or service related {o the RulNew Transaction 404, In one exemplary embaodiment,

a plurality of pharmacy industry entities can monilor the EHR-Data-BC 302 using EHR-

Data-BC-Clienis 406 and can provide dala, product, or service related 1o the RxNew

Transaction 404, To indicate such capability, each entity can creale a BC-SmartContract

to describe their product/service, termsiconditions, and an exscution price. In one

exemplary embodiment, a drug code {eg., NDC-G-1) can be included in the RxNew

Transaction 404. For example:

*

a generic drug manufacturer {e.g.. DM-1} can provide a generic drug {(8.g.,
NOC-G-1) that is equivalent to the brand drug {(e.g., NDC-B-1) wrilten in the
prescription, and can initiate a BC-SmartContract 410 that can indicate in
programmatic tenms the generic drug code (8.g.. NDC-G-1) and a coupon
value {e.q., $9] if the drug is substituted for the brand drug (e.g., NDC-B-1}
when the prescription has been filled via EHR-Data-BC-Client 408.

a generic drug manufacturer (e.g., DM-2) can provide a generic drug {8.q.,
NDC-G-2) that is equivalent fo the brand drug {e.g., NDC-B-1) written in the
prescription, and can initiate 3 BC-BmariContract 414 that can indicate in
programmatic terms the generic drug code (e.g., NDC-G-2) and a coupon
value {e.g., $4) if the drug is substituted for the brand drug {8.g.. NDC-B-1)
wher the prescription has been filled via EHR-Data-BC-Client 412,

A DUR Edit Seyvice {e.g., DURES-1) can detect that the patient is allergic
o the generic drug (e.q., NDC-G-1) offered by DM-1 and can iniiate a BC-
SmartContract 418 that can indicale in programmatic terms the details of
this inferactionvia EHR-Data-BC-Client 416.

A Clinical Edit Service (CES-1) can detect that the palient cannot
metabolize the brand drug (NDC-B-1) and can iniliate 8 BC-SmartContract
422 that can indicate in programmatic terms the details of this interaction
via EHR-Data-BC-Client 420. The paver can be informed that the patient
can't metabolize the generic drug, which can be on the paver formulary.

A Central Fill (CF-1) can detect that they stock the indicated drugs and can
il the prescription at a central facility and ship the filled prescription {o the
pharmacy or directly {o the patient, and can initiate a BC-SmartContract 426
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that can indicate in programmatic terms the details of this fuliment via
EHR-Data-BC-Client 424,

In ancther exemplary embodimant, the control logic 308 can generate the BC-
SmartContracts that are initiated by the respective EHR-Data-BC-Clients.

Prascription Benefit Manager — Adds Patient Eligibility Meta Data

As shown i FIG. 4B {(continuing fram FIG. 4A), in one exemplary embodiment, a
Prescription Benefit Manager (PBM) has detected that it can supply prescription benefits
o the patient indicated in RxNew Transaction 404 and can initiate a BC-MetaData 508
transaction {o the EHR-Data-BC 302 {0 indicate that the patient is ehgible for certain
benefits, via the EHR-Data-BC-Client 502. In another exemplary embodiment, the control
logic 306 can generate the BC-MetaData 508 transaction initiated by the EHR-Data-BC-
Client 502 and write it 1o the EHR-Data-BC 302.

Pharmacy - Acguires Prescription

in one exemplary embodimeant, the patient can enter a pharmacy and indicate that they
would like to have their prescripfion filled. Using its EHR-Data-BC-Client 5086, the
pharmagy can initiate a BC-MetaData 508 transaction {o the EHR-Dala-BC 302 indicating
that it has acquired the prescription and started the fill process. In another exemplary
gmbodiment, the pharmacy can indicate in the EHR-Data-BC-Clignt 502 that # has
verified the identity of the individual to satisfy any legal requirements.

Pharmacy — Selects Drug and Prices Prescription

i one examplary embodiment, based on the DUR BC-SmarntContract 418 outcome and
the Clinical BC-SmartContract 422 edit output, the pharmacy can select a generic drug
{e.g.. NDC-G-2) from Drug Manufacturer 2 (DM-2), price the prescription (8.g., 322}, and
intiate a BC-MetaData 512 transaction {o the EHR-Data-BC 302, via EMR-Data-BC-
Client 510. In one exemplary embodiment, alternative equivalent drugs can be selected

instead.

Pricing Edit — Adds Smart Contract
in one exemplary embodiment, a prescription drug pricing service (PE-1) has detecled
that the pharmacy has priced the prescription incorrectly (522) and has initiated a BC-
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SmartContract 516 to the EHR-Data-BC 302 that can indicate, in programmatic terms,
the reason for the pricing error, the correct price {8.g., $48}, and the contract execution
price {$.05), if the recommaended price is used, via EHR-Data-BC-Client 514

Pharmacy - Fixes Price - Adds Meta Data

in one exemplary embodiment, the pharmagcy fixed the pricing issue, changed the price
of the prescription, and initiated a BC-Metalata 520 transaction to the EHR-Data-BC 302,
via EHR-Data-BC-Chent 518.

Pharmacy ~ Ready for Adjiudication

As shown in FIG. 40 {continuing from FIG. 4B}, in one sxemplary embadiment, the
pharmacy can iniliate a new BC-MetaDatla 804 transaction to the EHR-Data-BC indicating
that it is ready for adjudication, via EHR-Data-BC-Client 602,

Fharmacy Benefit Manager - Adjudicates - Adds Smart Contract

In one exemplary embodiment, the Pharmacy Benefit Manager (PEBM) can adjudicate the
prescription and initiale a BC-SmartContract 608 indicating that it is willing {o pay an
amount {e.¢., $48) for the prescription, via EHR-Data-BC-Cllent 808.

Pharmacy - Accepts Adjudication -~ Adds Meta Data

in one exemplary embodiment, the pharmacy can initiate a BC-MetaData 812 transaction
to the EHR-Data-BC indicating that it has accepted the adjudicated price {e.g., $48), via
EHR-Data-BC-Client 610,

Pharmacy - Ready for Dispensing — Adds Mela Dala

i one exemplary embodiment, the pharmacy can initiate a BC-MetaData 618 transaction
to the EHR-Dala-BC 302 indicating that it is ready for dispensing, via EHR-Dala-BC-Client
614.

Fharmacy Filt Counter ~ Dispensing Complete ~ Add Meta Data

in one exemplary embodiment, the pharmacy can incorporate an automated pill counter
that auiomatically dispenses the prescription. When complete the pharmacy can initiate
a BC-MetaData 620 transaction to the EHR-Data-BC 302, via EHR-Data-BC-Client 618.
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Pharmacy -Ready for Quality Control — Adds Mety Data

Az shown in FIG, 4C {continuing from FIG. 4B}, in one exemplary embodiment, the
pharmacy can initiate a BC-MetaData 704 fransaction to the EHR-Data-BC 302 indicating
that the prescription is ready for quality control review, via EHR-Data-BC-Client 702,

Pharmacy — Quality Coniral Complete —~ Adds Meta Dala

in one exemplary embodiment, the pharmacy can initiate a BC-MetaData 708 transaction
o the EMR-Data-BC 302 indicating that the quality control review is complete, accepled,
and signed for by a pharmacist, via EHR-Data-BC-Client 706,

Pharmacy — Ready for Pickup - Adds Meta Data

in one exemplary embodiment, the pharmacy can initiate a BC-MetaData 712 transaction
to the EHR-Data-BC 302 indicating that the prescription is ready for pickup, via EHR-
Data-BC-Client 710.

Palient - Will Pick up ~ Adds Meta Data

in one exemplary embodiment, the application patient's electronic device, such as a smart
phone, tablef, laptop, or other suilable device can regeive a notification that the
prescription is ready for pickup. In another exemplary embodiment, the patient can
transmit an acknowledgement that they will pick up the prescription via a user device
{e.g.. smariphone). The user device can then inifiate 3 BG-MetaData 718 transaction,
indicating that the patient will pick up prescription, via EHR-Data-BC-Client 714.

Patient — Crypto Checkout — Adds Smart Condract

in one exemplary embodiment, the patient can choose to pay for the copay associated
with the prescription using the balance in their EMR Data Patient Portal {(EHR-Data-PP)
digital currency account. The patient can use their smart phone 1o complete the
transaction, via EHR-Dala-BG-Client 718. The patien’s smart phone can initiale a BC-
SmartContract 720 related to the EMR-Data-BC 302

Pharmacy ~ Palient Picked Up Prescription —~ Adds Meta Data
As shown in FIG. 4C {continuing from FIG. 48), in ane exemplary embodiment, after the
patient has paid for the prescription using their crypto currency account, the pharmacy
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can initlate a BC-MetaData 804 transaction on the EHR-Data-BU 302 indicating that the

patient has picked up the prescription, via EHR-Data-BC-Client 802.

Pharmacy - Closes Prescription - Adds BC-MetaData
in one exemplary embodiment, the patient can pick up the prescription, and thus the

now closed and the prescription filling process is complete, via EMR-Data-BC-Client 806,

Contract Execution

in one exemplary embodiment, following the close of the BC-Transaction 404 the controd
togic 306 can injtiate cryplo currency payments 812 for the execuled SmartContracts 810,
The system thus generales an immutable record of the transaction for subsequent review
and auditing.

The present disclosure achieves af least the following advantages:

1. improves the performance of traditional systems by ulilizing the EHR patient
transaction blockchain as a workflow space to process a transaction until the
fransaction completes, is signed, and is distnibuted for consensus.

2. implements smart contracts to determine and define workflow processes, drug
interactions, fulfiliment, expected outcomes, triggering events, and pricing,
among other data slements;

3. reduces the ulilization of additional processing resources and network
uilization from computationally-expensive data storage, data bottlenacks, and
system querias,;

4. generates an immuiable record of the transaction for subsequent review and
auditing;

5. provides a platform for providing easy and efficacious prescription ediling,
processing, and payment, leveraging crypiocurrencies and APis to facilitate
transactions; and

8. accesses and retrieves patient identifiable information (Pll) and generates a
non-patient-identifiable Single Purpose Patient 1D (SPPID) for a particular
patient for use in a discrete frangaction.
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Persons skilled in the art will readily understand that these advaniages (as well as the
advantages indicated in the summary) and objectives of this system would not be possible
without the particular combination of computer hardware and other sttuctural components
and mechanisms assembiled in this inventive system and described herein. i will be
further understood that a variety of programming tools, known to persons skilled in the
art, are available for implementing the conifrol of the features and operations described in
the foregoing material. Maoreover, the padicular choice of programming lool{s) may be
governed by the specific objectives and constraints placed on the implementation plan
selected for realizing the concepts set forth herein and in the appended claims. In
particudar, the integration of commercial-off-the-shelf (COTS) equipment may be utilized
iry the new and unconventional mannsr described herein to achieve ong or more aspects
of the claims.

The description in this patent document should not be read as implying that any particular
glement, step, or function can be an sssential or critical slement that must be included in
the claim scope. Also, none of the claims can be intended to invoke 35 US.C.§ T12(H
with respect o any of the appended claims or claim elements unless the exact words
‘meaans for” or "step for” are explicitly used in the particular claim, followed by a participle
phrase identifying a function. Use of terms such as (bul not limited to) "mechanism,”

L

‘machine,”

»o i hEINES

“module.” “device,” “unit,” “component,” “element,” “member” “apparsius,
“systam,” “processor,” ‘processing device,” or “confrofler” within a claim can be
understood and intended fo refer to structures known o those skilled in the relevant ar,
as further modified or enhanced by the features of the claims themselves, and canbe not

intended o invoke 35 U.S.C. 8 112{).

The disclosure may be embodied in other specific forms without departing from the spirit
or essential characteristics thereof, For example, each of the new structures described
herein, may be modified fo sult particular local variations or requirements while refaining
their basic configurations or structural relationships with each other or while performing
the same or simifar functions described herein. The present embodiments are therefore
{o be considered in all respects as illustrative and not restrictive. Accordingly, the scope
of the inventions can be established by the appended claims rather than by the foregoing
description. All changes which come within the meaning and range of equivalency of the
claims are therefore intended to be embraced therein. Further, the individual elements of
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the claims are not well-undersiood, routing, or conventional. Instead, the claims are

divected to the unconventional inventive concept described In the specification.
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Claims:
1. A system for providing blockchain-based patient transactions, the system
comprising:

one or more computer-readable storage media configured to store a blockchain;

a data Application Programming Interface {(AP]) system compnising one or more
cause the data API system to:

receive a request for a new blockchain transaction related o a patient,

initiate a patient loockup query {o determine whether a patient electronic health
record exists,

generate a single purpose patient 1D (SPRID) associaled with the patient electronic
health record;

a client computer proagrammed to execute computer program instructions that,
when executed, cause the client computer to:

receive a patient lookup query related to a patient from a client to determing
whether the patient’s electronic health record exisis,

receive the SPPID to initlale a new blockehain transaction related {o the patient on
the blockchain without patient-identifying information,

determine whether an entily operating the client computer can provide dals,
praducts and/or services related to a blockehain transaction; and

a blockchain AP! system comprising one or more processars programmed fo
execute computer program instructions that, when executed, cause the blockechain AP
system fo:

generate the blockchain fransaction and read and write records to and from the
biockchain, and

associate one or more smart contracts with the blockchain transaction.

2. The system of Claim 1, wherein the smart contract exchanges digital currency
between the parties involved in the smart contract,

3. The system of Claim 2, wherein the digital currency includes ulility tokens or
vouchers.
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4. The system of Ciaim 1, wherein the SPPID cannot be used to write information o

the blockchain after a patient blockchain fransaction is completed.

5, The system of Claim 1, wherein the blockchain AP system can generate a
notification when the blockchain transaction is generated.

8. The system of Claim 1, wherein the blockchain APl system can transmit the
notification to ane of more providers.

7. The system of Claim 1, wherein the client computer can provide information to the
blockchain AP system regarding data, products and/or services related to the blockehain
transaction.

8, The system of Claim 1, wherein the blockchain AP! system edits the blockchain
fransaction on the blockchain.

9, A method of providing blockchain-based electronic health record dala patient
transactions, the method being implemented by a server system comprising one or more
processors executing computer program instructions that, when executed, perform the
method, the method comprising:

associating a single purpose patient 1D (SPPID) with the electronic health record;

providing the SPPID to the client s the client can iniliale a new biockchain patient
fransaction related 1o the patient on the blockchain without patient-identifying information;

receiving a patient transaction from a pharmacy,

writing the patient transaction to the blockehain;

notifying one or more client devices of the patient transaction;

receiving one or more offers for data, products, or services related to the patient
transaction;

generating a smart contract related to the patient transaction and the one or more
offers; and

modifying the patient transaction based on the execution of the smart contract.

10. The method of Claim 8, wherein the smart contract exchanges digital currency
batweaen the parlies involved in the smart contract.
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11, The method of Claim 10, wherein the digital currency includes utility tokens or

vauchers.

12. The method of Claim 8, wherein the SPPID cannot be used to write information {o
the blockehain after the patient blockehain transaction is completed.

13. The method of Claim 9, further comprising generating a nolification when the
patient transaction is generaled.

14, The method of Claim 13, further comprising ransmitting the notification 1o one or
more providers.

15,  The method of Claim 8, wherein the patient transaction is modified on the
blockchain.

16. The method of Claim 15, wherein the patient transaction is modified on the

hiockchain in real-fime,

17, Acsystem for providing electronic health record data for blockchain-based patient
transactions, the system comprising:

one or more computer-readable storage media configured o store a blockchain;

a data Application Programming Interface (AR system comprising one or more
processors programmed {o execute computer program insfructions that, when executed,
cause the data AP! system to;

receive a regquest for a new blockehain transaction related to & patient,

retrieve the patlient electronic health record from one or more dalabases, and

generate a single purpose patient 1D (SPRID) associaled with the patient electronic
health record; and

a blockchain AP system comprising one or maore processors programmed o
execute computer program instructions that, when executed, cause the blockchain AP
system {o;

generate the blockehain fransaction and read and write records o and from the
biockchain, and

associate one of more smart contracts with the blockchain transaction.
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18 The system of Claim 17, wherein the smart contract exchanges digital currency

between the parties involved in the smart contract.

18.  The system of Claim 18, wherein the digital currency includes utility tokens or

vouchers.

20, The system of Claim 17, wherein the blockchain APl system edils the prescription

fransaction on the blockchain based on input from one or wore providers.
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