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(57) Abstract: Bijective substitution box is constructed from
non-permutation power functions wherein said non-permuta-
tion functions are optimally converted to a permutation func-
tion by utilizing the heuristic algorithm of an Optimized Bal-
anced Boolean Function Maker algorithm such that it has
high cryptographic properties. The result is a bijective func-
tion, which provides desirable cryptographic properties such
as high nonlinearity of 108 and high algebraic degree of 7.
The said construction of bijective substitution boxes from
non-permutation power functions using heuristic techniques
comprising steps of first selecting a Boolean map from a
plurality of linear power functions and high cryptographic
properties power function (102, 104); extending an image of
said Boolean map to generate an extended map (106, 108);
obtaining a bijective function from said extended image by
utilizing Optimized Balanced Boolean Function Maker al-
gorithm (110); and performing analysis on cryptographic
properties of substitution box (112). The said steps are iter-
ated until said cryptographic properties meets the predeter-
mined condition of a cryptographically strong bijective sub-
stitution box.
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A METHOD TO CONSTRUCT BIJECTIVE SUBSTITUTION BOX FROM NON-
PERMUTATION POWER FUNCTIONS USING HEURISTIC TECHNIQUES

FIELD OF INVENTION

The present invention relates to a method for constructing bijective substitution box from
non-permutation power functions using heuristic techniques. In particular, the present
invention construct substitution box by utilizing Optimize Balanced Boolean Function
Maker algorithm which includes the heuristic technique in the algorithm.

BACKGROUND ART

The present invention provides an improved methodology of constructing new
cryptographically strong S-Boxes in which the bijective S-Boxes are obtained by utilizing
Optimize Balanced Boolean Function Maker algorithm which includes the heuristic
technique in the algorithm. Existing methodology in the Applicant's earlier invention is
described in Malaysia Patent Application No. Pl 2012005375 (hereinafter denoted as the
PI ‘375 Application). In Pl ‘375 Application, binomial combination is selected from a set
of all power functions in GF(2®) as compared to the present invention wherein binomial
combination is between power function that provide smallest number of non-existing
elements but have highest cryptographic properties. Binomial operation and affine
transformation between two power functions in Galois fields, i.e. GF(2%) will mostly
produce new non-permutation functions (i.e. non-bijective functions). Although the
resulting functions of the existing methodology includes functions with high cryptographic
properties such as high nonlinearity and high algebraic degree as desired, the said
resulting function of the existing methodology is non-permutation which is not suitable to
be used in most block ciphers. The present invention drives to produce a method to
optimally convert non-permutation functions to permutation functions with high

cryptographic properties.

One example of construction of 8 x 8 bijective cryptographically strong S-Boxes using
non-bijective power functions over finite field is disclosed in a published paper entitled
“Practical Bijective S-Box Design” by Abdulrashid Mamadolimov, Herman Isa, Moesfa
Soeheila Mohamad; Proceedings of the 5" Asian Mathematical Conference, Malaysia



10

15

20

25

30

WO 2015/084146 PCT/MY2014/000160
-2

2009. In the said paper, the algorithm to make a bijective Boolean function is a vectorial

Boolean function which is a map from an to F:,_,n ; wherein F2 is a finite field with two

elements as compared to the present invention wherein the present invention provides
for binomial combination which is between the power function that provide the smallest
number of non-exist elements but have highest cryptographic properties. Further, the
said paper proposes several methods to generate cryptographically strong S-boxes such
as random generation as compared to the present invention which utilizes Optimize
Balanced Boolean Function Maker algorithm that includes the heuristic technique in the

algorithm.

An example which shows how a cost function has found excellent single-output Boolean
functions can be generalized to provide improved results for small S-boxes is disclosed
in a paper entitled “The Design of S-boxes by Simulated Annealing” by John A. Clark,
Jeremy L. Jacob, Susan Stepney; Department of Computer Science, University of York,
Heslington, York, UK. In the said paper, a cost function is provided wherein excellent
single-output Boolean functions can be generalized to provide improved results for small
S-boxes. In contrast, the present invention provides for binomial combination which is
between the power function that provides the smallest number of non-existing elements
but have highest cryptographic properties. Further, the said paper discloses that s-boxes
are constructed by simulated annealing as compared to the present invention which
utilizes Optimize Balanced Boolean Function Maker algorithm that includes heuristic

technique in the algorithm.

Preliminary theory which relates to both Boolean functions and S-boxes are disclosed in
an |EEE paper entitled “Multi-objective Optimisation of Bijective S-boxes” by Joanne
Fuller, William Millan and Ed Dawson; 2004 IEEE. The said paper discloses the
investigation of heuristic constructions of bijective s-boxes that satisfy a wide range of
cryptographic criteria including algebraic complexity, high non-linearity, and low
autocorrelation. An associated Boolean function theory by designing S-boxes with a high
level of security is provided wherein binomial combination with selected candidates from
a set of all power functions in GF(2°) is used to define distinct 8 x 8 bijective S-boxes as
compared to the present invention wherein binomial combination is between power
function that provide smallest number of non-exist elements but have highest
cryptographic properties.
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The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.

Rather, this background is only provided to illustrate one exemplary technology area
where some embodiments described herein may be practiced.
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SUMMARY OF INVENTION

The present invention relates to a method for constructing bijective substitution box from
non-permutation power functions using heuristic techniques. In particular, the present
invention construct substitution box by utilizing Optimize Balanced Boolean Function
Maker algorithm which includes the heuristic technique in the algorithm.

One aspect of the present invention provides for a method (100) to construct bijective
substitution boxes from non-permutation power functions using heuristic techniques. The
method (100) comprising steps of:
i. selecting a Boolean map from a plurality of linear power functions
and high cryptographic properties power function (102, 104);
ii. extending an image of said Boolean map to generate an extended
map (106, 108);
iii. obtaining a bijective function from said extended image by utilizing
Optimized Balanced Boolean Function Maker algorithm (110);
iv.  performing analysis on cryptographic properties of substitution box
(112); and
v. iterating steps (ii), (iii) and (iv) until said cryptographic properties
meet predetermined condition of a cryptographically strong
bijective substitution box

The step of obtaining a bijective function from said extended image by utilizing
Optimized Balanced Boolean Function Maker algorithm (110); said bijective function is a
result of heuristic technique of said Optimized Balanced Boolean Function Maker
algorithm; and said bijective function provides cryptographic properties with high
nonlinearity value and high algebraic value.

Another aspect of the invention provides for the step of extending an image of said
Boolean map to generate an extended map (106, 108). The said step further comprising
steps of:
i. identifying a first power function from a plurality of power function
which have high cryptographic properties (202);
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generating a plurality of non-bijective power functions using a
linear combination between a plurality of linear combination of
power functions (204);

identifying number of non-existence elements in the plurality of
non-bijective power functions (206);

selecting the plurality of non-bijective power functions which is
less than pre-determined number of non-existence elements
(208); and

iterating steps (i) —(iv) for power functions of all high cryptographic
properties from the plurality of power functions.

In yet another aspect of the invention is the step for obtaining a bijective function from

said extended image by utilizing Optimized Balanced Boolean Function Maker algorithm

(110). The said step further comprising steps of:

Vi.

Vii.

viii.

Xi.

receiving Boolean function from extended Boolean map (302);
computing frequency table from said extended Boolean map
(304);
determining if all frequencies in frequency table = 1 (306);
If all frequencies in frequency table =1;

function is balanced (308) else
identifying elements which are not outputs of extended Boolean
map (310);
identifying duplicate elements in extended Boolean map using
frequency table (310);
computing distance matrix of all elements in step (iv) and (v) by
comparing bit error rate between said elements (312);
locating smallest element in distance matrix (314);
listing all corresponding header of step (vii) (316);
listing all corresponding data of step (vii) (316)
locating all corresponding location of entry of elements from step
(viii) of Boolean map (318);
replacing elements from step (ix) with corresponding element in
step (viii) at location of step (x) and calculating non-linearity for
temporary Boolean map (320);
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xii. iterating steps (ix), (x) and (xi) for all corresponding elements from
step (viii) (322);

xiii.  identifying highest nonlinearity from calculations computed in step
(xi) (324);

xiv.  identifying corresponding Boolean map from entry of step (xii) and
replacing said original Boolean map with results obtained from
step (xiii); and

xv. iterating steps (i) to (xiv) until said frequency table is free from
plurality of header and data.

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or
sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings in which:

FIG. 1.0 is a flowchart illustrating the general methodology of the present invention to
construct bijective substitution boxes from non-permutation power functions using

heuristic techniques

FIG. 2.0 is a flowchart illustrating the further steps for the step of extending an image of
said Boolean map to generate an extended map.

FIG. 3.0 is a flowchart illustrating the further steps of the step of obtaining a bijective
function from said extended image by utilizing Optimized Balanced Boolean Function

Maker algorithm.

Table 1.0 is a classification of currently available substitution boxes and substitution

boxes constructed in the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a method for constructing bijective substitution box from
non-permutation power functions using heuristic techniques. In particular, the present
invention constructs substitution boxes by utilizing Optimize Balanced Boolean Function
Maker algorithm which includes the heuristic technique in the algorithm.

Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present
invention and it is envisioned without departing from the scope of the appended claims.

A substitution box (S-box) is one of the basic components of symmetric key
cryptography. In general, s-box takes m input bits and transforms the said bits into n
output bits. The said transformation is known as mxn s-box and is implemented as a
look up table. These s-boxes are carefully chosen to resist linear cryptanalysis by having
high nonlinearity. For differential analysis, an s-box is required to have low differential
uniformity while high algebraic degree will provide an s-box that is resistance against

higher order differential cryptanalysis.

Referring first to FIG. 1.0, the method to construct bijective substitution boxes from non-
permutation power functions using heuristic techniques according to an embodiment of
the invention is illustrated. The method (100) to construct bijective substitution boxes
from non-permutation power functions using heuristic techniques comprising of first
selecting a Boolean map from a plurality of linear power functions and high
cryptographic properties power function (102, 104). Thereafter, an image of said
Boolean map is extended to generate an extended map (106, 108) and a bijective
function is obtained from said extended image by utilizing Optimized Balanced Boolean
Function Maker algorithm (110). Cryptographic properties of substitution box are
analyzed (112) by obtaining substitution box with highest nonlinearity and high algebraic
degree by utilizing heuristic technique of Optimized Balanced Boolean Function Maker
algorithm. The said steps are iterated until said cryptographic properties meets the
predetermined condition of a cryptographically strong bijective substitution box. A set of
high cryptographic properties power function is identified from finite field of GF(2°). The
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said s-box construction in obtaining a bijective function from said extended image utilizes
Optimized Balanced Boolean Function Maker algorithm wherein said bijective function is
a result of the heuristic technique of said Optimized Balanced Boolean Function Maker
algorithm. The said bijective function provides cryptographic properties with high
nonlinearity value and high algebraic value with highest nonlinearity value of 108 and
highest algebraic degree of 7.

Turning to FIG. 2.0 which illustrates further steps of the step of extending an image of
said Boolean map to generate an extended map (106, 108), a first power function is
identified from a plurality of power function which have high cryptographic properties
(202). Thereatfter, a plurality of non-bijective power functions is generated using a linear
combination between a plurality of linear combination of power functions (204) and the
number of non-existence elements in the plurality of non-bijective power functions (206)
is identified. Subsequently, the plurality of non-bijective power functions which is less
than the pre-determined number of non-existence elements is selected (208). The said
steps are iterated for all power functions which have high cryptographic properties from
the plurality of power functions.

Turning to FIG. 3.0 which illustrates the further steps of obtaining a bijective function
from said extended image by utilizing Optimized Balanced Boolean Function Maker
algorithm (110), Boolean function is first received from the extended Boolean map (302)
and a frequency table is computed from said extended Boolean map (304) to determine
if all frequencies in frequency table = 1 (306). It is confirmed that the Boolean function is
balanced (308) if all frequencies in frequency table =1. Otherwise, if it is confirmed that
all frequencies in said frequency table of Boolean function does not equate to 1, the
process continues with further steps wherein elements which are not outputs of said
extended Boolean map are identified (310) and further duplicate elements in extended
Boolean map are identified using frequency table (310). Subsequently, distance matrix
of all elements in step (304) and (310) are computed by comparing the bit error rate
between said elements (312). Upon computing the distance matrix, the smallest element
in the said distance matrix is located (314) and all corresponding header and
corresponding data of step (314) is listed (316). Further, all corresponding location of
entry of elements from step (316) of Boolean map is located (318). Elements from step
(316) are replaced with corresponding element in step (316) at location of step (318) to
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calculate the non-linearity for temporary Boolean map (320). The said steps of (316),
(318) and (320) are iterated for all corresponding elements from step (316) (322). The
highest nonlinearity is identified from calculations computed in step (xi) (320) and the
corresponding Boolean map is identified from the entry of step (322) and replacing said
original Boolean map with results obtained from step (324). All steps are iterated until

said frequency table is free from plurality of header and data.

Table 1.0 provides a classification of currently available substitution boxes and

substitution boxes constructed in the present invention

The present invention provides construct s-box which provide cryptographic properties
with high nonlinearity value and high algebraic value with highest nonlinearity value of
108 and highest algebraic degree of 7 by utilizing heuristic technique in the algorithm of
an Optimize Balanced Boolean Function Maker.

Throughout this specification, unless the context requires otherwise, the word
“comprise”, or variations such as “comprises” or “comprising”, will be understood to imply
the inclusion of a stated step or element or integer or group of steps or elements or
integers, but not the exclusion of any other step or element or integer or group of steps,
elements or integers. Thus, in the context of this specification, the term “comprising” is
used in an inclusive sense and thus should be understood as meaning “including
principally, but not necessarily solely”.

It will be appreciated that the foregoing description has been given by way of illustrative
example of the invention and that all such modifications and variations thereto as would
be apparent to persons of skill in the art are deemed to fall within the broad scope and

ambit of the invention as herein set forth.
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CLAIMS

1. A method (100) to construct bijective substitution boxes from non-permutation

power functions using heuristic techniques comprising steps of:

selecting a Boolean map from a plurality of linear power functions
and high cryptographic properties power function (102, 104);
extending an image of said Boolean map to generate an extended
map (106, 108);

obtaining a bijective function from said extended image by utilizing
Optimized Balanced Boolean Function Maker algorithm (110);
performing analysis on cryptographic properties of substitution box
to obtain highest nonlinearity and high algebraic degree (112); and
iterating steps (ii), (iii) and (iv) until said cryptographic properties
meet predetermined condition of a cryptographically strong
bijective substitution box

characterized in that

obtaining a bijective function from said extended image by utilizing
Optimized Balanced Boolean Function Maker algorithm (110);

said bijective function is a result of heuristic technique of said
Optimized Balanced Boolean Function Maker algorithm; and said
bijective function provides cryptographic properties with high
nonlinearity value and high algebraic degree value.

2. A method (200) according to Claim 1, wherein extending an image of said

Boolean map to generate an extended map (106, 108) further comprising steps

of:

identifying a first power function from a plurality of power functions
which have high cryptographic properties of power function (202);
generating a plurality of non-bijective power functions using a
linear combination between a plurality of linear combination of
power functions (204);

identifying number of non-existence elements in the plurality of

non-bijective power functions (206);
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selecting the plurality of non-bijective power functions which is
less than pre-determined number of non-existence elements
(208); and

iterating steps (i) —(iv) for all power functions which have high
cryptographic properties from the plurality of power functions.

3. A method (300) according to Claim 1, wherein obtaining a bijective function from

said extended image by utilizing Optimized Balanced Boolean Function Maker

algorithm (110) further comprising steps of:

Vi.

vii.

viii.

Xi.

xii.

xiii.

receiving Boolean function from extended Boolean map (302);
computing frequency table from said extended Boolean map
(304);
determining if all frequencies in frequency table = 1 (306);
If all frequencies in frequency table =1;

function is balanced (308) else
identifying elements which are not outputs of extended Boolean
map (310);
identifying duplicate elements in extended Boolean map using
frequency table (310);
computing distance matrix of all elements in step (iv) and (v) by
comparing bit error rate between said elements (312);
locating smallest element in distance matrix (314);
listing all corresponding header of step (vii) (316);
listing all corresponding data of step (vii) (316)
locating all corresponding location of entry of elements from step
(viii) of Boolean map (318);
replacing elements from step (ix) with corresponding element in
step (viii) at location of step (x) and calculating non-linearity for
temporary Boolean map (320);
iterating steps (ix), (x) and (xi) for all corresponding elements from
step (viii) (322);
identifying highest nonlinearity from calculations computed in step
(xi) (324);
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xiv.  identifying corresponding Boolean map from entry of step (xii) and
replacing said original Boolean map with results obtained from
step (xiii); and

xv. iterating steps (i) to (xiv) until said frequency table is free from

5 plurality of header and data.

4. A method (100) according to Claim 1, wherein a set of high cryptographic
properties power function is identified from finite field of GF(2°).

10 5. A method (100) according to Claim 1, wherein highest nonlinearity value obtained
using heuristic technique is 108.

6. A method (100) according to Claim 1, wherein highest algebraic degree obtained
using heuristic technique is 7.
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