wo 2017/123390 A1 | ]I ONF T 00 O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

20 July 2017 (20.07.2017)

WIPOIPCT

(10) International Publication Number

WO 2017/123390 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

International Patent Classification:
GO6F 9/32 (2006.01) GO6F 9/30 (2006.01)

International Application Number:
PCT/US2016/067849

International Filing Date:
20 December 2016 (20.12.2016)

English
English

Filing Language:
Publication Language:

Priority Data:
14/997,478 15 January 2016 (15.01.2016) Us

Applicant: INTELL. CORPORATION [US/US]; 2200
Mission College Boulevard, Santa Clara, CA 95054 (US).

Inventors: TSAIL, Jr-Shian; 6657 NW 165th Avenue,
Portland, OR 97229 (US). SAHITA, Ravi, L.; 7854 SW
Kimber Place, Beaverton, OR 97007 (US). ERGIN,
Mesut, A.; 5651 NW 178th Ave., Portland, OR 97229
(US). SANKARAN, Rajesh, M.; 15132 NW Vance Drive,
Portland, OR 97229 (US). NEIGER, Gilbert; 2424 NE
11th Avenue, Portland, OR 97212 (US). NAKAJIMA,
Jun; 111 Palatino Way, San Ramon, CA 94583 (US).

(74

(8D

(84)

VERPLANKE, Edwin; 5000 W. Chandler Blvd., Chand-
ler, AZ 85226 (US). HUNTLEY, Barry, E.; 3762 NW
2nd Ave., Hillsboro, OR 97124 (US). TAIL, Tsung-Yuan,
C.; 12709 NW Majestic Sequoia Way, Portland, OR 97229
(Us).

Agent: LANE, Thomas, R.; Nicholson De Vos Webster &
Elliott LLP, 217 High Street, Palo Alto, CA 94301 (US).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN,
KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG,
NI NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
RU, RW, SA, SC, SD, SE, S@G, SK, SL, SM, ST, SV, SY,
TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, ZIM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,

[Continued on next page]

(54) Title: INTERRUPTS BETWEEN VIRTUAL MACHINES

FIGURE 5
METHOD 500

510 create VMs

<_I

| 512 program VMCSs 1

(57) Abstract: Embodiments of an in-
vention interrupts between virtual ma-
chines are disclosed. In an embodiment,
a processor includes an instruction unit
and an execution unit, both implemented
at least partially in hardware of the pro-
cessor. The instruction unit is to receive

9‘ 550 start read-modify-write operation

an instruction to send an interrupt to a

514 program vAPICs

552 lock cache line
554 set pIRR bit

516 program PIDs

i

! 520 create inter-VM-IP} table ’

522 program handle

1 524 program PID address ]

I‘_

526 program vector

no
e
yes

562 set pending flag

1"I“

i 564 send notify event l

! 530 issue inter-VM-IP| instruction !

560 set pending flag

v
! 566 unlock cache line Lﬁ._

1 532 execute inter-VM-IPI instruction I 7

target virtual machine. The execution
unit is to execute the instruction on a
sending virtual machine without exiting
the sending virtual machine. Execution
of the instruction includes using a handle
specified by the instruction to find a pos-
ted interrupt descriptor.

i 568 end read-modify-write operation 1

| 534 find inter-VM-IP! table entry |

544 find PID

i



WO 2017/123390 A1 WA 00 T A0 R A RO

TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, Published:
DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF,
SL SK, SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA,
GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

—  with international search report (Art. 21(3))



WO 2017/123390 PCT/US2016/067849

INTERRUPTS BETWEEN VIRTUAL MACHINES

BACKGROUND

1. Field
[0001] The present disclosure pertains to the field of information processing, and
more particularly, to the field of virtualization in information processing systems.
2. Description of Related Art
[0002] Generally, the concept of virtualization in information processing systems
allows multiple instances of one or more operating systems (each, an OS) to run on
a single information processing system, even though each OS is designed to have
complete, direct control over the system and its resources. Virtualization is typically
implemented by using software (e.g., a virtual machine monitor (VMM) or hypervisor)
to present to each OS a virtual machine (VM) having virtual resources, including one
or more virtual processors, that the OS may completely and directly control, while the
VMM maintains a system environment for implementing virtualization policies such
as sharing and/or allocating the physical resources among the VMs (the virtual
environment).

BRIEF DESCRIPTION OF THE FIGURES

[0003] The present invention is illustrated by way of example and not limitation in

the accompanying figures.

[0004] Figure 1 illustrates an information processing system in which an
embodiment of the present invention may provide for interrupts between virtual
machines.

[0005] Figure 2 illustrates a system memory space according to an embodiment
of the present invention.

[0006] Figure 3 illustrates a processor including support for interrupts between
virtual machines according to an embodiment of the present invention.

[0007] Figure 4 illustrates a posted-interrupt descriptor format according to an
embodiment of the present invention.

[0008] Figure 5 illustrates a method for interrupts between virtual machines

according to an embodiment of the present invention.
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DETAILED DESCRIPTION

[0009] Embodiments of an invention for interrupts between virtual machines are

described. In this description, numerous specific details, such as component and
system configurations, may be set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one
skilled in the art, that the invention may be practiced without such specific details.
Additionally, some well-known structures, circuits, and other features have not been
shown in detail, to avoid unnecessarily obscuring the present invention.

[0010] In the following description, references to “one embodiment,” “an
embodiment,” “example embodiment,” “various embodiments,” etc., indicate that the
embodiment(s) of the invention so described may include particular features,
structures, or characteristics, but more than one embodiment may and not every
embodiment necessarily does include the particular features, structures, or
characteristics. Further, some embodiments may have some, all, or none of the
features described for other embodiments.

[0011] As used in this description and the claims and unless otherwise specified,
the use of the ordinal adjectives “first,” “second,” “third,” etc. to describe an element
merely indicate that a particular instance of an element or different instances of like
elements are being referred to, and is not intended to imply that the elements so
described must be in a particular sequence, either temporally, spatially, in ranking, or
in any other manner.

[0012] Also, the terms “bit,” “flag,” “field,” “entry,” “indicator,” etc., may be used to
describe any type or of or content of a storage location in a register, table, database,
or other data structure, whether implemented in hardware or software, but are not
meant to limit embodiments of the invention to any particular type of storage location
or number of bits or other elements within any particular storage location. The term
“clear” may be used to indicate storing or otherwise causing the logical value of zero
to be stored in a storage location, and the term “set” may be used to indicate storing
or otherwise causing the logical value of one, all ones, or some other specified value
to be stored in a storage location; however, these terms are not meant to limit
embodiments of the present invention to any particular logical convention, as any

logical convention may be used within embodiments of the present invention.



WO 2017/123390 PCT/US2016/067849

[0013] Also, as used in descriptions of embodiments of the present invention, a “/”
character between terms may mean that an embodiment may include or be
implemented using, with, and/or according to the first term and/or the second term
(and/or any other additional terms).

[0014] As described in the background section, information processing systems
may provide support for virtualization, including the creation of multiple VMs.
Communication between VMs may involve a first VM sending a notification or
interrupt to a second VM (any such notification or interrupt may be referred to as an
inter-VM interrupt, inter-VM inter-processor interrupt, or inter-VM-IPI). The use of
embodiments of the present invention to increase the efficiency of inter-VM
interrupts, by eliminating VM exits, may be desired. Embodiments of the present
invention may be practiced using a processor having an instruction set architecture
(ISA) including instructions to support virtualization, which may be part of a set of
virtualization extensions to any existing ISA, or according to a variety of other
approaches.

[0015] Figure 1 illustrates system 100, an information processing system
including an embodiment of the present invention for inter-VM interrupts. System
100 may represent any type of information processing system, such as a server, a
desktop computer, a portable computer, a set-top box, a hand-held device such as a
tablet or a smart phone, or an embedded control system. System 100 includes
processor 112, memory controller 114, host fabric controller 116, 1/0O controller 118,
system memory 120, graphics processor 130, and hardware accelerator 140.

[0016] Systems embodying the present invention may include any number of
each of these components and any other components or other elements, such as
peripherals and/or I/0O devices (e.g., as described below). Any or all of the
components or other elements in this or any system embodiment may be connected,
coupled, or otherwise in communication with each other through any number of
buses, point-to-point, or other wired or wireless interfaces or connections, unless
specified otherwise. Any components or other portions of system 100, whether
shown in Figure 1 or not shown in Figure 1, may be integrated or otherwise included
on or in a single chip (a system-on-a-chip or SOC), die, substrate, or package, such
as SOC 110.
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[0017] System memory 120 may be dynamic random access memory (DRAM) or
any other type of medium readable by processor 112. System memory 120 may be
used to provide a physical memory space from which to abstract a system memory
space for system 100, such as system memory space 200 illustrated in Figure 2.
The content of system memory space 200, at various times during the operation of
system 100, may include various combinations of data, instructions, code, programs,
software, and/or other information stored in system memory 120 and/or moved from,
moved to, copied from, copied to, and/or otherwise stored in various memories,
storage devices, and/or other storage locations (e.g., processor caches and
registers) in system 100.

[0018] System memory space 200 may be logically organized, addressable as,
and/or otherwise partitioned (e.g., using any known memory management,
virtualization, partitioning, and or other techniques) into regions of one or more sizes.
In various embodiments, such regions may be 4K-byte pages, so, for convenience,
such regions may be referred to in this description as pages; however, the use of the
term “page” in this description may mean any size region of memory.

[0019] In various embodiments of the present invention, system memory space
200 may contain VM control structure (VMCS) 210 corresponding to a sending VM,
inter-VM-IPI instruction 212 in guest software 214 to be executed by the sending VM,
inter-VM-IP1 table 220 (including entry 222 having handle field 224, posted-interrupt
descriptor (PID) address field 226, and vector field 228), virtual local Advanced
Programmable Interrupt Controller (APIC) page 230, PID 240, and VMCS 250
(including virtual local APIC (vAPIC) pointer 252 and PID pointer 254) corresponding
to a target VM, all of which are defined and/or described below.

[0020] Memory controller 114 may represent any circuitry or component for
accessing, maintaining, and/or otherwise controlling system memory 120. Host
fabric controller 116 may represent any circuitry or component for controlling an
interconnect network or fabric through which processors and/or other system
components may communicate. Graphics processor 130 may include any processor
or other component for processing graphics data for display 132. Hardware
accelerator 140 may represent any cryptographic, compression, or other accelerator
to which a processor may offload functionality such as the hardware acceleration of

encryption or compression algorithms.
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[0021] /O controller 118 may represent any circuitry or component, such as a
chipset component, including or through which peripheral, input/output (I/O), or other
components or devices, such as I/0 device 160 (e.g., a touchscreen, keyboard,
microphone, speaker, other audio device, camera, video or other media device,
motion or other sensor, receiver for global positioning or other information, etc.),
network interface controller (NIC) 162, and/or information storage device 164, may
be connected or coupled to processor 112. Information storage device 164 may
represent any one or more components including any one more types of persistent
or non-volatile memory or storage, such as a flash memory and/or a solid state,
magnetic, or optical disk drive, and may include its own information storage device
controller 166.

[0022] Processor 112 may represent all or part of a hardware component
including one or more processors or processor cores integrated on a single substrate
or packaged within a single package, each of which may include multiple execution
threads and/or multiple execution cores, in any combination. Each processor
represented as or in processor 112 may be any type of processor, including a
general purpose microprocessor, such as a processor in the Intel® Core® Processor
Family or other processor family from Intel® Corporation or another company, a
special purpose processor or microcontroller, or any other device or component in an
information processing system in which an embodiment of the present invention may
be implemented. Processor 112 may be architected and designed to operate
according to any ISA.

[0023] System 100 and/or SOC 110 may include one or more additional
processors or processor cores (one of which is represented as processor 170), each
or any of which may be any type of processor or processor core, including a
processor or processor core identical to, compatible with, in the same family as,
sharing any portion of the same ISA with, and/or differing in any way from processor
112.

[0024] Figure 3 illustrates processor 300, which may represent an embodiment of
processor 112 and/or processor 170 in Figure 1 or an execution core of a multicore
processor embodiment of processor 112 and/or processor 170 in Figure 1.

Processor 300 may include storage unit 310, instruction unit 320, execution unit 330,
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control unit 340, and local interrupt controller 350. Processor 300 may also include
any other circuitry, structures, or logic not shown in Figure 3.

[0025] Storage unit 310 may include any combination of any type of storage
usable for any purpose within processor 300; for example, it may include any
number of readable, writable, and/or read-writable registers, buffers, and/or caches,
implemented using any memory or storage technology, in which to store capability
information, configuration information, control information, status information,
performance information, instructions, data, and any other information usable in the
operation of processor 300, as well as circuitry usable to access such storage and/or
to cause or support various operations and/or configurations associated with access
to such storage.

[0026] Instruction unit 320 may include any circuitry, logic, structures, and/or
other hardware, such as an instruction decoder, to fetch, receive, decode, interpret,
schedule, and/or handle instructions (including inter-VM-IPI instruction 322,
described below) to be executed by processor 300. Any instruction format may be
used within the scope of the present invention; for example, an instruction may
include an opcode and one or more operands, where the opcode may be decoded
into one or more micro-instructions or micro-operations for execution by execution
unit 330. Operands or other parameters may be associated with an instruction
implicitly, directly, indirectly, or according to any other approach.

[0027] Execution unit 330 may include any circuitry, logic, structures, and/or other
hardware, such as arithmetic units, logic units, floating point units, shifters, etc., to
process data and execute instructions, micro-instructions, and/or micro-operations.
Execution unit 330 may represent any one or more physically or logically distinct
execution units. Execution unit 330 may include inter-VM-IPI table lookup circuitry
332 to use a handle from an inter-VM-IPI instruction to find a PID address and an
interrupt vector in an inter-VM-IPI table, as described below. Execution unit 330 may
also include interrupt posting circuitry 334 to post an interrupt, as described below.
[0028] Control unit 340 may include any microcode, firmware, circuitry, logic,
structures, and/or hardware to control the operation of the units and other elements
of processor 300 (including inter-VM-IPI control 342) and the transfer of data within,
into, and out of processor 300. Control unit 340 may cause processor 300 to

perform or participate in the performance of method embodiments of the present
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invention, such as the method embodiments described below, for example, by
causing processor 300, using execution unit 330 and/or any other resources, to
execute instructions received by instruction unit 320 and micro-instructions or micro-
operations derived from instructions received by instruction unit 320. The execution
of instructions by execution 330 may vary based on control and/or configuration
information stored in storage unit 310.

[0029] Local interrupt controller 350 may include any circuitry, logic, structures,
and/or other hardware to receive, generate, prioritize, deliver, hold pending, or
otherwise control or manage interrupt requests. For example, local interrupt
controller 350 may be a local APIC in a processor in the Core® Processor Family
from Intel Corporation. Embodiments of the present invention may include
virtualization of local interrupt controller 350, according to any known approach, to
provide a virtual local interrupt controller for each virtual processor abstracted from
processor 300.

[0030] Processor 300 may support virtualization according to any approach. For
example, processor 300 may operate in two modes — a first (root) mode in which
software runs directly on the hardware, outside of any virtualization environment, and
a second (non-root) mode in which software runs at its intended privilege level, but
within a virtual environment hosted by a VMM running in the first mode. In the virtual
environment, certain events, operations, and situations, such as interrupts,
exceptions, and attempts to access privileged registers or resources, may be
intercepted, i.e., cause the processor to exit the virtual environment (a VM exit) so
that the VMM may operate, for example, to implement virtualization policies. The
processor may support instructions for establishing, entering (a VM entry), exiting,
and maintaining a virtual environment, and may include register bits or other
structures that indicate or control virtualization capabilities of the processor.

[0031] In describing embodiments of the present invention, any platform, system,
or machine, including the “bare metal” platform shown as system 100 in Figure 1 as
well as any VM or other container abstracted from a bare metal platform, from which
one or more VMs may be abstracted may be referred to as a host or host machine,
and each VM abstracted from a host machine may be referred to as a guest or guest
machine. Accordingly, the term “host software” may mean any hypervisor, VMM,

0OS, or any other software that may run, execute, or otherwise operate on a host
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machine and create, maintain, and/or otherwise manage one or more VMs, and the
term “guest software” may mean any OS, system, application, user, or other
software that may run, execute, or otherwise operate on a guest machine. Note that
in a layered container architecture, software may be both host software and guest
software. For example, a first VMM running on a bare metal platform may create a
first VM, in which a second VMM may run and create a second VM abstracted from
the first VM, in which the case the second VMM is both host software and guest
software.

[0032] Processor 300 may control the operation of one or more VMs according to
data stored in one or more VMCSs. A VMCS is a data structure that may contain
state of one or more guests, state of a host, execution control information indicating
how a VMM is to control operation of a guest or guests, execution control information
indicating how VM exits and VM entries are to operate, information regarding VM
exits and VM entries, and any other such information. Processor 300 may read
information from a VMCS to determine the execution environment of a VM and
constrain its behavior. Embodiments may use one VMCS per VM or any other
arrangement. Each VMCS may be stored, in whole or in part, in system memory
120, and/or elsewhere, such as being copied to a cache memory of a processor.
[0033] According to embodiments of the present invention, a VMCS (e.g., VMCS
250) may include a first pointer (e.g., VAPIC pointer 252) to a first data structure
(e.g., virtual local APIC page 230) to be used in the virtualization of a local interrupt
controller (e.g., local interrupt controller 350) and a second pointer (e.g., PID pointer
254) to a second data structure (e.g., PID 240) to be used in the posting of interrupts
to a virtual processor. Virtualization of a local interrupt controller and posting of
interrupts to a virtual processor may each be implemented according to any known
approach, such that the resources of each VM may include one or more virtual
processors, each with a corresponding virtual local interrupt controller, such that
interrupts may be sent to each VM abstracted from system 100.

[0034] From within a VM, it may be desirable for guest software running in the VM
(to be referred to as a sending VM) to send a notification or interrupt to a different
VM, virtual processor, virtual device, or other target (any of which, for convenience
but without limitation, may be referred to as a target VM). An attempt to send a

notification or interrupt from a sending VM to a target VM may (e.g., based on
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controls set in a VMCS) cause a VM exit, which may provide for a VMM, hypervisor,
or other host software (each of which may be referred to as a VMM for convenience)
to intercept, assist with, and/or perform the sending of the notification/interrupt. To
avoid the overhead of the VM exit involved in this scenario, embodiments of the
present invention provide for an instruction (inter-VM-IPI) to be used by a guest
running in a sending VM to allow a notification/interrupt (an inter-VM interrupt) to be
sent to a target VM without causing a VM exit from the sending VM or other transfer
of control to a VMM or out of non-root mode.

[0035] Note that the name of the inter-VM-IPI instruction and the VMFUNC
instruction referred to below are provided merely for convenience, and embodiments
of the present invention may include such an instructions having any names desired.
In various embodiments, one or more variants of these instructions may be added to
an existing ISA as enhancements, extensions, leaves, or other variants of one or
more existing instructions or opcodes. Also note that a processor’s execution of
and/or response to an inter-VM-IPI instruction may also or instead be performed
(and/or possibly referred to below as an inter-VM-IPI operation or function) in
response to or in connection with other events (e.g., a write to or setting of bits of a
command, model-specific, or other register).

[0036] In various embodiments of the present invention, an inter-VM-IPI
instruction may be a leaf of the VMFUNC instruction or opcode that allows functions
provided to support virtualization to be called from within a VM, without causing a VM
exit. A first parameter associated with the VMFUNC instruction (e.g., the value in the
EAX register in a processor in the Intel® Core® Processor Family) may specify that
the function to be invoked is an inter-VM-IPI function (for example, the value of ‘1’ in
the EAX register may specify the inter-VM-IPI function, which may therefore be
referred to as VMFUNC(1)). A second parameter associated with the VMFUNC
instruction (e.g., the value in the ECX register in a processor in the Intel® Core®
Processor Family) may be used as a handle to specify the target VM, as further
described below. If the specified handle is invalid or does not exist, the VMFUNC(1)
instruction may result in a VM exit, a virtualization exception (without a VM exit), or
another known error handling approach.

[0037] The virtualization functionality and support described above may be

subject to any number and/or level of enablement controls. In an embodiment, a
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global virtualization control, (e.g., a designated bit in a designated control register in
storage unit 310) may be used to enable or disable the use of non-root mode. A
secondary controls activation control (e.g., a designated bit in a designated VM-
execution control field of the VMCS) may be used to enable a secondary level of
controls for execution in non-root mode. The secondary controls may include a VM
function enable control (e.g., a designated bit in a designated VM-execution control
field of the VMCS) that may be used to enable the use of the VMFUNC instruction.

A VMFUNC(1) control (e.g., a designated bit in a designated VM-function control
field of the VMCS) may be used to enable the use of inter-VM-IPIs. Note that in this
embodiment, the use of inter-VM-IPIs is not enabled unless all of the bits described
above are set.

[0038] Furthermore, note that processor 200 may be designed, configured, and/or
programmed such that the VMFUNC instruction, a particular leaf of the VMFUNC
instruction (e.g., leaf 1), and/or the inter-VM-IPI instruction may be executable from
one or more privilege levels. For example, processor 200 and/or a particular VM
may be configured (e.g., by a VMM) to allow an inter-VM-IPI instruction to be
executed, without causing a VM exit, from within a supervisor mode supported by the
processor (e.g., ring-0) and a user mode supported by the processor (e.g., ring-3).
[0039] In embodiments of the present invention, the value of the handle specified
by an inter-VM-IPI instruction may be used to find the desired target VM and other
information to be used to send the notification/interrupt to the target VM. In an
embodiment, the notification/interrupt may be sent according to a posted-interrupt
approach by using a table (e.g. inter-VM-IPI table 220) or other data structure stored
or to be stored in system memory 120. An inter-VM-IPI table may have any number
of entries, with each entry having a format including a handle field (e.g., handle field
224), a PID address field (e.g., PID address field 226), and a vector field (e.g., vector
field 228), each field of any size.

[0040] For example, handle field 224 may include 16 bits to store a handle value
to be used to as an entry number, address, index, pointer, or other locator of or to a
particular entry in the table such that a handle value specified by an inter-VM-IPI
instruction may be used by inter-VM-IPI lookup circuitry 332 to find the desired entry
in the table. PID address field 226 may include 58 bits to store an address of a PID
(e.g., PID 240), such that a PID to be used to post an interrupt to a target VM may be

-10 -
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found. Vector field 228 may include 8 bits to store a virtual interrupt vector
corresponding to the particular notification and/or interrupt to be sent to the target
VM.

[0041] Posting of an inter-VM interrupt may be performed according to any known
approach, including an approach using a PID. In an embodiment of the present
invention, a PID may be the size of a line of a cache accessible to processor 300,
and the address may be aligned to a cache line. For example, a PID may be 64
bytes, with an address having all zeroes in the six least significant bits, therefore PID
address field 226 may be used to store bits 63:6 of an address in the address space
of processor 300.

[0042] Software, such as a VMM, may allocate a PID for each virtual processor
that may be the target of an inter-VM-IPI. Each PID may have a format 400 as
illustrated in Figure 4, including fields 410, 420, 430, and 440.

[0043] Field 410 may include the lowest 32 bytes of a 64-byte PID to form a 256-
bit posted interrupt request register (pIRR). Each bit of the pIRR may correspond to
one of 256 virtual interrupt vectors for the virtual processor corresponding to the PID.
Each bit of the pIRR may be set to post an interrupt request for a corresponding
virtual interrupt vector (e.g., the virtual interrupt vector specified by vector field 228).
[0044] Field 420 may include three sub-fields 422, 424, and 426 to indicate
attributes of a notify event to be used to inform a VMM of pending posted interrupts.
In an embodiment, the event used to notify a VMM that posted interrupts are pending
may be a physical interrupt request to a physical processor. Therefore, using a
physical processor that may support over one hundred physical interrupts,
embodiments of the present invention may provide for over one hundred virtual
processors per physical processor.

[0045] Sub-field 422 (Dest-ID) may include 32 bits to identify the destination of
the interrupt request, which, for example, may be the local APIC for the physical
processor on which the virtual processor that is the target of the interrupt request is
running. The physical processor to which the target virtual processor has temporal
affinity may change as virtual processors are migrated, so this field may be
reprogrammed, by the VMM, with a new local APIC identifier in connection with a
migration for load balancing or any other reason. The physical processor to which a

target virtual processor has temporal affinity at any given time may be called the

-11 -
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“notify-processor” in this description, as it will be the physical processor to which a
notify event will be sent when there are pending posted-interrupts for that virtual
processor.

[0046] Sub-field 424 (DM) may include a single bit to indicate the mode for the
notify event. For example, in an embodiment where the notify event is a physical
interrupt, DM may indicate whether the value of Dest-ID should be interpreted as a
physical or a logical identifier. Sub-field 426 (Physical Vector) may include eight bits
to indicate the physical vector to be used for the notify event. When a notify event is
delivered to the VMM, the VMM may use the physical vector to determine which
virtual processor has pending posted interrupts in its PID. Therefore, embodiments
of the present invention provide for a single physical vector per virtual processor,
instead of a physical vector for each virtual interrupt.

[0047] Field 430 (Suppress or S) may include one bit to store a suppress flag to
indicate whether notify events are to be suppressed when posting interrupts to this
PID. Software, such as a VMM, may set this bit at any time to suppress notify
events, such as when the corresponding virtual processor is not running because it
is in the scheduler wait queue, waiting for one of its quanta of time to run. Field 440
(Pending or P) may include one bit to store a pending flag to indicate whether there
is a pending notify event for this PID that has not been serviced yet. If this flag is
already set at the time an interrupt request is posted, then there is no need to send
another notify event. This flag may be set by hardware when it sends a notify event,
and cleared by software as part of servicing the notify event.

[0048] Figure 5 illustrates method 500 for sending an inter-VM-IPI from a first VM
to a second VM according to an embodiment of the present invention. Although
method embodiments of the invention are not limited in this respect, reference may
be made to elements of Figures 1, 2, 3, and 4 to help describe the method
embodiment of Figure 5. Various portions of method 500 may be performed by
hardware, firmware, software, and/or a user of a system such as system 100.

[0049] In box 510 of method 500, a VMM may create one or more VMSs (including
a first VM and a second VM) on an information processing system (e.g., system
100). Any such VM may include one or more virtual processors, where each virtual
processor may be abstracted from a physical processor or physical processor core in

system 100. Embodiments of the present invention provide for an inter-VM-IPI to be
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sent from guest software being executed by a first virtual processor in any VM (e.g.,
the first VM) to a second virtual processor in any other VM (e.g., the second VM)
regardless of whether the first virtual processor and the second virtual processor are
abstracted from the same physical processor or physical processor core or from two
physical processors or physical processor cores in/on the same or different
integrated circuits, die, chips, substrates, or packages. Furthermore, embodiments
of the present invention may include posting of interrupts to virtual interrupt
controllers such that any such VM, virtual processor, and/or physical processor may
be involved in activity, power, and/or other state transitions and/or migrations without
losing or re-sending any pending inter-VM-IPls.

[0050] Creation of VMs may include, in boxes 512, 514, and 516 creation,
configuration, and/or programming of a VMCS, a vAPIC page, and a PID,
respectively, for each VM.

[0051] In box 520, an inter-VM-IPI table (e.g., inter-VM-IPI table 220) may be
created (e.g., by a VMM). In box 522, a particular handle value may be stored (e.g.,
by a VMM) in a handle field (e.g., handle field 224) of a particular entry in the inter-
VM-IPI table. In box 524, a particular PID address value corresponding to the
particular handle value may be stored (e.g., by a VMM) in a PID address field (e.g.,
PID address field 226) of the particular entry. In box 526, a particular virtual interrupt
vector value corresponding to the particular handle value may be stored (e.g., by a
VMM) in a vector field (e.g., vector field 226) of the particular entry. The particular
PID address value and the particular virtual interrupt vector value may be chosen to
provide for an inter-VM-IPI instruction specifying the particular handle value to post a
particular interrupt to a particular virtual processor.

[0052] In box 530, a particular instance of an inter-VM-IPI instruction (e.g., inter-
VM-IPI instruction 212) specifying the particular handle value may be issued by
guest software running in the first VM. In box 532, the particular instance of the
inter-VM-IPI instruction may be executed by a first virtual processor in the first VM.
Execution of the particular instance of the inter-VM-IPI instruction may include, in
box 534, finding (e.g., by inter-VM-IPI lookup circuitry 332) the particular entry in the
inter-VM-IPI table.

13-



WO 2017/123390 PCT/US2016/067849

[0053] In box 540, the PID address from the particular entry in the inter-VM-IPI
table is used (e.g., by interrupt posting circuitry 334) to find the particular PID (e.g.,
PID 240) to be used for the particular handle.

[0054] In box 550, a read-modify-write operation is initiated (e.g., by interrupt
posting circuitry 334) to PID 240. An atomic read-modify-write operation is used to
allow access to the PID by multiple sources, such as multiple instances of interrupt
circuitry 334 in processors, other interrupt posting hardware, and/or software such as
a VMM. In box 552, the cache line storing the PID is locked. In box 554, the pIRR
bit corresponding to the virtual interrupt vector from the particular entry is set (or, if
already set, it remains set).

[0055] In box 556, it is determined whether to generate a notify event. In one
embodiment, the determination is based on the values the Pending and Suppress
bits in the PID, as follows. If the Suppress flag is not set (i.e., the VMM has not
temporarily suppressed interrupt requests to this virtual processor) and the Pending
bit is not set (i.e., there is not already a notify event pending for this virtual
processor), it is determined that a notify event is to be sent, so method 500
continues to box 562. Otherwise, no notify event is to be sent, so method 500
continues to box 560.

[0056] In boxes 560 and 562, the Pending flag in this PID is set. From box 560,
method 500 continues to box 566, skipping the sending of a notify event.

[0057] From box 562, method 500 continues to box 564, in which a notify event is
sent to the destination specified by the Dest-ID and DM fields of this PID, using the
value in the Physical Vector field. For example, an interrupt message may be sent to
the local APIC specified by the Dest-ID and DM fields, the interrupt message
including the vector from the Physical Vector field.

[0058] In box 566, the cache line is unlocked. In box 568, the atomic read-
modify-write operation, begun in box 550, ends.

[0059] Note that boxes 532 through 568, inclusive, are performed by hardware
and/or control logic embedded in a processor in response to the processor receiving
an inter-VM-IPI instruction from guest software running on a VM, without causing a
VM exit and without transferring control of the processor to or otherwise invoking a
VMM.
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[0060] Therefore, a sending VM may send a notification/interrupt to a target VM
without a VM exit and without invoking a VMM. The delivery and/or injection of the
notification/interrupt to/into the target VM may be performed according to any known
approach. For example, the notify-processor for the target processor in the target
VM may, in response to a notify event, send an IPI by writing to the Interrupt
Command Register of the corresponding VAPIC page (e.g., VAPIC page 23) with a
vector corresponding to an inter-VM-IPI. If the target VM is active, the
notification/interrupt may be delivered directly to the target VM (without a VM exit or
invoking VMM) and without invoking a VMM. If the target VM is scheduled, the
notification/interrupt may be posted (without a VM exit or invoking VMM). If delivery
of interrupts to the target VM is blocked, the interrupt may be delivered by a VMM.
[0061] In various embodiments of the present invention, the method illustrated in
Figure 5 may be performed in a different order, with illustrated boxes combined or
omitted, with additional boxes added, or with a combination of reordered, combined,
omitted, or additional boxes. Furthermore, method embodiments of the present
invention are not limited to method 500 or variations thereof. Many other method
embodiments (as well as apparatus, system, and other embodiments) not described
herein are possible within the scope of the present invention. For example, errors in
the execution of an inter-VM-IPI instruction and/or in connection with an inter-VM-IPI
operation may cause a VM exit, a virtualization exception (without a VM exit), or be
handling according to any other known approach.

[0062] Embodiments or portions of embodiments of the present invention, as
described above, may be stored on any form of a machine-readable medium. For
example, all or part of method 500 may be embodied in software or firmware
instructions that are stored on a medium readable by a processor, which when
executed by a processor, cause the processor to execute an embodiment of the
present invention. Also, aspects of the present invention may be embodied in data
stored on a machine-readable medium, where the data represents a design or other
information usable to fabricate all or part of a processor or other component.

[0063] Thus, embodiments of an invention for interrupts between virtual machines
have been described. While certain embodiments have been described, and shown
in the accompanying drawings, it is to be understood that such embodiments are

merely illustrative and not restrictive of the broad invention, and that this invention
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not be limited to the specific constructions and arrangements shown and described,
since various other modifications may occur to those ordinarily skilled in the art upon
studying this disclosure. In an area of technology such as this, where growth is fast
and further advancements are not easily foreseen, the disclosed embodiments may
be readily modifiable in arrangement and detail as facilitated by enabling
technological advancements without departing from the principles of the present

disclosure or the scope of the accompanying claims.
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CLAIMS
What is claimed is:
1. A processor comprising:
an instruction unit, implemented at least partially in hardware of the processor,
to receive a first instruction to send an interrupt to a target virtual machine;
and
an execution unit, implemented at least partially in hardware, to execute the
first instruction on a sending virtual machine without exiting the sending
virtual machine, execution of the instruction to include using a handle
specified by the instruction to find a posted interrupt descriptor.

2. The processor of claim 1, wherein using the handle includes using the handle to
find an entry in a data structure, the entry having a first field in which to store an
address of the posted interrupt descriptor.

3. The processor of claim 2, the entry also having a second field in which to store an
interrupt vector corresponding to the interrupt to be sent to the target virtual
machine.

4. The processor of claim 2, wherein the execution unit includes lookup circuitry to
find the entry.

5. The processor of claim 4, wherein the execution unit also includes interrupt
posting circuitry to post the interrupt to the posted interrupt descriptor.

6. The processor of claim 1, wherein the first instruction is a leaf of a second
instruction, the second instruction to provide for a function to be performed on a
virtual machine without transferring control of the processor to a virtual machine
monitor.

7. A method comprising:

issuing, from guest software running on a sending virtual machine, an
instruction to send an interrupt to a target virtual machine; and

executing, without exiting the virtual machine, the instruction, including using a
handle specified by the instruction to find a posted interrupt descriptor.

8. The method of claim 7, wherein using the handle includes using the handle to find
an entry in a data structure, the entry having a first field in which to store an

address of the posted interrupt descriptor.
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9. The method of claim 8, the entry also having a second field in which to store an
interrupt vector corresponding to the interrupt to be sent to the target virtual
machine.

10. The method of claim 9, further comprising using the posted interrupt descriptor
to find a virtual interrupt controller to deliver the interrupt to the target virtual
machine.

11. The method of claim 10, further comprising delivering the interrupt directly,
without exiting the sending virtual machine, to the target virtual machine if the
target virtual machine is active.

12. The method of claim 10, further comprising posting the interrupt, without exiting
the sending virtual machine, if the target virtual machine in scheduled.

13. The method of claim 10, further comprising invoking a virtual machine monitor if
interrupt delivery to the target virtual machine is blocked.

14. A system comprising:

a system memory in which to store a first virtual machine control structure for
a sending virtual machine, a second virtual machine control structure for a
target virtual machine, and a posted interrupt descriptor; and

a first processor including:

an instruction unit, implemented at least partially in hardware of the
processor, to an receive a first instruction to send an interrupt to the
target virtual machine; and

an execution unit, implemented at least partially in hardware, to
execute the first instruction on the sending virtual machine without
causing a virtual machine exit, execution of the instruction to include
using a handle specified by the instruction to find the posted
interrupt descriptor.

15. The system of claim 14, wherein using the handle includes using the handle to
find an entry in a data structure to be stored in the system memory, the entry
having a first field in which to store an address of the posted interrupt descriptor.

16. The system of claim 15, the entry also having a second field in which to store an
interrupt vector corresponding to the interrupt to be sent to the target virtual
machine.

17. The system of claim 16, wherein the sending virtual machine includes a first

virtual processor abstracted from the first processor.
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18. The system of claim 17, further comprising a second processor, wherein the
target virtual machine includes a second virtual processor abstracted from the
second processor.

19. The system of claim 18, further comprising an interrupt controller, wherein the
target virtual machine includes a virtual interrupt controller abstracted from the
interrupt controller.

20. The system of claim 19, wherein the virtual interrupt controller is to deliver the

interrupt to the target virtual machine.
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FIGURE 3
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Processor 300

Storage Unit 310

Instruction Unit 320

inter-VM-IPI instruction 322

Execution Unit 330

inter-VM-IPI table lookup circuitry 332

interrupt posting circuitry 234

Control Unit 340

inter-VM-IP1 control 342

Local Interrupt Controller 350




PCT/US2016/067849

WO 2017/123390

4/5

\xJ

yey 92y OLp

00¥ 1010141088 (] 1dNJ1I81U}-Pa1SOd

v 34NOI4



PCT/US2016/067849

WO 2017/123390

5/5

aid puly vvS

*
Ao ojge) |di-WA-1elul pulj veg

uonesado ajum-AJIpow-pesl pus gog s
1 UOIONNSUL |dI-INA-181Ul BIND8XD gES

aul} 8YOBD HYI0jUN 996 x
t UOHONASUI [dI-NA-18IU BNSSt 0EG

JUBAS AJOU puUdS $9G x
4 J10100A Weiboid 9zg

Pey Buipuad 168 29G 3
sak ssaippe q|d weiboid pzg

»
Bey Buipuad 188 096 | €« sjpuey weiboid zzg

ou

»
digel {di-INA-181ul 81310 (29

}q YHid 188 1G5 3
4 SQld wesboid gig

oul} 340BI YO0] 2G5 4
4 SOldyA wesboid ¢1G

uoielado am-Alpow-pess Leis 9gs ¥
SSOWA welboud Z1g

%
SINA ®1e8i0 0LS

00G AOHL3IN
G 3dNoi4



INTERNATIONAL SEARCH REPORT International application No.
PCT/US2016/067849

A. CLASSIFICATION OF SUBJECT MATTER
GOGF 9/32(2006.01)i, GOGF 9/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOG6F 9/32; GOGF 12/10; GO6F 9/455; GO6F 13/24; GOGF 9/30

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal), Google Patents Engine & keywords: virtual machine, instruction, execute, table, interrupt

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y US 2015-0301947 A1 (INTEL CORPORATION) 22 October 2015 1-20
See paragraphs [0014]-[0017], [0021], [0027]; and figure 1.

Y CHENG-CHUN TU et al., “A Comprehensive Implementation and Evaluation of Dire 1-20
ct Interrupt Delivery.> In: VEE '15 Proceedings of the 11th ACM SIGPLAN/SIGO
PS International Conference on Virtual Execution Enviromments, Istanbul, Tu
ekey, 14-15 March 2015, pp. 1-15.
(http://compas.cs.stonybrook.edu/~mferdman/downloads.php/VEE15_Comprehensive
Implementation_and_Evaluation_of_Direct_Interrupt_Delivery.pdf)

See pages 1-15.

A US 2015-0058847 A1 (VMWARE, INC.) 26 February 2015 1-20
See paragraphs [0031]-[0047]; claims 1-7; and figures 2, 3.

A US 2015-0026678 A1 (HITACHI, LTD.) 22 January 2015 1-20
See paragraphs [0067]-[0101]; claims 1-7; and figures 5-8.

A US 2011-0219374 A1 (ERIC K. MANN) 08 September 2011 1-20
See paragraphs [0044]-[0054]; claims 1-10; and figures 3, 4.

. . . . N .
|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
24 March 2017 (24.03.2017) 24 March 2017 (24.03.2017)
Name and mailing address of the [SA/KR Authorized officer

International Application Division
Korean Intellectual Property Office CHIN, Sang Bum
189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Facsimile No. +82-42-481-8578 Telephone No. +82-42-481-8398

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2016/067849
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2015-0301947 Al 22/10/2015 CN 104798061 A 22/07/2015
GB 2523280 A 19/08/2015
US 2014-0173169 Al 19/06/2014
US 9098427 B2 04/08/2015
US 9298639 B2 29/03/2016
WO 2014-098979 Al 26/06/2014
US 2015-0058847 Al 26/02/2015 AU 2014-311461 Al 18/02/2016
AU 2014-311463 Al 18/02/2016
EP 3039539 Al 06/07/2016
EP 3039540 Al 06/07/2016
JP 2016-529613 A 23/09/2016
JP 2016-529614 A 23/09/2016
US 2015-0055499 Al 26/02/2015
US 2015-0058846 Al 26/02/2015
US 2015-0058861 Al 26/02/2015
US 2016-0162336 Al 09/06/2016
US 2016-0224370 Al 04/08/2016
US 9262198 B2 16/02/2016
US 9317318 B2 19/04/2016
US 9552216 B2 24/01/2017
WO 2015-031272 Al 05/03/2015
WO 2015-031274 Al 05/03/2015
WO 2015-031277 Al 05/03/2015
WO 2015-031279 Al 05/03/2015
US 2015-0026678 Al 22/01/2015 JP 2015-022553 A 02/02/2015
JP 6029550 B2 24/11/2016
US 2011-0219374 Al 08/09/2011 US 2007-0300218 Al 27/12/2007
US 7958506 B2 07/06/2011
US 8392918 B2 05/03/2013

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - wo-search-report
	Page 28 - wo-search-report

