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201 the network device monitors the dynamic IP address distributing
session, establishes and maintains the mapping table of the IP address
and the bridge port;

202  the network device extracts the ARP request, looks for said
mapping table according to the destination IP address in the ARP
request, and obtains the corresponding bridge port;

203  the network device unicasts said ARP request to said bridge
port.

(57) Abstract: A method and apparatus for realizing ARP
broadcasting limitation are provided. The method includes:
(a) a network device distributes the information of the
bridge port which a correlative message and a dynamic IP
address distributing request message enter according to the
dynamic IP address, establishes and maintains the mapping
table of the IP address and the bridge port, wherein said
mapping table of the IP address and the bridge port in-
cludes several pieces of mapping table records; (b) the net-
work device extracts the ARP request, looks for said map-
ping table according to the destination IP address in said
ARP request, and obtains the corresponding bridge port;
(c) the network device unicasts said ARP request to said
bridge port. The method and apparatus of the present in-
vention may realize the unicast of the ARP request and pre-
vent attack of a hacker effectively.
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HO41.12/56 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC
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IPC: HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
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Citation of document, with indication, where appropriate, of the relevant passages
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X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not
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“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim (S) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or
other means

“P” document published prior to the international filing date

but later than the priority date claimed

“T> later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person

skilled in the art

“& “document member of the same patent family
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