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PACKET MATCHING METHOD AND SYSTEM 

0001) This application claims the benefit of U.S. Provi 
sional Application No. 60/249701, filed Nov. 16, 2000, 
which is hereby incorporated by reference. 

BACKGROUND 

0002 Packet matching, which includes classification and 
forwarding, is a crucial function performed by Internet 
routers. Briefly, packet matching is concerned with the task 
of taking incoming packets to a router and determining how 
best to classify and how best to forward the packet based on 
the packets header. Matching is generally accomplished the 
Same way, namely the packet header is compared with a 
database, and the best match between the packet header and 
the entries of the database is found. The entries of the 
database may be classification rules, or they may be for 
warding addresses, but the general procedure is the same. 
Furthermore, the goals of classification and forwarding are 
the same, that is finding the best match between the packet 
header and the database entries as quickly as possible. 
0003. In current routers, the databases, such as rule 
databases, contain anywhere from tens to around one thou 
Sand rules. These rules generally reside in high Speed, Solid 
state memory such as Content Addressable Memory (CAM) 
that allows quick, parallel, comparisons between an incom 
ing packet and the contents of the memory. Today's most 
advanced routers can match up to around 10 million packets 
per second. While current solutions works well for rule 
databases of up to around one thousand rules, the current 
Solutions do not Scale up adequately for the requirements of 
next generation routers. 
0004 Next generation routers will maintain rule data 
bases containing 32,000 or more rules. The increased speed 
of these new routers will require packet matching Speeds of 
100 million or more packets per second. Power dissipation 
becomes a major problem at these speeds. A parallel Search 
of the databaseS requires that every bit of the memories upon 
which the databaseS reside be simultaneously accessed. This 
places excessive demands on the router's power distribution 
System, greatly complicating the layout and routing of the 
memory chips and printed circuit boards comprising the 
router, and Significantly taxing the cooling Systems 
employed by the router. Any conventional Solutions to these 
problems adversely impact the cost of the router. While a 
more linear Search can be performed on the databases, any 
reduction in parallelism adversely impacts the router's 
Speed, which is limited by the packet matching Speed. 
0005 Thus a need presently exists for a Packet Matching 
System and Method that can Satisfy the packet matching 
needs of future routers while avoiding the limitations of 
present matching Schemes. 

SUMMARY 

0006 By way of introduction, the preferred embodiments 
described below provide a Packet Matching Method and 
System. The Packet Matching System comprises an All 
Matching Rules Engine, a plurality of Best Matching Rules 
Sub-Engines, and a Collate Engine. The All Matching Rules 
Engine receives a packet header and Searches for at least one 
match for the packet header from among a set of Necessary 
Path Condition Rules. The Necessary Path Condition Rules 
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correspond to Sub-databases comprising Subsets of classifi 
cation rules or forwarding entries. The Best Matching Rules 
Sub-Engines comprise Searchable memory Such as Content 
Addressable Memory. The searchable memory stores the 
sub-databases. The Best Matching Rules Sub-Engines search 
only those Sub-databases corresponding to Necessary Path 
Condition Rules that match the packet header. Because the 
Sub-databases are much Smaller than the aggregation of all 
of the classification rules or forwarding entries, Searching 
the memory of the Sub-engines requires much less power 
than performing a Search on all of the classification rules. At 
the same time the Speed advantages of parallel Searching is 
preserved. The Collate Engine Selects the Single highest 
priority rule from the best matching rules indicated by the 
Best Matching Rules Sub-Engines. If there is no best match 
ing rule for the packet header the Collate Engine outputs a 
default value. 

0007. The Necessary Path Condition Rules and sub 
databases are extracted from a Hierarchical Subdivision 
Tree. The tree is constructed from the rule database through 
a recursive method that Subdivides the entries of the data 
base according to the bit values of each bit in each entry of 
the database. The Subdivision results in a tree comprising a 
root, a plurality of nodes, and a plurality of leaves, wherein 
the root, the nodes, and the leaves are interconnected by a 
plurality of branches. Each branch corresponds to a value of 
the bits of each of the entries of the rule database. Each leaf 
comprises a sub-database. Each Necessary Path Condition 
Rule corresponds to at least one Sub-database. Each Neces 
sary Path Condition Rule is comprised of the bit values 
asSociated with each traversed branch of the hierarchical 
subdivision tree while traversing the hierarchical Subdivi 
Sion tree from the root to the corresponding Sub-database. 
Rules may be inserted or deleted into the Hierarchical 
Subdivision Tree and the minimum and maximum number 
of rules per sub-database may be defined. The Hierarchical 
Subdivision Tree may be constructed for other types of 
databaseS Such as Forwarding Address Databases. 
0008. The foregoing paragraphs have been provided by 
way of general introduction, and they should not be used to 
narrow the Scope of the following claims. The preferred 
embodiments will now be described with reference to the 
attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 is a block diagram of a the Packet Matching 
System of the present invention. 
0010 FIGS. 2a-d illustrates a method of a preferred 
embodiment for organizing a rule database through the 
construction of a hierarchical Subdivision tree. 

0011 FIGS. 3a-b illustrates a method of a preferred 
embodiment for reducing a plurality of Sub-databases in a 
hierarchical Subdivision tree. 

DETAILED DESCRIPTION OF THE 
PRESENTLY PREFERRED EMBODIMENTS 

0012 Turning now to the drawings, FIG. 1 illustrates a 
preferred embodiment of the Packet Matching System 10 of 
the present invention. The Packet Matching System accepts 
as input a packet header and produces as an output a best 
matching rule. If there is no best matching rule for a packet 
header, the Packet Matching System 10 outputs a default 
value. 
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0013 AS used herein, the term “matching rule' is 
intended broadly to encompass matching classification rules 
as well as matching forwarding entries. Furthermore the 
terms “classification rules”, “forwarding entries', and 
“matching rules' are herein referred to interchangeably. For 
example, when referring to classification rules, it is also 
understood that a reference is being made to forwarding 
entries. Additionally the term “rules” is intended broadly to 
encompass classification rules as well as forwarding entries. 

0.014. The Packet Matching System 10 comprises an All 
Matching Rules Engine (AMRE) 100, a plurality of Best 
Matching Rules sub-Engines (BMRSE) 102, and a Collate 
Engine 104. The AMRE 100 takes as input a packet header 
and compares the packet header to a set of Necessary Path 
Condition Rules (NPCR). Necessary Path Condition Rules 
will be discussed in detail below. The result of the compari 
Son defines a Subset of classification rules to be Searched in 
order to find a best matching rule. Subsets of matching rules 
are grouped together as Sub-databases. Sub-databases will 
be discussed in detail below. 

0015 Each of the BMRSE 102 comprise at least one 
Sub-database. Each of the Sub-databases comprising the 
BMRSE 102 corresponds to a Necessary Path Condition 
Rule of the AMRE 100. Thus, only sub-databases corre 
sponding to Necessary Path Condition Rules that match with 
the incoming packet header are Searched for a best matching 
rule. Furthermore each Sub-database contains only a frac 
tional Subset of the entire database. 

0016. The Collate Engine 104 selects a single best match 
ing rule from the outputs of the Best Matching Rules 
sub-Engines 102. Generally, if more than one BMRSE 
produces a best matching rule, the Collate Engine 104 
Simply chooses the best matching rule with the highest 
priority. All classification rules have a priority associated 
with them. Otherwise, if only one BMRSE produces a best 
matching rule, that rule alone is indicated by the Collate 
Engine 104 as the best matching rule. Selecting a rule based 
on its priority is analogous to finding the highest priority 
element in a set. One preferred method implemented by the 
present invention to prioritize the classification rules is to 
organize the entries in the Sub-databases in the Best Match 
ing Rules Sub-Engines 102 according to their cost. Those 
rules with the lowest cost will be considered to have a higher 
priority than those with a higher cost. The Collate Engine 
204 then selects the highest priority rule of the set of all best 
matching rules. The practice and implementation of Such 
Searches are well understood by those skilled in the art. 
ASSigning priorities is a common task performed by System 
administrators. For prefix matching, longer matching pre 
fixes have a higher priority than Shorter matching prefixes. 

0017. The physical implementation of the AMRE 100 
and the BMRE 102 requires the ability to store and quickly 
search the Necessary Path Condition Rules of the AMRE 
100 and the sub-databases of the BMRE 102. Any storage 
medium capable of Storing data Structures for rule matching 
and efficiently Searching rules may be used for Storage and 
searching of the Necessary Path Condition Rules and Sub 
databases. Preferably, the AMRE 100 and each Best Match 
ing Rules sub-Engine 102 comprise a Content Addressable 
Memory (CAM). CAMs allow the quick storage and parallel 
Search and retrieval of their memory contents and are well 
understood by those skilled in the art. Alternatively the 
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AMRE 100 and Best Matching Rules sub-Engines 102 may 
comprise various memory technologies Such as DRAM and 
SRAM. Additionally, these and other storage and search 
technologies may be used alone or in combination. It is 
advantageous to reduce the number of memories, or memory 
elements, Searched per incoming packet. The greater the size 
of the Search the greater the power requirements of this, or 
any, classification System. 
0018. During a best matching rule search for a packet 
header the entire contents of the AMRE CAM is searched. 
This occurs for each and every incoming packet. The CAM 
however need only be able to store a small fraction of bits 
in comparison to the total number of bits comprising all of 
the classification rules. This is because, as will detailed 
below, the number of Necessary Path Condition Rules is a 
fraction of the number of classification rules. 

0019. Thus, providing a database of classification rules 
and the method described below to create a plurality of 
sub-databases of classification rules, the Necessary Path 
Condition Rules comprising the memory contents of the 
AMRE memory are Searched against the packet header to 
determine which Sub-databases to Search. 

0020. Once it is determined which databases to search, 
only the Best Matching Rules Sub-Engines comprising the 
databases determined to be Searched participate in Searching 
for the best matching rule. Thus, whereby in the prior art, at 
best, reduces the number of rules that must be searched on 
average for each and every packet classification to around 
50% of the total number of rules, the present invention 
typically performs a hierarchical Search on only a very Small 
fraction of the plurality of classification rules thereby Sig 
nificantly reducing the power requirements of the entire 
Search. Additionally, all Searching is done in parallel thereby 
retaining the same Speed advantages of the Searching meth 
ods of the prior art. Occasionally, there might be Some 
packets for which all of the BMRSE must participate in the 
Search, however this is Statistically quite rare and even with 
these full Searches large power Savings are realized on 
average. As a result the present invention yields a power 
Savings of at least around 90% on average over the prior art. 
0021 Finally, once the best matching rules are found, the 
Collate Engine 104 is used to select the best matching rule 
as described above. 

0022 AS previously mentioned, each BMRSE comprises 
a searchable memory such as a CAM and each CAM 
comprises at least one Sub-database. Due to the granularity 
of the CAM, more than one sub-database typically resides 
on each BMRSE CAM. 

0023. Also, as is well understood by those skilled in the 
art, the memory technologies discussed above may be physi 
cally Separate memories residing on Separate chips, they 
may be separate chips integrated within a Single package, 
they may be separate memories residing on the same Semi 
conductor chip, or they may manifest themselves as logi 
cally Separate memories while residing physically on the 
Same memory. Many other memory implementations and 
architectures may be used and Such memories and architec 
tures are well understood by those skilled in the art. The key 
requirement among all of these implementations however is 
that a Subset of all of the memory contents may be searched 
while not Searching the remaining contents. 
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ORGANIZING THE RULE DATABASE 

0024. A method to organize the plurality of classification 
rules comprising the rule database will now be discussed. 
The method involves the creation of a Hierarchical Subdi 
vision Tree (HST). The HST is created via a recursive 
algorithm that works on the bits of the classification rules 
and stops when either all of the bits have been examined or 
the rules have been divided into sufficiently small sub-rule 
Sets, or Sub-databases. The HST comprises a single root 
marking the Start of the tree, a plurality of nodes, and a 
plurality of leaves. The root, nodes and leaves are intercon 
nected by a plurality of branches. As will be shown, each 
branch corresponds to a bit value of the bits comprising the 
plurality of classification rules. The leaves correspond to 
endpoints of the HST, and as will be shown, the contents of 
the leaves comprise the Sub-databases. The nodes provide 
interSection points for the branches. 
0.025 In the presently preferred embodiment, there is one 
unique path from the root of the HST, through the nodes, via 
the branches, to each leaf. While traversing each path, the 
bits corresponding to each branch traversed comprises the 
bits in each Necessary Path Condition Rule of the plurality 
of Necessary Path Condition Rules that comprise the AMRE 
100. 

0.026 Turning now to FIGS. 2a-d the construction of an 
exemplary hierarchical Subdivision tree is described. FIG. 
2a shows a rule database 200 comprising N=16 rules, each 
rule comprising W=5 bits, wherein each bit has a value of 
“0”, “1” or “X”. In practice there may be tens of thousand 
of rules in the rule database, and each rule may have 
hundreds of bits. A larger Sub-database will result in a larger 
HST with more nodes, branches, and leaves, but the steps to 
create the HST are identical. Prior to building the HST a 
threshold is set. In this example the threshold is T=3. The 
threshold defines the maximum number of rules per Sub 
database. 

0027. In FIG.2b three nodes 202,204, 206 connected by 
three branches labeled 'O', '1', and X’ are created. This 
level is the CurrentBit=0 level meaning that any nodes 
created are the result of examining the first bit (bit 0) of 
every rule F in the rule database 200. Rules where bit 0 
equals zero, that is F(CurrentBit)=0, comprise the node 
connected via the branch O. Rules where bit 0 equals “1, 
that is F(CurrentBit)='1', comprise the node connected via 
the branch 1. And rules where bit 0 equals X, that is 
R(CurrentBit)='X' comprise the node connected via the 
branch X. 

0028. Thus, FIG.2b shows three nodes: node 202 com 
prising six rules, all of which F(CurrentBit=0) equals 0, 
node 204 comprising four rules, all of which F(CurrentBit= 
0) equals “1, and node 206 comprising six rules, all of 
which F(CurrentBit=0) equal X. Accordingly, node 202 is 
connected to it’s parent 200, also the root, via a 'O' branch, 
node 204 is connected to its parent 200 via a '1' branch, and 
node 206 is connected to its parent 200 via an “X” branch. 
0029. It is noted from FIG.2b that each ending node 202, 
204 and 206 has more than T=3 rules. Since T=3 represents 
the maximum number of rules per Sub-database, and as it 
stands in FIG. 2b, each ending node has more than three 
rules, the HST must be further divided into additional nodes 
to reduce the number of rules per ending node. 
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0030 FIG. 2c shows the evolution of the HST for the 
second bit of the classification rules, F(CurrentBit=1). Each 
of the nodes 202, 204 and 206 can spawn up to three 
additional nodes connected by branches denoted 0, 1, or 
X. Examining node 202 of FIG. 2b it is noted that the 
second bit of each rule is either a '0' or a '1'. Accordingly, 
nodes 208 and 210 are created. Node 208, connected by a '0' 
branch comprises four rules, each of which has F(Current 
Bit=1)='0'. Node 210 comprises two rules connected by 
branch 1, each rule obeying F(CurrentBit=1)='1'. Simi 
larly, nodes 212 and 214 are created from their parent node 
204. And nodes 216, 218 and 220 are created from their 
parent node 206. Note that node 206 spawns three children 
connected by branches '0', '1', and 'X' since F(CurrentBit= 
1) have all three values. 
0031) Next, upon examining nodes 208-220 of FIG.2c it 
is noted that node 208 comprises four rules. Since T=3, and 
4>3, node 208 must be subdivided once again. Nodes 
210-220 all have less than or equal to three rules. Therefore 
no more subdivision is necessary and nodes 210-220 can be 
considered leaves, and their contents Sub-databases. 
0032 FIG. 2d illustrates yet another recursive pass in the 
formation of the HST. Here only node 208 is operated upon 
to create nodes 222, 224 and 226 connected to their parent 
node 208 via branches 0, 1, and 'X' respectively. As can 
be seen, the comparison of F(CurrentBit=2) for the rules in 
node 208 yields rule Subsets comprising less than or equal to 
T=3 rules. Thus, all of the rules of the original rule database 
200 have been Sub-divided into Sub-databases, the contents 
of which are found in leaves 222-226, 212-220, of less than 
or equal to T=3 rules and a complete HST has been created 
via the recursive algorithm. 
0033. In summary, the recursive algorithm used to create 
the HST comprises the following steps: 

0034) 1) Providing a rule database comprising a 
plurality of rules Feach of length. W bits, let T=maxi 
mum number of rules per Sub-database; 

0035) 2) CurrentBit=0; 
0036) 3) Subdivide the rule database into sub-rule 
sets according to F(CurrentBit) 

0037 4) For each sub-rule set: 
0038 a) if the number of rules F in each sub-rule 
Sets T, then the Sub-rule Set is a Sub-database and 
no more operations should be performed on the 
Sub-rule Set, else 

0039 b) CurrentBit=CurrentBit--1, subdivide 
each Sub-rule Set comprising a number of rules 
F>T into additional Sub-rule Sets according to 
F(CurrentBit), and repeat Step 4 until step 4a is 
satisfied for all sub-rule sets, or all bits F(Current 
Bit=W) have been examined. 

0040. The Necessary Path Condition Rules are extracted 
from the HST by traversing a path from the root of the HST 
to each leaf of the HST and noting the value of each branch 
traversed. The Necessary Path Condition Rules comprise all 
of the values of the each traversed branch plus don’t care 
bits, X, in order to ensure that the number of bits of the 
Necessary Path Condition Rules equal the number of bits of 
the rules. 
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0041 Turning to FIG. 2d, there are eight leafs, repre 
Senting eight Sub-databases, and thus there are eight Nec 
essary Path Condition Rules. Thus, the NPCR for the 
database of leaf 224 is “001XX' Since branch 'O' between 
root 200 and node 202 is traversed, branch '0' between 
nodes 202 and 208 is traversed, and branch '1' between node 
208 and leaf 224 is traversed. The Necessary Path Condition 
Rules for the exemplary database of FIG.2a are thus shown 
in Table 1 below. 

TABLE 1. 

Corresponding Sub-Database Rules in sub 
NPCR (See annotations on FIG. 2d) database 

OOOXX 222 OOO11 
OO1XX 224 OO111 
OOXXX 226 OOXXO 

OOX1X 
1OXXX 212 10101 
11XXX 214 11OXO 

11011 
111OO 

XOXXX 216 XOX11 
X1XXX 218 X1OX1 

X1XX1 
XX1X1 

XXXXX 22O XXO1O 
XXXX1 

0042. It is noted then that in constructing the HST, each 
Sub-database comprises a set of up to T classification rules, 
and each classification rule is a member of exactly one 
Sub-database. 

REDUCING THE NUMBER OF 
SUB-DATABASES AND NPCR 

0043. The number of NPCR entries in the All Matching 
Rules Engine can be reduced, along with the number of 
Sub-rule databases, via a rule merging technique called Rule 
Subset Hoisting. Through Rule Subset Hoisting, Subsets of 
rules comprising a Sub-database having less than a number 
Ti of rules are merged to create a new Sub-database having 
greater than T rules but less than T rules. 
0044 FIGS. 3a-b illustrates the Rule Subset Hoisting 
method. The exact number of rules, their bit lengths, the 
number of nodes, leaves, branches and the like, along with 
the number of iterations of the recursive HST algorithm 
required to complete the HST of FIG. 3a is unimportant to 
this example. 

004.5 FIG. 3a shows a section of an HST with sixteen 
leaves shown. The leaves contain a number indicating the 
number of rules per leaf, or sub-database. The root and the 
nodes contain no number. In this example, T=20 and T= 
T/3=6. As such, all leaves contain less than or equal to T=20 
rules. 

0.046 Looking closely at FIG. 3a it is seen that leaves 
300,302,304,306, 308, and 310 comprise 2, 5, 3, 3, 2, and 
5 rules per Sub-database, respectively. AS was already noted, 
T=6 So these rules are all below the minimum number 
defined for this HST. 

0047 These rules are “hoisted” up to their parents. For 
example, sub-rule set 300 is hoisted to it’s parent 316. 
Sub-rule sets 304 and 306 are hoisted up to their parent 312, 
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producing a new sub-rule set of 3+3=6 rules in node 312. 
Sub-rule sets 302 and 308 are hoisted up to parent 314 to 
form a Subset of 5+2=7 rules, and Sub-rule set 310 is hoisted 
up to node 318. 
0048. The merging continues recursively until all Sub 
databases have hoisted up as far in the tree as possible. For 
example, after the first hoisting, Sub-rule Set 316 comprises 
two rules. Thus sub-rule set 316 is hoisted to it’s parent node 
318 which comprises 5 rules from the hoisting of node 310. 
Therefore, node 318 comprises 7 rules as shown in FIG. 3b 
from the merging of sub-rule sets 300, and 310. Since 7 is 
greater than T and less than or equal to T, no more 
hoisting is required. Similarly, the 6 rules of node 312 are 
greater that T and no more hoisting is required. 
0049. Thus, through the foregoing description of Rule 
Subset Hoisting, the sixteen sub-databases of FIG. 3a have 
been reduced to thirteen Sub-databases. In Sum, Rule Subset 
Hoisting can be described via the following Steps: 

1) Define Ti-T3. 
2) For all leaves (nodes) with NumberOfRules.<T 
hoist rules up to their respective parent node. 
3) If the parent nodes still do not have T rules, repeat 
step 2. 

INSERTING AND DELETING RULES 

0050. With a complete understanding of how to create an 
HST, and how to merge sub-databases within an HST, 
inserting and deleting rules can easily be understood. When 
a rule F is added to the plurality of rules of the rule database, 
a path in the HST is followed, via the appropriate branches 
given each F(CurrentBit), to the corresponding Sub-rule set, 
and F is added to that Sub-rule set. If the addition to the 
Sub-rule Set causes the number of rules to exceed T, the 
Sub-rule set is further Subdivided as described above until 
the Sub-rule Sets have less than or equal to T rules. Merging 
as described above may then be performed on the Sub-rule 
SetS. 

0051 When deleting a rule, some sub-rule sets may fall 
below Ti and the merging operation of Rule Subset 
Hoisting as described above may be performed to increase 
the minimum number of rules resident in each Sub-database. 

0052 Thus, algorithms to organize a rule database have 
been disclosed and illustrated in detail. While specific 
examples have been given, those skilled in the art will 
recognize that many variations and adaptation of the current 
algorithms may be made while Still remaining within the 
Scope of the present invention. 

MEMORY COMPLEXITY 

0053 As already discussed, the All Matching Rules 
Engine and Best Matching Rules Sub-Engines comprise 
memories Such as CAMs. In the case of the AMRE, the 
CAM holds a set of Necessary Path Condition Rules. In the 
case of the BMRSE the CAMS hold Sub-databases, wherein 
the Sub-databases comprise Sets of rules. Because the 
CAMs, or any other Suitable memory devices, are actual 
physical device, memory complexity must be considered. 
0054) The AMRE holds the Necessary Path Condition 
Rules and as Such must be large enough to hold all of the 
NPCR. The number of NPCR equals N/T. So for T= min in 

T/3, the number of NPCR equals 3N/T. Thus for N=64K, 
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W=256, T=48, the number of NPCR is 4K and the CAM 
holding the NPCR must have a capacity of 4K256 bits, or 
1Mbit (128 kilobytes). 
0055. It is advantageous for the each BMRSE to hold 
only a Single database in a single CAM. This, once again, is 
because the Smaller number of bits Searched per packet 
classification, the lower the average power requirements per 
classification. Via the hierarchical classification Search 
detailed above, Sub-databases comprising only a fraction of 
the total number of classification rules can quickly be 
identified for searching via the AMRE. However, due to 
physical limitations when designing and constructing 
memories suitable for use in the BMRSE, it more than likely 
that the Such memories will be larger than what is required 
to hold T number of rules per Sub-database. As a conse 
quence, each BMRSE typically holds more than one sub 
database. It is therefore advantageous to group the Sub 
databases residing in the BMRSE such that concurrent 
activation of more than one BMRSE is minimized. 

0056. A presently preferred method of determining the 
placement of Sub-databases within the BMRSE involves a 
heuristic search combined with a probabilistic search. It 
should be noted however that while it is advantageous to use 
these two Search methods in combination, either of these 
methods can be used alone with satisfactory results. Both 
methods first require the creation of the Sub-databases and 
NPCR. 

0057 The heuristic search comprises finding and group 
ing together all NPCR that could simultaneously match for 
a given packet header. For example, given a first exemplary 
NPCR OX110X1 and 0111XX1 there are two packet headers 
that match both first NPCR, namely 0111010 and 0111001. 
Given a second exemplary NPCR 0XX1011 and OXX1XX1 
there are much more than two packet headers that match the 
second exemplary NPCR. The heuristic search involves 
basic logic operations, the details of which are well under 
stood by those skilled in the art. 
0.058 So, the heuristic search groups NPCR that may all 
match for a particular packet header. However, the prob 
ability of a match varies for the NPCR. For example, the 
probability of a simultaneous match for the Second exem 
plary NPCR above is higher than that for the first exemplary 
NPCR due to the fact that there are many more packet 
headers that can match the second NPCR than the first. Thus 
the probabilistic method is utilized to fine tune how the 
NPCR, and thus the sub-databases, should be grouped. 
0059. The probabilistic method comprises randomly gen 
erating valid packet headers, presenting a multiplicity of 
these packet headers to the AMRE, all along keeping Sta 
tistics of how often and which Sub-rule databases associated 
with the NPCR are concurrently searched for each packet 
header. After numerous packets, the Statistics reveal that 
Some Sub-databases are more likely to need to be concur 
rently searched than others. The placement of the Sub 
databases is then done Such that those Sub-databases more 
likely to be concurrently Searched are Stored within the same 
memory comprising a BMRSE. Additionally, before storing 
of the Sub-databases within the BMRSE the Sub-database 
entries are Sorted according to their priority. 

0060 Packet header generation devices and associated 
equipment and methods to monitor Said packets, including 
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Statistical techniques to analyze the results of classifying 
Said packets, are widely used and well understood by those 
skilled in the art. 

0061 While the disclosed methods still may yield 
memory placement of Sub-databases that cause all BMRSE 
to be Searched for an occasional packet header, this condi 
tion is Statistically very unlikely. AS Such, Statistically, only 
a single, or only a very small number of BMRSE need to be 
Searched for an incoming packet and thus, Statistically the 
average power requirements to classify a packet is kept 
extremely low. 

ADDITIONAL OPTIMIZATIONS, ADVANTAGES 
AND MODIFICATIONS 

0062) Throughout the above discussions, the methods 
discussed herein were directed to organizing rule databases 
and the like into data structures optimized for T number of 
rules per Sub-database. In addition to the foregoing methods, 
additional optimization methods will be discussed below, 
and these optimization may be applied alone or in conjunc 
tion with any of the other methods discussed herein. 
0063. Other algorithms may be used in conjunction with 
those discussed to better optimize the Storage consumed by 
the data Structures. For example, Hierarchical Intelligent 
Cuttings may be applied to the HST structure and Sub 
databases to further decrease the Storage requirements of the 
System. Via Hierarchical Intelligent Cuttings the Storage 
requirements of each Sub-database can be reduced to a 
number S, wherein S is measured in units of bytes per rule, 
or equivalent. Furthermore, S may be different for each 
sub-database. Cross Producting or Recursive Flow Classi 
fication may also be used either alone or in combination with 
each other or Hierarchical Intelligent Cuttings. These and 
other algorithms Suitable for decreasing Storage require 
ments are well understood by those skilled in the art. 
Hierarchical Intelligent Cuttings, CroSS Producting, and 
Recursive Flow Classifications are discussed in the follow 
ing papers which are hereby incorporated by reference: 
“Packet Classification on Multiple Fields,” Pankaj Gupta 
and Nick McKeown, Proc. Sigcomm, Computer Communi 
cation Review, vol. 29, no. 4, pp. 147-60, September 1999, 
Harvard University; “Packet Classification using Hierarchi 
cal Intelligent Cuttings,” Pankaj Gupta and Nick McKeown, 
Proc. Hot Interconnects VII, August 99, Stanford Univer 
sity; “Fast and Scalable Layer 4 Switching,” V. Srinivasan, 
G. Varghese, S. Suri and M. Waldvogel, Presented at ACM 
Sigcomm98. 

0064. Yet another optimization that can be implemented 
in addition to those described is directed to average power 
dissipation. This method creates an HST structure and 
Sub-database placement Such that average power dissipation 
for the Packet Matching System is kept below a number P. 
whereby P is measured in units of power such as Watts. For 
this optimization an HST as described above is created, the 
Sub-databases are placed via the methods above, and the 
Packet Matching System is tested either by actual use in a 
network or via the above described packet generation equip 
ment. During testing, average power dissipation, P, is 
monitored. If PaP, the HST is further subdivided or 
merged to create a new HST, the Sub-databases placed, and 
the matching System tested once again for P. This process 
is repeated until P-P. 
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0065. Finally, it should be noted that while the HST was 
subdivided according to bits 0, 1, and 'X', other Subdi 
Vision criteria may be incorporated with those discussed. For 
example, Selected nodes may be Subdivided according to 
examining groups of bits rather than Single bits. 

PREFIX MATCHING 

0.066 The systems and methods described above are 
easily adapted to work on databases containing entries other 
than classification rules. For example, a forwarding prefix 
database, comprising a plurality of next hop addresses given 
a packet header, can easily be organized via an HST, the 
equivalent of Necessary Path Condition Rules extracted 
from the HST, and the forwarding prefix database Subdi 
Vided into a plurality of forwarding prefix Sub-databases. 
The HST is generated exactly as described above. The 
equivalent of NPCR and the Sub-databases are stored in the 
AMRE and the BMRSE exactly as described above. Packet 
headers are input into the and a Search for a best match 
among the database entries is performed exactly as 
described above. 

CONCLUSION 

0067. The foregoing detailed description has discussed 
only a few of the many forms that this invention can take. 
For this reason, the detailed description is intended by way 
of illustration and not limitation. It is only the following 
claims, including all equivalents, that are intended to define 
the Scope of this invention. 

What is claimed is: 
1. A Packet Matching method, the method comprising: 
(a) providing a Rule Database comprising a plurality of 

classification rules, and providing a packet comprising 
a packet header to be classified; 

(b) creating a plurality of Sub-databases from the plurality 
of classification rules in the Rule Database; 

(c) creating a plurality of Necessary Path Condition Rules 
wherein each Necessary Path Condition Rule corre 
sponds to a Sub-database; 

(d) determining which Sub-databases to Search, Said deter 
mining further comprising comparing at least Some of 
the packet header to the plurality of Necessary Path 
Condition Rules; 

(e) searching the Sub-databases determined in Step (d) for 
best matching classification rules, and 

(f) Selecting the best matching classification rule. 
2. The invention of claim 1 wherein the Searching in (e) 

comprises Searching in parallel. 
3. The invention of claim 1 further comprising: 
(g) providing an additional packet to be classified; and 
(h) matching the additional packet according to steps (d), 

(e), and (f). 
4. The invention of claim 1 wherein the Sub-databases 

comprise at least T/3 classification rules, and wherein the 
Sub-databases further comprise up to T classification rules. 

5. A method for organizing a Rule Database, the method 
comprising: 
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(a) providing a Rule Database comprising a plurality of N 
classification rules, each classification rule comprising 
W bits, wherein each bit of the W bits has a value 
Selected from the group consisting of 0, 1, and X; 

(b) constructing a hierarchical Subdivision tree, compris 
ing a single root, a plurality of nodes, and a plurality of 
leaves, wherein the root, the nodes, and the leaves are 
interconnected by a plurality of branches, wherein each 
branch corresponds to a value of a bit of the W bits of 
at least some of the plurality of the N classification 
rules, and 

(c) creating a plurality of Sub-databases Such that travers 
ing, via at least Some of the branches, any path from the 
root of the hierarchical Subdivision tree through at least 
Some of the interconnected nodes to a leaf of the 
plurality of leaves will lead to a Sub-database, wherein 
each Sub-database comprises a Subset of up to T clas 
sification rules of the plurality of N classification rules, 
and wherein each of the plurality of the N classification 
rules is a member of exactly one Sub-database. 

6. The invention of claim 5 wherein each Sub-database 
further comprises a Subset of at least T classification rules 
of the plurality of N classification rules. 

7. The invention of claim 6 wherein T is less than or 
equal to T/3. 

8. The invention of claims 5, 6, or 7 further comprising 
creating a plurality of Necessary Path Condition Rules 
wherein each of the Necessary Path Condition Rules corre 
sponds to a Sub-database, and wherein each of the Necessary 
Path Condition Rules of the plurality of the Necessary Path 
Condition Rules is comprised of the bit values associated 
with each traversed branch of the hierarchical Subdivision 
tree while traversing the hierarchical subdivision tree from 
the root to the corresponding exactly one Sub-database. 

9. The invention of claim 5 wherein N is at least around 
10,000. 

10. The invention of claim 5 wherein W is at least around 
32. 

11. The invention of claim 5 further comprising inserting 
an additional rule to a Sub-database. 

12. The invention of claim 5 further comprising deleting 
an existing rule from a Sub-database. 

13. A Packet Matching System, the System comprising: 

an All Matching Rules Engine capable of receiving a 
packet header; 

a plurality of Best Matching Rules Sub-Engines coupled 
to Said All Matching Rules Engine; and 

a Collate Engine coupled to said Best Matching Rules 
Sub-Engines. 

14. The invention of claim 13 wherein said All Matching 
Rules Engine further comprises a memory comprising a Set 
of Necessary Path Condition Rules. 

15. The invention of claim 14 wherein said memory 
comprises at least one of the following memories: CAM, 
DRAM, SRAM. 

16. The invention of claim 14 wherein each of the 
plurality of said Best Matching Rules sub-Engines further 
comprises a memory, Said memory comprising at least one 
Sub-database, each Said at least one Sub-database corre 
sponding to said Necessary Path Condition Rules. 
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17. The invention of claim 16 wherein said memory 
comprises at least one of the following memories: CAM, 
DRAM, SRAM. 

18. The invention of claim 16 wherein said at least one 
Sub-database comprises a plurality of rules. 

19. The invention of claim 16 wherein said at least one 
Sub-database comprises a plurality of forwarding entries. 

20. The invention of claim 14 wherein said plurality of 
Best Matching Rules Sub-Engines further comprises a plu 
rality of Sub-databases, wherein each Sub-database of Said 
plurality of Sub-databases corresponds to one of Said Nec 
essary Path Condition Rules, wherein said plurality of 
Sub-databases are distributed among Said plurality of Best 
Matching Rules Sub-Engines Such that concurrent activation 
of more than one Best Matching Rules sub-Engine of said 
plurality of Sub-Engines is minimized. 

21. A Packet Matching System comprising: 
means for creating a plurality of Sub-databases from a 

plurality of rules, 
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means for determining which Sub-databases to Search 
given a packet, 

means for finding best rule matches among the deter 
mined Sub-databases for the packet; and 

means for Selecting the highest priority best matching rule 
from among the found best rule matches. 

22. The invention of claim 21 wherein said means for 
creating further comprises an optimizing means for creating 
the plurality of Sub-databaseS Such that power dissipation is 
less than P. 

23. The invention of claim 21 wherein said means for 
creating further comprises an optimizing means for creating 
the plurality of Sub-databaseS Such that Storage requirements 
of each Sub-database of the plurality of Sub-databases is leSS 
than S. 


