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201 Acquiring a first packet, the first packet being obtained
according to a service packet and comprising an address
table, the service packet being a packet requiring value added
services processing, the address table comprising the IP
address and forwarding address of the value added services
device, and the value added services device being located on
the service path of the service packet

202 Modifying the target IP address of the first packet
according to the address in the first entry of the address table,
and deleting the first entry from the address table to obtain a
second packet

203 Forwarding the second packet according to the target IP
address of the second packet

(57) Abstract: The present invention relates to the field of communications,
particularly to a packet forwarding method and device, the method compris-
ing: a stream distribution point or a value added services device acquires a
first packet, the first packet being obtained according to a service packet and
comprising an address table, the address table comprising the IP address and
forwarding address of the value added services device, and the forwarding
address being an address in the last entry of the address table; the value added
services device is located on the service path of the service packet; modifying
the target IP address of the first packet according to the address in the first
entry of the address table, and deleting the first entry from the address table
to obtain a second packet; and forwarding the second packet according to the
target IP address of the second packet. The present invention specifies a value
added services device, so as to avoid transmitting a packet to an irrelevant
value added services device while conducting value added services pro-
cessing on the packet, further avoiding waste of capacity of the value added
services device.
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(VARSI S SRIITIRY 4530 SC AT 8 R 2530 AR 5 A T, AR Tl 8- i 1K
RNV SRR 1, IR PR S B0 A% 1 A & B M 45 V& (KRR, HRARR A i/ 11
RO BRI R T &ML 5 B4 TP Hukik 1.1.1.10, 11111, 11112 BL& 1.1.1.13, {&
BITIRM 5% B A% b B S5 — B 55 B 4% IR o 7 00 BLRREE R 07 2, WIBTR i 23
B TR R MRS 2.2.2.2, AR5, A AT AHROCA bR, K BTl 55 BB 45 1
£ (1 1P M BEARYE Bl 45 0% 1 o & DY 45 B & (AR IR P 210 In S ik ke
K FITR B Se H b  In 2 P i i B E SR R B — 00, A3 20UR TP Uy 11,11, HAY TP 3
bk 2222, #aAEE (11110, 1.1.1.11, 1.1.1.12, 1.1.1.13, 2.2.2.2) F5E—#H3C.

AR HTE RS, S TR TR, K AT bR AR S AT ROR, BRI,
ik bkl AT 2 R B

307 iR gy R AR BTk H bk 2 i 5 — b b A O IR SR — SR H I TP
Hukik, AR PRI R I, 43BN L.

HARRUL, Pk & sURSE rid bbb R 0 58— b iy 1P kil REPTiRol 5% 2647
TR — NG A5 B4 1 1P bk, ASSOITIR SR — SO B 1P Huhik, FHAHBRBTA 35—
RO BTR MR S I, A2 RO

B FRIIBF, PR — ORI Mk 1,111, HIW IP #hiikh 2.222, #%



10

15

20

25

WO 2015/100751 PCT/CN2014/070184
10

W AER Y (1.1.1.10, 1.1.1.11, 1.1.1.12, 1.1.1.13, 22.2.2) . WHEASEH, Frik
W RS FTRE— WO B K TP Mkl 2.2.2.2 0Oy kbl R A 58—, B
1.1.1.10, JFAFTRsb it HiER 1.1.1.10, 32058 4R, Pridss RS 1P Huhik
1.1.1.1, HEJIP Hsk2y 1.1.1.10, #ar b0y (1.1.1.11, 1.1.1.12, 1.1.1.13, 2.2.2.2) ,

308+ JITRVAL A R U BT 55 — RS0 H ¥ IP Mk R ik 58 — L.

FARKRYE, W AT 3RS0 H G TP bk A Bl 55 8% 4% Hh i 8 — AN IR 55
B TP S, AP IR BRI 23 R s T IR 5 ARSI IE S T ML 2% B A T ) B —
AN 55 B 4% o

RS 306, 307 F1 308 ALK 2 HHUBER 201, 202 F1 203 (ARSI

AR IR ST, SR R RGBS R R 5 RS S AL R AR 45 B A Y
IP btk LA B e R ik iR k2, REAEHE BT I b 45 4 SR IR IR 25 AF I IR 45 8% 72 g 384
BV eas, SEHL T AEXS T b 55 40 SCHEAT B ARV 55 A FR A (RN, BE SRt i il ol 4543 50
RILLE KR DI 55 Be 4%, TR RE G 7 X MBI 45 B & B TR 2 I HL, FRIRSY
AR I RS R, B T ARSI E ML S ek B A DL S5 AR |
AL A A ]

Wkl 4 proR, FEARIE S — A T, K 2 Fros i o7k I E L 5 & AT
I, Pk 7k B AR DAL HE:

401 MRV S5 B A SRR — R0, TSR SCRRIAS R 20, prakl
SRS RIS AL B R S, iR S — R oCEAE I EE R, Prd b R AR
UL 1P M BE DL R et i BBV 55 B4 A T BT b S8R SOk %5 2 4%

JIT I e s bk oy ik bk 2 A e fm — S R bk o S PR bk B e R R —
LIS, TR RE D IR e A b, RXAME T, A HEE S5 B TP MLk

JITR BV 55 Ve AR U — R OC, BT LI B 70 A s R IR ISR — 4R 3C, B
s b B MY 25 VA8 AR BB — L

LI 1 BRIl 4 42 1 i, 45 s 1 e DO L 45 1 4 13a-13d, T
RIEAE MY 45 % 13a-13d (1) 1P Motk 4y 504 1.1.1.10, 1.1.1.11, 1.1.1.12 BL R 1.1.1.13. %t
THIEM S B 13a Skyl, BTl 8 — 4R OCn] LU TR AL 70 R mURE T, U5 TP Mk oAy
1.1.1.1, HARYIP #ubkh 1.1.1.10, #Aarftihbh (1.1.1.11, 1.1.1.12, 1.1.1.13, 2.2.2.2)
RS, Homh, FriddhbR P 11,111, 1.1.1.12, 1.1.1.13 N384 45 1 1P Hhik,
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2.2.2.2 N RHAL,
402, FTIRIGAEN 55 1 25 4T BT IR 58 — R SCHEAT BEE b 45 Ab 3, 45 B AL PE IS 12—

H T REE Y 5% B & (0 ZE D) B s RSO T I (R 45 A 2, [RI B, BTk e 5%
BWRTEHRBIFTR S — WG, W PTR S —WOCAT I 55 A 2, 13 B A5 5 —
W PTIRALEE S B2 —HOCH B 1 1P bk AT ik 58 5 B 25 —H SO B 1 1P Hi kA
HuhE A [ o

403 JITIRHE Y 55 B0 A% MR BTk AL B IS 1R 3 — RS I B R 0 B — b iy kA8
DT AL FE S 13— S B 0 TP bk, B TR A B S 1) 3 — ST b b R 2R —
T, 49305 W,

FEARSE R — A2 A, TR L 55 % 4 0 1P Ml A2, 5 LLTR Y
V%1% 13a R, UPTR TR 45 5% 13a Y EIUE IP #hdikoh 1.1.1.1, HIY IP
HUhESh 11110, #EAFRHIERSA (11111, 1.1.1.12, 1.1.1.13, 2.2.2.2) FISB—305,
BN PR 5 — RS I ED L 55 A S, A3 3RS AR —ISCR B 1P bkl
HhERAAR, WPER 403 Hh, BTk G(EY 55 B0 13a 4 ik b 3 5 1R 58— RSO H I 1P
Hihk 1.1 110 B0y Prid s iR R s — 30, BRI 1111, IR sk 5 58— 0,
BBk bk 2 B 1.1.1.11, 433058 “HR0C, Pk s —HRSCHYE 1P Hikikh 1.1.1.1,
FE TP bk oy 111,11, ity (1.1.1.12, 1.1.1.13, 2.2.2.2) .

TEARSHEBI o — AT 2, TR RS Tk M bk 2 A R 3G (b 2% T
[ 1P Huhik oA, Bl bk 38 o O QR A ki — iy, AP ER 403 . BT
AT S5 RS — 4R SRR R B A — 350, W) IR B b 5% A A M Bk T I A 3L £
WO ER, AR RIFTRSE WS, B, MATIR RS ik (L 55 %
# 13d AIEAE PS5 B4 13¢ FWCHIAR SO, T 38 —4ROCHIYR 1P sty 1.1.1.1, HW
IP Mk 1.1.1.13, MihbERoh (22.22) , RUALIS RIS —RSCHIUE IP sk, HE IP
HibE A HE R AR, W55 13d TR BE R55 —ROSCH B i) 1P ik A%
$0,2.2.2.2, JRRHUIER TR 2.2.22 MR, MR 2.2.22 J5, @ ITRAL BSOS R OC
IR O 2%, HEDL A s 13d BE— D MIRR ATkt 22, 753058 —HSC. opt
(K1 28 — RS AN U R RS

404 PR BGAE b 5% A AR I 55 ARSI H I TP M Bk S iR 5 4R
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FE— A Sl 77 3R, Bk B 4% ¥ % 13a AR 3R BTk 45 3RS0 H I TP Ak 1.1.1.11
¥ BT I 35 —ROCRIB LA HRE L % 1 % 13D

FE—A g Arh, BRI 45 %4 13d MRIEATAR S S BI¥ 1P Hidk
2222 ¥R FTIA S R,

BRI 401, 403 A1 404 532 E 2 PR 201, 202 Fi1 203 [ H ARSI,

ARSI s TR G A 55 B BB 23 R s B b BRI 55 A R IE IR B —
ST, HRA I 5 — RSO P 5 B HE R T B8 — R SR A 4 A (Y 550 4% B
AT HE e, B M BE R S T R B 55 & I 08, REME AT AT Tk 4 SCHEAT Y B
S AC TR FIIN,  38E o I IR SR AL ASAHIC BB 5% e &, JEIfT 38R 0 T R IS B 5%
WA HE TR R

A SEIRAS R Y S _E 3R T, AR I SE T FR AL T — R R AR SRR 500,
W 5 7R, Prid e BALE SR — SRR 501, BTt 502 M AL 503,

PR 55— AR 501 H TSRO — 00, Tl 5 — RS AR 541 303 2 11,
JITIA b 8- SOk TR BB A5 AL BE AR S, Pl S — Wor e iEth bR, fridth bk R s
BEEN SR TP Mk DL R B R, i SR MY 55 B & A T B adolb 55 4R SC b 55
1t k.

PR AE A B 502 FT TR BTk i bk 2 (9 56— I b (R S 5B iR 55— RS H
IP bk, MIBRATRHIIER IS —I0, £330 WL,

IR A 503 FH TR Bk 58 — SO B W IP Huhk 4% R Pk 58 — e,

IR IR 501, EEURE 502 R A AEEE 503 73 A T HAT R 201, 202
LK 203, BEARThRE, 125K 2 HCHRR.

TEAR B — AN S T, 2 TR e AR SO IR B AL 73 R i, il 6 Jios, T
RAEE 500 ARG FMUEHL 601 A% —ZREUE R 602,

P B 601 F B TR b 5531 30
P 5 — SRS HL602 H] T B i SRHL B i b 5530 S P Jeg PR Lk 5 iR L S5 b iR AR

Y e il 25 SR FERE TR b 55 30 SCINL 55 B8 4%, FTadalk 55 R A5 B R G (b 55 Ve 46 (1) 1
H; REUITIRNY 55 B 42 IR EAE Y 55 B & I IPH ML s DLSGREUITIR B et ik %
btk Ay A b 45 4S9 E TP IR SR IR AL 43 R s TP b o

PV 56— 3RO He 501 HAR AL 08 Brid S B e e A M 53RO It i 2, £ BT
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TR IE R ARSI BT IR b 55 R AR R S (M 25 e g 1) TP MLk, AEPTIA AR A
IS 0T IR bR, A4S B PTIRSE R SC

B0, FriRdeE 500 AR AL 603, Al TAERESRMCR, Pridsh —3k
WU 602 AR i b 45 bR RERER I b 510 SCARINE 55 B8 A2 ELAG . ARAE ITadol 55 bR
HEIRPTIR S — A 603 Pl SIS, 13 BIPTIR S5- Ui bn R P e R Sk, 3
PTiR SEms HH ANL 55 B8 4 s Tl SRS R A 18 22/ TSmO A R 55 b iR, b
S AR DL S R T IR NG AR s BT o — SRS 602 ZRH T ik % A ik B 45 DA N AE
B FREUITR SIS T R R TS A PTR L R T A OIR BT S, R TR R
(¥ 1P ALV Brid e sttt s LARRERBTIR Sems o (86 57 3, B prid e ki 08 E
BRI, R BTRNE SR SO A TP 3t bk AT D Bk % bk

DML, BRI IR AR 604, T AAEMUTR, TR 55
BRI 7 BB BT R 8 (0 55 B35 AR IRIK P SIS, Binad 5 3R EURE e 602 ZREX ATk,
SR AR P AL 25 B A ) TP ML IE A AR IR AR AR IR I 18 55 3 45 (14
FEAE Y 55 B & BIBR VRO DY GBI 55 Ve 26 0 TP S, Il et 3R A A SR A 5 1 4
MV 55 BEA 1R TP i IEATE (b 55 P28 AOBR URRIR R AR

FEA ) T3 — S0 R, PR AR SR B B 55 A i, sl 7 By
e FTERCEIC AR AL BRI 701, Brd S — RO E 501 BAR ] Fbont o A i sli b
BRI MY 55 B AR TR R

P A AR 701 H Xt Brid 55— 4R SCHEAT MR 55 Ab 3, A5 2 AL F (155 — R0,
JITIR AL S 1) 58— ST B TP btk AR 1k 38 5 i 38— SC IV H K TP ki Fi s b
KA

P B i e 502 HAR R T, AR Fr i Ab PHLR )58 — IR SC A IR AR 58— b Y3k
HEAB R BTR AL RS 3 — RSO H G 1P kb, BRI Ak B 1 58— SR ST i b ik 3 11
T, ARRIPTIEA S R

FEA ) 73— S, PR AR SO B I (B 55 L I, R g
SRR 501 SRR SR — IR SCAYM LR A RS (E ML 55 e 26 1 TP Ml 2%, RIPT ik
stk A — 00 b st o Fee it i, I T 502 Fook H TR o
TR AL P S — TR ST b2 5 — I B B B AS O AR RS S R OC H B TP
Huht, MIERATIR AL R B ROt R, RRIPTA S IR
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AR BH F % S ) e S AR AR A ML 55 B A 1 1P Mkl LA R
(Kot bk R A58 —FROC, TR IR SR — R SCHATIE SR 258 — 00, AR5 IR TR EE — 4R
SO, SR TR REEME S B (W E s BEME AT PR 4R SCUEAT MY B 55 b B RT3 Af
W TR AR SR IA LS AHH IR I M 55 0 4%, 0 i JBE B T 0 I b 55 1 4% e T IROVR B o

AR A SRR HE T — P RIS E 800, FTiREEE I LR SRR 1
FHURSS 25, BUE R A, PSS AT RS, AR A AR S0 JFART ST s A
RSIRRR 2 . el 8 Tzn, ik %EE 800 4.

A FEES (P processor)810, MAFHEEII(FIL: communications interface)820, f7fif
P(HEL: memory)830, LLZE 840,

AbFRES 810, WAEHEI 820, f7fifds 830 it M4k 840 HEATAHH AL ML

WAEHN 820, M T 54MEMTE . E— iy, ks 820 AT
SEHBA 11, BE S 13 S5, By, pridii s 820 4
FHW R 12, BB A3 13 0. BEE 0 820 nT LLHDBIOR 2%, FUIBUR %%,
TR A IHAT B A A S B, Sl R A A LU /N Ren ik (JE3C: small
form-factor pluggable transceiver, 4i5: SFP) WK 2s (FL3C: transceiver) , Hi5m/Nds
A4k (FE3C: enhanced small form-factor pluggable, 455: SFP+) /K 2e8k 10 & Ly
ANBPREFTHER (JE3C: 10 Gigabit small form-factor pluggable, 4i’5: XFP) Wk #s. H
e A% T B BUR M (530 : Ethernet) M 26482 145 il (3 3C: network interface controller,
5. NIC). LEMURET LR TCE Mgt N5 Hlgs (3E3C: wireless network interface
controller, #i'5: WNIC). MfEH: M 820 W LAMGEZ M1, HlUn@FEH D 820
LEZ NP NCE IR

AbTESS 810, HTHATRERE 832,

Hopth, 7 832 il UAARER P, ATk R p RS AR SR ER 4

ALFEZE 810 FIRESE P AL P2 (JL 3. central processing unit, 4i%5: CPU), I&
L MM (JE3C: application-specific integrated circuit, 4i’5: ASIC).

14525 830, F TAZIBUREIT 832, f71#2% 830 W LILIG 5 K MEAZ 2% (JE3L: volatile
memory), BIHIBEHLAZIAZ ESS (JE32: random-access memory, 4i5: RAM); f£fik%s
830 M n] LIEAEAE S R MEAEA5 2% (JE3C: non-volatile memory), H4 HiSi/£ k28 (FEL:
read-only memory, #i%5: ROMD, RINAEfE#AT (330 flash memory), AL (H3C: hard
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disk drive, #i’5: HDD) skl &4 (J£3C: solid-state drive, 45: SSD); f#fifi#% 830
ER] LLASE FIR MR AR A G o

AbTEFS 810 FH T A Pk A2 s HH MRS 832, MRAEFE T 832 PUUTEl 2, Kl 3 BiKl 4
PN 773, O I B I8 1 5 R BTk 58 — R 30,

AR T AR 5 AT LA S I I S A P 4 0 43 20 BT LI A R
SEMG W] DUE SRR Pk b e A KRB 58 i, ik AR 7wl LAAE Al T R SEHLR] 1L
B R, BIRERBIRAERE AN BT Lo LSt e, A BOR .

UA_b BTk AN A A i B RS A ST JFAS FH DARRARIA R B, NLAEA R I IR s )2 7
FHERT RS SRS, Sl NS AR HR R .
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BURIEER

L. — MRS ITVE, HREAE T, B

ARBUE— 4RI, Pk s — R OSCRRIE SR SCAF BN, Pl 5541 300 75 ZE b
FRCERAIIRIC, ik s — R oCO R hbRR, Frd it GRS (ML 55 B A TPHLIE DL K
B, P e bt Ay i MU E 3R B 5 — TR b i s TR B (B 55 B A A T
NSV TN Sl o

R I i s 11k 3 B B8 — 00 AR A TSR B8 — R SCHT H RIPHEIE, IR T 3 sl
R — I, AFRH R

PRI BT IR 28 — 400 B TPHUIE S & ATid 28 4R C.

2. WRIEBCHERITIA R T7E, HRFEE T, IR ik i K Sdr, ik sk
W AROCZAT, iR T EIC AR

RPN | & S

AR 554 3T Je F b 253t L 25 bR IR

FRAE BT I S5 R SRBUIT IR 25 0SB 45 B8 4, Fridolb 55 B A0 B R B AR 551
#HIFA:

AREUITIR MY 55 B8 AR P IR 55 e a8 TP IE ;s DA

SRIUITIR e b, BTl B e bk A BFado b 454 SCIRS E (TP - 1k BB R 73 R mi 9
IPHiLIL .

3. RPN ZESR2PTA R T7i5E, HARFIEAE T, TR sRBCE — R

0 TRV S5 AR SR I 32, A6 T i 0k 2 P AR s I Ik b 55 B A o B 3G (Y 55
WA HIIPHILIE, A6 TR MR A B 5 — IS I P 6 A ik, A3 2Tk 28— 4R 00

4. WRAEBCRZSR2 8B IR R 1%, AR T

JIT IR RS FT 3 b 55 PREREIT I M 55 4R SC RV 55 B8 A2 A0 65 AR TRl 25 bR iR
ARG, 15 B PrAb SFRR RITJE g, BRI I S L 55 5 A i g
ROSER D — IR, RIS AR SR IR, M55 BAR DL R e 7 R B K R s

PR AR IR e S M b A L MR R A SREUITIR FEms H A9 R T, ik e
RI7 AR AT A, W TR TS A s TP HEBE AR Ay i e A L hE s DL R SRER 3T ik S s
R R TR, 2 PTIR  07 O BLAR R KT A, R T IR A S5 R SO H RYTPHBIEAE Ay
JITIR e R L

5. MRAERCMER2 24T B — BRI 7575, AR T
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4 BT IR G (b 55 Ve 1) P 51 0 458 B s M AR 550 26 (AR IR P 21 S BT ik SR B P ik
Mk 55 A2 P RS (MY 55 B0 A% TP I B AR MR R AR AR IR SRI P 18 M 55 i A (1 B
MV 45 BRSBTS A M 55 2% TP HE I, T I IS 3 1 A AN R I FR BBV 451
o (RT3t bk RS (MY 25 B2 % A AR TR R G R s B

3R JT SR HEAEL Y 45 V4 1R ) A PR A M 28 1 4% (RTP U IE (R PP S0 B, Tk 3
WIS B A2 b (R (B D 2% V8 TP B B0 45 . LB ATk 55 e A2 P R T ik 1
MV 55 B TP L o

6 MRIEBCRER BB 57k, FHFIEAE T, Prik vk gk 55 s & AT, prid
AREUH — R SC RS

ooy e s s b BRIE (MY 55 B R IR T IR 5 — R 3L

7. RPN ESROFTIR I 7%, HAFILAE T, Prid ke tods.

XTI SR — IR SCHEAT MY A5 B A AL B, AR BIAL B R SR 3R 3C, Frid b 35 15
IR SCH) H TP A It R B R 5 — R SCH H TP AE AT Ik RAH ]

8 MRIEBANERTFTAR R 71k, HAFEAE T, Pridfe 20 —RoCtds.

AR B AR 2 (3 55— 3R SC A3t bk 2R 3 55— I A3t bk A o B iR Ak PR 2R — i
SCI¥H RTPHtE, R P IR AL B R ISR AR R SR I SRR R R

O MRIEBANERSFTR R 7 ik, LR T, =P bR b 88 (Rl 55 B % TP
Wb A A, PR AR 2 TR AR AR SR

AR B AR 2 (3 55— 3R SC A3t bk 2R 3 55— I A3t bk A o B iR Ak PR 2R — i
SCI¥H ROTPHiE, SR P id AR B SR — ISR AESR, A5 B PTIRSE —RSC.

10, —MERRSCRIAE, HUREE T, B,

PRI, I TERUCE R0, Prid S R OSCRARIL ST IR 2, Fridk
SRR SO0 R B (R ST AL B AR SC, Pk s — R OC AR R, prid st it R R )
GBI TPHIE LS R e bk, il S bk Sy BTk M bk 3 (¥ 05 5 — Tt b b ks ik
BEAE Y 55 B2 A T ik 55 1R SC Y 55 42 L

iy, AR B id ik R AR 50— I P (R L BE 4B BT IR B IR SO B TP
hb, BRIERFTIR IR R AR — T, A3 BIEE AR

BeRAE Y, AL TARYE Bk 5 —ARSC H TP IE e A BTk 2 — 03

11 IRAEBCHIZSRI0PTE R E, AP T, Pridde it A i o e 2 — 55
UL
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P BSOS H ] i B il 55405 5

I 5 AR U HR T BRI b 5530 S BT Jes b 25U b 55 Uik 1R AR il
SR R RE BT I 55 40 SC I 55 #5472, BTl 55 s A2 A B S (e 25 BE % 1R 32 815 3
Tk 55 AR P B 55 B8 FTPHILIE s DARSRIUIT IR e A ik, T B e bk DAy e
RMP S5 AR SCH H HITPI AR BB 70 A R A IPHIL AL .

12 ARIEBCRER 1Pk A, HAFILAE T, Prid s — SRR AR H]

N BT IR A LR 5540 ST It ik, A2 i b ik 3 i A n B ol 55 it
PP R B 55 B TP, 7R TR M hE 3R B J5 — JOUAS N i & e bk, 45 30 rid
WIS

13 HAEACHIZESR TS 0T IR AL E, JURHIEE T, Fridde et ifA i, H
TAHE ISR,

P 56 AR AR IS B il 55U b R AR T Ml 54RO L 55 B A A 4t AR BT
LS5 TR A TR BT AE R B b Ak 1) BT s, 15 B BT M 55 it b IR BT IR ) 5
W, BRI A P L 55 812 PR SR R AL i /D — I, ARSI AL Btk 550
PRl bS5 AR DL e 7 SRR LG AR 5

FITIR 58 — ZREUA RAR X T ik 5 A i B0 4% B MR A SRIUIT IR S b (1) 5 A5
o AP R T7 A ORI T7 N, A BTR L A R I IPHE AR D BTk e it ik LK
SRR S P B KT 3, B PTIR 7 FO8 BB R T I, R Bl 55 4R SCH) H
(RITPHiL EAE Ay B ik e A bt o

14, RPEBAER N R IBHPERE TR SEE, HRIEE T, Pridde BEIE A5
AR, M T AE BT AR, IR R R A RS R I 1 B (MY 55 B A% X TP R AT 1Y
(ELMD 550 2 (KA R 0 R AR 5

2 BT IR G (b 55 Ve 1) P 51 B4 sk AR 55 B0 36 (AR IR A PP SIS BTk 2 — 3R
FRTTAREUIT IR MY 5% BR A2 0 R AV 55 e # FTP B L LG . AR it SR IR SR ik b 5%
FEAR TP R B 55 B8 F AR O B AR M 55 VA& TP, T I Lt 38 A AN e I
FEHEED 55 T 2 (TP I RGP 5530 4 AR IR R R R o

15, IRIEBCRIERI10TR RIAE, HAFAEAE T, 25 RO HAR F TR 7
s BRI 55 B AR M PTIR 5 —R 3C

16, MR ZRISPriR R E, HAFIEAE T, Pride et

ALBRAEE, TR TR o AROCHEA T (BN 55 5 AL B, AR RIAR TR 5 RO,
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P it A T 5 S — RS B TPk Ak 36 5 BTl 5 — SO B TP R R bk AH
[l

17, MRAEACHZ R 16 TR A E, HARESE T, Irid BB LA T

AR T IR b T 5 0 2 — R ST bk 3 B0 38— I P B A 5T A S D5 — 4R
SCEY E RIIPHBIE, R I A B 5 58— R SRR 3 — 30, 33Tk 58 — .

18 MR ER1TPTR WA E, HAFEAE T, SR bk = b A 55 a8 1
IPHUIE A I, s cp s RAA T

AR T IR b T 5 0 2 — R ST bk 3 B0 38— I P B A 5T A S D5 — 4R
SCEY E RIIPHBE, AN TR A0 3 5 5 — ROl 2R, AR TR AR — L.

19, — ML RIMSCHIEE, HRHEE T, BB, WERD, FAMHRTRL,
Horb, PrRACERS, TR AT HE ORI AR A 25 A TR S A T TR R

IR AE it ot TAE AT e

JITR b PR TV PR A A 28 T BT IR R, AR P B A T AR Sk 1-9+
FER—INR RIS, I PR s O R TR S RS,
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T K1 )
32
b B B 13e | P AR 4 13d
VAR AL [ 3 R 13a | 14 B4 13b

Y55 B 45 130

-

b 45 B 422

SRBCR R0, Pk — WSO RIS IR SR 2, ik

b 55 1S A T BRI S5 AL TR S, TR SE - SRoc iR | 201

NERE, PR ik R A FE A M 5% Y 2% A TP Ik DA KB e i it
o FTRIGAE MY 55 Ve g AL 1 il 5540 ST 55 #6412 I

|

R AR H I (35— TR b b B S B TR S — S e
(TPHLHE, TR BT HbRE R (5 — T, 515

202

4 203
T e T

K 2
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301

TR AR S RS, Foh, FRANL AR W BT |
M 4% A BB L

302
T Ny e N T
S5 Uk P TR BTl 4R B . 46
l 303
BRI A B AU AL S bR S B e, Bk |
b 26 B B (FL N 5 1 45 1 P 41

304

%ﬁﬁﬁﬁﬁﬁ@%ﬁﬂ%%%%%%ﬁ%%&%%mﬂm//r\

R VL4 % 5 ER b %4 S0 1 e o 305

|

FRBTR AP R SARIUE L, P HOSORAIR AT, 205

SSHICREIN, FrAS—HOCai bR, Pkl |

FEHADL 5 46 (0 L PHLAE LA SOt RO, BRI 5 %
R PT35S 5 B

307

P R RORE D M kR (1 36— U b B ik | ——
HiRSCHI HRIIPHLIE, IERPTA AR A — I, 152
Lo '

y 308

BTt & AR YE TR 28 RS B TP E R L FTIRZE |
TR

K3




WO 2015/100751 PCT/CN2014/070184

3/5

BN 25 B SRR —IROC, Pk s — R SCRARI L5510 ST
B, ikl 5540 S0k 7 BG5S AL BRI SC, - Prid o —ai
SCELERHBIERE, il i bk A0 KR ARV 55 Ve 4 AOTPHB IE LA K e
eyt PR B MY 55 BT T TR S5 R SR A5 A B

|

BIAEH A 5 R C

IV HEAEL 55 T 2 AR AR BT A 2L [ 58— 3R SC R L AER (1

o IERPTIR AL P 5 A2 — RSO RE R K 28— T, A3 250
R

FITd BEAE MV 55 15 2 AR U BT ik 28 48 SCI H RIIPHLhE 3 & i
R L
K 4
500
501
B—IREUR R
502
15 AR B
503
RIEREER
R CHIEEE

Kl 5

B0 B HBIEAZ IR AR B ) 2 — 3R SO H TPHBAL |

401

402

PITIR HEED 55 B 26 0 BT 20— IROCHAT HIED L 55 Ak 2, 13—

403

404



WO 2015/100751 PCT/CN2014/070184
4/5

— 500
603 604
e B A
Bk Bk
601
Bl e CoaETN L 602

501 l

AR

l 502

(LR

503
FIERIR

B RAR SO R L

Kl 6



WO 2015/100751 PCT/CN2014/070184
5/5
500
-
501
F—IRUE R
701
Ab PR AR
702
(g 8=
X l% 703
RIEREHR
R AR SO R E
Kl 7
'/ 800
RS T 42830
Kb g FEE832
810

I

{

I \

BEEL
840

I

BfE#EA
820

[ smmmne

K 8



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2014/070184

A. CLASSIFICATION OF SUBJECT MATTER

HO4L 12/741 (2013.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC: HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
CPRSABS; CNTXT; CNABS; VEN; WOTXT; CNKI: firewall, load w balancer, forward, IP w address, service w packet, intrusion w

detection, path, route, value w added w service, intrusion w prevention, anti w virus, address w list, process, sequence, in w turn

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 2013189272 A1 (HUAWEI TECH CO., LTD.), 27 December 2013 (27.12.2013), 1-19
claims 1 and 7, description, page 1, lines 15-17, and page 8, lines 7-12, and figures 2 and 5
A CN 103051629 A (HUAWEI TECHNOLOGIES CO., LTD.), 17 April 2013 (17.04.2013), 1-19
the whole document
A CN 101510845 A (BEIJING STAR-NET RUNIE NETWORKS TECHNOLOGY CO., 1-19
LTD.), 19 August 2009 (19.08.2009), the whole document
A CN 102769557 A (SHENZHEN GONGIJIN ELECTRONICS CO., LTD.), 07 November 1-19
2012 (07.11.2012), the whole document

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X” document of particular relevance; the claimed invention

cannot be considered novel or cannot be considered to involve

an inventive step when the document is taken alone

“Y” document of particular relevance; the claimed invention

cannot be considered to involve an inventive step when the

document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

11 September 2014 (11.09.2014)

Date of mailing of the international search report

28 September 2014 (28.09.2014)

Name and mailing address of the ISA/CN:
State Intellectual Property Office of the P. R. China
No. 6, Xitucheng Road, Jimengiao
Haidian District, Beijing 100088, China

Facsimile No.: (86-10) 62019451

Authorized officer

DENG, Lu
Telephone No.: (86-10) 62089138

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

. ) International application No.
Information on patent family members

PCT/CN2014/070184
Patent Documents referred Publication Date Patent Family Publication Date
in the Report
WO 2013189272 A1 27 December 2013 CN 103516610 A 15 January 2014
CN 103051629 A 17 April 2013 WO 2014101398 Al 03 July 2014
EP 2765751 Al 13 August 2014
US 2014177634 Al 26 June 2014
CN 101510845 A 19 August 2009 CN 101510845 B 10 October 2012
CN 102769557 A 07 November 2012 None

Form PCT/ISA/210 (patent family annex) (July 2009)



[ A 2R AR

[ b HiE 5

PCT/CN2014/070184

A ExlEaes
HO4L 12/741(2013.01) 1

2 B & R 26 (TPC) B [ I 42 [ 2K 70 SR TPC P b 70 2K

B. Hr 2R AT,

2R A AR BRBESCHR (BRI ) KRG )26 5)
HOAL

B AR 2R AU (1) o A I PR B SRR LA AP A 2R SRR

7 [E PR 28 i 2 R 10 FEL T R (B 2 28R, RO A &R CUn i D )
CPRSABS ;CNTXT ; CNABS ; VEN; WOTXT; CNKL : Bk B, MA#ISWIRS, #&, IPHuhb, Me&RSC, AW, Bz, B,
mENgS, NP, BiRs. #hhbR, A3, WP, &Ik, firewall, load w balancer, forward, IP w address

service w packet, intrusion w detection, path, route, value w added w service, intrusion w prev
anti w virus, address w list, process, sequence,in w turn

ention,

C. FHIR LA
2k Hx SIHSCHE, BER, IRWEASCBIE FHR AR ZE sk
X WO 2013189272 Al (HUAWET TECH CO LTD) 20134F 128 27H (2013 - 12 - 27) 1-19
AR BESR1IFNT, B BEIRHE15-174T, HE8WET-124T, E2F5
A CN 103051629 A (B AFHARFIRAT) 20135 48 17H (2013 - 04 - 17) 1-19
e
A CN 101510845 A (bR EMHIEMKIEREGMRAT) 20094 85 19H (2009 - 08 - 1-19
19)
e
A CN 102769557 A CEPITTILHEE TREMARAT) 20124 118 07H (2012 - 11 - 1-19
07)
e

WEZS e et

TR R

% FIHSCHRRIRAEIRA.
wpr ARG RN T A B — BORER M T
apr fEHEPRATIE H K 2R G AR FFEST AR E R

wgr BRERATE. MR BREBHADTT AT
wpr AT BT EFR BiE HEIR T ATZREEA B B SCfF

wp» TR PLSCACE RAGRUTEE B ST, SOOI 55— 5 SO I
%%@?ﬁ%%%ﬁ%ﬂﬁ@%%@ﬁﬁ%%%l#(WE%
‘l/ g

wpr EHIBHRMAMHZ FFAM. 5B, B
2 B e B R B A S5 SOPE

ayr BEAVRCHICH, BUREEZICH, NEERATH
BoouH s A B AT Bl i

wyr BPAVRREICH, HiZXHES 5 R EE 2 REE
HEH 45 0 ARG GO E T 2 R, 25K
A BA QEE

“g” [RIBEEMBTH

TRl B iz 2R S o 5 A ) H 341
20144 9H 11H

I e A 2R 1 45 1R 27 H 1
20145 9F 28H

LSA/CN] 48 F7 1 25 bk

AAE ARSI E B R A0 AR (ISA/CN)
LR TSR X H MR P kG655
100088 1 [H

HEHES (86-10)62019451

XS 1tk

iG585 (86-10) 62089138

& PCT/ISA/210 (3B2T) (200947 H)




B EErEE
ATREEHBER PCT/CN2014/070184
KB 2 R SR Wi k& F Wi
WO 2013189272 Al 20134 128 27H CN 103516610 A 20147F 18 15H
CN 103051629 A 20137 48 17H WO 2014101398 Al 20147F 7H 03H
EP 2765751 Al 20147F 8 13H
Us 2014177634 Al 20147F 67 26H
CN 101510845 A 20094 8H 19H CN 101510845 B 20124 108 10H
CN 102769557 A 20124F 118 07H T

F PCT/ISA/210 (HIEEFIMFE) (20094E7H)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report
	Page 29 - wo-search-report

