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COMPRISING AT LEAST ONE OF THE FOLLOWING: A TO-BE-
DOWNLOADED APPLICATION, A TO-BE-INSTALLED APPLICATION,

AND AN INSTALLED APPLICATION

5104 CONTROL A RIGHT OF THE APPLICATION ACCORDING TO THE
TRUST LEVEL AND A PRESET MONITORING POLICY

(57) Abstract: Disclosed are a method and an apparatus for controlling an application right. The method comprises: obtaining a trust
level of an application according to signature information of the application, the application comprising at least one of the following:
a to-be-downloaded application, a to-be-installed application, and an installed application; and controlling a right ot the application
according to the trust level and a preset monitoring policy. By means of the present invention, the problem that there is no security
system for controlling an application right in the prior art, and in a procedure that a mobile terminal downloads an application or
running an application, since the application has no explicit right, a huge security hidden trouble exists in the mobile terminal is
solved, and further provided is a secure and comprehensive method for monitoring an application right, so as to improve perform-
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<sysControlPermission>
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<trustLevel name="unApproved">
<permission name=" SEND_ SMS" />
<permission name=" CALL PHONE" />
<permission name="ACCESS INTERNET" />
<permission name="ACCESS _MESSAGE" />
<permission name=" ACCESS CONTACTS” />
<permission name=" ACCESS CALLLOG" />
<permission name=" ACCESS LOCATION" />
<permission name=" ACCESS_DEVICE INFO" />
<permission name="WIFI" />
<permission name=" BLUETOOTH” />
</trustLevel >

</sysControlPermission>

Hrr, sysControlPermission FREEAAFKIXAE RGBS HIRE; trustLevel AR2EAAEK
BUREEED, “unApproved fARARA T EFEMSE;  permission Fr2EAK T HAE
LT P IR IR SEND_SMS AR KXW EAE;  CALL_PHONE fURILITH
AR ; ACCESS_ INTERNET U3 M i & 17 M AR ; ACCESS_MESSAGE A& i
B9 O id 3 AUBR 5 ACCESS_CONTACTS U % 17 il Bt & A id 3 BLIR ;
ACCESS MESSAGE AR5 il B d AR s ACCESS CALLLOG A& ) 1] 18 1 i 3%
BLFR; ACCESS LOCATION U&7 AN AHBHEAL B (5 8 (5 GPS 524 UL K Fh ik &
£ BUFR; ACCESS DEVICE INFO 1) FHLAE SR (BFE IMEL. IMSI
CLEAHL 55D WIFL ARRATH wifi AT AR 4B R;  BLUETOOTH A3
I A A HE R R . ik, T DR T EEA A A R AR AT BB L
325 I JR R SRR A A2 AR BLT o

W 6 fizn, ZEEARI ARGV R IS RS FE R K, e s b
12 8602 22 1% S606:
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