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(57) Abstract: A tunneling-based mobility support
method and apparatus is provided which supports a
mobility of a mobile node in a heterogeneous net-
work regardless of IP versions (IPv4/IPv6). The
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/230 mobility support apparatus includes a load balancer,

a plurality of mobility support servers, and a plural-
ity of end routers each being TCP connected to
each of the mobility support servers. When receiv-
ing a tunnel establishment request message from the
mobile node, the load balancer selects one mobility
supports server from a plurality of mobility support
servers to control a mobility service for the mobile
node. The selected mobility support server selects a
plurality of tunnel end addresses of one end router
from the plurality of end routers to establish an IP
tunnel with the mobile node according to a prede-
termined criterion, forwards the tunnel establish-
ment request message to the end router, and sends
the mobile node a tunnel establishment response
message including the tunnel end address of the se-
lected end router.
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Description

TUNNELING-BASED MOBILITY SUPPORT EQUIPMENT AND

[2]

[3]

[4]

[5]

METHOD
Technical Field

The following description relates to a method and apparatus for supporting a mobility
of a mobile node and, more particularly, to a method and apparatus for supporting a
tunneling-based mobility for a mobile node which makes an access to a heterogeneous

Internet Protocol (IP) network.

Background Art

When an IPv4/IPv6 (Internet Protocol version 4/6) mobile node hands over to a new
network, the IPv4/IPv6 mobile node disconnects an old access network and connects to
a new access network to make a communication. A delay in a handover process may
result in a non-seamless service in interruption of a real-time service. Such a delay in a
handover process also occurs in a Mobile IPv6 (MIPv6). In MIPv6, if a mobile node
detects a new access point, layer 2 (L2) handover is performed and layer 3 (L3)
handover is then performed, a delay in a handover process is unavoidable.

To reduce the handover delay in MIPv6, IETF (Internet Engineering Task Force) has
proposed a fast handover for MIPv6 (FMIPv6). FMIPv6 performs layer 3 handover
prior to layer 2 handover, thereby minimizing the handover delay. However, since
FMIPv6 requires buffering a data traffic and signaling with a home agent, complexity
for a mobile node supporting FMUPV6 increases. Furthermore, in FMIPv6, an access
router only supports IPv6. However, since IPv6 and IPv4 networks still coexist, IPv4
also needs to be supported.

To support a handover to provide a seamless service in a heterogeneous network
including IPv6 and IPv4 networks, a mobility support system including an IPv6
mobility support server has been proposed. More specifically, an IPv6 mobile node
with multiple wireless interfaces establishes L2 protocol through each interface and es-
tablishes an active tunnel and a standby tunnel with the mobility support server. In this
case, the mobile node makes a communication through the active tunnel and, when
moving to another network, activates the standby tunnel to keep performing the com-
munication. In this case, L2 agreement with the new network has been performed and
known L3 information is used, thereby reducing the time period for L2 and L3
handover.

However, since each mobile node establishes active and standby tunnels with the
mobility support server in the mobility support system, a great amount of load may be

imposed on the mobility support server. Accordingly, the mobility support system may
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not deal in a flexible manner with an increased number of subscriber mobile nodes.
More specifically, the increased number of subscriber mobile nodes may cause an
increased burden on the mobility support server in terms of establishment and
management of tunnels. Furthermore, an immediate increase in the number or capacity
of the mobility support servers is limited. In addition, the increased number of
subscriber mobile nodes may lead to an increased amount of messages or data to be
processed by the mobility support server, resulting in an increased burden imposed on
the mobility support server.

Disclosure of Invention
Technical Problem

The following description relates to a tunneling-based mobility support method and
apparatus which deals in a flexible and efficient manner with a change in the number
of subscriber mobile nodes in a tunneling-based mobility support system supporting a
handover in a heterogeneous network.

The following description also relates to a tunneling-based mobility support method
and apparatus which minimizes a burden on a mobility support server imposed due to
an increased number of subscriber mobile nodes and efficiently distributes a burden on
a plurality of mobility support servers included in a mobility support apparatus.

The following description also relates to a tunneling-based mobility support method
and apparatus which provides a seamless service to mobile nodes during a handover.
Technical Solution

The following description relates to a tunneling-based mobility support method and
apparatus which deals in a flexible and efficient manner with a change in the number
of subscriber mobile nodes in a tunneling-based mobility support system supporting a
handover in a heterogeneous network.

The following description also relates to a tunneling-based mobility support method
and apparatus which minimizes a burden on a mobility support server imposed due to
an increased number of subscriber mobile nodes and efficiently distributes a burden on
a plurality of mobility support servers included in a mobility support apparatus.

The following description also relates to a tunneling-based mobility support method
and apparatus which provides a seamless service to mobile nodes during a handover.

In one general aspect, a tunneling-based mobility support method is provided for a
mobility support server which enables a mobile node to make a seamless commu-
nication when moving from a current access network to a different access network.
More specifically, when receiving from a mobile node a tunnel establishment request
message requesting IP tunnel establishment, the mobility support server may select one

end router from a plurality of end routers and a tunnel end address of the selected end
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router and forward the tunnel establishment request message to the end router. When
receiving a response to the tunnel establishment request message from the end router,
the mobility support server may forward the tunnel establishment response message
including the selected tunnel end address to the mobile node. Examples of the mobile
node may include an [Pv4 mobile node, an IPv6 mobile node or an IPv4/IPv6 mobile
node. If the mobile node attempts to make a communication with an IPv6 address over
an [Pv4 network, the mobility support server may establish an IPv6-over-IPv4 tunnel
between the mobile node and the end router. If the mobile node attempts to make a
communication with an IPv6 address over an IPv6 network, the mobility support
server may establish an IPv6-over-IPv6 tunnel between the mobile node and the end
router. If the mobile node attempts to make a communication with an IPv4 address
over an IPv6 network, the mobility support server may establish an IPv4-over-IPv6
tunnel between the mobile node and the end router.

In another general aspect, a tunneling-based mobility support method is provided for
a mobility support apparatus which supports a mobility of a mobile node which makes
an access over a plurality of IP networks. More specifically, when receiving from a
mobile node a tunnel establishment request message requesting IP tunnel estab-
lishment, the mobility support apparatus may select one mobility support server from a
plurality of mobility support servers to control a mobility service for the mobile node
in the mobility support apparatus. The mobility support server may be selected by a
load balancer in the mobility support apparatus. The selected mobility support server
may select one end router from a plurality of end routers to establish an IP tunnel with
the mobile node in the mobility support apparatus and select a tunnel end address of
the selected end router. The mobility support server may send the mobile node a tunnel
establishment response message including the selected tunnel end address of the end
router.

In a further general aspect, a tunneling-based mobility support apparatus is provided
which supports a mobility of a mobile node which makes an access over a plurality of
IP networks. The tunneling-based mobility support apparatus may include at least one
mobility support server and a plurality of end routers, and further include a load
balancer. When receiving an IP tunnel establishment request from the mobile node, the
mobility support server may select one end router from a plurality of TCP-connected
end routers to establish an IP tunnel with the mobile node, and a tunnel end address of
the selected end router. The mobility support server may send the selected tunnel end
address of the end router to the mobile node. When receiving the tunnel establishment
request message from the mobility support server, the end router may establish an IP
tunnel with the mobile node on a data plane.

The load balancer may be needed when there are a plurality of mobility support



WO 2010/064801 PCT/KR2009/006898

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

servers. The load balancer may receive an IP tunnel establishment request from the
mobile node, select one mobility support server from the plurality of mobility support
servers in response to the tunnel establishment request, and forward the tunnel estab-
lishment request message to the selected mobility support server.

Advantageous Effects

The mobility support apparatus includes the mobility support servers and the end
routers to share functions to provide mobility services, thereby reducing a burden
imposed on the mobility support servers. In particular, the end routers, on behalf of the
mobility support servers, may manage tunnels established with the mobile node or
transmit data to the correspondent node.

Furthermore, the mobility support apparatus further includes the load balancer in
addition to the mobility support servers and the end routers. When an increased
capacity of the mobility support server is needed due to an increased number of sub-
scribers to the mobility support services, the load balancer is configured for the
mobility support servers to share their tasks to provide the mobility support services,
thereby facilitating adding mobility support servers. Accordingly, it is possible to
ensure a seamless mobility support service and provide a more reliable mobility
support service.

Brief Description of Drawings

FIG. 1 is a diagram illustrating an example of a mobility service which is supported
by an exemplary method and system for supporting a tunneling-based mobility for a
mobile node.

FIG. 2 is a diagram illustrating how a mobility support terminal communicates with a
correspondent node through a mobility support system in FIG. 1.

FIG. 3 is a diagram illustrating an exemplary mobility support system including an
exemplary tunneling-based mobility support apparatus.

FIG. 4 is a flow chart illustrating a process where a mobility support server selects an
appropriate end router for a mobile node making a tunnel establishment request and
selects an appropriate one of tunnel end IP addresses of the end router.

FIG. 5 is a packet flow chart illustrating a process where a mobile node establishes
active and standby tunnels with an end router of a mobility support apparatus and
acquires address information of a correspondent node through the active tunnel.

FIG. 6 is a diagram illustrating an exemplary mobility support system including an
exemplary tunneling-based mobility support apparatus.

FIG. 7 is a flow chart illustrating an operation or processing mechanism of each of
mobility support servers which are included in a mobility support apparatus in FIG. 6.

FIG. 8 is a flow chart illustrating a mechanism for each end router in a mobility
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support apparatus in FIG. 6 to manage a mobility support server.
FIG. 9 is a diagram illustrating a protocol process between an end router and a

mobility support server which are included in a mobility support apparatus in FIG. 6.
FIG. 10 is a diagram illustrating a process where an exemplary mobility support
server which is included in an exemplary mobility support apparatus processes an end

router making a TCP connection with the mobility support server.

Best Mode for Carrying out the Invention

The detailed description is provided to assist the reader in gaining a comprehensive
understanding of the methods, apparatuses and/or systems described herein. Ac-
cordingly, various changes, modifications, and equivalents of the systems, apparatuses,
and/or methods described herein will be suggested to those of ordinary skill in the art.
Also, descriptions of well-known functions and constructions are omitted to increase
clarity and conciseness.

A mobility service will be first described which is supported by an exemplary
method and system for supporting a tunneling-based mobility for a mobile node.

FIG. 1 is a diagram illustrating an example of the mobility service which is supported
by an exemplary method and system for supporting a tunneling-based mobility for a
mobile node. FIG. 1 illustrates a mobile node (MN) 10 which travels from a Wi-Fi
network to a WiBro network, but the current example is not limited to this case. In
FIG. 1, reference numerals 22 and 24 denote gateways or routers to Wi-Fi network and
WiBro network.

Referring to FIG. 1, the mobile node 10 establishes an active tunnel and a standby
tunnel over an IP network core. The standby tunnel refers to a temporary or substitute
tunnel which is reserved for the active tunnel being unavailable for the service due to a
weak signal or a blanket area as the mobile node 10 is moved. The mobile node 10
may be an IPv4 mobile node and/or an IPv6 mobile node (hereinafter referred to as
[Pv4/6 mobile node). The mobile node 10 may access a heterogeneous network
including Wi-Fi network and WiBro network and support a mobility among different
types of networks. The mobile node 10 is also referred to as a mobility support
terminal. Hereinafter, the mobile node refers to a mobility support IPv4/6 mobile node
unless specified otherwise.

The mobility support terminal 10 traveling from Wi-Fi network to WiBro network
establishes an active tunnel through Wi-Fi interface and establishes a standby tunnel
through WiBro interface. There is no limitation on the type of interface through which
the mobility support terminal 10 establishes the active tunnel and the standby tunnel.
For example, the type of interface for the active tunnel or the standby tunnel for the

mobility support terminal 10 may be determined by service quality, service charge or
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user's election.

The tunneling-based mobility support service will be described in more detail with
respect to FIG. 1. As the mobility support terminal 10 moves in a direction of an arrow
shown in FIG. 1, a signal received by the mobility support terminal 10 over an active
tunnel on the Wi-Fi network may become weak. In this case, the mobility support
terminal 10 may notify the mobility support server 30 over the Wi-Fi network that it
will keep a communication through a standby tunnel. The mobility support terminal 10
may then change the standby tunnel to an active tunnel and continue to make a com-
municate over the WiBro network. In this case, since the mobility support terminal 10
has made L2 association for WiBro network and has established an IP tunnel, it is
possible to minimize a handover delay. Although not shown in FIG. 1, after changing
the standby tunnel to the active tunnel upon performing a handover, the mobility
support terminal 10 establishes another standby tunnel over a different access network
(e.g., mobile communication network such as Wi-Fi network or 3GPP) to prepare for a
handover from the WiBro network.

According to the mobility service, although the mobility support terminal 10 accesses
a network other than a currently accessing network, the mobility support terminal 10
may receive a seamless service from the mobility support server 30. For example,
when the mobility support terminal 10 is communicating with a device 40 which is
connected to the mobility support server 30, such as a gateway 41 accessing another
network, a service server 42 or a correspondent node (CN) 43, the mobility support
terminal 10 may continue to make a seamless communication with the device 40 on a
different access network by means of the tunneling-based mobility service.

FIG. 2 is a diagram illustrating how the mobility support terminal 10 communicates
with the correspondent node 43 through the mobility support system in FIG. 1. In FIG.
2, it is assumed that the mobility support terminal 10 and the correspondent node 43
communicate with each other in IPv6 (HoA, Home Address) over IPv4 network (CoA,
Care of Address). In FIG. 2, the gateways or routers denoted by reference numerals 22
and 24 in FIG. 1 are not shown, and the standby tunnel is not shown since it is not used
for ongoing communication. Reference numerals 52 and 54 may be points of at-
tachment (POA) of a wireless access network on which an active tunnel is established.
For example, POA may be an access point (AP) on Wi-Fi network or a WiBro radio
access station (RAS).

Referring to FIG. 2, the mobile node (MN) 10 makes a first [Pv6 packet (A),
including data to be sent to the correspondent node (CN) 43, and transmits the first
IPv6 packet through a first active tunnel. As described above, since the mobile node 10
and the correspondent node 43 communicate in IPv6 over IPv4 network, the first IPv6

packet (A) includes data, an [Pv6 header (IPv6 CN) including information about the
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correspondent node 43 set as a destination, and an [Pv4 header (IPv4 server) including
information about the IPv4 server set as a destination to use the IPv4 network. The
mobile node 30 receives a second IPv6 packet (B) through the first active tunnel. The
second IPv6 packet (B) has a format where the IPv4 header is eliminated from the first
IPv6 packet (A) as the first IPv6 packet (A) passes through the IPv4 network. The
mobility support server 30 generates a third IPv6 packet (C) and sends it to the corre-
spondent node 43 through the second active tunnel. Since the third IPv6 packet (C) is
also sent to the correspondent node 43 over the IPv4 network, the third IPv6 packet (C)
has a format where an IPv4 header (IPv4 CN) is added to the second IPv6 packet (B).

FIG. 3 is a diagram illustrating an exemplary mobility support system including an
exemplary tunneling-based mobility support apparatus.

Referring to FIG. 3, the mobility support apparatus 130 includes a mobility support
server 132 and a plurality of end routers 134a and 134b. Each of the end routers 134a
and 134b establishes a pair of IP tunnels, i.e., an active tunnel and a standby tunnel,
with one of mobile nodes 110a, 110b and 110c. At the request of one of the mobile
nodes 110a, 110b and 110c (e.g., mobile node 110a), the mobility support server 132
selects one of the end routers 134a and 134b (e.g., first end router 134a) to establish an
IP tunnel with the mobile node 110a. The first mobile node 110a acquires a tunnel end
address to generate a tunnel to the selected first end router 134a and establishes an
active tunnel and a standby tunnel with the first end router 134a.

Each of the mobile nodes 110a, 110b and 110c is a mobility support terminal which
supports a plurality of interfaces and supports an IPv6 mobility between the interfaces.
The mobile node 110a, 110b or 110c acquires a tunnel end IP address of one of the end
routers 134a and 134b from the mobility support server 132. The mobile node 110a,
110b or 110c establishes a pair of IP tunnels with the end router through two interfaces
using the acquired tunnel end IP address. The pair of IP tunnels serve as active and
standby tunnels according to a predetermined criterion. The IP tunnel may be, but not
limited to, an IPv6-1Pv4 tunnel.

Each of the end routers 134a and 134b may be configured to be, but not limited to, a
dual-stack router which processes both IPv4 and IPv6 data. At the request of the
mobility support server 132, the end router 134a or 134b establishes a pair of IP
tunnels (e.g., IPv6-1Pv4 tunnel) with the mobile node 110a, 110b or 110c which has
requested a tunnel establishment, and communicates with the mobile node 110a, 110b
or 110c through the established tunnel. The end routers 134a and 134b may make an
[Pv6 communication through transmission control protocol (TCP) to exchange an
IPv4/1Pv6 message (e.g., tunnel establishment request/reply message) with the
mobility support server 132. The end routers 134a and 134b may register with the

mobility support server 132 according to a predetermined procedure when initially
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connecting to the mobility support server 132. The end routers 134a and 134b may
send the mobility support server 132 information about the number of currently es-
tablished tunnels and/or the number of available tunnels upon the registration or at
regular or irregular intervals after the registration.

The end routers 134a and 134b may determine a type of service tunnel (e.g.,
[Pv4-over-1Pv4 tunnel, IPv6-over-IPv4 tunnel or the like), prepare for establishment of
a TCP connection, transmit and receive internal events, exchange messages with the
mobility support server, or set tunnel information on data plane, for example.

The mobility support server 132 is configured to support a mobility of the mobile
nodes 110a, 110b and 110c between heterogeneous interfaces. In response to a tunnel
establishment request from one of the mobile nodes 110a, 110b and 110c, the mobility
support server 132 selects one of the end routers 134a and 134b according to a prede-
termined criterion. The mobility support server 132 sends information to the mobile
node and the selected end router so that IP tunnels (i.e., active and standby tunnels)
may be established between the mobile node and the selected end router. The mobility
support server 132 is also configured to serve as a control server to maintain, manage,
terminate or switch the established tunnels.

The mobility support server 132 registers new end routers if the new end routers are
added to the mobility support apparatus 130 as the number of mobile nodes are
increased. The mobility support server 132 stores information about the new end
routers, and regularly monitors status information about all of end routers which have
been registered at regular and/or irregular intervals.

The mobility support server 132 may determine an end router, establish a TCP
connection with an end router, exchange messages with an end router, select an end
router, select a tunnel end address of an end router, or establish/delete/maintain/switch
a tunnel to an end router, for example.

When receiving a tunnel establishment request from a mobile node, the mobility
support server selects an end router to establish an IP tunnel with the mobile node
based on predetermined criteria (e.g., service tunnel, number of tunnels, end router
with the lowest traffic load, address prefix and/or random election). The end router
may hold a plurality of tunnel end IP addresses. In this case, the mobility support
server may select an appropriate end router in view of a control server and select an ap-
propriate one of tunnel end IP addresses of the selected end router.

FIG. 4 is a flow chart illustrating a process where a mobility support server selects an
appropriate end router for a mobile node making a tunnel establishment request and
selects an appropriate one of tunnel end IP addresses of the end router.

Referring to FIG. 4, the mobility support server receives a tunnel establishment

request message from the mobile node (operation 1). The tunnel establishment request
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message includes a specific condition (e.g., type of tunnel) requested by the mobile
node in association with a tunnel to be established. The mobility support server selects
one of registered end routers which meets the requested condition (e.g., which supports
the requested type of tunnel) (operation 2). In this case, the mobility support server
may select an appropriated end router taking into account a total number of tunnels of,
availability (amount of traffic) of, or prefix of each end router. Among a plurality of
tunnel end addresses of the selected end router, a tunnel end address is selected for the
mobile node taking into account a currently established number of tunnels through
each tunnel end address (operation 3). Once the tunnel end address is selected, a corre-
sponding end router establishes an IP tunnel for the mobile node through the selected
tunnel end router (operation 4). At the same time, the corresponding end router sends
the mobile node a tunnel establishment response message including the selected tunnel
end address. The mobile node may establish an IP tunnel to the end router using the
tunnel end address.

FIG. 5 is a packet flow chart illustrating a process where the mobile node 110a es-
tablishes active and standby tunnels with the first end router 134a of the mobility
support apparatus 130 and communicates with a correspondent node through the active
tunnel in the mobility support system in FIG. 3. Since the process of establishing the
active tunnel shown in FIG. 5 may be applied to a process of establishing a standby
tunnel, only a process where the first mobile node 110a establishes an active tunnel
with the first end router 134a will now be described. In FIG. 5, the packet flow chart il-
lustrates that an IPv6 mobile node uses an IPv4 network. The first end router 134a is
connected in IPv4/IPv6 to the mobility support server 132. The mobility support server
132 may be an IPv4/IPv6 dual-stack server.

Referring to FIG. 5, the first mobile node 110a sends a tunnel establishment request
message to the mobility support server 132 in IPv4 communication (operation 11). The
tunnel establishment request message may be of a format where an IPv4 header des-
ignating the mobility support server 132 as a destination is added to information about
the tunnel establishment request (e.g., tunnel establishment request including a specific
condition on the tunnel to be established).

After receiving the tunnel establishment request message from the first mobile node
110a, the mobility support server 132 selects one of the end routers 134a and 134b
(e.g., first end router 134a) according to a predetermined criterion and sends the tunnel
establishment request message to the selected first end router 134a (operation 12). If
the selected end router 134a holds a plurality of tunnel end addresses, as described
with reference to FIG. 4, the mobility support server 132 may select an appropriate one
of the tunnel end addresses and send the tunnel establishment request message to the

selected end router 134a.
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After receiving the tunnel establishment request message, the selected first end router
134a generates an IP tunnel for the first mobile node 110a through the selected tunnel
end address. In response to the tunnel establishment request message, the first end
router 134a sends a tunnel establishment response message to the mobility support
server 132 (operation 13). The mobility support server 132 sends the tunnel estab-
lishment response message to the firs mobile node 110a in [Pv4 communication
(operation 14). The tunnel establishment response message may also be of a format
where an [Pv4 header designating the first mobile node 110a as a destination is added
to information about the tunnel establishment response. The tunnel establishment
response message includes the selected tunnel end address, e.g., IPv4 address, of the
selected first end router 134a. The IPv4 address of the first end router 134a is used for
the first mobile node 110a to establish an IP tunnel with the first end router 134a.
Although not shown in FIG. 5, the first mobile node 110a uses the received 1Pv4
address to establish the IP tunnel with the first end router 134a.

The first mobile node 110a sends an information request message about a corre-
spondent node (operation 15). The information request message is first sent to the first
end router 134a through the established IP tunnel. The information request message
may be of a format including a message instructing a correspondent node information
request, an [Pv6 header (IPv6 server) designating the mobility support server 132 as a
last destination, and an IPv4 header (IPv4 router) designating the first end router 134a
as a destination. The first end router 134a refers to a destination contained in the IPv6
header of the information request message to send the information request message to
the mobility support server 132 (operation 16). The information request message
includes a message instructing a correspondent node information request and an IPv6
header (IPv6 server) designating the mobility support server 132 as a destination.

The mobility support server 132 sends an information request response message
including the requested address of the correspondent node to the first end router 134a
(operation 17). The information request response message includes a response to the
information request and an IPv6 header (IPv6 header mobile node) designating the first
mobile node 110a as a destination. The first end router 134a forwards the information
request response message through the established IP tunnel (operation 18). The in-
formation request response message further includes an IPv4 header designating the
first mobile node 110a as a destination, which is added to the information request
response message received from the mobility support server 130, since a tunnel for the
IPv6 header mobile node is used.

After establishing the IP tunnel with the first end router 134a and acquiring the
address information of the correspondent node, the first mobile node 110a sends a

message to be forwarded to the correspondent node to the first end router 134a through
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the established IP tunnel (active tunnel, or activated standby tunnel on handover). The
first end router 134a forwards the message received from the first mobile node 110a to
the correspondent node through another IP tunnel which is established with the corre-
spondent node.

FIG. 6 is a diagram illustrating an exemplary mobility support system including an
exemplary tunneling-based mobility support apparatus. The mobility support apparatus
230 may expand its capacity in an active and flexible manner as the number of sub-
scribers increases. The current example will now be described in detail in comparison
with the example described with reference to FIG. 3.

Referring to FIG. 6, the mobility support apparatus 230 includes a plurality of
mobility support servers 232a, 232b and 232c¢ and a plurality of end routers 234a, 234b
and 234c¢. Each of the mobility support server 232a, 232b and 232¢ and each of the end
routers 234a, 234b and 234c may be configured to communicate with each other in a
server farm IPv4/IPv6 network. In the current example, the number of end routers
234a, 234b and 234c and the number of mobility support servers 232a, 232b and 232c¢
may be dynamically extended according to the number or capacity of subscribers who
have subscribed for mobility support services.

The mobility support apparatus 230 further includes a load balancer 236. The load
balancer 236 is adapted to adjust loads between the mobility support servers 232a,
232b and 232c. When receiving a tunnel establishment request message from the
mobile node 110, the load balancer 236 selects one of the mobility support servers
232a, 232b and 232c to provide a mobility service to the mobile node 10 based on a
predetermined algorithm supporting load balancing, such as round-robin algorithm or
hash algorithm. Accordingly, when receiving a tunnel establishment request message
from the mobile node 110, the load balancer 236 forwards the tunnel establishment
request message to a selected mobility support server, e.g., second mobility support
server 232b. The remaining operations for establishing the IP tunnel may be performed
similarly to the operations 12 to 14 which have been described with reference to FIG.
5.

More specifically, the mobile node 210 sends a tunnel establishment request message
to the load balancer 236 (operation 21). The load balancer 236 forwards the tunnel es-
tablishment request message to a mobility support server selected according to a prede-
termined criterion, e.g., second mobility support server 232b (operation 22). After
receiving the tunnel establishment request message from the load balancer 236, the
second mobility support server 232b selects one of currently registered end routers
234a, 234b and 234c (or a tunnel end address if the end router holds a plurality of
tunnel end addresses) based on a predetermined criterion, such as number of available

tunnels, amount of traffic, address prefix or random election, and forwards the tunnel
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establishment request message to the selected end router, e.g., first end router 234a
(operation 23). The first end router 234a generates a tunnel and notifies the mobility
support server 232b of a tunnel generation result (operation 24). The mobility support
server 232b sends a response to the tunnel establishment request message, e.g., tunnel
establishment response message, to the mobile node 210 (operation 25). The tunnel es-
tablishment response message includes an end address of an IP tunnel to be es-
tablished, i.e., tunnel end address of the selected end router. After receiving the tunnel
establishment response message, the mobile node 210 establishes an IP tunnel to the
end address of the IP tunnel which is contained in the received message.

FIG. 7 is a flow chart illustrating an operation or processing mechanism of each of
the mobility support servers 232a, 232b and 232c which are included in the mobility
support apparatus 230 in FIG. 6.

Referring to FIG. 7, operation 101 is a process of the mobility support server reg-
istering information about the end router, and operation 102 is a process of the
mobility support server managing the information about the end router. More
specifically, if the mobility support server receives a command to add an end router,
the mobility support server additionally registers the end router accordingly (operation
101). The command to add an end router may be, but not limited to, a signal which is
input by an operator. The mobility support server manages and stores information
about end routers which can be communicated therewith (operation 102). The in-
formation is for the mobility support server to select and manage end routers (and
tunnel end addresses), such as a list of tunnel end addresses owned by each corre-
sponding end router or the number of tunnels established through each of tunnel end
addresses. The information may be transmitted from each of the end routers at regular
or irregular intervals or by request.

Operations 103 to 107 illustrate a process or mechanism in the mobility support
server for supporting a tunnel establishment procedure between the end router and the
mobile node. The mobility support server receives a tunnel establishment request
message (operation 103). The tunnel establishment request message may be, but not
limited to, a message received from the load balancer (see FIG. 6). The mobility
support server selects one of the end routers to respond to the received tunnel estab-
lishment request message based on a predetermined criterion (operation 104). In
operation 104, if the selected end router holds a plurality of tunnel end addresses, the
mobility support server may select one of the tunnel end addresses. The mobility
support server may select the end router (or tunnel end address), for example, based on
the number of tunnels used by the end router, the availability of the tunnels (e.g.,
amount of traffic), prefix and/or random election, or a combination thereof. In addition,

the mobility support server may select the end router (or tunnel end address) based on
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a type of tunnel, for example, IPv4-over-1Pv4, IPv6-over-1Pv4, IPv4-over-1Pv6 or
[Pv6-over-IPv6. The selection criteria may be determined by an operator.

The mobility support server sends the tunnel establishment request message to the
selected end router (operation 105). The end router receives the tunnel establishment
request message and establishes an IP tunnel for the mobile node. The mobility support
server receives a tunnel establishment response message from the end router (operation
106), and forwards the tunnel establishment response message to the mobile node
(operation 107). The tunnel establishment response message includes an IP address of
the end router, i.e., end address of the IP tunnel. The IP address is used for the mobile
node to establish an IP tunnel with the end router.

FIG. 8 is a flow chart illustrating a mechanism for each of the end routers 234a, 234b
and 234c¢ in the mobility support apparatus 230 in FIG. 6 to manage the mobility
support server. As described above, the end router communicates in TCP with the
mobility support server and acts as a server in view of TCP.

Referring to FIG. 8, the end router prepares for a TCP connection (operation 201). If
the mobility support server makes a TCP connection, the end router registers the
mobility support server (operation 202). In this case, the end router may store in-
formation about the mobility support server in a shared memory to perform the reg-
istration operation. The end router notifies a message receive function, such as a
receive thread, and a message send function, such as a send thread, that a new mobility
support server has been registered (operation 203). In this case, since the message
receive function and the message send function are working in threads in the same
processor, the end router may use an event signal to notify the message receive
function and the message send function.

After being notified that a new mobility support server has been registered, the
message receive function and the message send function may, if necessary, acquire the
information about the registered mobility support server from the shared memory and
use the information upon transmission or reception. More specifically, when receiving
a tunnel establishment request message from the mobility support server, the message
receive function processes the received message and inserts tunnel information into
data plane to be used for tunneling (operation 204). For this operation, the message
receive function, i.e., receive thread, needs the information about the registered
mobility support server to receive the message from the mobility support server. The
message send function, i.e., send thread, uses the information about the registered
mobility support server to send a tunnel establishment request response message or a
message notifying the mobility support server of its status, e.g., a Keep Alive message.

Unless the registration of the new mobility support server is notified in real time, the

message receive function will not receive a message from the mobility support server
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and the message send function will not send a message to the mobility support server
or not send the message in real time. For example, if an end router communicates with
a single mobility support server, which is registered with the end router, the end router
awaits only to receive a message from the registered mobility support server according
to a TCP/IP mechanism. Unless the end router recognizes that a new mobility support
server has been added, the message receive function may not receive a message from
the new mobility support server since the message is not from the registered mobility
support server. As a result, the message receive function keeps waiting for a message
only from the registered mobility support server. If the message receive function
receives an event signal as in the above-mentioned example, the message receive
function of the end router may prepare to receive a message from the new mobility
support server.

FIG. 9 is a diagram illustrating a protocol process between the end router 234a, 234b
or 234c and the mobility support server 232a, 232b or 232c which are included in the
mobility support apparatus 230 in FIG. 6.

The end router sets information such as a tunnel end address and a supported tunnel
type by an operator of the end router (operation 301). The tunnel end address may be a
tunnel end IPv4 address, for example (in IPv4-over-IPv4 or IPv6-over-1Pv4 tunnel).
The end router may hold a plurality of tunnel end addresses. The tunnel type in-
formation may be IPv4-over-1Pv4, IPv6-over-1Pv4, IPv4-over-1Pv6 or IPv6-over-IPv6,
for example. The mobility support server sets its own IP address (operation 302). For
example, if the mobility support server an IPv4/IPv6 dual-stack server, it sets both
IPv4 and IPv6 addresses.

The end router awaits a TCP connection request signal (operation 303). In the
meantime, if the end router receives a TCP connection request signal from the mobility
support server (operation 304), the end router performs a registration procedure by
storing information about the mobility support server in a shared memory and the like
(operation 305). Once the registration is completed, the end router sends an event
signal to notify its own send and receive threads of the completed registration and
notifies the mobility support server of the completed registration (operation 306).

The mobility support server sends the end router a message requesting tunnel end
address information (operation 307). In response, the end router sends the mobility
support server a tunnel end address response message including the tunnel end address
information (operation 308). The mobility support server registers the received tunnel
end address of the end router (operation 309). Once the registration procedure is
completed between the end router and the mobility support server, both of the end
router and the mobility support server are prepared to provide a service to each other.

The end router and the mobility support server exchange a Keep Alive message with
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each other at regular intervals or if necessary to keep monitoring each other's status
(operation 310).

After receiving a tunnel establishment request message from a mobile node or a load
balancer, the mobility support server forwards the tunnel establishment request
message to the end router, and sends a tunnel switch request message and/or a tunnel
delete request message to the end router (operation 311). After receiving the tunnel es-
tablishment/delete/switch request message from the mobility support server, the end
router establishes a new tunnel with the mobile node, or deletes or switches the es-
tablished tunnel (operation 312). That is, the mobility support server manages an IPv6
route by establishing, switching or deleting the IP tunnel between the mobile node and
the end router. The end router sends a tunnel establishment/delete/switch response
message to the mobility support server (operation 313).

The mobility support server is shut down or sends a TCP Connection Close message
to the end router, if necessary (operation 314). After receiving the TCP Connection
Close message from the mobility support server, the end router cancels the registration
of the mobility support server. In this case, the end router may send an event signal to
notify the send and receive threads that the registration of the mobility support server
has been cancelled.

Table 1 shows messages exchanged between the end router and the mobility support
server in the protocol process in FIG. 9. In Table 1, the messages are designated for il-
lustrative purposes only.

Table 1
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[Table |
Tunnel Related Messages Keep Alive Msg. 0x01
Server Register Msg. 0x02

[75]

[76]

[77]

Tunnel End Request Msg.  |{0x03

Tunnel End Response Msg. |0x04

Tunnel Operation Request  |0x05
Msg.

Tunnel Operation Response |0x06
Msg.

Tunnel Delete All Msg. 0x07

Dualizing Related Message  |TGW Role Msg. 0x08

Query Related Messages TGW Query Request Msg. |0x09
TGW Query Response 0x10
Msg.

Notify Related Message TGW Notify Msg. Ox11

Referring to Table 1, the messages in a communication between the end router and
the mobility support server are classified into tunnel-related messages, dualizing-
related messages, query-related messages and notify-related messages. The tunnel-
related messages are related to establishment/management/delete/switch of a tunnel
between the mobile node and the end router. Examples of the tunnel-related messages
include Keep Alive message, Server Register message, Tunnel End Request message,
Tunnel End Response message, Tunnel Operation Request message, Tunnel Operation
Response message, and Tunnel Delete All message. The dualizing-related message is
related to active and standby tunnels. An example of the dualizing-related message is
TGW (Tunnel GateWay) Role message. Examples of the query-related messages
include TGW Query Request message and TGW Query Response message. An
example of the notify-related message is TGW Notify message.

Table 2 shows elements which may be included in the messages in Table 1. More
specifically, the elements are types of objects. The messages in Table 1 may be object-
based messages which include one or more objects in Table 2. It should be understood
that each message in Table may further include a common header which is commonly
included in the message.

Table 2 shows 18 types of objects, which are only illustrative. Each of the objects

may be configured to include unique information with an object header, which is
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[78] Table 2

[Table 2]

[Table |

Keep Alive Ob;j. 0x01
Sender Ob;. 0x02
xGMIP Ob;. 0x03
TGW Oby;. 0x04
Tunnel Oby;. 0x05
TGW Role Ob;. 0x06
Tunnel Oper. Ack Ob;. 0x07
Tunnel Count Query Obj. 0x08
Tunnel Count Response Ob;. 0x09
Tunnel Info. Query Obj. 0x10
Tunnel Info. Response Obj. Ox11
TGW Through Put Query Ob;. 0x12
TGW Through Put Response Obj. 0x13
Tunnel Through Put Query Ob;. 0x14
Tunnel Through Put Response Oby;. 0x15
TGW Tunnel Full Noti. Ob;. 0x16
TGW Suspended Noti. Ob;. 0x17
TGW Service Restart Ob;. 0x18

[79] FIG. 10 is a diagram illustrating a process where an exemplary mobility support

server which is included in an exemplary mobility support apparatus processes an end
router making a TCP connection with the mobility support server.

[80] Referring to FIG. 10, if an initial TCP connection is made between the mobility
support server and the end router, the mobility support server sets the end router to an
INIT status (operation 401). The mobility support server sends a Server Register
Request message to the end router, and changes the end router to a SENT status
(operation 402). The mobility support server may send a different type of request
message to the end router and change the end router to the SENT status. At the SENT
status or an OPEN status, which will be described, the mobility support server may

receive a Tunnel End Address Modify message or a Tunnel End Address Notify
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message from the end router.
[81] At the SENT status, the mobility support server sends a Tunnel End Address Request

message to the end router and receives in response a Tunnel End Address Response
message including a tunnel end address. In this case, the mobility support server sets
the end router to an OPEN status (operation 403). The OPEN status indicates that the
tunneling-based mobility support service may be provided through the end router.
When receiving a Tunnel End Address Delete Request message, the mobility support
server sets the end router to a CLOSE status (operation 404).

[82] A number of exemplary embodiments have been described above. Nevertheless, it
will be understood that various modifications may be made. For example, suitable
results may be achieved if the described techniques are performed in a different order
and/or if components in a described system, architecture, device, or circuit are
combined in a different manner and/or replaced or supplemented by other components
or their equivalents. Accordingly, other implementations are within the scope of the
following claims.

Industrial Applicability

[83] The present invention may be applied to a mobility support service for supporting a

mobility of a mobile node on heterogeneous IP networks and a network system for this

mobility support service.
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Claims

A tunneling-based mobility support method for a mobility support server
supporting a mobility of a mobile node which has a capability to make an access
over a plurality of Internet Protocol (IP) networks, the method comprising:
receiving from the mobile node a tunnel establishment request message re-
questing establishment of an IP tunnel;

forwarding the tunnel establishment request message to an end router which is
selected from among a plurality of end routers; and

sending the mobile node a tunnel establishment response message including a
tunnel end address of the selected end router when a response to the tunnel estab-
lishment request message is received from the selected end router.

The tunneling-based mobility support method of claim 1, wherein the tunnel es-
tablishment request message comprises tunnel type information indicating a type
of the IP tunnel which the mobile node requests to establish the mobile node, and
the end router is selected from among end routers supporting the IP tunnel type
which is indicated by the tunnel type information.

The tunneling-based mobility support method of claim 1, comprising making a
transmission control protocol (TCP) connection to each of the plurality of end
routers, and selecting one end router from the plurality of end routers based on at
least one of a number of tunnels of, availability of and prefix of each end router.
The tunneling-based mobility support method of claim 3,

wherein the selected end router has a plurality of tunnel end addresses, and
wherein selecting the one of the end routers further comprises selecting one of
the tunnel end addresses based on a number of IP tunnels to be established for
each of the tunnel end addresses.

The tunneling-based mobility support method of claim 1, wherein an additional
TCP connection is allowed to be made to another end router in addition to the
end routers.

The tunneling-based mobility support method of claim 5, further comprising
making another TCP connection to the other end router, sending a registration
request message to the other end router so that the other end router may register
the mobility support server, and receiving a tunnel end address from the other
end router.

The tunneling-based mobility support method of claim 1, further comprising
receiving a message including current status information from each of the end
routers.

A tunneling-based mobility support method for a mobility support apparatus
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supporting a mobility of a mobile node which has a capability to make an access
over a plurality of Internet Protocol (IP) networks, the method comprising:
receiving from the mobile node a tunnel establishment request message re-
questing establishment of an IP tunnel;

in response to the tunnel establishment request message, selecting one mobility
support server from a plurality of mobility support servers to control a mobility
service for the mobile node included in the mobility support apparatus;
selecting, by the selected mobility support server, an end IP tunnel of one end
router from end routers to establish an IP tunnel with the mobile node included in
the mobility support apparatus; and

sending the mobile node a tunnel establishment response message including a
tunnel end address of the selected end router.

The tunneling-based mobility support method of claim 8, wherein the mobility
support server is selected by a load balancer included in the mobility support
apparatus.

The tunneling-based mobility support method of claim 9, wherein the tunnel es-
tablishment request message is received by the load balancer from the mobile
node, and the load balancer forwards the tunnel establishment request message to
one mobility support server which is selected from the plurality of mobility
support servers according to a predetermined algorithm.

The tunneling-based mobility support method of claim 10, wherein the load
balancer is configured to select a mobility support server using a round-robin
algorithm or a hash algorithm.

The tunneling-based mobility support method of claim 10, wherein the selected
mobility support server selects one end router from a plurality of end routers
which are TCP connected to the mobility support server, forwards the tunnel es-
tablishment request message to the selected end router and, when receiving a
response to the tunnel establishment request message from the selected end
router, sends the mobile node a tunnel establishment response message including
a tunnel end address of the selected end router.

The tunneling-based mobility support method of claim 12, wherein the selected
mobility support server selects one end router from the plurality of end routers
based on at least one of a number of tunnels of, availability of and prefix of each
end router.

The tunneling-based mobility support method of claim 13,

wherein the selected end router has a plurality of tunnel end addresses, and
wherein the selected mobility support server further selects one tunnel end

address from the plurality of tunnel end addresses based on a number of IP
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tunnels to be established for each of the tunnel end addresses after selecting the
end router.

The tunneling-based mobility support method of claim 12, wherein the mobility
support apparatus allows another end router to be added in addition to the end
routers.

The tunneling-based mobility support method of claim 12, wherein each of the
mobility support servers receives a message including current status information
from each of the end routers.

A tunneling-based mobility support apparatus for supporting a mobility of a
mobile node which has a capacity of making an access over a plurality of
Internet Protocol (IP) networks, comprising:

one or more mobility support servers to select a tunnel end address of an end
router selected from a plurality of TCP-connected end routers to establish an IP
tunnel with the mobile node if an IP tunnel establishment is requested from the
mobile node, and to forward the selected tunnel end address of the end router to
the mobile node; and

the plurality of end routers to establish an IP tunnel with the mobile node through
the selected tunnel end address on a data plane if the tunnel establishment request
message is received from the mobility support server.

The tunneling-based mobility support apparatus of claim 17, comprising a
plurality of mobility support servers, and further comprising a load balancer to
receive the tunnel establishment request message from the mobile node, to select
one mobility support server from a plurality of mobility support servers when
receiving the tunnel establishment request message, and to forward the tunnel es-
tablishment request message to the selected mobility support server.

The tunneling-based mobility support apparatus of claim 18, wherein the load
balancer is configured to select a mobility support server using a round-robin
algorithm or a hash algorithm.

The tunneling-based mobility support apparatus of claim 17, wherein the
mobility support apparatus selects a tunnel end address of one end router from
the plurality of end routers based on at least one of a number of tunnels of,

availability of and prefix of each end router.
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