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DESCRIPTION

TECHNICAL FIELD

[0001] The present invention relates to methods and devices in a telecommunication system,
and in particular to a security solution in the EPS (Evolved Packet System), i.e. the E-UTRAN
(the Evolved UMTS Terrestrial Radio Access Network) and the EPC (Evolved Packet Core
network), for UE-triggered service requests. More specifically, the present invention relates a
method and an arrangement in an MME (Mobility Management Entity) and in a UE (User
Equipment) for an EPS (Evolved Packet System) of establishing a security key for protecting
RRC/UP traffic.

BACKGROUND

[0002] In the EPS-architecture, the subscriber authentication is performed between a UE and
an MME (Mobility Management Entity), and the MME manages e.g. the mobility, the UE-
identities and the security parameters. The basis for defining the security procedure in the EPS
is a security key, K_ASME, which is shared between the MME and the UE, and established at
the authentication of the UE. A functional entity of the EPS-architecture called the ASME
(Access Security Management Entity) may e.g. be co-located with the MME, and the ASME
receives and stores the security key K_ASME derived from the CK/IK-keys confined in the
home network. From the security key, K_ ASME, the ASME derives an NAS security context
used to protect the NAS signalling, i.e. the Non Access Stratum signalling between the MME of
the Evolved Packet Core (EPC) network and a UE. The NAS security context contains
parameters for the encryption and integrity protection of the NAS signalling, such as
K_NAS_enc, K_NAS_int, as well as uplink and downlink sequence numbers, NAS_U_SEQ and
NAS_D_SEQ, and the sequence numbers are used to prevent replay of old messages, as well
as for input to the encryption and integrity protection procedures. The ASME provides the MME
with the NAS security context, and one NAS security context is kept in the MME, and a
corresponding NAS security context is kept in the UE, and the replay protection, integrity
protection and encryption are based on that the sequence numbers of the NAS security
contexts of the MME and UE are not reused.

[0003] Preferably, the security context for the protection of the UP/RRC traffic between a UE
and the serving eNodeB (i.e. a radio base station in an EPS-architecture) is also based on said
security key, K_ASME. The procedure to establish the UP/RRC security context involves
deriving a key called K_eNB, from which the encryption key K_eNB_UP_enc is derived for
protecting the UP (User Plane), i.e. the end user data transferred over EPC and E-UTRAN, as
well as the encryption key, K _eNB_RRC _enc, and the integrity protection key,
K_eNB_RRC_int, for protecting the RRC (Radio Resource Control).
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[0004] Figure 1 illustrates a conventional exemplary signalling flow for a UE-initiated IDLE to
ACTIVE state transition in an EPS-architecture. An IDLE UE is only known to the EPC (Evolved
Packet Core) of the EPS, and no UP/RRC security context exists between the eNodeB and the
UE. An UE in the ACTIVE state is known both in the EPC and in the EUTRAN, and a UP/RRC
security context has been established for protection of the UP/RRC-traffic between the UE and
its serving eNobeB.

[0005] Figure 1 illustrates a UE 11, an eNodeB 12, an MME 13, a serving GW (Gateway) 14, a
PDN Gateway 15, and the HSS (Home Subscriber Server) 16. The Serving Gateway 14 is the
node of the EPC that terminates the interface towards EUTRAN, and the PDN Gateway is the
node of the EPC that terminates the interface towards a PDN (Packet Data Network). If a UE
accesses multiple PDNs, there may be multiple PDN Gateways for that UE. In signal S1 and
signal S2, the NAS Service Request is transparently forwarded from the UE to the MME, and
the NAS Service Request is integrity protected based on NAS_U_SEQ. In the optional signal
S3, the UE is authenticated by the MME and the K_ASME is established, using subscriber data
stored in the HSS (Home Subscriber Server), and the MME sends the Initial Context Setup
Request to the eNodeB, in S4. In the signals S5 and S6, the eNodeB establishes the radio
bearer with the UE and forwards uplink data, and returns an Initial Context Setup Complete-
message to the MME in signal S7. In signal S8, the MME sends an update bearer request to
the Serving GW, and the serving GW responds in signal S9.

[0006] In prior solutions, the derivation of the K_eNB by the UE and MME for the RRC/UP
security context is based e.g. on a NAS SERVICE ACCEPT message or other explicit
information sent from the MME to the UE. However, as illustrated in the exemplary
conventional EPS signalling flow in figure 1, the MME will normally not send any NAS SERVICE
ACCEPT upon receiving a NAS SERVICE REQUEST from a UE in an EPS. Therefore, it will not
be possible to derive the K_eNB from the information in a NAS SERVICE ACCEPT message.

[0007] According to an exemplary known solution, the K_eNB is derived by the MME from the
K_ASME and the NAS_D_SEQ used by the MME in the NAS SERVICE ACCEPT message, and
the UE derives the same K_eNB by retrieving the sequence number, NAS_D_SEQ, from the
NAS SERVICE ACCEPT message and performing the same K_eNB derivation as the MME.
The MME transfers the K_eNB to the eNodeB when it sets up the S1-connenction to the
eNodeB. However, a drawback with this known solution is that if no explicit NAS SERVICE
ACCEPT message is defined from the MME to the UE, as in the exemplary conventional EPS
signalling flow in figure 1, it is not possible for the UE to derive the same K_eNB as the MME.
Even though it is technically possible for the UE to estimate a current NAS downlink sequence
number, NAS_D_SEQ, this estimation could be erroneous, since the MME may have sent NAS
messages that were lost and never received by the UE. In such a case, the MME would have
updated its NAS_D_SEQ, without the UE being aware of the updating, leading to an erroneous
NAS_D_SEQ in the UE.

[0008] According to another exemplary known solution, the derivation of the K_eNB is based
on a separate sequence number maintained specifically for the derivation of the K_eNB, and
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this sequence number is explicitly synchronized during the NAS Service Request procedure
either by the UE sending it to the MME, or by the MME sending it to the UE. However, a
drawback with this solution is the extra complexity of the separate sequence number, since it
has to be maintained both in the UE and in the MME in order to prevent replay attacks.

SUMMARY

[0009] The object of the present invention is to address the problem outlined above, and this
object and others are achieved by the method and arrangement according to the independent
claims, and by the embodiments according to the dependent claims

[0010] The basic idea of the present invention is that the K_eNB is derived from the K_ASME
and from the NAS_U_SEQ of the NAS SERVICE REQUEST message from the UE to the MME,
thereby triggering the establishment of a UP/RRC security context in the eNodeB.

[0011] It is an advantage of the present invention that no explicit downlink NAS SERVICE
ACCEPT message or sequence number from the MME to the UE is required, and that the
replay protection functionality of the NAS security context is re-used in the RRC and UP
security contexts.

[0012] The invention is defined by the independent claims. Further embodiments are defined
by the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The present invention will now be described in more detail, and with reference to the
accompanying drawings, in which:

« Figure 1 is signalling diagram illustrating a conventional UE triggered Service Request in
an EPS;

« Figure 2 is a signalling diagram illustrating the first embodiment of this invention,
according to which the UE remembers the NAS_U_SEQ sent to the MME in an NAS
SERVICE REQUEST-message;

« Figure 3 is a flow diagram illustrating the derivation of the K_eNB by the UE and the
MME;

» Figure 4 is a signalling diagram illustrating a second embodiment of this invention, in
which the MME returns the received NAS_U_SEQ to the UE;

e Figure 5 is a flow diagram illustrating the second realisation depicted in the figure 4; and

« Figure 6a illustrates schematically an MME (Mobility Management Entity), and the figure
6b illustrates schematically a UE, both provided with means for deriving the security key
K_eNB.
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DETAILED DESCRIPTION

[0014] In the following description, specific details are set forth, such as a particular
architecture and sequences of steps in order to provide a thorough understanding of the
present invention. The present invention is defined by the appended claims.

[0015] Moreover, it is apparent that the described functions may be implemented using
software functioning in conjunction with a programmed microprocessor or a general purpose
computer, and/or using an application-specific integrated circuit. Where the invention is
described in the form of a method, the invention may also be embodied in a computer program
product, as well as in a system comprising a computer processor and a memory, wherein the
memory is encoded with one or more programs that may perform the described functions.

[0016] The concept or the invention is that the security key, K_eNB, is derived from the Access
Security Management Entity-key, K_ASME, and from the uplink sequence counter,
NAS_U_SEQ, of the NAS SERVICE REQUEST message sent from the UE to the MME, thereby
triggering the establishment of the UP/RRC security context in the eNodeB.

[0017] When the UE is in IDLE mode, a NAS security context exists and comprises e.g. the
above described K_NAS_enc, K_NAS_int, NAS_U_SEQ and NAS_D_SEQ, and the NAS
messages are integrity- and possibly confidentiality protected. The NAS security context thus
also contains the security capabilities of the UE, in particular the encryption and integrity
algorithms.

[0018] The protection of the NAS messages is based on the NAS security keys, K_NAS_enc,
K_NAS_int, and the uplink and downlink sequence counters, NAS_U_SEQ or NAS_D_SEQ, for
the direction of the message. The full sequence counter is normally not transmitted with the
NAS message, only some of the low order bits, and the full sequence number will be
reconstructed at the receiving end from a local estimate of the high order bits and the received
low order bits.

[0019] The concept of the invention may be explained in the context of the signalling diagram
for UE-triggered service requests, as depicted in the above-described figure 1:

In S1 and S2 of the conventional signalling diagram in figure 1, a NAS SERVICE REQUEST,
comprising an uplink sequence counter, NAS_U_SEQ, is forwarded from the UE to the MME,
and the NAS SERVICE REQUEST-message is integrity protected based on said NAS_U_SEQ.
The MME checks the integrity of the message and accepts it if it is not a replay, and this
guarantees that the NAS_U_SEQ is fresh and has not been used before.

[0020] Thereafter, according to this invention, the MME derives the K_eNB based at least on
the received uplink sequence counter NAS_U_SEQ and on the K_ASME, using a conventional
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key derivation function, and this is not included in the conventional signalling diagram
illustrated en figure 1. Consequently, the sequence counter may only be reset at the
authentication. The MME will send the derived K_eNB down to the eNodeB in, or piggybacked
to, the message of the signal S4, the Initial Context Setup Request (S1-AP).

[0021] In signal S5, the eNodeB sends a Radio Bearer Establishment and a security
configuration message (Security Mode Command) to the UE. These messages may be sent as
two separate messages or combined in one message, as in figure 1, and the reception of
these messages by the UE will implicitly be a confirmation of the UEs NAS SERVICE
REQUEST, in signal S1. The Security Mode Command will determine e.g. when the protection
should start and which algorithm to use. According to this invention, the UE derives the K_eNB
based at least on the NAS_U_SEQ and the K _ASME, using a conventional key derivation
function, upon reception of the message in signal S5, if not performed before. Thereafter, the
eNodeB and the UE will establish the UP/RRC security contexts, and this is not illustrated in the
conventional signalling diagram in figure 1.

[0022] According to a first realisation, the UE stores the uplink sequence counter,
NAS_U_SEQ, included in the initial NAS SERVICE REQUEST in signal S1, and uses the stored
NAS_U_SEQ for the derivation of the K_eNB.

[0023] However, according to a second realisation, the MME includes the uplink sequence
counter, NAS_U_SEQ, or only low order bits indicating the NAS_U_SEQ, in the S1-AP set-up
message, in signal S4, sent to the eNodeB, in which case this information is also forwarded to
the UE from the eNodeB during the RRC/UP context establishment. In this case, the UE will be
able to retrieve the indication of the NAS _U_SEQ from the eNodeB for the derivation of the
K_eNB, and does not have to keep the NAS_U_SEQ of the NAS NAS SERVICE REQUEST-
message sent to the MME in the signals S1 and S2.

[0024] Figure 2 illustrates the first realisation, in which the UE keeps the NAS_U_SEQ of the
initial NAS SERVICE REQUEST-message, in the signal S21, for the derivation of K_eNB in the
signal S24. The MME will receive the NAS_U_SEQ from the UE in the signal S21, or only low
order bits indicating the NAS_U_SEQ, and derive the K_eNB based on the NAS_U_SEQ and
the K_ASME in S22. The MME forwards the derived K_eNB to the eNodeB in the signal S23.

[0025] Thereafter, not illustrated in figure 2, the eNodeB and the UE will establish the UP/RRC
security context using the K_eNB, the UP/RRC security contexts comprising the encryption key,
K_eNB_UP_enc for protecting the UP-traffic, as well as the encryption key and the integrity
protection key, K eNB_RRC_enc and K_eNB_RRC_.int, respectively, for protecting the RRC-
traffic, thereby enabling a secure UP/RRC traffic, in signal S25.

[0026] The derivation of the K_eNB is performed by a conventional key derivation function,
e.g. by a Pseudo-Random Function; K_eNB = PRF(K_ASME, NAS_U_SEQ, ...).

[0027] Further, as illustrated by the dots in the above-described PRF-function, the K _eNB-



DK/EP 3598690 T3

deriving function may have additional conventional input values, such as e.g. the eNodeB-
identity.

[0028] Figure 3 is a flow diagram illustrating the method according to this invention, and in step
31, the UE 11 sends the initial NAS SERVICE REQUEST-message to the MME 13, the
message indicating the NAS uplink sequence counter, NAS_U_SEQ, normally only by sending
the low order bits of the counter. In step 32, the MME receives the NAS SERVICE REQUEST-
message from the UE, obtaining the NAS_U_SEQ, and reconstructing the full sequence from
the received low order bits. In step 33, the MME derives the security key, K_eNB, from at least
the received NAS_U_SEQ and the K_ASME from the ASME (Access Security Mobility Entity),
using a suitable key derivation function, e.g. a Pseudo-Random Function.

[0029] Thereafter, the MME forwards the derived K_eNB to the eNodeB 12, in step 34, to be
used by the eNodeB to establish the complete UP/RRC security context shared with the UE. In
step 35, said UE will derive the same K_eNB from at least the stored K_ASME and from the
NAS_U_SEQ of the initial NAS SERVICE REQUEST-message transmitted from the UE to the
MME in step 31, and establish the UP/RRC security context from the derived K_eNB.

[0030] In the first realisation, the UE stores the NAS_U_SEQ transmitted to the MME in the
initial NAS NAS SERVICE REQUEST-message, and uses the stored sequence number to
derive the K_eNB.

[0031] Figure 4 is a signalling diagram illustrating a second realisation, in which the UE does
not have to store the NAS_U_SEQ. Instead, the MME will return an indication of the received
NAS_U_SEQ back to the UE, via the eNodeB. In signal S41, corresponding to the signal S21 in
figure 2, the UE 11 transmits an initial NAS SERVICE REQUEST to the MME 13, indicating an
uplink sequence number, NAS_U_SEQ, and MME will receive the NAS_U_SEQ and derive the
K_eNB based on at least the NAS_U_SEQ and the K_ASME, in S42. However, according to
this second embodiment, the MME will include an indication of said received NAS_U_SEQ in
signal S43 transmitted to the eNodeB 12 together with the derived K_eNB, and the eNodeB will
forward the NAS_U_SEQ to the UE, in signal S44. Thereafter, the UE will derive the K_eNB
from at least the K_ASME and from the NAS_U_SEQ returned by the MME, in signal S45.
From the derived security key, K_eNB, the eNodeB and the UE will establish the UP/RRC
security context, thereby enabling secure UP/RRC traffic, in signal S46.

[0032] Figure 5 is a flow diagram illustrating the above-described method according to a
second realisation, in which an indication of the NAS_U_SEQ is returned to the UE by the
MME. In step 41, the UE 11 sends the initial NAS SERVICE REQUEST-message to the MME
13, the message indicating the NAS uplink sequence counter, NAS_U_SEQ, normally the low
order bits. In step 52, the MME receives the NAS SERVICE REQUEST-message from the UE,
thereby obtaining the NAS_U_SEQ, and, if necessary, reconstructing the full NAS_U_SEQ from
the received low order bits. In step 53, the MME derives the security key, K_eNB, from at least
the received NAS_U_SEQ and the K_ASME, using a suitable key derivation function.
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[0033] Thereafter, the MME includes an indication of the NAS uplink sequence counter,
NAS_U_SEQ, in the message forwarding the derived K_eNB to the eNodeB 12, in step 54, and
the eNodeB uses the received security key, K eNB, for establishing a UP/RRC security context.
The received NAS_U_SEQ is forwarded to the UE 11 by the eNodeB, in step 55, and in step
56, the UE derives the security key, K_eNB, from at least the K_ASME and from said received
NAS_U_SEQ, in order to establish the UP/RRC security context shared with the eNodeB.

[0034] The derivation of the K_eNB by the MME, in the step 53, and by the UE, in the step 56,
is performed by a suitable conventional key derivation function, e.g. a Pseudo-Random
Function; K_eNB = PRF(K_ASME, NAS_U_SEQ, ,...). Normally, the key derivation function will
have additional conventional input values, e.g. the eNodeB-identity.

[0035] Figure 6a illustrates an MME 13 (Mobility Management Entity) for an EPS, according to
this invention, further arranged to establish a security key, K_eNB, for a security context for the
protection of UP/RRC traffic between a UE and a serving eNodeB. The MME is provided with
conventional communication means, not illustrated in the figure, for communicating with the
nodes in the EPS, e.g. with the eNodeBs via an S1-MME interface. Further, in the MME of
figure 1, an ASME (Access Security Management Entity) 61 is illustrated by hatched lines,
since this functional entity of an EPS may be co-located with the MME.

[0036] The means of the MME 13 illustrated in figure 6a for establishing the security key,
K_eNB, comprises reception means 62 for receiving an NAS SERVICE REQUEST-message
including an NAS_U-SEQ from a UE (via its serving eNodeB; key derivation means 63 for
deriving a security key, K_eNB based on at least the received NAS _U-SEQ and a stored
K_ASME, using a conventional key derivation function; and sending means 64 for sending the
derived K_eNB to the eNodeB serving the UE.

[0037] Figure 6b illustrates a UE 11 (User Entity) according to this invention, the UE adapted
for an EPS, and further arranged to establish a security key, K_eNB, for a security context for
the protection of UP/RRC traffic exchanged with its serving eNodeB. The UE is provided with
conventional communication means, not illustrated in the figure, for communicating with the
nodes in the EPS via an LTE-Uu interface to its serving eNodeB.

[0038] The means of the UE 11 illustrated in the figure 6b for establishing the security key,
K_eNB, comprises sending means 66 for sending an NAS SERVICE REQUEST-message to
the MME, via the serving eNodeB, the request indicating an uplink sequence number, NAS_U-
SEQ, and the means for establishing a security key, K_eNB, comprises key derivation means
67 for deriving a security key, K eNB based on at least the NAS_U-SEQ and a stored
K_ASME, using a conventional key derivation function.

[0039] The above-described means of the MME and the UE, as illustrated in the figures 6a
and 6b, implement the described functions using a suitable combination of software and
hardware, e.g. a programmed microprocessor or an application-specific integrated circuit, as
well as conventional radio transmitters and receivers.
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[0040] While the invention has been described with reference to specific exemplary
realisations, the description is in general only intended to illustrate the inventive concept and
should not be taken as limiting the scope of the invention.
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Patentkrav

1. Fremgangsmade i en mobilitetshandteringsenhed (13) af et Evolved Packet
System, EPS, til at etablere en sikkerhedsnagle til beskyttelse af radioressour-
cestyrings-/brugerplantrafik mellem en brugerindretning (11), UE, og en radio-
basestation (12), der betjener UE'en, hvilken fremgangsmade omfatter fal-
gende trin:

- At modtage (32, 52) en Non access Stratum-, NAS-, serviceanmodningsbe-
sked fra UE'en, hvilken besked angiver et NAS uplink-sekvensnummer,

- At udlede (33, 53) sikkerhedsnaglen fra mindst det angivhe NAS uplink-se-
kvensnummer og fra en lagret Access Security Management Entity-nagle, der
deles med UE'en, med anvendelse af en nagleudledningsfunktion, der tager
NAS uplink-sekvensnummeret og den lagrede Access Security Management
Entity-n@gle som input;

- At videresende (34) den udledte sikkerhedsnggle til radiobasestationen (12),
der betjener UE'en.

2. Fremgangsmade i en mobilitetshandteringsenhed ifelge krav 1, hvor nagle-
udledningsfunktionen er en Pseudo-Random Function.

3. Fremgangsmade i en brugerindretning (11), UE, af et Evolved Packet Sy-
stem, EPS, til at etablere en sikkerhedsnagle til beskyttelse af radioressource-
styrings-/brugerplantrafik udvekslet med en radiobasestation (12), hvilken
fremgangsmade omfatter falgende trin:

- At sende (31, 51) en Non access Stratum-, NAS-, serviceanmodning til en
mobilitetshandteringsenhed, hvilken besked angiver et NAS uplink-sekvens-
nummer;

- At udlede (33, 53) sikkerhedsnaglen fra mindst det angivhe NAS uplink-se-
kvensnummer og fra en lagret Access Security Management Entity-nagle, der
deles med mobilitetshandteringsenheden, med anvendelse af en nagleudled-
ningsfunktion, der tager NAS uplink-sekvensnummeret og den lagrede Access
Security Management Entity-nagle som input.
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4. Fremgangsmade i en UE ifalge krav 3, hvor negleudledningsfunktionen er
en Pseudo-Random Function.

5. Fremgangsmade i en UE ifglge et af kravene 3-4, omfattende det yderligere
trin at beskytte integriteten af NAS-serviceanmodningen sendt til mobilitets-
handteringsenheden.

6. Fremgangsmade i en UE ifelge et af kravene 3-5, omfattende trinnet med
at lagre NAS uplink-sekvensnummeret eller angivelsen deraf af NAS-service-
anmodningen sendt til mobilitetshandteringsenheden.

7. Fremgangsmade i en UE ifelge et af kravene 3-6, hvor sikkerhedsnaglen
udledes fra NAS uplink-sekvensnummeret og Access Security Management
Entity-n@glen efter modtagelsen af en sikkerhedskonfigureringsbesked fra ra-
diobasestationen.

8. Mobilitetshandteringsenhed (13) af et Evolved Packet System, EPS, hvilken
mobilitetshandteringsenhed er indrettet til at etablere en sikkerhedsnagle il
beskyttelse af radioressourcestyrings-/brugerplantrafik mellem en UE (11) og
en radiobasestation (12), der betjener UE'en, hvilken mobilitetshandteringsen-
hed indbefatter

- Midler (62) til at modtage en Non access Stratum-, NAS-, serviceanmod-
ningsbesked fra UE'en, hvilken besked angiver et NAS uplink-sekvensnum-
mer,;
- Midler (63) til at udlede sikkerhedsnaglen fra mindst det angivne NAS uplink-
sekvensnummer og fra en lagret Access Security Management Entity-nagle,
der deles med UE'en, med anvendelse af en nggleudledningsfunktion, der ta-
ger NAS uplink-sekvensnummeret og den lagrede Access Security Manage-
ment Entity-n@gle som input;

- Midler (64) til at sende den udledte sikkerhedsnagle til radiobasestationen
(12), der betjener UE'en.



10

15

20

25

30

DK/EP 3598690 T3

9. Mobilitetshandteringsenhed ifglge krav 8, hvor nagleudledningsfunktionen
er en Pseudo-Random Function.

10. Brugerindretning (11), UE, af et Evolved Packet System, EPS, hvilken UE
er indrettet til at etablere en sikkerhedsnagle til beskyttelse af radioressource-
styrings-/brugerplantrafik udvekslet med en betjenende radiobasestation (12),
hvilken UE indbefatter:

- Midler (66) til at sende en Non access Stratum-, NAS-, serviceanmodning til
en mobilitetshandteringsenhed, hvilken besked angiver et NAS uplink-se-
kvensnummer;

- Midler (67) til at udlede sikkerhedsnaglen fra mindst det angivne NAS uplink-
sekvensnummer og fra en lagret Access Security Management Entity-nagle,
der deles med mobilitetshandteringsenheden, med anvendelse af en nagleud-
ledningsfunktion, der tager NAS uplink-sekvensnummeret og den lagrede Ac-
cess Security Management Entity-n@gle som input.

11. UE (11) ifelge krav 10, hvor nggleudledningsfunktionen er en Pseudo-Ran-
dom Function.

12. UE (11) ifelge et af kravene 10-11, omfattende det yderligere trin at be-
skytte integriteten af NAS-serviceanmodningen sendt til mobilitetshandterings-
enheden.

13. UE (11) ifelge et af kravene 10-12, omfattende trinnet med at lagre NAS
uplink-sekvensnummeret eller angivelsen deraf af NAS-serviceanmodningen
sendt til mobilitetshandteringsenheden.

14. UE (11) ifelge et af kravene 10-13, hvor sikkerhedsnaglen udledes fra NAS
uplink-sekvensnummeret og Access Security Management Entity-naglen efter
modtagelsen af en sikkerhedskonfigureringsbesked fra radiobasestationen.
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