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(57) Abstract: Examples associated with operating system retrieval are described. One example includes presenting a reference to
an operating system image file. The image may be presented by a personal computer basic input/output system (BIOS). The personal
computer may connect to a mobile device that has retrieved the operating system image file from a remote location based on the
reference. The operating system image file is received from the mobile device, and initiated by the personal computer.
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OPERATING SYSTEM RETRIEVAL

BACKGROUND

[0001] Personal compulers today rely on complex operating sysiems o
provide user interfaces, application programmable interfaces, and so forth that allow
users to take advaniage of computing power. When an operating system fails, a user
may seek to deliver an operating system image file to the computer that the computer
can then use to install an operaling system. Sometimes these image files may be

retrieved or downloaded from a remote nelwork location.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunclion with the accompanying

drawings.

[0003] FIG. 1 illustrates example devices associaled with operating system
retrieval.

[0004] FIG. 2 illustrates a flowchart of example operations an example system

associated with operating system refrieval.

[0005] Fig. 3 ilustrates another flowchart of example operations associated
with apserating system retrieval.

[0006] FIiG. 4 llustrates an example system associated with operating system
retrieval,

{0007] FIG. 5 illustrates an example computing device in which example
systems, and methods, and equivalents, may operate.



WO 2018/174856 PCT/US2017/023370

RETAILED DESCRIPTION

[0008] Systems, methods, and equivalents associated with operating system
refrieval are described. When an operating system on a personal computer fails, a
user of the personal computer may seek to reinstall the operating system or install a
new operating system to continue using the personal computer. When the personal
compuier is able o connect to a network on which the replacement operating sysiem
is stored, the personal computer basic inputfoutput system (BIOS) BIOS may be able
fo downiload the replacement operating system and automatically begin the operating

system installation process.

[0009] However, for example, in cases where the personal computer fails at a
location without a network the BIOS can aulomatically access, the personal computer
may be unable to download the replacement operating system on its own. By way of
Hustration, a laplop seeking o connect {0 a public wireless network may be blocked
from connecting o the nefwork by a caplive portal of the wireless network. This
captive portal may seek, for example, agresment {o terms of use, payment, viewing
a BIOS could theorstically be designed to handle these types of requests, these
requests would mean that in web browsing functionality would be built into the BIOS.
Web browsing functionality could complicate the BIOS design, as BIOS are usually
designed to quickly start up and pass control fo an operating system.

[0010] Instead, the BIOS of the personal computer may display a reference
{e.g., @ quick response code) that describes a location of an operatling system image
file. The reference may be entered into or scanned by a mobile device which has
network capabilities. These network capabilities may be through a cellular network,
or even the network the personal computer could not access due o a lack of web
browsing capability. The mobile device may download the operating system image
file and deliver it to the personal computer, allowing the personal computer to begin
installing the replacement operating system. In some examples, the operaling system
image file downloaded by the mobile device may be g partial operating system image
file containing the web browsing functionality needed by the personal computer o
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access a network and downloading & complete operaling system image file. This may
be desirable when the complele operating sysiem image file is large enough that
downioading the complete operaling system image file may, for example, tax a data
plan of the phone, be faster {o download directly to the personal computter, include
sensitive data and/or settings, and so forih.

[0011] Figure 1 illustrates example devices associated with operating system
retrieval. it should be appreciated that the items depicted in Figure 1 are Hustrative
examples, and many different systems, devices, and so forth, may operate in
accordance with various examples.

[0012] Figure 1 illustrates example devices associated with operaling system
retrieval. These devices include a personal compuler 100, Personal computer 100
may be a laptop, a deskiop, and so forth. I one example, personal computer 100
may have a failled operaling system and is operating in a basic inputfoutput system
{BIOS) mode that is stored in the Brmware of personal computer 104, In other
examples, personal computer 100 may be operating in a BIOS mode prior to an initial
installation of an operating system, because & user has prevented booling of the
operaling system because the user plans {0 replace the pperaling system, and so
forth. In this example, the operaling system that is planned to be installed on personal
computer 100 may not be on hand. Instead, the operating system may be siored in
one or more operating system image files on a server 140 remote fo personal
computer 100. As used herein, an operating system image file is a file containing a
portion of an operating system sufficient to begin nstaliation of the operating system
ont a personal computer. The operating system image file may include seltings,
applications, instructions, data, and so forth to facilitate managing hardware, software,
and other resources of personal computer 100,

[06013] Thus, to obtain the operaling system from server 140, personal
computer 100 may seek to downiload the operating system image files from server 140
via a network 130 {e.g., the internet). in some cases, however, personal computer
180 may connect {0 network 130 via an inlermediary network, such as wireless
network 120 in this example. In this example, for security, financial andfor other
reasons, wireless network 120 may insis! that devices seeking 1o access wireless
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network 120 perform one or more tasks involving a captive portal 125, These lasks
may include, for example, registering a user, paying a fee, viewing an adverlisement,
agreeing to terms and conditions and so forth. Many of these tasks may assume that
devices seeking to access wireless network 120 have access o web browsing
capabiliies. However, BIOS do not usually have these web browsing capabilities due
to the complexities involved in implementing a web browser and the desire {0 keep
BIOS fast and lightweight to quickly pass control over {o an operating system after

booting a computer.

[0014] Conzequently, the BIQS of personal computer 100 may be configured
to cause display of a reference 108 1o a location at which an operating system mage
file may be oblained. In this example, reference 105 may point {0 a location of partial
operating system image file 150, In various examples, reference 105 could be formed
as a quick response {QR) code as shown here, a bar code, or other image that could
be scanned by, for example a mobile device 110, Mobile device 110 may be, for
exampie, a phone, a tablel, a laplop, and so forth. in other examples, reference 105
could be g uniform resource locator (URL) address, 8 code fo be input into an
application that tells the address to the application, and so forth.  Upon receiving
reference 105, mobile device 110 may use reference 105 to obtain the operating
system image file from server 140, In the event that mobile device 110 also has o
access server 140 vig wireless nelwork 120, mobile device 110 may have web
browsing capabilities that aflow mobile device 110 © pass through captive portal 125,
After connecting to server 140, mobile device 110 may download partial operating
system image file 150 to an internal memory.

[0015] Once mobile device 110, has oblained partial operating system image
file 150, mobile device 110 may begin the process of ransmitting the partial operating
system image file 150 to personal computer 100. This may be achieved by first
astablishing a connection between mobile device 110 and personal computer 100,
The connection may be established by, for example, mobile device 110 creating a
wireless network for personal computer 100 {o join, personal computer 100 creating a
wireless network for mobile device 110 1o join, a wired connection between maobile

device 110 and personal computer 100 {(g.g., Ethemet, universal serial bus), some
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other available wirsless network, and so forth. When mobile device 110 or personal
computer 100 create a wireless network for the other to join, details for connecting io
that wireless network may be shown on respective displays so the detalls can be
entered into the other device. After establishing a connection, mobile device 110 may
transmit parlial operating system image file 150 to personal computer 100.

[0016] Once personal computer 100 has received parfial operating system
image file 150 from mobile device 110, personal computer 100 may begin the process
of installing an operating system stored in partial operating system image file 150. As
used herein a partial operaling system image file may include an operating system
that is missing various functionalities and/or configurations. This may be because the
rote of the parlial operaling system image file is {o make i possible Tor personal
computer 100 to be capable of downloading and installing a complele operating
system image file 160, Thus, pariial operating system image file 150 may include a
web browsing function that allows personal compuier 100 {o connect to wireless
network 120 and bypass caplive portal 125 by performing or allowing a user 1o perform
whatever {asks are sought by captive porlal 125, Personal computer 100 may then
connect {o server 140 and obtain a complete operating syslem image file 160, As
used here in a complete operating system image file may be data that can be used to
ensure completion of installation of an operaling system on personal computer 100,
This may be achieved by, for example, supplementing operating system data from
partial operating system image file 150, entirely replacing data from partial operating
system image file 150, and so forth. This multi-step process for installing an operating
system on personal computer 100 may be desirable when complete operating system
image data is large enough that is undesirable {o download and/or transmit the data
via the intermediary mobile device 110, when complete operaling system image file
160 includes security sensitive settings and data, and so forth, While this example
describes a multi-phase delivery of an operating system {o personat computer 100, in
other examples, mabile device 110 may download and deliver a complete operating
system image file 160 to personal computer 100.

[0017] In various examples, reference 105 may be embedded in personal
computer 100 during the manufaciure process of personal computer 100, during flest
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management of personal computer 100 by an information technology department, and
soforth. Atthis time space may be allocated on server 140 for partial operating system
image file 150 and/or complete operating system image file 160. These actions may
facilitate updating partial operating system image file 150 and/or complete operating
system image file 180 over time. Updaling the images may allow upgrading and/or
updating operating systems delivered {o personal computer 100, modifying
functionalities of operating systems delivered 1o personal computer 100 based on, for
exampie, permissions associated with a user associated with personal computer 100,

and so forih.

[G018] i is appreciated that, in the following description, nurerous specific
detlails are set forth {o provide a thorough undersianding of the examples. However,
it is appreciated that the examples may be practiced without limitation to these specific
details. In other instances, methods and structures may not be described in detail to
avoid unnecessarily obscuring the description of the examples. Also, the examples

may be used in combination with sach other.

[0019] "Module”, as used herein, includes byt is not limited to hardware,
firmware, soflware stored on a computer-readable medium or in execution on a
machine, andfor combinations of each to perform a function{s) or an action{s}, andfor
to cause a funclion or action from ancther module, method, andfor system. A module
may include a software confrolled microprocessor, a discrete module, an analog
cireuit, a digital circuit, a programmed module device, a memory device confaining
mstructions, and so on. Modules may include gates, combinations of gates, or other
circuit components, Where muitiple logical modules are described, it may be possible
to incorporate the multiple logical modules into one physical module. Similarly, where
a single logical module is described, it may be possible {o distribute that single logical
module between multiple physical modules.

[0020] Figure 2 iHlustrates an example method 200. Method 200 may be
embodied on a non-fransitory processor-readable medium storing processor-
executable instructions. The instructions, when executed by a processor, may cause
the processor to perform method 200, In other examples, method 200 may exist within
logic gates and/or RAM of an application specific infegrated circult (ASIC).

B
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[0021] Method 200 may perform vanous lasks associated with opsrating
system retrieval, Method 200 may be performed by a personal computer's basic
inputioutput system {BIOS). The personal computer may be a desktop, a lapiop, a
server, and so forth. Method 200 includes presenting a reference to an operating
system image file at 210, The reference may be, for example, a quick response (QR}
code that transiates to uniform resource locator (URL) address. In some examples,
the reference may be pressnted in response to a user action taken in the BIOS. In
other examples, the reference may be a bar code scannable by a mobile device, a
plaintext URL address to be entered inlo a mabile device by a user, and so forth.

{00221 Method 200 also includes comnecting to a mobtle device at 220. The
mobile device may have retrieved the operating system image file from a remote
location based on the reference provided to the mobile device at action 210. When a
QR code is presented, the mobile device may scan the QR code and to obtain the
location from the reference. The BIOS may connect 1o the mobile device via, for
example, a wired connection, a wireless network generatad by the mobile device, a
wireless network generaled by the BIOS, a local wireless network, and so forth. By
way of tlustration, after downloading the file, the mobile device may generate a local
wireless network and display connection details for that wireless network. A user may
then enter the connection details into the BIOS to allow the personal computer and the

mobile device {o connect.

f0023] Method 200 also indudes receiving the operating system image file
from the mobile device at 230. The operaling systen image file may be received over
the connection established af action 220. In the example where the reference {o the
operaiing system image file is a QR code, the mobile device may scan the QR code

{0 obiain the address {e.g., URL) at which the operating system image file is stored.

[0024] Method 200 also includes initiating the operating system image file at
240. This may facilitate the BIOS installing an operating system on the personal
compuier. In some examples, the operating system image file may be a partial
operating system image file containing a web browsing function. A complefe operating
system image file may be downloaded once a user has connected o a local network
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using the web browsing function. By way of dlusiration, after the partial operating
system image file has been sufficiently instalied {o allow the personal computer o use
the web browsing function, a user may be inviled to connect {o local networks.
Connecling to one of these nelworks may involve performing certain actions
associaled with a caplive portal {e.g., entering payment, agreeing fo terms and
conditions). Once the personat compuler is connected to this network, the personal
computer may downioad the complete operating system file to complete installation of

the aperating system.

f0025] Figure 3 Hlustrates another example method 300 associaled with
operating system retrieval. In various examples, method 300 may be performed by a
mobile device. The mobile device may be, for example, a phone, a {ablet, a laptop,
and so forth. Method 300 includes scanning a reference o an operating system image
file at 310, The reference may be scanned via a camera of the mobile device. The
reference may be scanned from a display {e.g., @ monitor} linked to a personal
computer. The personal computer may be operating in a basic inputioutput system
{BIOS) mode. When the mobile device scans the reference, data may be exiracted
from the reference describing a location at which the operaling system image file may
be obtained.

f0026] Method 300 also includes refrieving the operating system image file at
320. The operating system image file may be relrieved from a location identified in
the reference. in one example, the operating system image file may have been
specifically configured for use with the personal computer. By way of itlustration, the
reference may point to an operating system image file configured specifically for the
personal computer from which the reference was scanned. This may allow, for
exampie, a company {o associate a specific operating system or system settings with
the personal computer and/or a user of the personal computer.

[0027] Method 300 also includes establishing a connection to the personal
compuier at 330. In one example, establishing the connection to the personal
computer may include creating a wirsless network and providing connection details of
the wireless network via a display of the mobile device. The connection details, when
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deliverad to the BIOS of the personal computer may allow the personal computer 1o
connect o the wireless network. In an altemalive example, ssiablishing the
conneaction may include detecting a universal serial bus (USB) data connection to the
personal computer, Other connections may also be possible.

[0028] Method 300 also includes fransmilting the operating system image file
10 the personal computer at 340. The operaling system image file may be transmitted
using the connection established at action 330. The personal compuler may use the
operating system image file to install an operating system. Thus, method 300 may
allow a mobile device with a web browsing capability o begin downloading an
operating system for a personal computer that does not yet have that web browsing
capability. The web browsing capability may allow the mobile device 1o connectio a
network through a captive portal that the personal computer is unable to handle until
an operating system with a web browsing capability is installed.

[0029] Figure 4 illusirates a sysiem 400 associated with operating sysiem
retrieval. Systemn 400 includes a data store 410, Data store 410 may store a set of
partial operating system image files and a set of complete operating system image
files.

[0030] System 400 also includes a parlial delivery module 420, Partial
delivery module 420 may receive a request to retrieve a partial operating system image
file. The request o retrieve the partial operating system image file may be received
from a mobile device 480. inresponse to the request, partial delivery module 420 may
deliver the partial cperating system image file to mobile device 480, The request may
be based on an address mobile device 490 obtained from a personal computer 489,
The address may be received by mobile device 490 when personal computer 489 is
operating in a basic inputioutput system BIOS mode. In one example, the address
obtained by mohbile device 490 from the BIOS may be embedded in parsonal computer
489 during manufacture of the personal computer 499, Additionally, space in data
store 410 may be allocated for the partial operating system file during manufacture of
personal computer 488, These actions may allow the address 1o be embedded in
personal computer 498 in a manner that allows updating the partial operating system
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file. Updaling the partial operating system may facilitate keeping an operating sysiem
instalied on personal computer 489 up o dale with respect {o security setlings,
company rules, and so farth. The parfial operaling system file may contain
configuration settings designed specifically for a component of personal computer 499,
a user of personal computer 499, and so forth.

[0031] Sysiem 400 also includes a complete delivery module 430. Complete
defivery module 430 may receive a request to relrieve a complete operating system
image file from personal computer 499. In response to the request {o retrieve the
complete operating system image file, complele delivery module 430 may transmit the
complete gperating system image file {o personal computer 498, The request for the
complete operating system image file may be received after personal computer 489
has received the partial operating system from mobile device 480. The partial
operating system image file may contain a function that allows personal computer 488
to conpect to a network, In various examples, the funclion that allows personal
computer 4898 1o connect 1o a network may be 8 web browser function that allows a

user {o bypass a caplive portal.

[0032] Figurs 5 Hlusirates an example computing device in which example
systerns and methods, and equivalents, may opearale. The sxample computing device
may be a computer 500 that includes a processor 510 and a memory 520 connected
by a bus 530. Computer 500 includes an operating system retrieval module 540,
Operating system retrieval module 540 may perform, alone or in combination, various
functions described above with reference o the example systems, methods, and so
forth.  In different examples, operating system refrieval module 540 may be
implemented as a non-ransitory computer-readable medium storing processor-
executable instructions, in hardware, software, firmware, an application specific
integrated circuil, and/or combinations thereof.

[0033] The instructions may also be presented to computer 500 as data 550
andfor process 560 thal are temporarily stored in memory 520 and then execuled by
processor 510, The processor 510 may be a variety of processors including dusl
microprocessor and other multi-processor architectures. Memory 520 may include

A0~
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non-volatile memory {e.g., read-only memory) and/or volatile memory {e.g., random
access memory). Memory 520 may also be, for example, a magnetic disk drive, a
solid state disk drive, a floppy disk drive, a tape drive, a flash memory card, an optical
disk, and so on. Thus, memory 520 may store process 560 andfor data 550.
Computer 500 may also be associated with other devices including other computers,
devices, peripharals, and so forth in numerous configurations {not shown).

{0034] itis appreciated that the previous description of the disclosed examples
is provided fo enable any person skilled in the art to make or use the present
disclosure. Various modifications {o these examples will be readily apparent to those
skifled in the arl, and the generic principles defined herein may be applied to other
examples without departing from the spint or scope of the disclosure. Thus, the
present disclosure is not intended fo be limited to the examples shown herein but is to
be accorded the widest scope consistent with the principles and novel features
disclosed herein.

13-
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WHAT 1S CLAIMEDR 15;

1. A method, comprising:

presenting, by a personal computer basic input/output system (BIOS), a

reference o an operating system image file;

cannecting to a mobile device that has retrieved the operating system image
file from a remote location based on the reference;

receiving the operaling system imags file from the mobile device; and

initiating the operating system image file.

2, The method of claim 1, where the reference is a quick responss {QR)
cade, and where the mobile device scans the QR code to oblain an address at which

the operating system image file is sfored.

3. The method of claim 1, where the reference is presenied in response

{o a user aotion taken i the BIOS.

4. The method of claim 1, whare the BIOS connects with the mobils
device via one of a wired connection, a wireless nebtwork generated by the mobile
device, a wireless network generated by the BIOS, and a local wireless network.

5. The method of claim 1, where the operating system image file is a

partial operating system image file containing a web browsing function, and where a

-t 2a



WO 2018/174856 PCT/US2017/023370

complete operating system image lile is downloaded once a user has connecied fo a
local network using the web browsing function.

8. A method, comprising:

scanning, via a camera of a mobile device, from a display linked to a personal
computer operaling in a basic inputfoutput system (BIOS) mode, a reference to an

operating system image file;

retrieving the operating system image file from a location identified in the
referance;

establishing a connection {o the personal computer; and

fransmitling the operaling system image file {o the personal computer, where
the personal computer uses the operating system image file to install an operating

system.

7. The method of claim 6, where establishing the connection fo the
personal computer comprises crealing a wireless network and providing connection
details of the wireless network via a display of the mobile device, where the
connection details, when delivered {o the BIOS of the personal computer, aliow the
parsonal computer o connect to the wireless nebwork,

o

8. The method of claim 6, where establishing the conneclion comprises
detecting a universal serial bus (USB) data connection to the personal computer.

8. The method of claim 8, where the operating system image file has
been specifically configured for use with the personal computer.
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10. A system, comprising:

a daia store {0 store a set of pariial operating system imagse files, and a set of
complete aperating system image files;

a partial delivery module o receive a request {o retrieve a partial operating
system image file from a mobile device, and to deliver the partial operating system
image file to the mobile device, where the reguest is based on an address the mobile
device obtained from a personal computer operaling in a basic input/output system
{BIOS) mode; and

a complete delivery module {o receive a request o retrieve a complete
operating system image file from the personal computler, and o transmit the
complete operating system image file to the personal computer, where the request
far the complete operating system image file is received after the personal computer
has received the partial operating system from the mobile device, and where the
partial operating system image file contains a function that allows the personal
computer o connect (o a network.

1. The gystem of claim 10, where the function that allows the personal
computer fo connect to a network is a web browser function that alfows a user o
bypass a captive portal.

12.  The system of claim 10, where the partial operating system contains
configuration sellings designed specifically for one or more of a component of the

personat computer, and a user of the personal computer.

-t
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13. The system of claim 10, where the address obtained by the mobile
device from the BIOS is embedded in a manner that allows updating of the partial

operating system file.

14.  The system of claim 10, where the address oblained by the mobile
device from the BIOS is embedded in the personal computer during manufacture of
the personal computer and where space in the data store is allocated for the partial

operating system file during manufacture of the personatl computer,

18, The system of claim 10 where the address is a quick response code.
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