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FIG.3

( In 2 STA In a wireless network: (302} )

Receive, from a reference device in the wireless network, a schedule providing a
measurement time for each of one or more wireless channels. The schedule is
time-stamped with a time of departure from the reference device. (304)

i

Use the schedule’s timestamp to synchronize the STA's timing with the reference
device. (306)

Tune to @ respective channel of the one or more wirgless channels in accordance
with the schedule. (308)

]

While tuned to the respective channel in accordance with the schedule, receive a
message with 2 time-of-departure timestamp from an AP. (310)

i

‘ Tire-stamp the message with a time-of-antval timestamp. (312)

Listen to more:
channels?

Receive indications of times at which the reference device received the time-
stamped messages from the APs. (316)

1

‘ Ascertain locations of the reference device and the APs. (318) ‘

i

Determine a position of the STA based at least in part on the time-of-departure
fimestamps for the messages from the APs, the fime-of-arrival timestamps for the
messages from the APs, the times at which the reference device received the
messages from the AP, the location of the reference device, and the location of
the APs. (320)

(57) Abstract: A station (STA) receives a schedule from a reference device in a wireless network. The schedule provides a measure -
ment time for each of one or more wireless channels. The STA tunes to a first channel of the one or more wireless channels in ac-
cordance with the schedule. While tuned to the first channel in accordance with the schedule, the STA receives a first message from
a first access point (AP). The first message, which includes a time-of-departure timestamp from the reference device, is time-stamped
with a time-of-arrival timestamp. The STA receives an indication of a time at which the reference device received the first message
from the first AP. The STA determines its position based in part on the time-of-departure timestamp, the time-of-arrival timestamp,
and the time at which the reference device received the first message.
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WIRELESS POSITIONING USING SCHEDULED TRANSMISSIONS

TECHNICAL FIELD

[0001] The present embodiments relate generally to wireless communications, and

specifically to determining the position of wireless devices.

BACKGROUND OF RELATED ART

[0002] A station (STA) in a wireless network (e.g., a WiFi network) may determine its
position (i.e., its location) using a double-differencing technique. In double differencing, an
Access Point (AP) sends a positioning message that is tagged with a time of departure (ToD)
from the AP, as determined by a clock in the AP. The STA and a reference station (RS)
receive the message and tag it with respective times of arrival (ToAs) using respective local
clocks in the STA and RS.

[0003] When multiple positioning messages are received from different APs, the
measured ToAs at the STA and RS can be used together with the ToDs to calculate a relative
location of the STA. With this technique, the clock errors of the APs can be eliminated: the
APs do not need to be synchronized for the double differencing to produce an accurate
location of the STA. Furthermore, if the locations of the RS and the APs are known, then the

absolute location of the STA may be determined.

[0004] Double differencing presents various challenges. For example, clock error
between the STA and RS (e.qg., resulting from clock drift in both the STA and RS) may affect
the accuracy, particularly if the delay between various positioning messages is significant. In
addition, different APs may use different channels. Delay in exchange of ToA timestamps
between the RS and STA may reduce accuracy or result in a useless location measurement if
the STA is moving. Also, a large number of STAs in the wireless network may attempt to

determine their locations simultaneously.

SUMMARY

[0005] In some embodiments, a positioning method is performed in a station (STA) in a
wireless network. In the positioning method, a schedule is received from a reference device in
the wireless network. The schedule provides a measurement time for each of one or more
wireless channels. The STA tunes to a first channel of the one or more wireless channels in

accordance with the schedule. While tuned to the first channel in accordance with the
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schedule, a first message is received from a first access point (AP). The first message
includes a time-of-departure timestamp and is time-stamped with a time-of-arrival timestamp.
An indication is received of a time at which the reference device received the first message
from the first AP. A position of the STA is determined based in part on the time-of-departure
timestamp, the time-of-arrival timestamp, and the time at which the reference device received

the first message.

[0006] In some embodiments, a non-transitory computer-readable storage medium
stores one or more programs configured for execution by one or more processors in a STA in
a wireless network. The one or more programs include instructions to tune, in accordance
with a schedule received from a reference device in the wireless network, to a first channel of
one or more wireless channels specified in the schedule. The schedule provides a
measurement time for each of the one or more wireless channels. The one or more programs
also include instructions to receive a first message from a first AP while tuned to the first
channel in accordance with the schedule. The first message includes a time-of-departure
timestamp. The one or more programs further include instructions to time-stamp the first
message with a time-of-arrival timestamp and instructions to determine a position of the STA
based in part on the time-of-departure timestamp, the time-of-arrival timestamp, and a time at

which the reference device received the first message, as provided to the STA.

[0007] In some embodiments, a STA includes one or more antennas, a wireless modem
to transmit and receive transmissions through the one or more antennas, one or more
processors, and memory storing one or more programs configured for execution by the one or
more processors. The one or more programs include instructions to tune, in accordance with
a schedule received from a reference device in a wireless network, to a first channel of one or
more wireless channels specified in the schedule. The schedule provides a measurement
time for each of the one or more wireless channels. The one or more programs also include
instructions to receive a first message from a first AP while tuned to the first channel in
accordance with the schedule. The first message includes a time-of-departure timestamp.
The one or more programs further include instructions to time-stamp the first message with a
time-of-arrival timestamp and instructions to determine a position of the STA based in part on
the time-of-departure timestamp, the time-of-arrival timestamp, and a time at which the

reference device received the first message, as provided to the STA.

[0008] In some embodiments, a method to facilitate positioning is performed in a
wireless device in a wireless network. In the method, a schedule is compiled that specifies a
measurement time for each of one or more wireless channels. The schedule is provided to a

STA distinct from the wireless device in the wireless network. The wireless device tunes to a
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respective channel of the one or more wireless channels in accordance with the schedule.
While tuned to the respective channel in accordance with the schedule, a first message is
received from a first AP. The first message includes a time-of-departure timestamp and is
time-stamped with a time-of-arrival timestamp. The time-of-arrival timestamp is provided to
the STA.

[0009] In some embodiments, a non-transitory computer-readable storage medium
stores one or more programs configured for execution by one or more processors in a wireless
device in a wireless network. The one or more programs include instructions to compile a
schedule specifying a measurement time for each of one or more wireless channels and
instructions to provide the schedule to a STA in the wireless network that is distinct from the
wireless device. The one or more programs also include instructions to tune to a respective
channel of the one or more wireless channels in accordance with the schedule and
instructions to time-stamp a first message with a time-of-arrival timestamp. The first message
is received from a first AP while the wireless device is tuned to the respective channel in
accordance with the schedule. The first message includes a time-of-departure timestamp.
The one or more programs further include instructions to provide the time-of-arrival timestamp
to the STA.

[0010] In some embodiments, a wireless device includes one or more antennas, a
wireless modem to transmit and receive transmissions through the one or more antennas, one
or more processors, and memory storing one or more programs configured for execution by
the one or more processors. The one or more programs include instructions to compile a
schedule specifying a measurement time for each of one or more wireless channels and
instructions to provide the schedule to a STA in a wireless network. The STA is distinct from
the wireless device. The one or more programs also include instructions to tune to a
respective channel of the one or more wireless channels in accordance with the schedule and
instructions to time-stamp a first message with a time-of-arrival timestamp. The first message
is received from a first AP while the wireless device is tuned to the respective channel in
accordance with the schedule. The first message includes a time-of-departure timestamp.
The one or more programs further include instructions to provide the time-of-arrival timestamp
to the STA.



WO 2016/018539 PCT/US2015/037543

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present embodiments are illustrated by way of example and are not

intended to be limited by the figures of the accompanying drawings.

[0012] FIGS. 1A and 1B are block diagrams of wireless networks in accordance with

some embodiments.

[0013] FIG. 2 illustrates a sequence of signals and operations used to determine the

position of a station in a wireless network in accordance with some embodiments.

[0014] FIG. 3 is a flowchart of a positioning method performed in a station in

accordance with some embodiments.

[0015] FIG. 4 is a flowchart of a method performed in a reference device to facilitate

positioning, in accordance with some embodiments.

[0016] FIG. 5 is a block diagram of a station in a wireless network in accordance with

some embodiments.

[0017] FIG. 6 is a block diagram of a reference device in a wireless network in

accordance with some embodiments.

[0018] Like reference numerals refer to corresponding parts throughout the drawings

and specification.

DETAILED DESCRIPTION

[0019] In the following description, numerous specific details are set forth such as
examples of specific components, circuits, and processes to provide a thorough understanding
of the present disclosure. Also, in the following description and for purposes of explanation,
specific nomenclature is set forth to provide a thorough understanding of the present
embodiments. However, it will be apparent to one skilled in the art that these specific details
may not be required to practice the present embodiments. In other instances, well-known
circuits and devices are shown in block diagram form to avoid obscuring the present
disclosure. The term “coupled” as used herein means connected directly to or connected
through one or more intervening components or circuits. Any of the signals provided over
various buses described herein may be time-multiplexed with other signals and provided over
one or more common buses. Additionally, the interconnection between circuit elements or
software blocks may be shown as buses or as single signal lines. Each of the buses may
alternatively be a single signal line, and each of the single signal lines may alternatively be

buses, and a single line or bus might represent any one or more of a myriad of physical or
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logical mechanisms for communication between components. The present embodiments are
not to be construed as limited to specific examples described herein but rather to include

within their scope all embodiments defined by the appended claims.

[0020] FIG. 1A is a block diagram of a wireless network 100A in accordance with some
embodiments. The wireless network 100A includes access points (APs) 102, a reference
station (RS) 104, and stations (STAs) 106. A respective RS 104 and/or STA 106 may be a
mobile computing device (e.g., a cell phone, tablet computer, laptop computer, etc.).
Alternatively, a respective RS 104 and/or STA 106 may be a computing device with a
substantially fixed location (e.g., a desktop computer, kiosk, etc.) While FIG. 1 shows three
APs 102, a single RS 104, and three STAs 106, in general the number of APs 102, RSs 104,
and STAs 106 in the wireless network 100A may vary. Each RS 104 and STA 106 may
communicate with a respective AP 102 if it is within range of the AP 102. Transmissions from
an AP 102 to an RS 104 or a STA 106 are referred to as downlink transmissions.
Transmissions from an RS 104 or STA 106 to an AP 102 are referred to as uplink

transmissions.

[0021] The APs 102 may provide the RS 104 and STAs 106 with access to one or more
networks 108 beyond the wireless network 100A, and thus serve as gateways to one or more
wider networks 108. For example, the APs 102 may provide the RS 104 and STAs 106 with
access to a wide-area network (WAN), metropolitan-area network (MAN), campus network,
and/or the Internet. The RS 104 and STAs 106 may access a remote server 110 through the
APs 102 and network 108.

[0022] In some embodiments, the APs 102 periodically broadcast beacon frames
(“beacons”), which are received by the RS 104 and STAs 106. For example, each AP 102
broadcasts beacons with a periodicity of 100 ms. Beacons are used to establish and/or
maintain wireless connections (i.e., wireless links) between respective devices. A beacon may
include a traffic indication map (TIM) indicating whether downlink data is available. A beacon
may also include timing synchronization information, such as a timing synchronization function
(TSF) value.

[0023] The RS 104 may serve as a reference device that helps a STA 106 to determine
its position (e.g., using double-differencing), as described below with respect to FIGS. 2-4. In
some embodiments, instead of (or in addition to) an RS 104, a reference access point (RAP)
112 may serve as a reference device, as shown in the wireless network 100B of FIG. 1B in

accordance with some embodiments.

[0024] In some embodiments, the wireless networks 100A and 100B are wireless local

area networks (WLANSs). For example, the wireless network 100A or 100B may be a WiFi
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network that operates in accordance with one or more protocols in the IEEE 802.11 family of
protocols. WiFi, however, is only one example of a type of wireless protocol that may be used

to implement the wireless networks 100A and 100B; other examples are possible.

[0025] FIG. 2 illustrates a sequence of signals and operations used to determine the
position of a STA 106 in accordance with some embodiments. The signals shown in FIG. 2
are transmitted between a STA 106, a reference device (RD) 200, and APs 102-1 through
102-4. The reference device 200 is a wireless device that acts as a reference for determining
the location of the STA 106 (e.g., using double differencing); examples include the RS 104
(FIG. 1A) and the reference AP 112 (FIG. 1B). The APs 102-1 through 102-4 are examples of
APs 102 (FIGS. 1A-1B). While FIG. 2 shows four APs 102-1 through 102-4, the number of
APs used for positioning may vary. Also, while FIG. 2 shows a single STA 106, multiple STAs
106 may determine their respective locations (i.e., may perform positioning) simultaneously
using the signals in FIG. 2. The overhead associated with the signals in FIG. 2 is independent
of the number of STAs 106 that are determining their respective locations, and thus does not

increase as the number of STAs 106 increases.

[0026] In FIG. 2, the reference device 200 identifies and obtains information regarding
APs 102 that are available for use in positioning. For example, the reference device 200
passively scans for APs 102, and identifies the APs 102-1 through 102-4 based on beacons
202 received from the APs 102-1 through 102-4. Alternatively, the reference device 200
actively scans for APs 102 by broadcasting probe request messages and receiving probe
response messages; the APs 102-1 through 102-4 are identified based on their probe
responses. The reference device 200 may scan for APs 102 on multiple channels (e.g., on all
available channels in the wireless network 100A or 100B). The beacons 202, or alternatively
the probe responses, inform the reference device 200 of various parameters respectively
associated with the APs 102-1 through 102-4. Examples of these parameters include, for
each of the APs 102-1 through 102-4, the basic service set identifier (BSSID), service set
identifier (SSID), operating bandwidth, supported data rate, other capabilities, load situation

(e.g., airtime usage and thus amount of traffic), timing information, etc.

[0027] The reference device 200 selects APs 102 for use in positioning from among the
identified APs 102. In the example of FIG. 2, the APs 102-1 through 102-4 are selected. In
some embodiments, APs 102 are selected based on one or more of their signal strengths,
load situations, channels in use, supported data rates, operating bandwidths, and other
parameters (e.g., other vendor-specific parameters). For example, the reference device 200
selects APs 102 to increase (e.g., maximize) the likelihood that the STA 106 will receive

messages from the APs 102 and/or decrease (e.g., minimize) the time for performing
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measurements using the messages. In one example, the reference device 200 selects APs
102 (e.g., a specified number of APs 102) with loads that satisfy a criterion (e.g., with the
lowest loads), such that the selected APs 102 can respond quickly to trigger messages that
trigger response messages used for positioning. In another example, the reference device
200 selects APs 102 (e.g., a specified number of APs 102) with beacon intervals that are
aligned to within a specified degree, such that the measurement operations will not collide with
beacon transmissions from the selected APs 102. In yet another example, the reference
device 200 selects APs 102 (e.g., a specified number of APs 102) with operating bandwidths
that satisfy a criterion (e.g., that exceed, or equal or exceed, a threshold), to ensure high
accuracy in positioning measurements. In still another example, the reference device 200
selects APs 102 operating on the same channel, to save time associated with switching
channels, and thus to reduce overhead associated with positioning measurements. In yet
another example, the reference device 200 selects APs 102 (e.g., a specified number of APs
102) with different signal strengths, to increase (e.g. maximize) the likelihood that STAs 106
fall within a convex polygon formed by the APs 102 (with the APs 102 at the vertices of the
polygon), such that the positioning accuracy can be improved. In some embodiments, the
reference device 200 selects APs 102 using location information that was included in the
beacons 202, included in probe responses, and/or obtained from a network server (e.g., the
remote server 110). For example, the reference device 200 uses this location information to
select APs 102 that increase (e.g. maximize) the likelihood that STAs 106 fall within a convex

polygon formed by the APs 102.

[0028] The reference device 200 compiles (204) a measurement schedule for the
selected APs 102-1 through 102-4. The measurement schedule specifies times at which the
STA 106 is to tune to respective channels to receive messages from the APs 102-1 through
102-4. The messages, which may be referred to as measurement messages, will be used to

perform positioning.

[0029] In some embodiments, the reference device 200 transmits the schedule in a
message that can be heard by the STA 106 (e.g., by all STAs 106 seeking to determine their
positions). For example, the reference device 200 broadcasts a beacon 206 that includes the
schedule. In another example, the reference device 200 transmits the schedule in an
unsolicited Public Action Frame that can be heard by all STAs 106. In yet another example,
the reference device 200 multicasts a data frame containing the schedule to a multicast group
address that includes the STA(s) 106.

[0030] In some embodiments, the reference device 200 provides the schedule to the
server 110 (FIGS. 1A-1B), and the STA 106 downloads the schedule from the server 110.
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The reference device 200 thus may provide the schedule to the server 110 either directly (e.g.,
in a beacon, Public Action Frame, or multicast data frame) or indirectly (e.g., via the server
110).

[0031] In some embodiments, the schedule includes multiple entries, with each entry
corresponding to an AP 102 on a particular channel. For example, the schedule includes the

following information:
[Schedule] ::= <ToD Timestamp>
{Ranging Start Count}
*[Ranging Plan]
[0032] The time-of-departure (ToD) timestamp is a timestamp that the reference device
200 applies to the schedule upon transmission, based on a clock in the reference device 200.
The ranging start count indicates a number of beacon cycles before the positioning is to be
performed: the STA 106 counts down from the ranging start count (e.g., by one each beacon
period) and performs positioning in accordance with the schedule when the count reaches a
specified value (e.g., zero). The ranging plan may include the following information for each
entry:
[Ranging Plan] ::= <Time to listen>
{Primary Channel 1D}
{Channel Bandwidth}
{Message Type}
{BSSID}
{SSID}
{RD MAC Address}

[0033] <Time to listen> is the scheduled time at which the STA 106 is to tune to the
channel. The primary channel ID and channel bandwidth together define the channel:
channel bandwidth specifies the bandwidth of the channel (e.g., 20, 40, 80, or 160 MHz) and
primary channel ID specifies a primary channel (e.g., a primary 20 MHz channel) that is
included within the channel. The BSSID and SSID are the BSSID and SSID of the AP 102
that is to transmit the message. The RD MAC address is the media access control (MAC)

address of the reference device 200.

[0034] The message type specifies the type of message to be transmitted by a
respective AP 102 for use in a positioning measurement. For example, the message type may

be a management frame (e.g., a probe response, such as the probe responses 212, 216, 220,

8
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and 224). In another example, the message type may be an action frame. In still another
example, a message type of data is specified, in which case the positioning message sent
from the AP 102 would be an acknowledgment (ACK) control frame. For this case, the ACK
sent from the AP 102 does not carry the MAC address of the AP 102 and does not carry a
ToD timestamp. For this type of operation, the reference device 200 and STAs 106 monitor
for both the trigger message and the corresponding ACK. The ToD and MAC address could
be derived from the trigger message, since the ACK has some time relevance with the trigger
message (e.g. occurs within a short inter-frame period of a known duration, as defined for
example in IEEE 802.11 standards).

[0035] In some embodiments, the reference device 200 (or alternatively, the server 110)
may control which STAs 106 can receive the schedule by using a group key to encrypt the
schedule. A STA 106 may obtain the group key from the reference device 200 by associating
with (e.g., connecting to) the reference device 200, or may obtain the group key from the
server 110 through the network 108 (e.g., over the Internet) by registering with the server 110.
The operator of the wireless network 100A or 100B could charge for access to the group key

and thus monetize the positioning procedure.

[0036] To perform positioning, the STA 106 first scans for a reference device 200 in its
vicinity. The STA 106 may identify the reference device 200, for example, based on a
predefined SSID assigned to the reference device 200. In another example, the STA 106
identifies the reference device 200 based on a capability element in a message from the
reference device 200 (e.g., in a beacon, probe response, or (re)association response).
Alternatively, the STA 106 is provided with the MAC address of the reference device 200.

[0037] By listening to the beacon 206 from the reference device 200, the STA 106
obtains the schedule and its associated ToD timestamp. In some embodiments, the beacon
206 does not include the schedule, but instead provides a uniform resource locator (URL) for
the server 110. The STA 106 uses the URL to download the schedule from the server 110.
The beacon 206 includes the ToD timestamp regardless of whether it includes the schedule or
the URL.

[0038] The STA 106 uses the ToD timestamp from the beacon 206 to synchronize (208)
its timing with the reference device 200. The ToD timestamp thus allows a local clock in the

STA 106 to be synchronized with a local clock in the reference device 200.

[0039] The reference device 200 sends a trigger message at a time t1 that corresponds
to (e.g., equals, or is offset by a specified amount from) the <Time to listen> for a particular
entry in the schedule. The trigger message is directed to the AP 102-1, as specified by the
BSSID and SSID in the schedule entry, and is transmitted on a channel used by the AP 102-1,

9
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as specified in the schedule entry (e.g., as specified by the primary channel ID and channel
bandwidth). The message type of the trigger message is defined in the schedule entry. In the
example of FIG. 2, the trigger message is a probe request 210. The reference device 200
selects a modulation and coding scheme (MCS), and thus a data rate, for the trigger message
that ensures that the STA 106 can receive the trigger message. For example, the trigger
message is sent with the most robust MCS and thus the lowest data rate available, or is sent
with an MCS that is specified as being supported by all STAs 106 that comply with a particular
protocol (e.g., a particular IEEE 802.11 protocol).

[0040] The trigger message (e.g., the probe request 210) triggers a response message
(e.g., a probe response 212) from the AP 102-1. The reference device 200 receives the
response message. For example, the reference device 200 filters messages on the specified
channel using parameters specified in the relevant schedule entry (e.g., message type,
BSSID, SSID, and RD MAC address) to identify the response message. The reference device
200 tags the response message with a time-of-arrival (ToA) timestamp and a source address
(e.g., the BSSID of the AP 102-1). The reference device 200 saves this information in a

respective result entry in memory. For example, the result entry may include the following

information:
[Result] ::= <AP BSSID>
{ToD timestamp}
{RD MAC Address}
{ToA timestamp}
[0041] The STA 106 also receives the response message (e.g., the probe response

212) from the AP 102-1. To receive the response message, the STA 106 first tunes to the
channel specified in the relevant schedule entry. The STA 106 tunes to this channel at the
<Time to listen> specified in the schedule entry, or at a time offset from <Time to listen> by an
amount that still allows the STA 106 to receive the response message, and listens to the
channel for at least a specified period of time (e.g., in the range of 5-10 ms). In some
embodiments, the STA 106 listens for the response message by filtering frames based on
information specified in the schedule entry. For example, the STA 106 filters frames based on
the source address (e.g., BSSID) of the AP 102-1, the target address (e.g., RD MAC address)
of the reference device 200, and the message type. The STA 106 tags the response message
with a ToA timestamp and a source address (i.e., the BSSID of the AP 102-1) and saves this
information in a respective result entry in memory. This result entry may have a structure

analogous to the corresponding result entry in the reference device 200.

10
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[0042] The reference device 200 subsequently sends trigger messages on respective
channels at times t2, t3, and t4, in accordance with respective entries in the schedule. For
example, the reference device 200 transmits probe requests 214, 218, and 222. These trigger
messages are respectively directed to APs 102-2, 102-3, and 102-4. The trigger messages
trigger response messages (e.g., probe responses 216, 220, and 224) from the APs 102-2,
102-3, and 102-4. The STA 106 and reference device 200 receive the response messages,
tag the response messages, and generate corresponding result entries in the manner

describes for the first response message (e.g., probe response 212).

[0043] In some embodiments, the reference device 200 selects multiple APs 102
operating on the same channel for use in positioning (e.g., to save time associated with
switching channels). The reference device 200 broadcasts a single trigger message (e.g., a
single probe request) on the channel. The multiple APs 102 respond to the single trigger
message with respective response messages (e.g., in accordance with a carrier sense
multiple access protocol), which are received and tagged by the reference device 200 and
STA 106.

[0044] It may be desirable to use wide-bandwidth signals for the response messages, to
improve the accuracy of positioning measurements. In some wireless protocols, however,
probe requests and responses may use the minimum available channel bandwidth (e.g., 20
MHz). Accordingly, in some embodiments the trigger messages and response messages use
wider-than-minimum bandwidths (e.g., 40 MHz, 80 MHz, or 160 MHz). For example, the
trigger messages and response messages use the maximum available bandwidth (e.g., 160
MHz). These messages may be data frames, in which case the reference device 200 and the
STA 106 connect to the APs 102-1 through 102-4 before the reference device 200 transmits
the trigger messages. The reference device 200 may synchronize its timing with the APs 102-

1 through 102-4 and store contexts corresponding to each of the APs 102-1 through 102-4.

[0045] The reference device 200 compiles its measurement results, as stored in result
entries, into a result list. The reference device 200 distributes the result list to all STAs 106
within range that perform positioning. The reference device 200 distributes the result list in a
manner analogous to its distribution of the schedule. For example, the reference device 200
broadcasts the result list in a beacon 226. In other examples, the reference device 200
distributes the result list via an unsolicited Public Action Frame that can be received by the

STAs 106, via a multicast data packet, or by posting the result list on the server 110.

[0046] The STA 106 combines the measurement results from the reference device 200
with its own measurement results as stored locally in result entries. The STA 106 uses the

combined measurement results to calculate its position using (228) a double-differencing
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ranging technique. The STA 106 also uses the locations of the reference device 200 and the
APs 102-1 through 102-4 in this calculation. In some embodiments, these locations are
provided to the STA 106 along with the schedule (e.g., in the beacon 206) or along with the
measurement results from the reference device 200 (e.g., in the beacon 226). The locations
of the APs 102-1 through 102-4 would thus have been previously communicated to the
reference device 200, which would have previously determined or been provided with its own
location. Alternatively, the STA 106 may download the locations of the reference device 200
and/or the APs 102-1 through 102-4 from the server 110.

[0047] In some embodiments, the wireless network 100A or 100B includes multiple
reference devices 200. A STA 106 may receive information (e.g., schedules and/or
measurement results) from the multiple reference devices 200 and use this information to
determine its position through double-differencing. The increased number of results provided
by the multiple reference devices 200 improves the accuracy of the calculated position, as

compared to a position calculated with results from a single reference device 200.

[0048] The multiple reference devices 200 may coordinate in selecting APs 102 for use
in positioning, in accordance with some embodiments. For example, respective reference
devices 200 may pick subsets of the APs 102 for inclusion in their schedules and notify other
reference devices 200 of their selected subsets (e.g., using over-the-air or backhaul
communications). Based on this exchange, the reference devices 200 may adjust either their
subsets or the sequence of the APs 102 in their subsets. These adjustments may decrease
(e.g., minimize) the time taken to determine the position of a STA 106, by ensuring that an

initial number of measurements are sufficient to allow the STA 106 to calculate its position.

[0049] FIG. 3 is a flowchart of a positioning method 300 in accordance with some
embodiments. The method 300 is performed (302) by a STA 106 in the wireless network
100A or 100B. For example, the method 300 corresponds to operations performed by the
STA 106 as described with respect to FIG. 2.

[0050] In the method 300, the STA 106 receives (304) a schedule from a reference
device 200 in the wireless network 100A or 100B. The schedule may be received from the
reference device 200 directly (e.g., in the beacon 206) or indirectly (e.g., from the server 110).
The schedule provides a measurement time for each of one or more wireless channels. The

schedule is time-stamped with a ToD from the reference device 200.

[0051] The STA 106 uses the schedule’s timestamp (i.e., the ToD) to synchronize (306)
its timing with the reference device 200.

[0052] The STA 106 tunes (308) to a respective channel of the one or more wireless
channels in accordance with the schedule. While tuned to the respective channel in
12
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accordance with the schedule, the STA 106 receives (310) a message from an AP 102 (e.g.,
the AP 102-1, 102-2, 102-3, or 102-4, FIG. 2). The message (e.g., a probe response 212,
216, 220, or 224) includes a ToD timestamp. The STA 106 time-stamps (312) the message

with a ToA timestamp.

[0053] The STA 106 determines whether to listen to more channels (314). For
example, the STA 106 determines whether there are more channels specified in the schedule.
Alternatively, the STA 106 determines whether it has received messages from a predefined
number of APs 102, regardless of a total number of APs 102 and corresponding channels

specified in the schedule.

[0054] If there are more channels to listen to (314-Yes), then the operations 308, 310,

and 312 are repeated for each of the remaining channels.

[0055] Otherwise (314-No), the STA 106 receives (316) indications (e.g., in a results
message, an example of which is the beacon 226) of times at which the reference device
received the time-stamped messages from the APs 102. The times at which the reference
device received the time-stamped messages are indicated by ToA timestamps as applied by

the reference device 200.

[0056] The STA 106 ascertains (318) locations of the reference device 200 and the APs
102 (e.g., the AP 102-1, 102-2, 102-3, or 102-4). For example, the STA 106 receives these
locations along with the schedule or along with the results message from the reference device
200.

[0057] The STA 106 determines (320) its position based at least in part on the ToD
timestamps for the messages from the APs 102, the ToA timestamps for the messages from
the APs 102 as applied by the STA 106, the times at which the reference device 200 received
the messages from the APs 102 (i.e., the ToA timestamps applied by the reference device
200), the location of the reference device 200, and the location of the APs 102.

[0058] In some embodiments of the method 300, the STA 106 receives the schedule
and the results message from the reference device 200 without having first connected to the

reference device 200 (i.e., in the absence of a connection with the reference device 200).

[0059] In some embodiments of the method 300, the STA 106 uses only a subset of the
schedule. The STA 106 determines its position using messages received in accordance with
the subset and determines whether an accuracy of the position measurement satisfies a
criterion (e.g., exceeds, or equals or exceeds, a threshold). If the criterion is satisfied, the STA
106 disregards the remainder of the schedule (i.e., the portion of the schedule that does not

include the subset).
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[0060] FIG. 4 is a flowchart of a method 400 of facilitating positioning in accordance
with some embodiments. The method 400 is performed (402) by a wireless device that acts
as a reference device 200 (e.g., an RS 104, FIG. 1A, or reference AP 112, FIG. 1B) in the
wireless network 100A or 100B. The method 400 is a counterpart to the method 300 (FIG. 3).
For example, the method 400 corresponds to operations performed by the reference device
200 as described with respect to FIG. 2.

[0061] The reference device 200 identifies (404 ) a plurality of APs 102 in the wireless
network 100A or 100B (e.g., based on beacons 202) and selects at least some of the identified
APs 102 for use in positioning. The reference device 200 compiles (406) a schedule
specifying a measurement time for each of one or more wireless channels corresponding to
the selected APs 102. The reference device 200 provides (408) the schedule to a STA 106
(or to multiple STAs 106) in the wireless network 100A or 100B. The schedule may be
provided to the STA(s) 106 directly (e.g., in the beacon 206) or indirectly (e.g., via the server
110).

[0062] The reference device 200 tunes (410) to a respective channel of the one or more
wireless channels in accordance with the schedule. In some embodiments, the reference
device 200 transmits (412) a trigger message (e.g., a probe request 210, 214, 218, or 222) on
the respective channel in accordance with the schedule. In some embodiments, transmission
of the trigger message may be omitted if the reference device 200 determines that a level of
traffic, and thus the load, for an AP 102 on the respective channel satisfies a threshold
indicating a likelihood that the AP 102 will transmit a message at a time corresponding to the

schedule without receiving a trigger message.

[0063] While tuned to the respective channel in accordance with the schedule, the
reference device 200 receives (414) a message with a ToD timestamp from an AP 102 (e.g.,
from one of the APs 102-1 through 102-4). For example, the message (e.g., a probe response
212, 216, 220, or 224) is received in response to the trigger message. The reference device

200 time-stamps (416) the message with a ToA timestamp.

[0064] If there are more channels specified in the schedule (418-Yes), the operations
410, 412, 414, and 416 are repeated for the remaining channels. Otherwise (418-No), the
reference device 200 provides the ToA timestamps and an indication of their corresponding
APs 102 to the STA 106 (420). This information (e.g., in the form of a results list) is provided,
for example, in a results message (e.g., the beacon 226) or via the server 110. The reference
device 200 also provides (422) the location of the reference device 200 and the APs 102-1
through 102-4 to the STA 106.
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[0065] In some embodiments, the reference device 200 transmits multiple results
messages, each containing results corresponding to a respective portion of the schedule. An
intermediate results message may be transmitted before the reference device 200 has

obtained all of the results corresponding to the schedule.

[0066] The method 400 thus provides the STA 106 with information to be used to

perform double differencing to determine the location of the STA 106.

[0067] While the methods 300 and 400 include a number of operations that appear to
occur in a specific order, it should be apparent that the methods 300 and 400 can include
more or fewer operations. Some operations can be executed serially or in parallel, an order of
two or more operations may be changed, performance of two or more operations may overlap,

and two or more operations may be combined into a single operation.

[0068] The sequence of signals and operations of FIG. 2, and the methods 300 (FIG. 3)
and 400 (FIG. 4), limit the impact of positioning on performance of the wireless network 100A
or 100B, by limiting transmission and reception of signals (e.g., probe requests 210, 214, 218,
and 222, and probe responses 212, 216, 220, and 224) used for positioning to preset times in
accordance with the schedule. Normal data communication sessions can be carried out at
other times without interruption. Furthermore, the methods 300 and 400 scale well: as the
number of STAs 106 increase, the overhead and cost for performing positioning do not
increase. The methods 300 and 400 therefore are well suited for use in densely populated

environments (e.g., shopping malls, urban areas, or offices buildings).

[0069] Furthermore, in some embodiments STAs 106 may perform positioning without
first connecting to a reference device 200 and/or APs 102. Connectionless positioning
protects user privacy. Also, the methods 300 and 400 may be performed without modification
of existing APs 102, thus easing deployment. The possibility of the reference device 200
being either an RS 104 (FIG. 1A) or a reference AP 112 (FIG. 1B) provides flexibility in

deployment.

[0070] FIG. 5 is a block diagram of a STA 500 in accordance with some embodiments.
The STA 500 is an example of a STA 106 (FIGS. 1A, 1B, and 2). The STA 500 includes one
or more antennas 502 coupled to a wireless modem 504 that transmits and receives signals
through the one or more antennas 502. The STA 500 also includes memory 508 and one or
more processors 506. The memory 508 stores code 510 configured for execution by the one
or more processors 506. The code 510 may be stored in a non-transitory computer-readable
storage medium (e.g., non-volatile memory) in the memory 508. The memory 508 also stores
data 514 to be referenced by the one or more processors 506 when executing the code 510.
The STA 500 further includes a clock 505 that may be set to synchronize the STA 500 with
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another wireless device (e.g., with a reference device 200, FIG. 2). The clock 505 is used to

generate timestamps.

[0071] The code 510 includes one or more programs with instructions configured for
execution by the one or more processors 506. The one or more programs include positioning
software 512 that, when executed by the one or more processors 506, causes the STA 500 to
perform the method 300 (FIG. 3), and thus to achieve the functionality described for a STA
106 with respect to FIG. 2. The data 514 may include a schedule 516 (e.g., the schedule of
the method 300), timestamps 518 (e.g., the timestamps of the method 300), and device
locations 520 (e.g., including locations of APs 102 and one or more reference devices 200, as

well as a location of the STA 500 as determined using double differencing).

[0072] FIG. 6 is a block diagram of a reference device 600 in accordance with some
embodiments. The reference device 600 is an example of a reference device 200 (FIG. 2),
such as an RS 104 (FIG. 1A) or reference AP 112 (FIG. 1B). The reference device 600
includes one or more antennas 602 coupled to a wireless modem 604 that transmits and
receives signals through the one or more antennas 602. The reference device 600 also
includes memory 608 and one or more processors 606. The memory 608 stores code 610
configured for execution by the one or more processors 606. The code 610 may be stored in
a non-transitory computer-readable storage medium (e.g., non-volatile memory) in the
memory 608. The memory 608 also stores data 614 to be referenced by the one or more
processors 606 when executing the code 610. The reference device 600 further includes a

clock 605 that is used to generate timestamps.

[0073] The code 610 includes one or more programs with instructions configured for
execution by the one or more processors 606. The one or more programs include positioning
software 612 that, when executed by the one or more processors 606, causes the reference
device 600 to perform the method 400 (FIG. 4), and thus to achieve the functionality described
for a reference device 200 with respect to FIG. 2. The data 614 may include a schedule 616
(e.g., the schedule of the method 400), timestamps 618 (e.g., the timestamps of the method
400), and device locations 620 (e.g., including the location of the reference device 600 and
locations of APs 102).

[0074] In the foregoing specification, the present embodiments have been described
with reference to specific exemplary embodiments thereof. It will, however, be evident that
various modifications and changes may be made thereto without departing from the broader
spirit and scope of the disclosure as set forth in the appended claims. The specification and
drawings are, accordingly, to be regarded in an illustrative sense rather than a restrictive

sense.
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CLAIMS

What is claimed is:

1. A positioning method, comprising:
in a station (STA) in a wireless network:

receiving, from a reference device in the wireless network, a schedule providing
a measurement time for each of one or more wireless channels;

tuning to a first channel of the one or more wireless channels in accordance with
the schedule;

while tuned to the first channel in accordance with the schedule, receiving a first
message from a first access point (AP), the first message comprising a time-of-
departure timestamp;

time-stamping the first message with a time-of-arrival timestamp;

receiving an indication of a time at which the reference device received the first
message from the first AP; and

determining a position of the STA based in part on the time-of-departure
timestamp, the time-of-arrival timestamp, and the time at which the reference device

received the first message.

2. The method of claim 1, further comprising:

ascertaining locations of the reference device and the first AP; and

using the locations of the reference device and the first AP in determining the position
of the STA.

3. The method of claim 1, wherein receiving the schedule comprises receiving a

beacon frame containing the schedule.

4, The method of claim 1, wherein:
the schedule is time-stamped with a time of departure from the reference device; and
the method further comprises using the time of departure of the schedule from the

reference device to synchronize timing in the STA with timing in the reference device.

5. The method of claim 1, wherein:
the schedule specifies one or more parameters associated with the first AP; and
receiving the first message from the first AP comprises using the one or more

parameters associated with the first AP to filter frames.
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6. The method of claim 5, wherein the one or more parameters associated with the
first AP comprise a basic service set identifier (BSSID) for the first AP and a service set
identifier (SSID) for the first AP.

7. The method of claim 5, wherein the schedule further specifies:

a message type for the first message;

an address for the reference device;

a primary channel and a channel bandwidth for each of the one or more wireless
channels; and

an indicator of a beacon cycle in which to use the schedule.

8. The method of claim 1, wherein receiving the first message from the first AP

comprises receiving a probe response from the first AP.

9. The method of claim 1, wherein the one or more wireless channels comprise a
plurality of channels, the method further comprising, in the STA:

tuning to respective channels of the plurality of channels at respective times, in
accordance with the schedule;

while tuned to the respective channels in accordance with the schedule, receiving
messages comprising time-of-departure timestamps from a plurality of APs, the messages
including the first message;

time-stamping the messages with time-of-arrival timestamps;

receiving indications of times at which the reference device received the messages
from the plurality of APs; and

ascertaining locations of the reference device and the plurality of APs;

wherein the position of the STA is determined based at least in part on the time-of-
departure timestamps, the time-of-arrival timestamps, the times at which the reference device
received the messages from the plurality of APs, and the locations of the reference device and

the plurality of APs.

10.  The method of claim 9, wherein the respective channels compose a subset of
the plurality of channels in the schedule, the method further comprising:

determining that an accuracy of the determined position of the STA, as determined
using timestamps associated with messages received on the respective channels, satisfies a

criterion; and
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disregarding a portion of the schedule corresponding to channels that are not in the

subset.

11. The method of claim 1, further comprising, in the STA:

while tuned to the first channel in accordance with the schedule, receiving messages
comprising time-of-departure timestamps from a plurality of APs, the messages including the
first message;

time-stamping the messages with time-of-arrival timestamps;

receiving indications of times at which the reference device received the messages
from the plurality of APs; and

ascertaining locations of the reference device and the plurality of APs;

wherein the position of the STA is determined based at least in part on the time-of-
departure timestamps, the time-of-arrival timestamps, the times at which the reference device
received the messages from the plurality of APs; and the locations of the reference device and

the plurality of APs.

12.  The method of claim 1, wherein receiving the schedule and the indication
comprise receiving the schedule and the indication from the reference device in the absence

of a connection between the STA and the reference device.

13. A method to facilitate positioning, comprising:
in a wireless device in a wireless network:

compiling a schedule specifying a measurement time for each of one or more
wireless channels;

providing the schedule to a station (STA) in the wireless network, the STA being
distinct from the wireless device;

tuning to a respective channel of the one or more wireless channels in
accordance with the schedule;

while tuned to the respective channel in accordance with the schedule, receiving
a first message from a first access point (AP), the first message comprising a time-of-
departure timestamp;

time-stamping the first message with a time-of-arrival timestamp; and

providing the time-of-arrival timestamp to the STA.

14.  The method of claim 13, further comprising, in the wireless device:
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transmitting a trigger message on the respective channel in accordance with the

schedule, to trigger transmission of the first message by the first AP.

15.  The method of claim 14, wherein:

transmitting the trigger message comprises transmitting a probe request; and

receiving the first message from the first AP comprises receiving a probe response from
the first AP.

16. The method of claim 13, further comprising providing a location of the wireless
device to the STA.

17.  The method of claim 13, wherein providing the schedule comprises broadcasting

the schedule on the wireless network.

18.  The method of claim 17, wherein broadcasting the schedule comprises

broadcasting a beacon frame containing the schedule.

19.  The method of claim 13, wherein providing the schedule comprises uploading

the schedule to a server that is accessible to the STA.

20. The method of claim 13, wherein providing the schedule comprises encrypting
the schedule with a key that is available to the STA through a registration procedure for the

wireless network.

21.  The method of claim 13, wherein providing the schedule comprises time-

stamping the schedule with a time of departure of the schedule from the wireless device.

22.  The method of claim 13, wherein providing the time-of-arrival timestamp to the
STA comprises broadcasting a beacon containing the time-of-arrival timestamp on the

wireless network.

23.  The method of claim 13, wherein the one or more wireless channels comprise a
plurality of channels, the method further comprising, in the wireless device:
tuning to respective channels of the plurality of channels at respective times, in

accordance with the schedule;
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while tuned to the respective channels in accordance with the schedule, receiving
messages comprising time-of-departure timestamps from a plurality of APs, the messages
including the first message;

time-stamping the messages with time-of-arrival timestamps; and

providing the time-of-arrival timestamps to the STA.

24.  The method of claim 23, further comprising, in the wireless device:
transmitting trigger messages on the respective channels in accordance with the
schedule, to trigger transmission of the messages comprising the time-of-departure

timestamps from the plurality of APs.

25.  The method of claim 13, further comprising:

identifying a plurality of APs in the wireless network; and

selecting a subset of the plurality of APs;

wherein the one or more wireless channels of the schedule correspond to the selected

subset of the plurality of APs.

26. A wireless device comprising:
one or more antennas;
a wireless modem to transmit and receive transmissions on a wireless network through
the one or more antennas;
one or more processors; and
memory storing one or more programs configured for execution by the one or more
processors, the one or more programs comprising:
instructions to tune, in accordance with a schedule received from a reference
device in the wireless network, to a first channel of one or more wireless channels
specified in the schedule, wherein the schedule provides a measurement time for each
of the one or more wireless channels;
instructions to receive a first message from a first access point (AP) while tuned
to the first channel in accordance with the schedule, the first message comprising a
time-of-departure timestamp;
instructions to time-stamp the first message with a time-of-arrival timestamp; and
instructions to determine a position of the wireless device based in part on the
time-of-departure timestamp, the time-of-arrival timestamp, and a time at which the
reference device received the first message, the time at which the reference device

received the first message having been provided to the wireless device.
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27. The wireless device of claim 26, wherein:

the schedule is time-stamped with a time of departure from the reference device; and

the one or more programs further comprise instructions to use the time of departure
from the reference device to synchronize timing in the wireless device with timing in the

reference device.

28. The wireless device of claim 26, wherein the instructions to determine a position
of the wireless device comprise instructions to determine a position of the wireless device

based further in part on locations of the reference device and the first AP.

29. A wireless device comprising:
one or more antennas;
a wireless modem to transmit and receive transmissions on a wireless network through
the one or more antennas;
one or more processors; and
memory storing one or more programs configured for execution by the one or more
processors, the one or more programs comprising:
instructions to compile a schedule specifying a measurement time for each of
one or more wireless channels;
instructions to provide the schedule to a station (STA) in the wireless network,
the STA being distinct from the wireless device;
instructions to tune to a respective channel of the one or more wireless channels
in accordance with the schedule;
instructions to time-stamp a first message with a time-of-arrival timestamp, the
first message being received from a first access point (AP) while tuned to the respective
channel in accordance with the schedule and comprising a time-of-departure
timestamp; and

instructions to provide the time-of-arrival timestamp to the STA.
30.  The wireless device of claim 29, wherein the one or more programs further

comprise instructions to transmit a trigger message on the respective channel in accordance

with the schedule, to trigger transmission of the first message by the first AP.
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( In a STA in a wireless network: (302) )

v

Receive, from a reference device in the wireless network, a schedule providing a
measurement time for each of one or more wireless channels. The schedule is
time-stamped with a time of departure from the reference device. (304)

v

Use the schedule’s timestamp to synchronize the STA's timing with the reference
device. (306)

v

Tune to a respective channel of the one or more wireless channels in accordance

v

While tuned to the respective channel in accordance with the schedule, receive a
message with a time-of-departure timestamp from an AP. (310)

v

Time-stamp the message with a time-of-arrival timestamp. (312)

Listen to more Yes

with the schedule. (308) il

channels?
(314)

No

Receive indications of times at which the reference device received the time-
stamped messages from the APs. (316)

v

Ascertain locations of the reference device and the APs. (318)

v

Determine a position of the STA based at least in part on the time-of-departure
timestamps for the messages from the APs, the time-of-arrival timestamps for the
messages from the APs, the times at which the reference device received the
messages from the APs, the location of the reference device, and the location of
the APs. (320)
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< In a wireless device in a wireless network: (402) )

v

Identify a plurality of APs in the wireless network. Select at least some of the
identified APs for use in positioning. (404)

v

Compile a schedule specifying a measurement time for each of one or more
wireless channels corresponding to the selected APs. (406)

v

Provide the schedule to a STA in the wireless network. (408)

v

Tune to a respective channel of the one or more wireless channels in accordance
with the schedule. (410)

: Transmit a trigger message on the respective channel in accordance with the :
' schedule. (412) l

While tuned to the respective channel in accordance with the schedule, receive a
message with a time-of-departure timestamp from an AP (e.g., in response to the
trigger message). (414)

v

Time-stamp the message with a time-of-arrival timestamp. (416)

Yes

More channels?

Provide the time-of-arrival timestamps and an indication of their corresponding
APs to the STA. (420)

v

Provide the location of the wireless device and the APs to the STA. (422)
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