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ABSTRACT

A method that includes receiving a data stream from point monitoring cases
proximate to confined spaces, the data stream include at least one camera feed of the
confined space, generating a display from the data stream for a single display device,
wherein the display comprises a tile view including a tile for each confined space of
confined spaces being monitored. The tile includes at least one camera feed from a camera
located at the confined space, a number of workers in proximity to the confined space,
wherein the number of workers is displayed in the tile above the at least one camera feed,
control buttons located 1n the tile to a right of the at least one camera feed, and gas sensor

indicators located in the tile.

Date Regue/Date Received 2020-11-05



CENTRALIZED MONITORING OF CONFINED SPACES

BACKGROUND

[0001] A confined space is a space with limited in number and size of entry and exit
locations and is not suitable for human inhabitants. A confined space is large enough for
a human to enter and perform one or more tasks but is not designed to be continually
occupied because of hazards of the confined space. Because of the limited size in a
confined workspace, the limited ingress and egress locations, and various hazards within
the confined space, operating within such a confined space is dangerous. As such, a need

exists to provide a monitoring solution for workers in the confined space.

SUMMARY

[0002] In general, in one aspect, embodiments relate to a system that includes confined
space internal monitoring devices configured to acquire monitoring data from a confined
space, a point monitor case include point monitoring case ports configured to be electrically
coupled to confined space internal monitoring devices, and a centralized monitoring station
cabinet configured to be communicatively connected to the point monitor case. The
centralized monitoring station cabinet includes a display, a processor, and a centralized
monitoring application configured to execute on the processor and include a local user
interface. The local user interface includes for each confined space of confined spaces
being monitored an instruction to display a number of workers in proximity to the confined
space, an instruction to display at least one camera feed from a camera located at a confined
space, an instruction to display control buttons configured to control confined space

internal monitoring devices, and an instruction to display gas sensor indicators.

[0003] In general, in one aspect, embodiments relate to a centralized monitoring station
cabinet that includes a network interface connection to connect to point monitoring cases
located in proximity to confined spaces and connected to confined space internal
monitoring devices, a processor, and a centralized monitoring application configured to
execute on the processor and include a local user interface. The local user interface
includes for each confined space of confined spaces being monitored an instruction to

display a number of workers in proximity to the confined space, an instruction to display

Date Regue/Date Received 2020-11-05



at least one camera feed from a camera located at the confined space, an instruction to
display control buttons configured to control confined space internal monitoring devices,

and an instruction to display gas sensor indicators.

[0004] In general, in one aspect, embodiments relate to a method that includes receiving a
data stream from point monitoring cases proximate to confined spaces, the data stream
include at least on camera feed of the confined space, generating a display from the data
stream for a single display device, wherein the display comprises a tile view including a
tile for each confined space of confined spaces being monitored. The tile includes at least
one camera feed from a camera located at the confined space, a number of workers in
proximity to the confined space, wherein the number of workers is displayed in the tile
above the at least one camera feed, control buttons located in the tile to a right of the at

least one camera feed, and gas sensor indicators located in the tile.

[0005] Other aspects of the invention will be apparent from the following description and
the appended claims.

BRIEF DESCRIPTION OF DRAWINGS

[0006] FIGs. 1,2, 3, 4, 5, and 6 shows a diagram of a system in accordance with one or

more embodiments of the invention.

[0007] FIGs. 7A, 7B, and 7C shows an example interface in accordance with one or more

embodiments of the invention.

[0008] FIGs. 8 and 9 show flowcharts in accordance with one or more embodiments of the
invention.
[0009] FIGs. 10A, 10B, 10C, 10D, 10E, and 10F show an example interface for an incident

report in accordance with one or more embodiments of the invention.

[0010] FIGs. 11A,11B, 11C, 11D, 11E, 11F, 11G, and 11H show an example interface for

a system check in accordance with one or more embodiments of the invention.

[0011] FIGs. 12A, 12B, 12C, 12D, and 12E show an example interface for system check

bump test in accordance with one or more embodiments of the invention.
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[0012] FIGs. 13A, 13B, 13C, 13D, 13E, 13F, and 13G show an example web interface in

accordance with one or more embodiments of the invention.

[0013] FIGs. 14 show an example portable monitoring interface in accordance with one or

more embodiments of the invention.

[0014] FIGs. 15A, 15B, and 15C show example confined space monitoring devices in

accordance with one or more embodiments.

[0015] FIGs. 16A and 16B shows a computing device in accordance with one or more

embodiments of the invention.

DETAILED DESCRIPTION

[0016] Specific embodiments of the invention will now be described in detail with
reference to the accompanying figures. Like elements in the various figures are denoted

by like reference numerals for consistency.

[0017] In the following detailed description of embodiments of the invention, numerous
specific details are set forth in order to provide a more thorough understanding of the
invention. However, it will be apparent to one of ordinary skill in the art that the invention
may be practiced without these specific details. In other instances, well-known features

have not been described in detail to avoid unnecessarily complicating the description.

[0018] Throughout the application, ordinal numbers (e.g., first, second, third, etc.) may be
used as an adjective for an element (i.e., any noun in the application). The use of ordinal
numbers is not to imply or create any particular ordering of the elements nor to limit any

element to being only a single element unless expressly disclosed, such as by the use of the

" on
k-

"o on
k-

terms "before", "after", "single", and other such terminology. Rather, the use of ordinal
numbers is to distinguish between the elements. By way of an example, a first element is
distinct from a second element, and the first element may encompass more than one
element and succeed (or precede) the second element in an ordering of elements. Further,
three collinear dots mean that more elements of the same type may optionally exist as
before and after the dots. However, embodiments are not limited to the number shown for

any of the elements.
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[0019] In general, embodiments of the invention are directed to a centralized monitoring
system for a confined space. As used throughout the application, a confined space is
defined as a space with limited in number and size of entry and exit locations and is not
suitable for human inhabitants. A confined space is large enough for a human to enter and
perform one or more tasks but is not designed to be continually occupied because of
hazards of the confined space. For example, confined spaces may be spaces that are toxic
to humans, such as by having poor air quality and lack of adequate ventilation, toxic
chemicals on various surface, and/or flammable, combustible material. Confined spaces
may also be subject to entrapment, flooding, and other such physical hazards. Confined
spaces may be a boiler, hydrocarbon and septic tank, tubing system, underground space
(e.g., cave or cavern), and various other such enclosed spaces. Because of the attributes of

the confined space, operating within such a confined space is a dangerous task.

[0020] The centralized monitoring system includes confined space internal monitoring
devices that include sensors for obtaining measurements within the confined space. A
point monitoring case is electrically connected to the confined space internal monitoring
devices and gathers the readings from the confined space internal monitoring devices. For
example, the point monitoring case may be located outside of the confined space and
connected via wires to the confined space internal monitoring devices. Multiple point
monitoring cases may exist, whereby each point monitoring case is for a different confined
space. The centralized monitoring system further includes a centralized monitoring station
cabinet. The centralized monitoring station cabinet is a cabinet that is communicatively
connected to one or more point monitoring cases. The centralized monitoring station
cabinet may be located offsite, such as in a different portion of a city, or in a different city

than the point monitoring case.

[0021] The centralized monitoring station cabinet includes a display, a computer
processor, and a local user interface for execution on the computer processor. For each
confined space being monitored, the local user interface shows on the display the number
of workers proximate to the confined space, a camera feed, gas sensor indicators, and
control buttons to control, remotely, the confined space internal monitoring devices. The
local user interface further shows the required personal protective equipment (PPE) for the

confined space.
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[0022] Turmning to FIG. 1, FIG. 1 shows components of a centralized confined space
monitoring system (100) in accordance with one or more embodiments. In the figures,
various computing systems (e.g., user mobile device (130), user computing system (132),
and various computing systems that are part of components) are described. The various
computing systems may correspond to the computing systems described below and shown
in FIGs. 16A and 16B. Some of the various computing systems may have display,
touchscreen, keyboards, and other such user input/output devices, while other computing
system are embedded systems that include functionality to process instructions and
transmit results to another computing system via ports and network interface cards. The
user mobile device (130) and user computing system (132) are devices that are operated by
a user and not part of the centralized confined space monitoring system (100). Rather the
user mobile device (130) and user computing system (132) may be separate devices that
interface with one or more of the components of the centralized confined space monitoring
system. In one or more embodiments, the user mobile device (130) is a device that is
designed to be carried in one piece by a user, such as a laptop computer, mobile phone,
tablet personal computer, and other such computing device. The user computing system
(132) may be any computing device of a user regardless of whether the computing device

is mobile.

[0023] As shown in FIG. 1, the confined space monitoring system (100) includes one or
more confined space systems (e.g., confined space system X (102), confined space system
Y (104)), a hub (106), and a centralized monitoring station cabinet (108). The one or more
confined space systems are communicatively connected via wires or wirelessly to the hub
(106). For example, one or more of the connections(s) between the confined space
system(s) (e.g., confined space system X (102), confined space system Y (104)) and the
hub (106) may be a direct electrical connection and/or a wireless packet connection. As
shown in FIG. 1, the connection between the hub (106) and the centralized monitoring
station cabinet (108) is via network (110). In general, a network (110) is any connected
set of physical devices that is capable of transmission of data between devices. Example
networks are described below in reference to FIGs. 16A and 16B. Although FIG. 1 shows
two distinct networks (e.g., network (110), network (112)), the network may be the same
network.
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[0024] In one or more embodiments, the confined space system (e.g., confined space
system X (102), confined space system Y (104)) is a system configured to monitor a single
confined space (e.g., confined space X (114), confined space Y (116)). A locale may have
multiple confined spaces. Each of the multiple confined spaces at a locale are connected
to a hub (106) located at the locale. Thus, the hub (106) is a device interface for confined
space systems that are located at the same locale. The hub (106) connects the confined
space systems to the centralized monitoring station. Although not shown in FIG. 1, a

hierarchy of hubs (106) may exist for a single locale.

[0025] A locale is a geographically connected region, or a sub-portion thereof owned by a
same business entity in one or more embodiments. For example, the locale may be a single
building, a set of connected buildings, a single processing plant, a single worksite. The
locale may have a local area network (LAN). Thus, the hub (106) may be connected via
the LAN of the locale to the confined space systems (e.g., confined space system X (102),
confined space system Y (104)).

[0026] Returning to the discussion of the confined space system, the confined space system
is a system that has some components within the confined space and some components
located directly external to the confined space. The confined space system include
functionality to acquire measurements and camera feed directly from the adjoining
confined space, and controls access to the adjoining confined space. The camera feed is
the video stream from a camera. As shown in FIG. 1, the confined space system (e.g.,
confined space system X (102), confined space system Y (104)) includes confined space
internal monitoring devices (e.g., confined space internal monitoring devices X (118),
confined space internal monitoring devices Y (120)), confined space external monitoring
devices (e.g., confined space external monitoring devices X (122), confined space external
monitoring devices Y (124)), and a corresponding point monitor case (e.g., point monitor
case X (126), point monitor case Y (128)). The confined space internal monitoring devices
and the confined space external monitoring devices are collectively referred to as

monitoring devices.

[0027] The confined space internal monitoring devices are hardware devices that are
physically located within the confined space. The confined space external monitoring

devices are hardware devices that are physically located outside of the confined space.
6
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[0028] FIG. 2 shows an example diagram of confined space internal monitoring devices
(200) in accordance with one or more embodiments. Specifically, the confined space
internal monitoring devices are hardware devices that both control access in and out of the

confined space, as well as detect hazardous conditions within the confined space.

[0029] Turning to FIG. 2, as shown in FIG. 2, the confined space internal monitoring
devices (200) includes a panel having a panel housing (202). The panel housing (202) is
the rigid case that surrounds and protects the inner equipment (i.e., a badge reader (204),
intercom (206), and alarm (208)). The badge reader (204) is an electronic device that is
configured to acquire identification data from a human or badge of a human. For example,
the badge reader (204) may be a radio frequency identification (RFID) reader. Other types
of badge readers may be used without departing from the scope of the invention. The
intercom (206) is a communication device that includes a microphone and speaker for one
way or two way communication. Through the intercom (206), a worker located within the
confined space may communicate with an operator located outside of the confined space
(e.g., within the confined space system, by the hub, or at the confined space monitoring
cabinet). In one or more embodiments, both the intercom (206) inside and outside of the
confined space will only call the operator located in the control room (e.g., at the confined
space monitoring cabinet). The alarm (208) is an audio and/or visual output device that is
configured to be triggered when a problem exists. For example, the alarm (208) may play
a siren and/or flashing lights when triggered. As shown in FIG. 1, the badge reader (204),
intercom (206), and alarm (208) are mounted within the single housing. In one or more
embodiments, a single communication medium connects the panel housing (202) to the
point monitor case (discussed below) via the confined space port (210) (discussed below).
Moreover, the panel housing may further include a processor, memory, and communication
port that are electrically coupled to the badge reader (204), intercom (206), and alarm (208).
The processor, memory, and communication ports perform operations to receive
instructions from the point monitor case, transmit data to the point monitor case, receive
input from the badge reader, intercom, and alarm, and transmit commands/data to the badge

reader, intercom, and alarm.

[0030] Continuing with FIG. 2, emergency lights (212) are lights that are configured to
turn on when power is lost to the confined space. In one or more embodiments, the lights

7
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are also not connected to the port, but rather are connected to local power. The emergency
lights (212) may be encased in mechanical protection, such as steel bars, to prevent
breakage of the lights. An example of the emergency lights in mechanical protection is

shown in FIG. 15B.

[0031] An air filter (216) is configured to acquire an air sample of the confined space. The
air filter (216) may be configured to remove particulates when acquiring the air sample in

order to protect gas sensors connected via tubing to the air filter (216).

[0032] The camera (214) is configured to acquire a camera feed of the inside of the
confined space. The camera may be a security camera and may also include infrared
functionality to obtain an image in low and no light scenarios. In one or more
embodiments, the camera (214) includes a processing system to process commands and
adjust the camera zoom and the camera angle, where the commands are received remotely

from the point monitor case.

[0033] The camera (214), panel housing (202), and air filter (216) are connected to the
point monitor case (described below in reference to FIG. 1) via a confined space port (210).
The confined space port (210) is an opening in the confined space through which electrical
wires may fit. Further, an air tube between the air filter (216) and the point monitor case

(described below in reference to FIG. 1) may also pass through the confined space port.

[0034] Although not shown in FIG. 2, the confined space internal monitoring devices may
further include a secondary audio alarm. The secondary audio alarm may be external to
the panel housing (202) and internal to the confined space. Further, the secondary audio
alarm may be encased in mechanical protection, such as steel housing, to prevent breakage
of the speaker. An example of the secondary audio alarm is shown in FIG. 15C.
Additionally, the confined space internal monitoring devices may include other sensors
such as a fire detector, a smoke detector, a heat detector, and other sensors to detect

hazardous conditions in the confined space.

[0035] Tuming to FIG. 3, FIG. 3 shows confined space external monitoring devices (300).
The confined space external monitoring devices (300) are devices located on the outside
of the confined space. The confined space external monitoring device (300) are devices
that are directly configured to control access to the confined space and provide security for

8
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the confined space. The confined space external monitoring devices include a panel
housing (302) having a badge reader (304), intercom (306), and alarm (308). The panel
housing (302), badge reader (304), intercom (306), and alarm (308) may be the same or
similar to the panel housing (202), badge reader (204), intercom (206), and alarm (308),

respectively, described above with reference to FIG. 2.

[0036] The confined space external monitoring devices further include a camera (310) and
display (312). The camera (310) may be the same or similar to the camera (214) described
above with reference to FIG. 2. The display (312) is a monitor that is connected to camera
(214). The display may further be a computing system, such as described below with
reference to FIGs. 16A and 16B. For example, the display (312) may be a tablet personal
computing (PC) device. In such a scenario, the display (312) may include functionality to
create a communication channel with the centralized monitoring station cabinet and
transmit audio and visual input between a user located at the display (312) and the

centralized monitoring station cabinet.

[0037] The panel housing (302), camera (310), and display (312) are connected to point
monitor case ports (314) on the point monitor case. The point monitor case ports (314) are

hardware connections located on the point monitor case.

[0038] Returning to FIG. 1, the point monitor case (e.g., point monitor case X (126), point
monitor case Y (128)) is a physical case that includes sensors and other electrical
equipment for receiving data from and transmitting data to the confined space internal and

external monitoring devices.

[0039] In particular, the point monitor case has gas detection sensors and an air port for
receiving air from inside the confined space. The gas detection sensors include
functionality to acquire an air sample from an air hose connected to the air port and detect
whether a combustible or toxic gas is in the confined space. In one or more embodiments,

one or more of the gas detection sensors may be specific to a type of toxic gas.

[0040] The gas detection sensors may be communicatively coupled to a computing system
in the point monitor case. Specifically, the electrical equipment in the point monitor case
may include a computing system for processing instructions. The computing system may
include a mobile network connection, a wireless network connection, and/or other

9
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connection. Through the connection, the computing system is configured to locate and

connect, wired or wirelessly, to the hub and/or to a user mobile device.

[0041] The computing system in the point monitor case interfaces with the confined space
internal monitoring devices and the confined space external monitoring devices to obtain
a current state of the devices (e.g., whether on/off, whether fault is detected), issue
commands to the devices (e.g., change the direction and zoom state for cameras, trigger
lights and alarms, unlock or lock an enclosed space based on identification received from
a badge reader, etc.). The computing system in the point monitor case is further configured
to execute an application that aggregates the current state from the various devices,
acquires one or more readings from the one or more gas sensors, and generate a current
aggregated state of the confined space. The current aggregated state may have the current
state for each device with the device identifier along with a camera feed from each camera.
The computing system of the point monitor case is configured to transmit, continually
and/or periodically, and in accordance with a predefined protocol, the aggregated state to

the hub for transmission to the centralized monitoring station cabinet.

[0042] Additionally, the application executing on the computing system of the point
monitor case may include a user interface that presents the aggregated state and may be
configured to receive commands to adjust one or more of the confined space
internal/external monitoring devices. The user interface may be an interface of a web
application transmitted to a user mobile device (e.g., user mobile device (130)) for

presentation in a web browser (not shown) executing on the user mobile device (130).

[0043] Physically, the point monitor case is portable by being less than 12 inches wide, 18
inches in width, and 30 inches tall. The point monitor case has a built in trolley with wheels
and a handle to roll the point monitor case to the confined space station. Further, the point
monitor case may have removeable mounting hooks to hang the point monitor case on a

fence or other railing.

[0044] As described above, the point monitor case is connected to a hub (106). The hub
(106) is a physical computing device that includes a wireless access point (134) and an
aggregator (138). The wireless access point (134) is configured to connect to a user mobile

device (130). The hub may also provide an application, similar to the application of the

10
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point monitor case, with an interface for the user mobile device obtain the aggregated
current state of each confined space system. The aggregated current state is the aggregated
current state described above with reference to the point monitor case. Specifically, the
aggregated current state includes specific gas measurements, number of people in the
confined space, and others state information about the confined space. Through the
wireless access point on the hub and the user’s mobile device, a user may review the
aggregated current state of each confined space system connected to the hub regardless of
whether an independent network connection is available. The aggregator (136) is
configured to aggregate the aggregated current state from each confined space system and
transmit the aggregated state to the centralized monitoring station cabinet (108). In one or
more embodiments, the connection between the hub (106) and the monitoring station
cabinet (108) is via point to point (PTP) gigabit (GB) antennas that provide a direct
connection. In other words, the hub (106) may via a single wire connect to one antenna,
which transmits directly to and receives directly from a second antenna. The second

antenna may be wired to the centralized monitoring station cabinet (108).

[0045] FIG. 4 shows a schematic diagram of the centralized monitoring station cabinet
(108). The centralized monitoring station cabinet (108) is a cabinet that holds the confined
space monitoring computing system. In the closed state, the cabinet is four feet tall, about
five feet wide, and eighteen inches deep and is in the shape of a box on wheels. The top
of the cabinet includes an opening from which the primary touchscreen display device
(402) may roll out to sit above the cabinet. The primary touchscreen display device (402)
is a display screen spanning at least ninety percent of the height and width of the cabinet,
and is configured to detect touch input, such as through capacitive sensing. The primary
touchscreen display device (402) is configured to display the aggregated current state of
each of the confined spaces being monitored. In one or more embodiments, the interface
shown on the primary touchscreen display device may concurrently show the aggregated

current state of twelve confined spaces, each with at least two camera feeds.

[0046] A top portion of the front side of the confined space monitoring cabinet may fold
down to form a table with front legs and the back being the cabinet itself. Inside the
confined space monitoring cabinet may be one or more secondary touchscreen display
devices (404). The secondary touch screen display devices may include user interfaces for

11
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guiding a user through various operations, such as creating an incident report, and
performing a system test. The secondary touchscreen display devices (404) are viewable

when the table is formed from the front side of the cabinet.

[0047] The centralized monitoring station cabinet (108) includes a computing system that
includes a storage device (406) and a computing processor (408) for operating the
touchscreen display devices and other input/output components of the computing system.
The storage device (406) includes functionality to maintain a data repository (410) and a
centralized monitoring application (412). The data repository (410) is any type of storage
unit and/or device (e.g., a file system, database, collection of tables, or any other storage
mechanism) for storing data. Further, the data repository (410) may include multiple
different storage units and/or devices. The computing processor (408) is configured to
execute the centralized monitoring application (412). The centralized monitoring
application (412) is configured to drive the centralized monitoring station and interface

with the hub and confined space systems.

[0048] FIG. 5 shows a diagram of the centralized monitoring application (412) in
accordance with one or more embodiments. As shown in FIG. 5, the centralized
monitoring application (412) includes a base component (502), services (504), and
software tools (506), and a user interface generation software component (508). The
centralized monitoring application (412) may also include a web interface (510) and a local

interface (512).

[0049] The base component (502) includes the functions on the back end of the centralized
monitoring application (not involving the user interface) that enable the centralized
monitoring application to execute. The base component includes dynamic objects, helpers,
and other types of components that direct communication with the gas detection equipment.
Additionally, the base component includes instructions to control transfer of information
from a data access layer (DAL) to a business logic layer (BLL) and vice-versa for use by
other components of the centralized monitoring application. The DAL has a backend of a
database for the DAL to access. Specifically, the information is used by the BLL to
perform the operations of the centralized monitoring application. Changes to data are
changed in the user interface, sent to the BLL, which passes the changes to the BLL for

writing to the database.
12
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[0050] The services component (504) includes the services for the cameras,
communication bus, gas detectors, and badge readers. The services component (504)
utilizes the contents of the Base folder to create working services that can be used

throughout the centralized monitoring application.

[0051] The software tools (506) includes tools that ping hardware, test database
connection, add values to the machine registers, reset admin password for the centralized
monitoring application, and change the language used by the centralized monitoring

application.

[0052] The user interface generation software components (508) are software components
that are used to generate the user interface. Specifically, the user interface generation
software components (508) are front end components for connecting to the services (504)

and software tools (506).

[0053] Although not shown, the centralized monitoring application (412) may include an
installer. The installer may initialize the centralized monitoring application and controls
how the Composite Centralized monitoring application Library components are wired to
the centralized monitoring application. A user may specify a master internet protocol (IP)
address of a master computing system, slave IP of the slave computing system, intended
machine for install (Master PC or Slave PC), and install directory. The installer then

handles installing and uninstalling the centralized monitoring application.

[0054] Below is a description of each of the components of the centralized monitoring
application (412). Tuming to the base component (502), the base component (502)
includes the components to perform the base functionality of the centralized monitoring
application. The base component includes data objects (514), a business log layer (516), a
data access layer (518), a user interface (UI) logic layer (520), a helper set (522), and a gas

detector connection (524).

[0055] The business logic layer (516) includes common helpers, services, and other
helpers. Common helpers include the following components. Application configuration
helpers create a static property with the correct type to return the new value. The
application configuration helper allows the user to return a strong-typed setting by using
the respective parse method. A client setting helper is a class that keeps the client settings

13
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by storing the settings dictionary and obtains the requested settings. The connection string
helper is a helper class to create Entity Framework connection strings. The server settings
helper is a class that retrieves server settings from the server database. The share helper

class obtains the local path from share.

[0056] The services in the business logic layer (516) include an alarm manager, an archiver
manager, an awareness manager, a camera manager, a client manager, a client settings
manager, an export manager, an incident report manager, a gas detector siren manager, an
import manager, an incident report manager, a language manager, a measurement manager,
a gas detection manager, a badge reader manager, a personal protective equipment
manager, a recording manager, a reset manager, a server settings manager, a set manager,
a gas detector measurement acquisition manager for each different type of gas detector, a
gas detector processor manager, and a user manager. Each of the aforementioned managers
may be separate programming classes within the centralized monitoring application. The
components of the managers are described below. The functionality provided by each of

the components may be performed by individual methods in each of the classes.

[0057] The alarm manager includes methods for creating a file with specific extension
representing the given alarm object, creating the alarm on file and in the database,
converting the alarm object to an extensible markup language (XML) or other common
format, updating the alarm document, renaming the alarm file, reading a name from the
alarm file, replacing the alarm steps in the document, setting a value in the alarm file,
deleting the alarm file, reading and converting the alarm file, searching for the alarm file
and return a list, returning any alarm file in the database, log the existence of an alarm in

the database, and perform other such operations.

[0058] The archiver manager includes components to archive measurements older than a
week, day by day, delete a table with the given name, fetch measurements from the given
table name, build a query to fetch the measurements for the database, fetch measurement
tables from a database server and determine if the table can be archived or not, fetches the
tables that have to be archived, parse the table name to fetch the date and to define if the
table should be archived, and determines whether tables for the next defined number of

days have been created.
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[0059] The awareness manager includes functionality to obtain and save the awareness

settings, add and update user awareness, and export user awareness.

[0060] The camera manager is a manager class for handling cameras from the Camera
Image Recorder Service in services (504). The camera manager includes functional to
return cameras connected to sets that needs recording of their images, return cameras
connected to a specific set that needs recording of their images, discover the connected
cameras with a Ping command, update the brand of the configured camera in the database,
test for the camera brand of the discovered camera, and return the camera brand based on

a name of the camera.

[0061] The client manager is a manager to manage the clients connected to the server. A
client is a user computing system and the server is computing system in the centralized
monitoring station cabinet in FIG. 1. The client manager includes functionality to add a
client to the server application, add a set to a client to place on the canvas of the client,
delete the client set for a new set, activate and deactivate a client for a set, obtain an IP
address of edited clients, a single client, a subset of clients, or all clients, and update the IP

address to set the updated IP address as the active IP address for the client.

[0062] The client settings manager is a class for obtaining client settings. The client
settings manager includes functionality to obtain the client settings for a certain client,
retrieve a setting by the settings key value, add or update a client setting record in the
database, fetch the setting from the database depending on the key and client identifier
(ID), reset the value of a Client Setting database record to an empty string, delete the client

setting from the database, and return client settings for a particular client.

[0063] The export manager is configured to create an export file in XML format that
includes client, sets, gas detectors, cameras, client settings, server settings, users. The
export manager further includes functionality to the clients that represent the master and
the slave, identify the last active client, create the XML export document, create a
XElement that includes the settings connected to the client, creates the XElement for the
cameras connected to a set, create the XElement for the gas detectors connected to a set,
create the XElement for the client settings, create a XElement for the server settings, a

XElement for the users, and convert user elements to XElements.
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[0064] The gas detector siren manager is a manager for the client to activate and deactivate
the siren connected to the Modbus gas detectors. The gas detector siren manager activates

and deactivates the siren on the gas detector with the given IP address.

[0065] The import manager includes functionality to reset the centralized monitoring
application and load the settings from an import file in the database. The import manager
is configured to load the file in memory, check if the version in the file is the same as the
version of the application (without build number), process the file and create database
objects and commit them to the database, create database objects for groups and for clients.
The import manager is further configured to create various database objects (e.g., ClientSet
database objects, set database objects, camera database objects, GasDetector database
objects, ClientSettings database objects, and user database objects). The import manager

further includes functionality to create user elements.

[0066] The incident report manager obtains the incident report settings and saves the
incident report settings. The incident report manager is further configured to get incident
reports and saves the incident report titles and items. The language manager fetches

languages.

[0067] The measurement manager is a manager for the service to handle the measurements
taken by the server gas measurements application. The measurement manager includes
functionality to fetch measurements between a certain timespan from a specific set for
display in the graph, get graph measurements so the graphs can be written to the database,
and takes a list of measurements and writes them to the database in bulk. The measurement
manager includes functionality to take a list of graph measurements and write the
measurements to the database in bulk. The measurement manager is further configured to
create a database query string to fetch the graph measurement values from the database and

create a query which returns the last graph measurements right before the actual start date.

[0068] The gas detection manager includes functionality to discover the gas detectors
connected to a specific set, to recalibrate the gas detectors connected to a specific set, and

to determine the type of detector.

[0069] The badge reader manager is a manager for a badge reader service. The badge
reader area is an area defined for a particular badge reader, such as a particular confined
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space. The badge reader manager returns badge reader areas as found in a dataset, returns
data from a specified badge reader area, return the total number of persons present in the
specific badge reader area, builds a connection string to the badge reader database, return

count data based on the specific client ID, and get a badge reader ID from a set.

[0070] The personal protective equipment manager includes functionality to get personal
protective equipment from a database and save personal protective equipment for a specific

set.

[0071] The recording manager includes functionality to get a recording set for the given
camera set, start recording the camera images for the supplied set, check if the camera will
reset during the recording and notifies the reboot time in the log, set a timer for recording
in a specified time, stop recordings, and start and stop a new recording. The recording
manager further includes functionality to restart the recording, and check whether the
recording for a set between timestamps. The reset manager is a manager to delete

information from a data repository.

[0072] The server settings manager add or update a server setting record in the database,
fetch the setting from the database depending on a key, reset the value of a Server Setting
database record to an empty string, delete a server setting from a database, and return the

server settings.

[0073] The set manager includes functionality to handle sets from some of the services,
return sets needed for the a gas detector service, return a specific set for the gas detector
reader service, get the sets configured for each client, get the camera sets for the camera
image reader, determine whether the sets are available for positioning, and return client
sets for specific client. The set manager further includes functionality to detect sets inside
the current IP range, determining whether cameras, gas detectors or badge reader cards are
available. The set manager is further configured to ping the camera, detector, badge reader,
and siren of a set and return the status. The set manager is further configured to saves or
updates sets into the database (no sets will be removed), adds, updates and removes entries
for client sets in the database, and recalibrates a set. The set manager is further configured
to retrieve a set object to use in the measurement graph renderer application, delete a set,

enable and disable a badge reader, and get a set for gas detector with a specific gas detector
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ID. The set manager further includes functionality to saves notes for sets with a specific

set ID and save set groups.

[0074] The gas detector measurement acquisition manager for each different type of gas
detector. Specifically, the gas detector measurement acquisition manager includes
functionality to take measurements from a gas detectors, put short array into measurement,
determines the type of device fault on the given gas detector, determine the type of alarm
on a gas detector, determine the type of alarm on a given gas detector, and save for graph
data for gas detector ID. The gas detector measurement acquisition manager is further
configured to read a value, ping a gas detector, determine if an alarm is activated, check if

there is a device error, and initialize a connection.

[0075] The user manager includes functionality to get users, add a user to the database,
update the user, activate and deactivate a user, create a hash, make a log entry, log off a
specific user, log off a user that is marked as logged on the client, close the client
application. The business logic layer further includes various helper classes to write files

to storage, create directory, initialize client, and perform other actions.

[0076] The user interface (UI) logic layer (520) includes getting alarm XML documents
and reading them, configuring the client settings, server to client configuration, siren
activation/deactivation, incident processing/reporting, screenshot management, and
recording directory management. The UI logic layer includes functionality to read a
specific alarm file, return a path to an alarm file, convert an alarm file into an object, hold
values from the alarm file, return an object holding the values from the alarm file, and
manage the client settings in the register and the connection to the server application. The
UI logic layer further includes functionality to check whether the server can be reached
using a ping. The UI logic layer further includes functionality to check if the server is
configured in the register, can be reached with a synchronous ping. The UI logic layer is
further configured to activate and deactivate the siren connected to the gas detector, such
as using the IP address, perform file management for camera feed files, save and manage
screenshots from camera feed files, get an incident moment for a set, parse a file, save the
safety observation and the contents of the report to disk, and obtain, update, and delete,
incident reports. The UI logic layer further includes functionality to create a document for

the incident report, writes a moment to the document, get the background color for a gas
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detector, write user interface widgets, and perform other such actions. The UI logic layer
further includes functionality to create a static property with the correct type to return the

new value and allows the user to return a strong-typed setting by using the respective parse

method.

[0077] The data access layer (518) is the layer to provide simplified access to data stored
in persistent storage and performs data management. The data access layer (518) converts
data objects to a data access layer representation and vice versa. The objects include alarm
objects, camera objects, badge reader objects, client settings, non-audit fields, user settings,

languages, and incident reports.

[0078] The helper set (522) includes helpers to read and write to registers, set connection

teams, set register values get domain values, and split IP addresses.

[0079] The gas detector connection (524) includes functionality to read out the gas detector
register and process the read values to a measurement object, load the gas detector set for
each gas detector in the given set, loop over the stored connections and will fetch the values
in the register for connections (GasDetector) a connection is lost, and to process the
received values to a measurement object. The gas detector connection includes
functionality to create a measurement object for a connection error measurement if the read
register is null, convert the readout of the gas detector register to a measurement object,

and figure out is a new value has to added in the MeasurementGraph database.

[0080] The services (504) includes a camera manager service (526), a gas detector service
(530), and an access panel service (532). The various services are connected to each other
via a communication bus (534). The camera manager service (526) includes functionality
to create a communication bus service proxy, get cameras from a communication bus via
communication bus proxy, load the directory to save the videos through the communication
bus using the recording manager service, starts the camera recorder, stop recordings
through the recording manager service, start stop, and restart recordings for camera sets.
The camera manager service (526) further is configured to check if still recording for a set

between time stamps.

[0081] The communication bus (534) includes proxies for the gas detector reader, the
badge reader service, and the client service. The communication bus (534) includes
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functionality to perform an application reset using the base component, inform client the
centralized monitoring application is reset, get areas for the client for a gas detector, for a
badge reader, and camera recorder. The communication bus (534) includes functionality
to get a set for a database, delete a set, sends message to the clients in the list informing
that the client configuration has been changed, add a set to a database, remove a set from a
client, and start and stop tracking a set. The communication bus if further configured to
poll IPs of badge readers, card readers, gas detector readers, and other monitoring
equipment, and to manage client and server settings. The communication bus is further
configured to get a specific set for a measurement graph, get a graph image, add, update,
and delete users, log users, manage languages, add, update, delete, and raise an alarm. The
communication is further configured to manage a camera image recorder, handle
awareness settings, set groups, manage personal protection equipment, get and save

incident report settings.

[0082] The gas detector service (530) includes functionality to start gas detectors, clear gas
detectors, add gas detectors, obtain measurements from gas detectors, clear a measurement
buffer, clear graph queues, remove old items from a list, add and remove measurements to

a set, remove a set, and restart itself.

[0083] The access panel service (532) includes functionality to create a communication
bus service proxy, obtain client areas dictionary, obtain a number of confined spaces,
connect to a badge reader device, obtain a number of people in a confined space, obtain a
count, register and unregister a client, get count data, remove an area, and start a badge

reader service to read from a database.

[0084] The software tools (506) include a password reset tool (534), a crash manager tool
(536), a translations tool (538), a connection tester tool (540), and an application tester tool
(542). The tool may include additional tools to perform pinging operations, test database
connections, and read, write and update register values. The password reset tool (534)
includes functionality to reset an administrator password reset. The crash manager tool
(536) includes functionality to determine which service has crashed. The translation tool
(538) translates portions of the application into a different language. The application tester
tool (542) is configured to perform testing of the various monitoring devices, hub, and

point monitor case (i.e., target device). The application tester tool (542) may include
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functionality to prompt a user to enter an IP address of a target device, and test a reset,
archive a recording, get an area, and perform area testing for one or more target devices.
The application tester toll (542) includes functionality to enable and disable devices and
record a test. The connection tester tool (540) is configured to test connections to various

target devices.

[0085] The centralized monitoring application (412) further includes a user interface
generation software component (508) that includes a Ul registry (544), a recording viewer
(546), a camera box (548), and a graph renderer (550). The UI registry (544) is a storage
location to store information about connections to devices and user interface settings. The
Ul registry (544) includes functionality to store a server IP address (552), a client identifier
(554), and database instance information (556). The server IP address (552) is the IP
address of the computing system of the centralized monitoring station application. The
client identifier (554) is an identifier of a client computing device (e.g., user computing
device in FIG. 1) connected to the centralized monitoring application (412). The database
instance information (556) captures information describing an instance of the database
having information about the various devices of the system, in accordance with one or more
embodiments. Although FIG. 5 is described with respect to a database, any data repository
may be used, as described in FIG. 4.

[0086] The recording viewer (546) includes functionality to obtain a recording for a
camera device from storage using the services (504) and base component (502), generate
a recording, and present the recording. Specifically, the recording viewer (546) is

configured to display a recording player, with a start, stop, play, fast forward, rewind.

[0087] The camera box (548) includes functionality to display the current camera feed for
each of the confined spaces. The graph renderer (550) includes functionality to generate a
graph of measurement values (e.g., graph measurement values). To perform the
aforementioned functionality, the camera box (548) and graph renderer (550) are

configured to use the services (504) and the base component (502).

[0088] Continuing with FIG. 5, the centralized monitoring application (412) further
includes a web interface (510) and a local interface (512). The web interface (510) is an

interface that defines the layout of the UI within a web browser. Specifically, the
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centralized monitoring application (412) includes a web application (510) component that
is accessible from a remote user computing device. The local interface (512) is the
graphical user interface displayed on the display devices shown in FIG. 4. In particular,
the local interface (512) may be displayed on the primary display device, and on the
secondary display device of FIG. 4. Specifically, the local interface is a graphical user
interface that displays the camera feeds from the confined space, number of people in the
confined space, gas readings of the confined space, etc. The local interface (512) and the
web interface (510) include graphical user interface widgets to guide a user through testing
the confined space system, creating incident reports, and performing administrative
management of the centralized monitoring application (412). In one or more embodiments,
the local interface (512) and the web interface (510) may directly or indirectly
communicate with the various other components of the centralized monitoring application
(412) including the software tools (506), the user interface generation software components

(508), the services (504), and the base component (502).

[0089] FIG. 6 shows a diagram of a primary device confined space user interface (600).
As described above, the primary device confined space user interface (600) is at least a
portion of the local interface of FIG. 5 that is displayed on the primary device of FIG. 4.
Because of the size of the primary display device, the user interface (600) may span the
width of the centralized confined space monitoring cabinet. For each confined space being
monitored, the primary device confined space user interface (600) may display the
components of FIG. 6 concurrently across the confined spaces. Further, the components

of FIG. 6 are not shown according to scale.

[0090] As shown in FIG. 6, the user interface (600) shows at least two camera feed (e.g.,
camera feed A (602), camera feed B (604)) from cameras located in the confined space
system. For example, at least one camera feed may be from a camera inside the confined
space (e.g., showing a wide angle perspective of the confined space) and another camera
feed may be outside of the confined space (e.g., angled toward the ingress or egress to the
confined space). Worker status (606) may be displayed above the camera feeds. The
worker status indicates the number of workers or humans inside the confined space.
Further, the worker status may include personal protective equipment readings of wearable
monitoring equipment of the workers. Gas sensor indicators (608) show the gas
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measurement values of various gases in the confined space. The gas sensor indicators
(608) may be the measurement values acquired by the gas sensors in the point monitor
case. In one or more embodiments, the worker status (606) and the gas sensor indicators
(608) are color coded based on the corresponding values. For example, if the worker status
indicates too many workers, that a reading from a personal protective equipment does not
satisfy a safety threshold, or that a piece of equipment is faulty, one or more of the worker
status may be set to a red indicator whereas normal operation may be yellow or green.
Similarly, if a gas sensor indicator (608) shows that the corresponding gas measurement
value does not satisfy a safety threshold, the gas sensor indicator may be red. If the gas
sensor indicator has a measurement value satisfying the safety threshold, the gas sensor

indicator may be yellow or green.

[0091] Test button (610) is a user interface widget to initiate a test of one or more
components of the confined space monitoring system. The test button may be color coded
based on whether a test is due. For example, a red test button indicates that a test should
be performed immediately. In one or more embodiments, the test button does not switch
to indicate no test is needed until after the performance of the test is validated. As such, a

user cannot change the button without performing the test in one or more embodiments.

[0092] Control buttons (e.g., control button A (614), control button B (616)) are user
interface widgets to control the corresponding camera from which the corresponding
camera feed (e.g., camera feed A (602), camera feed B (604)) is obtained. In one or more
embodiments, the control buttons are small icons. Specifically, the control button may be
used to remotely initiate a pan, tilt, and zoom setting of the camera and, thus, adjust the

corresponding camera feed.

[0093] Although not shown, the user interface further shows the required personal
protective equipment (PPE) for the confined space. The required PPE is shown in the local
user interface as icons that are specific to the type of PPE (e.g., safety glasses, hard hat, ear
protection, goggles, etc.). In other words, an icon showing goggles means that workers in
the area must be wearing goggles. Thus, a user viewing the camera feeds in the local user
interface may see the goggle icon and check that the workers shown in the camera feed are

wearing goggles. The one or more PPE icons may be to the right of the camera feed aligned
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with the control buttons and test buttons. As another example, the one or more PPE icons

may be below the camera feeds aligned with the control buttons and test buttons.

[0094] Although FIG. 6 shows the user interface (600) for a single confined space, the user
interface may show multiple confined spaces. An example of the user interface (700) for
a set of confined spaces is shown in FIG. 7A. As shown in FIG. 7A, the confined spaces
are in a tile view, whereby each confined space is in an individual tile. The tile includes
two camera feeds in stacked orientation, two rows (702) beneath the camera feed, and the
set of buttons to the right of the two camera feeds. An expanded version of the two rows
(702) are shown in FIG. 7B. Specifically, FIG. 7B shows the expansion of the rows
underneath the second column bottom row confined space. The remaining confined spaces
have a similar interface as shown in FIG. 7B. Accordingly, the example shown in FIG. 7
has ten tiles showing ten confined spaces. Beneath the camera feed is two rows of
information (702). The top row of the two rows (702) are gas sensor indicators that include
values for carbon monoxide (CO), H25, lower explosive limit (LEL) (i.e., a measure of an
amount of combustible gas in the air), and oxygen (O2). Below the gas sensor indicators
is a second row having the PPE icons showing the safety equipment workers must wear
when being within the confined space. The control buttons and test button (704) are to the
right of each confined space camera feeds and allow the user to control various monitoring
devices in the confined space system. A test button, when triggered, initiates a test the
connection and devices of the confined space monitoring system. An expanded view of
the control buttons and test button (704) is shown in FIG. 7C. Specifically, FIG. 7C shows
the expansion of the control buttons and test button to the right of the confined space in the
top row and second to the last column. The remaining confined spaces have a similar
interface as shown in FIG. 7C. The user interface of FIG. 7A is displayed on the primary
display device and allows the user a single whole view of the status of the various confined
spaces being monitored. As described above, the user interface of FIG. 7A is driven by

the software components of FIG. 5.

[0095] While FIGs. 1-7C show a configuration of components, other configurations may
be used without departing from the scope of the invention. For example, various

components may be combined to create a single component. As another example, the
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functionality performed by a single component may be performed by two or more

components.

[0096] FIGs. 8 and 9 show flowcharts in accordance with one or more embodiments.
While the various steps in these flowchart are presented and described sequentially, one of
ordinary skill will appreciate that some or all of the steps may be executed in different
orders, may be combined or omitted, and some or all of the steps may be executed in
parallel. Furthermore, the steps may be performed actively or passively. For example,
some steps may be performed using polling or be interrupt driven in accordance with one
or more embodiments of the invention. By way of an example, determination steps may
not require a processor to process an instruction unless an interrupt is received to signify
that condition exists in accordance with one or more embodiments of the invention. As
another example, determination steps may be performed by performing a test, such as
checking a data value to test whether the value is consistent with the tested condition in

accordance with one or more embodiments of the invention.

[0097] FIG. 8 shows a flowchart for acquiring information from monitoring devices in the
confined space system. In Step 801, a device discovery request is sent to the confined
space monitoring devices. At the confined space, one or more of the monitoring devices
are connected to ports of the point monitoring case. Some of the devices, such as the
cameras, may establish a wireless connection with the point monitor case. A ping
command may be transmitted between the hub and the point monitor cases and the
monitoring devices. Similarly, the centralized monitoring application may be configured
with the IP address of the hub and may issue a request for the point monitoring cases. The
hub may respond with IP addresses of the point monitoring cases. The centralized
monitoring application may further ping the monitoring devices based on the IP address of

the hub and point monitor case to obtain the addresses of the monitoring devices.

[0098] In Step 803, connection settings are received for each discoverable confined space
monitoring device. The connection settings may indicate how to connect to the various
monitoring devices and point monitoring cases. Namely, the connection settings, received
in response to the ping command, establish the address and the protocols for connecting to

the monitoring devices.
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[0099] In Step 805, the connection settings are stored for each confined space monitoring
device. In one or more embodiments, the connection settings are stored in the data

repository, such as the database described above with reference FIG. 5.

[00100] In Step 807, a connection is established with each confined space monitoring
device. Using the connection settings, the centralized monitoring application initiates a
connection to receive the measurement values and video streams from the monitoring

devices.

[00101] In Step 809, the monitoring data is continually received from each confined space
monitoring device. The monitoring data is received via the point monitor case, through the

hub and then to the centralized monitoring application.

[00102] Below is a discussion of a technique for acquiring monitoring data from a gas
detector, a badge reader, and cameras in accordance with one or more embodiments. The
subnet assigned to the gas detector indicates the type of gas detector, and accordingly the

connection settings for the gas detector.

[00103] For each modbus gas detector, a transport control protocol (TCP) connection to is
established with the modbus gas detector. In other words, the connection is with a device
controller on the gas detector. For each connection, an application method may read a
register from the modbus controller and return an array holding the values of the register.
The received values in the array are processed to create a measurement object, which are
written to a database. The measurement values are processed by the gas detector service

and the graph renderer.

[00104] For a PLC gas detector, the connection is established to read values and save the
values to the database when a ping to the plc has succeeded. A TCP or serial connection
may be established with the PLC gas detector. As part of establishing the connection, the
gas type and the unit of measurement may be determined. Through the connection,
measurement values are acquired and written to a buffer. The buffer is consumed by a

database and by the gas detector service and the graph renderer.

[00105] Cameras may be discovered using a ping command. When a camera is discovered,

the camera is added to the camera set. A connection is established to the camera, and the
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camera feed is obtained through the connection. As the camera feed is received, the camera

feed is recorded and stored with timestamp information.

[00106] For the badge reader, a communication bus proxy may be created in the
communication bus. Using the communication bus proxy and using a connection to a
database of the badge reader, the available confined space areas monitored by the badge
reader are determined. Further, count data and the identifiers of people inside the confined

space are obtained.

[00107] FIG. 9 shows a flowchart for a user interface in accordance with one or more
embodiments. In Step 901, the number of confined spaces being monitored is determined.
The user interface generation software components may query the database to identify the
number of confined spaces. The database may be populated with information about the

confined spaces from the hub(s) connected to the centralized monitoring station cabinet.

[00108] In Step 903, an interface for each confined space is created. Namely, a portion of

the local interface is allocated to each confined space being monitored.

[00109] In Step 905, a video stream connection is established to the camera devices. For
each confined space being monitored, the connection settings for the one or more cameras
in the confined space system are obtained. The cameras are configured to transmit the
camera feed to the centralized monitoring station cabinet. The user interface generation
software components relate the camera feed to an assigned portion of the local interface

for the confined space.

[00110] Further, confined space monitoring device status is obtained in Step 907. For each
monitoring device, the confined space monitoring device status includes any measurement
values, readings, and whether faults exist. The status may be transmitted continually or
periodically. In one or more embodiments, the status is transmitted to the centralized
monitoring application automatically by the point monitor case that reads the device status
from a register on each device. The point monitor case may transmit the device status as a

data stream to the centralized monitoring application.

[00111] In Step 909, the user interface is populated with the camera feed and the confined
space monitoring device status. In other words, the camera feed and the confined space

monitoring device status is presented in the user interface.
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[00112] Using the user interface, the user may trigger several actions based on a review of
the camera fee and the confined space monitoring device status. In Step 911, a
determination is made whether an incident is detected. An incident is the occurrence of an
unplanned event and has the ability to cause bodily or physical damage. Incidents may be
automatically detected or detected by a human operator. For example, explosions, gas
readings indicating a toxic environment, too many people in the confined space may be
detected by the confined space monitoring system. A person getting injured, appearing
sick, or unsafe conditions may be detected by a human operator. In such a scenario, if an
incident is detected, the user interface guides the user to prepare an incident report in Step
917. Specifically, the confined space monitoring application gathers the data surrounding

the incident and interfaces with the user to generate the incident report.

[00113] As another example of using the user interface, the user may want to configure the
confined space monitoring devices. In Step 913, a determination is made whether device
control input is received. For example, a user may select the control buttons in the user
interface to trigger configuring the confined space monitoring application. If device
control input is received, a command is transmitted to the corresponding confined space
monitoring devices in Step 919. The control buttons are related to an underlying
monitoring device. Using the connection settings for the monitoring device, a command
is transmitted via the hub and the point monitor case to the controller located on the
monitoring device. The controller subsequently adjusts the configuration of the monitoring
device. For example, for a camera, a zoom command may be transmitted to the controller
of the camera in accordance with the predefined protocol of the camera. The controller

may adjust the amount of zoom according to the zoom command.

[00114] In Step 915, a determination is made whether a test is requested. For example, the
user interface may display a test button indicating that a daily test of the system is due. As
another example, a user may initiate a test in response to an upgrade or detecting a fault in
the confined space monitoring system. If a test is requested, then the testing of the devices
is managed in Step 921. Specifically, the confined space monitoring application guides
the user through testing each connection and each device of the confined space monitoring

system.
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[00115] In Step 923, a determination is made as to whether to continue. The confined space
may be continually monitored until a worker is not present or the hazards are properly

managed.

[00116] Although FIGs. 7-9 are described with respect to the local interface, the same or
similar functionality is available on the web interface in accordance with one or more
embodiments. Further, the same or similar functionality exists on the application interface
of the hub and the point monitor case for connected devices in accordance with one or more

embodiments.

[00117] The following Figures show examples in accordance with one or more
embodiments. The examples are for explanatory purposes only and not intended to limit

the scope of the invention unless expressly required by the claims.

[00118] FIGs. 10A, 10B, 10C, 10D, 10E, and 10F show an example interface for an incident
report in accordance with one or more embodiments of the invention. As shown in FIGs.
10A-10F, the confined space monitoring application assists the user through the generation
of the incident report through several guided screens. FIG. 10A shows the user interface
(1000) for the user to provide contact information and start a safety operation. The user
may indicate to whom the incident is reported (1002), the role of the user (1004), the nature
of the incident (1006), and any involved party (1008). For the purposes of the example,
consider the scenario that the incident is determining that a worker is in the confined space
without the required protective gear of a helmet. Accordingly, the worker has not satisfied

the safety protocols.

[00119] The user may next be guided to FIG. 10B, where the user is able to list one or more
reasons in fields (1012) of user interface (1010) that the user believe that the incident
occurred. In the example, the user states the reasons as being because various properties

of the helmet. When the user selects the next button (1014), the user is guided to FIG. 10C.

[00120] In FIG. 10C, the user interface (1020) includes fields (1022) for the user to select
additional factors of the incident and fields (1024) to indicate the way in which the incident
was detected, the actions advised and taken, timing of the incident, the result that occurs
when the actions are taken. When the next button (1026) is selected, the user interface
(1030) of FIG. 10D is shown.
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[00121] In the user interface (1030) of FIG 10D, a user may select the monitoring data to
include in the incident report. The monitoring data that the user may select in the example,
may include list of attendees (1032) (i.e., workers at the confined space system) and a gas
graph (1034) showing the gases that were present at the time. Notably, the user does not
need to submit the measurement values or list the attendees because the information is
acquired automatically from the database based on the timestamp of the incident and the
time of the measurement values. When the save button (1036) is selected, the user interface

(1040) shows the incident report, as shown in FIG. 10E and FIG. 10F.

[00122] As shown in FIG. 10E, the incident report is displayed in the interface (1040). FIG.
10F shows the continued user interface (1040) with incident report from FIG. 10E. The
incident report shows information submitted by the user as well as information acquired
by the centralized monitoring application from the database. For example, as shown in
FIG. 10F, the incident report may include stills from the camera feed, a list of names of
workers present, which companies are represented, and when the workers entered the
confined space, a gas graph, etc. The incident report is automatically formatted into a
defined style. Thus, if a worker does not wear their helmet again or if an accident happens,

the recording of the incident may prove that the worker was warned.

[00123] As described above, the user interface also is configured to guide the user through
performing a system test. FIGs. 11A, 11B, 11C, 11D, 11E, 11F, 11G, and 11H show an
example interface for a system check in accordance with one or more embodiments of the
invention. FIG. 11A shows an example user interface (1100) on the primary display device
with a system test button (1102) indicating that a system testis due. When the user selects
the system test button (1102), the user is guided through performing a system test starting
with FIG. 11B.112

[00124] FIG. 11B shows the user interface (1110) when the user selects the system test
button of the user interface. As shown in FIG. 11B, the user interface (1110) initiates
performing a gas detector check. The gas detector check includes checking the various gas
detector sensors (1112) as well as the tubing (1114) to the gas detector sensors. The user
may have a worker manually perform the check. As another example, the gas detectors

may include functionality to perform self-testing. The user may also add comments in field

30

Date Regue/Date Received 2020-11-05



(1116) regarding the gas detector check. When the user selects next box (1118), the user
may be guided to user interface (1120) shown in FIG. 11C.

[00125] FIG. 11C shows a user interface (1120) to perform a badge reader check of badge
readers at the confined space. The user may confirm that the badge reader (1122) is
connected and a worker is able to badge in on ingress (1124) and badge out on egress
(1126) of the confined space. On selection of the next button (1128), the user interface
(1130) of FIG. 11D is shown.

[00126] In FIG. 11D, the user interface (1130) is presented to perform a camera check of
cameras at the confined space. The camera check includes checking both cameras (e.g.,
that camera feeds exist and a failure message is not received) (1132), that a NAS drive is
connected for the cameras (1134), and that camera history (1136) is being saved for a
specified time period (e.g., two hours). When the next button (1138) is selected, the user
interface (1140) of FIG. 11E is shown.

[00127] In FIG. 11E, the user interface (1140) guides the user through checking the
intercom device. Specifically, the communications are tested. When the next button

(1142) is selected, the user interface (1150) of FIG. 11F is displayed.

[00128] In FIG. 11F, the user interface (1150) guides the user through checking the overall
installation. Namely, the overall installation includes checking cables for damage, that the
wiring is neat, monitored area is in view of the point monitoring case, that the system is
grounded. When the save button (1152) is selected, the user interface (1160) shows the
system check report shown in FIG. 11G.

00129 As shown in FIG. 11G, the system check report user interface (1160) lists who
Y

performed the system test, what was tested, and the results of the test. The system check

report user interface continues on FIG. 11H. Specifically, FIG. 11H shows a second page

of the user interface (1162) of the system check report.

[00130] FIGs. 12A, 12B, 12C, 12D, and 12E show an example interface for system check
bump test in accordance with one or more embodiments of the invention. The bump test
is the process that verifies that the performance of the gas detector sensors and that the
sensors are responding to target gases. The user interface guides the user through

performing the bump test. Turning to FIG. 12A, the user interface (1200) lists the various
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aspects to checking a nominal set of operations of the bump test. The nominal testing is
an initial acquisition of the gas readings. The user may select various fields (1202) to
define which gas detectors are tested. When the next button (1204) is selected, the user
interface (1210) shown in FIG. 12B is displayed.

[00131] The user interface (1210) in FIG. 12B guides the user through a preparation phase
of the bump test. In the preparation phase, visual checks are performed of the gas sensors,
tubing, and the alarm is tested. Once each item is complete, the user selects the
corresponding field (1212). When the next button (1214) is selected, the user interface
(1220) shown in FIG. 12C is displayed.

[00132] The user interface (1220) in FIG. 12C guides the user through performance phase
of the bump test. During the bump test, the gas detectors are tested. When the testing is
complete, the user checks the corresponding field (1222). When the next button (1224) is
selected, the user interface (1230) shown in FIG. 12D is displayed.

[00133] The user interface (1230) in FIG. 12D guides the user through a final check of the
bump test. The final check modifies the gases to confirm that gas detector functions. When
the save button (1234) is selected, the user interface (1240) shown in FIG. 12D is displayed.
FIG. 12D shows the user interface (1240) with the bump test report.

[00134] FIGs. 13A, 13B, 13C, 13D, 13E, 13F, and 13G show an example web interface in
accordance with one or more embodiments of the invention. As shown in FIG. 13A the
web interface (1302) may show much of the same information as the user interface shown
above with reference to FIG. 7. Specifically, the web interface (1302) includes the camera
views, gas readings, and information about the workers in the confined space. The web
interface (1302) includes a customizable camera, gas detection, and attendee (i.e., worker)

view, whereby a user may change a layout of the user interface.

[00135] As shown in FIG. 13B, the web interface further includes a map view (1304) that
shows a map of a locale having confined spaces (denoted with circles). As shown in FIG.
A select set of parameters (1308), such as gas measurement values, number of people, etc.
are shown on the map. Selecting a confined space system (e.g., a circle (1306) in the map

view) results in showing the detailed parameters of a particular confined space. In one or
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more embodiments, when a confined space system is selected in the map view (1304), the

detailed parameter view (1310) of FIG. 13C is displayed.

[00136] FIG. 13C shows a detailed parameter view (1310) when a confined space system is
selected. The detailed parameter view (1310) is a customizable installation view with
available parameters such as gas detection and attendees, split up per ingress to the
confined space displayed. If an ingress is selected (e.g., ingress 1312), an ingress level
view is displayed, such as the ingress level view (1320) of FIG. 13D. As shown in FIG.
13D, the ingress level view (1320) shows the details of the various parameters of the

confined space including a camera feed.

[00137] The web interface may further include a graph user interface (1330) as shown in
FIG. 13E. As shown in FIG. 13E, the gas detection measurement values (1332) from a
user defined start time to a user defined end time are shown in the web interface. Further,

a graph (1334) of the gas measurement value are shown.

[00138] The web interface may further include a configuration interface (1340) as shown in
FIG. 13F. In the configuration interface (1340), each gas detector is matched to a
corresponding box (e.g., box (1342)). The values in the box are the configuration values
for when to issue an alarm, and measurement values. Further, the user may specify the
type of alarm and other settings using buttons (e.g., button (1344)). If the user selects
settings button (1346), the user interface (1350) shown in FIG. 13G is displayed. As shown
in FIG. 13G, the user interface (1350) displays various drop down boxes (e.g., drop down
box (1352)) from which a user may modify a setting.

[00139] Although FIGs. 13A-13F are described with respect to the web interface, the local
interface may include at least similar functionality as the web interface. For example, the

local interface may also include a map view and the configuration interface or a form

thereof.

[00140] Another user interface of the confined space monitoring system is the portable
interface accessible via the hub and point monitoring case from a user mobile device (e.g.,
as described above with reference to FIG. 1). FIG. 14 shows an example of the portable
interface (1400). As shown in FIG. 14, the portable interface is a graphical user interface
that is configured to be displayed on smaller devices than the local interface. The portable
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interface (1400) includes, for each confined space connected to the hub, a portion of the
user interface for the confined space. The portion includes the camera feeds (e.g., camera
feed (1402)), gas readings (e.g., gas readings (1404)), and control buttons (e.g., control
buttons (1406)). The portable interface may include similar functionality to the web

interface when a user selects various portions of the interface.

[00141] FIGs. 15A, 15B, and 15C show example confined space monitoring devices in
accordance with one or more embodiments. FIG 15A, shows the hub (1502), cameras
(1504), and user mobile devices (1506). As shown in FIG. 15A, the hub is a condensed
box that includes various ports (1508), and a handle (1510). The ports (1508) are protected
via mechanical bar (1514) as shown in FIG. 15A. Inside the point monitor case are various
computing system elements. The user mobile devices (1506) wirelessly connect to the hub
(1502) and may obtain the portable interface (shown in FIG. 14) directly from the hub
(1502). The portable interface on the user mobile devices (1506) include the gas detector
measurement values and the camera feeds of the cameras (1504). Although FIG. 15 shows
the hub, the point monitor case may have the same housing and ports. Thus, the point

monitor case may have the same form factor as the hub shown in FIG. 15.

[00142] Other confined space monitoring devices include emergency lights, such as
emergency light (1520) shown in FIG. 15B. As shown in FIG. 15B, the emergency light
(1520) is encased in steel bars (1522) to prevent breakage while at the same time allowing
for the dispersal of light. Similar mechanical protection may be used for the audio alarm
(1530) as shown in FIG. 15C. Specifically, the audio alarm in FIG. 15 is encased in a steel
housing (1532) that has an opening for the audio signal to travel. The above is a description
of a few of the monitoring devices that may be used for the centralized confined space
monitoring system. Other monitoring devices may be used without departing from the

scope of the invention.

[00143] Embodiments of the invention may be implemented on a computing system. Any
combination of mobile, desktop, server, router, switch, embedded device, or other types of
hardware may be used. For example, as shown in FIG. 16A, the computing system (1600)
may include one or more computer processors (1602), non-persistent storage (1604) (e.g.,
volatile memory, such as random access memory (RAM), cache memory), persistent

storage (1606) (e.g., a hard disk, an optical drive such as a compact disk (CD) drive or
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digital versatile disk (DVD) drive, a flash memory, etc.), a communication interface (1612)
(e.g., Bluetooth® interface, infrared interface, network interface, optical interface, etc.), and

numerous other elements and functionalities.

[00144] The computer processor(s) (1602) may be an integrated circuit for processing
instructions. For example, the computer processor(s) may be one or more cores or micro-
cores of a processor. The computing system (1600) may also include one or more input
devices (1610), such as a touchscreen, keyboard, mouse, microphone, touchpad, electronic

pen, or any other type of input device.

[00145] The communication interface (1612) may include an integrated circuit for
connecting the computing system (1600) to a network (not shown) (e.g., a local area
network (LAN), a wide area network (WAN) such as the Internet, mobile network, or any

other type of network) and/or to another device, such as another computing device.

[00146] Further, the computing system (1600) may include one or more output devices
(1608), such as a screen (e.g., light emitting diode (LED), a liquid crystal display (LCD),
a plasma display, touchscreen, cathode ray tube (CRT) monitor, projector, or other display
device), a printer, external storage, or any other output device. One or more of the output
devices may be the same or different from the input device(s). The input and output
device(s) may be locally or remotely connected to the computer processor(s) (1602), non-
persistent storage (1604), and persistent storage (1606). Many different types of computing

systems exist, and the aforementioned input and output device(s) may take other forms.

[00147] Software instructions in the form of computer readable program code to perform
embodiments of the invention may be stored, in whole or in part, temporarily or
permanently, on a non-transitory computer readable medium such as a CD, DVD, storage
device, a diskette, a tape, flash memory, physical memory, or any other computer readable
storage medium. Specifically, the software instructions may correspond to computer
readable program code that, when executed by a processor(s), is configured to perform one

or more embodiments of the invention.

[00148] The computing system (1600) in FIG. 16A may be connected to or be a part of a
network. For example, as shown in FIG. 16B, the network (1620) may include multiple
nodes (e.g., node X (1622), node Y (1624)). Each node may correspond to a computing
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system, such as the computing system shown in FIG. 16A, or a group of nodes combined
may correspond to the computing system shown in FIG. 16A. By way of an example,
embodiments of the invention may be implemented on a node of a distributed system that
is connected to other nodes. By way of another example, embodiments of the invention
may be implemented on a distributed computing system having multiple nodes, where each
portion of the invention may be located on a different node within the distributed
computing system. Further, one or more elements of the aforementioned computing
system (1600) may be located at a remote location and connected to the other elements

over a network.

[00149] Although not shown in FIG. 16B, the node may correspond to a blade in a server
chassis that is connected to other nodes via a backplane. By way of another example, the
node may correspond to a server in a data center. By way of another example, the node
may correspond to a computer processor or micro-core of a computer processor with shared

memory and/or resources.

[00150] The nodes (e.g., node X (1622), node Y (1624)) in the network (1620) may be
configured to provide services for a client device (1626). For example, the nodes may be
part of a cloud computing system. The nodes may include functionality to receive requests
from the client device (1626) and transmit responses to the client device (1626). The client
device (1626) may be a computing system, such as the computing system shown in FIG.
16A. Further, the client device (1626) may include and/or perform all or a portion of one

or more embodiments of the invention.

[00151] The computing system or group of computing systems described in FIG. 16A and
16B may include functionality to perform a variety of operations disclosed herein. For
example, the computing system(s) may perform communication between processes on the
same or different system. A variety of mechanisms, employing some form of active or
passive communication, may facilitate the exchange of data between processes on the same
device. Examples representative of these inter-process communications include, but are
not limited to, the implementation of a file, a signal, a socket, a message queue, a pipeline,
a semaphore, shared memory, message passing, and a memory-mapped file. Further details

pertaining to a couple of these non-limiting examples are provided below.
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[00152] Based on the client-server networking model, sockets may serve as interfaces or
communication channel end-points enabling bidirectional data transfer between processes
on the same device. Foremost, following the client-server networking model, a server
process (e.g., a process that provides data) may create a first socket object. Next, the server
process binds the first socket object, thereby associating the first socket object with a
unique name and/or address. After creating and binding the first socket object, the server
process then waits and listens for incoming connection requests from one or more client
processes (e.g., processes that seek data). At this point, when a client process wishes to
obtain data from a server process, the client process starts by creating a second socket
object. The client process then proceeds to generate a connection request that includes at
least the second socket object and the unique name and/or address associated with the first
socket object. The client process then transmits the connection request to the server
process. Depending on availability, the server process may accept the connection request,
establishing a communication channel with the client process, or the server process, busy
in handling other operations, may queue the connection request in a buffer until server
process is ready. An established connection informs the client process that
communications may commence. In response, the client process may generate a data
request specifying the data that the client process wishes to obtain. The data request is
subsequently transmitted to the server process. Upon receiving the data request, the server
process analyzes the request and gathers the requested data. Finally, the server process
then generates a reply including at least the requested data and transmits the reply to the
client process. The data may be transferred, more commonly, as datagrams or a stream of

characters (e.g., bytes).

[00153] Shared memory refers to the allocation of virtual memory space in order to
substantiate a mechanism for which data may be communicated and/or accessed by
multiple processes. In implementing shared memory, an initializing process first creates a
shareable segment in persistent or non-persistent storage. Post creation, the initializing
process then mounts the shareable segment, subsequently mapping the shareable segment
into the address space associated with the initializing process. Following the mounting,
the initializing process proceeds to identify and grant access permission to one or more

authorized processes that may also write and read data to and from the shareable segment.
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Changes made to the data in the shareable segment by one process may immediately affect
other processes, which are also linked to the shareable segment. Further, when one of the
authorized processes accesses the shareable segment, the shareable segment maps to the
address space of that authorized process. Often, only one authorized process may mount

the shareable segment, other than the initializing process, at any given time.

[00154] Other techniques may be used to share data, such as the various data described in
the present application, between processes without departing from the scope of the
invention. The processes may be part of the same or different application and may execute

on the same or different computing system.

[00155] Rather than or in addition to sharing data between processes, the computing system
performing one or more embodiments of the invention may include functionality to receive
data from a user. For example, in one or more embodiments, a user may submit data via a
graphical user interface (GUI) on the user device. Data may be submitted via the graphical
user interface by a user selecting one or more graphical user interface widgets or inserting
text and other data into graphical user interface widgets using a touchpad, a keyboard, a
mouse, or any other input device. In response to selecting a particular item, information
regarding the particular item may be obtained from persistent or non-persistent storage by
the computer processor. Upon selection of the item by the user, the contents of the obtained
data regarding the particular item may be displayed on the user device in response to the

user's selection.

[00156] By way of another example, a request to obtain data regarding the particular item
may be sent to a server operatively connected to the user device through a network. For
example, the user may select a uniform resource locator (URL) link within a web client of
the user device, thereby initiating a Hypertext Transfer Protocol (HTTP) or other protocol
request being sent to the network host associated with the URL. In response to the request,
the server may extract the data regarding the particular selected item and send the data to
the device that initiated the request. Once the user device has received the data regarding
the particular item, the contents of the received data regarding the particular item may be
displayed on the user device in response to the user's selection. Further to the above

example, the data received from the server after selecting the URL link may provide a web
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page in Hyper Text Markup Language (HTML) that may be rendered by the web client and

displayed on the user device.

[00157] Once data is obtained, such as by using techniques described above or from storage,
the computing system, in performing one or more embodiments of the invention, may
extract one or more data items from the obtained data. For example, the extraction may be
performed as follows by the computing system in FIG. 16A. First, the organizing pattern
(e.g., grammar, schema, layout) of the data is determined, which may be based on one or
more of the following: position (e.g., bit or column position, Nth token in a data stream,
etc.), attribute (where the attribute is associated with one or more values), or a
hierarchical/tree structure (consisting of layers of nodes at different levels of detail-such as
in nested packet headers or nested document sections). Then, the raw, unprocessed stream
of data symbols is parsed, in the context of the organizing pattern, into a stream (or layered

structure) of tokens (where each token may have an associated token "type").

[00158] Next, extraction criteria are used to extract one or more data items from the token
stream or structure, where the extraction criteria are processed according to the organizing
pattern to extract one or more tokens (or nodes from a layered structure). For position-
based data, the token(s) at the position(s) identified by the extraction criteria are extracted.
For attribute/value-based data, the token(s) and/or node(s) associated with the attribute(s)
satisfying the extraction criteria are extracted. For hierarchical/layered data, the token(s)
associated with the node(s) matching the extraction criteria are extracted. The extraction
criteria may be as simple as an identifier string or may be a query presented to a structured
data repository (where the data repository may be organized according to a database

schema or data format, such as XML).

[00159] The extracted data may be used for further processing by the computing system.
For example, the computing system of FIG. 16A, while performing one or more
embodiments of the invention, may perform data comparison. Data comparison may be
used to compare two or more data values (e.g., A, B). For example, one or more
embodiments may determine whether A > B, A =B, A =B, A <B, etc. The comparison
may be performed by submitting A, B, and an opcode specifying an operation related to
the comparison into an arithmetic logic unit (ALU) (i.e., circuitry that performs arithmetic

and/or bitwise logical operations on the two data values). The ALU outputs the numerical
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result of the operation and/or one or more status flags related to the numerical result. For
example, the status flags may indicate whether the numerical result is a positive number, a
negative number, zero, etc. By selecting the proper opcode and then reading the numerical
results and/or status flags, the comparison may be executed. For example, in order to
determine if A > B, B may be subtracted from A (i.e., A - B), and the status flags may be
read to determine if the result is positive (i.e., if A > B, then A - B > 0). In one or more
embodiments, B may be considered a threshold, and A is deemed to satisfy the threshold
if A=B orif A > B, as determined using the ALU. In one or more embodiments of the
invention, A and B may be vectors, and comparing A with B requires comparing the first
element of vector A with the first element of vector B, the second element of vector A with
the second element of vector B, etc. In one or more embodiments, if A and B are strings,

the binary values of the strings may be compared.

[00160] The computing system in FIG. 16A may implement and/or be connected to a data
repository. For example, one type of data repository is a database. A database is a
collection of information configured for ease of data retrieval, modification, re-
organization, and deletion. Database Management System (DBMS) is a software
application that provides an interface for users to define, create, query, update, or

administer databases.

[00161] The user, or software application, may submit a statement or query into the DBMS.
Then the DBMS interprets the statement. The statement may be a select statement to
request information, update statement, create statement, delete statement, etc. Moreover,
the statement may include parameters that specify data, or data container (database, table,
record, column, view, etc.), identifier(s), conditions (comparison operators), functions (e.g.
join, full join, count, average, etc.), sort (e.g. ascending, descending), or others. The DBMS
may execute the statement. For example, the DBMS may access a memory buffer, a
reference or index a file for read, write, deletion, or any combination thereof, for
responding to the statement. The DBMS may load the data from persistent or non-
persistent storage and perform computations to respond to the query. The DBMS may

return the result(s) to the user or software application.

[00162] The computing system of FIG. 16A may include functionality to present raw and/or

processed data, such as results of comparisons and other processing. For example,
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presenting data may be accomplished through various presenting methods. Specifically,
data may be presented through a user interface provided by a computing device. The user
interface may include a GUI that displays information on a display device, such as a
computer monitor or a touchscreen on a handheld computer device. The GUI may include
various GUI widgets that organize what data is shown as well as how data is presented to
a user. Furthermore, the GUI may present data directly to the user, e.g., data presented as
actual data values through text, or rendered by the computing device into a visual

representation of the data, such as through visualizing a data model.

[00163] For example, a GUI may first obtain a notification from a software application
requesting that a particular data object be presented within the GUIL. Next, the GUI may
determine a data object type associated with the particular data object, e.g., by obtaining
data from a data attribute within the data object that identifies the data object type. Then,
the GUI may determine any rules designated for displaying that data object type, e.g., rules
specified by a software framework for a data object class or according to any local
parameters defined by the GUI for presenting that data object type. Finally, the GUI may
obtain data values from the particular data object and render a visual representation of the

data values within a display device according to the designated rules for that data object

type.

[00164] Data may also be presented through various audio methods. In particular, data may
be rendered into an audio format and presented as sound through one or more speakers

operably connected to a computing device.

[00165] Data may also be presented to a user through haptic methods. For example, haptic
methods may include vibrations or other physical signals generated by the computing
system. For example, data may be presented to a user using a vibration generated by a
handheld computer device with a predefined duration and intensity of the vibration to

communicate the data.

[00166] The above description of functions presents only a few examples of functions
performed by the computing system of FIG. 16A and the nodes and/ or client device in
FIG. 16B. Other functions may be performed using one or more embodiments of the

invention.
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[00167] While the invention has been described with respect to a limited number of
embodiments, those skilled in the art, having benefit of this disclosure, will appreciate that
other embodiments can be devised which do not depart from the scope of the invention as

disclosed herein. Accordingly, the scope of the invention should be limited only by the

attached claims.
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The embodiments of the present invention for which an exclusive property or privilege is claimed

are defined as follows:

1. A system comprising:

a plurality of confined space internal monitoring devices configured to acquire monitoring
data from a confined space;

a point monitor case comprising at least one point monitoring case port configured to be
electrically coupled to the plurality of confined space internal monitoring devices;

a centralized monitoring station cabinet configured to be communicatively connected to
the point monitor case, the centralized monitoring station cabinet comprising:

a display,
a processor, and
a centralized monitoring application configured to execute on the processor and
comprising a local user interface, the local user interface comprising:
for each confined space of a plurality of confined spaces being monitored:
an instruction to display a number of workers in proximity to the
confined space,
an instruction to display at least one camera feed from a camera
located at a confined space,
an instruction to display a plurality of control buttons configured to
control the plurality of confined space internal monitoring
devices, and
an instruction to display a plurality of gas sensor indicators;

a hub communicatively interposed between the point monitor case and the centralized
monitoring station cabinet, the hub comprising a wireless access point and a
graphical user interface, the graphical user interface configured to display, on a user
mobile device, an aggregated current state of each confined space connected to the
hub, and

an aggregator configured to aggregate a plurality of data streams from a plurality of point
monitor cases including the point monitor case connected to the plurality of

confined space internal monitoring devices.
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2. The system of claim 1, wherein the point monitor case comprises a user interface, the user
interface comprising a visualization of a measurement acquired by at least one of the plurality

of confined space internal monitoring devices.

3. The system of claim 2, wherein the user interface further comprises a control interface for the

plurality of confined space internal monitoring devices.

4. The system of claim 1, further comprising:

a plurality of confined space external monitoring devices.

5. The system of claim 1, further comprising:

a plurality of confined space external monitoring devices connected to the at least one point
monitoring case port of the point monitor case, the plurality of confined space
external monitoring devices comprising a panel housing of a single panel, wherein
the panel housing comprises a badge reader, an intercom, and an alarm,

wherein the plurality of confined space external monitoring devices are within line of sight

to a confined space being monitored and outside of the confined space.

6. The system of claim 5, wherein the plurality of confined space internal monitoring devices
comprises:
a panel housing of a single panel, wherein the panel housing comprises a badge reader, an
intercom, and an alarm;
an air filter for acquiring an air sample;
an emergency light; and

a camera.

7. The system of claim 1, wherein the centralized monitoring station cabinet comprises:
a storage device comprising a data repository and a centralized monitoring application;
a primary touchscreen display device to display the local user interface; and

a computing processor.

8. The system of claim 1, wherein the local user interface comprises:

an instruction to display a test button configured to initiate a system test.
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9. The system of claim 8, wherein the test button comprises a color indicator when a test is due.

10. The system of claim 1, wherein the plurality of control buttons comprises at least one button
configured to remotely cause the camera to change a zoom amount of a camera lens of the

camera.

11. The system of claim 1, wherein the centralized monitoring application comprises:
a web interface;
a plurality of software tools;
a plurality of user interface generation software components;
a plurality of services; and

a base component.

12. The system of claim 11, wherein the base component comprises:
a user interface logic layer;
a helper set;
a backend logic layer;
a plurality of data objects;
a gas detector connection; and

an access layer.

13. The system of claim 12, wherein the centralized monitoring application further comprises a
plurality of services, wherein the plurality of services comprises:
a camera image recorder;
a recording viewer;
a gas detector service;
an access panel service; and

a communication bus.

14. The system of claim 1, further comprising:

a testing interface configured to guide a user through performing a system test.

15. The system of claim 1, wherein the centralized monitoring application is configured to monitor

a plurality of confined spaces, wherein each of the plurality of confined spaces has a unique
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section of a user interface, wherein a test button and the plurality of control buttons are icons
located to a right side of at least one camera feed in the user interface, wherein the number of
workers are displayed above the at least one camera feed in the user interface, and wherein the

plurality of gas sensor indicators are displayed below the at least one camera feed.

16. The system of claim 1, wherein the point monitor case comprises a detachable mounting hook

to mount the point monitor case on a structure in proximity to the confined space.

17. The system of claim 1, wherein the centralized monitoring station cabinet is foldable into a

box on a trolley.

18. The system of claim 1, wherein the plurality of confined space internal monitoring devices
comprises:

an alarm surrounded by mechanical protection.

19. The system of claim 1, wherein the centralized monitoring station cabinet further comprises:
a network interface connection to connect to a plurality of point monitoring cases located
in proximity to a plurality of confined spaces and connected to a plurality of

confined space internal monitoring devices.

20. A method comprising:
receiving a data stream from a plurality of point monitoring cases proximate to a plurality
of confined spaces, the data stream comprising at least one camera feed of the
confined space; and
generating a display from the data stream for a single display device of a centralized
monitoring station cabinet, wherein the display comprises a tile view comprising a
tile for each confined space of the plurality of confined spaces being monitored, the
tile comprising;:
at least one camera feed from a camera located at the confined space;
anumber of workers in proximity to the confined space, wherein the number
of workers is displayed in the tile above the at least one camera feed,
a plurality of control buttons located in the tile to a right of the at least one
camera feed; and

a plurality of gas sensor indicators located in the tile;
46
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wherein a hub is communicatively interposed between the plurality of point
monitoring cases and the centralized monitoring station cabinet, the hub
comprising:

a wireless access point and a graphical user interface, the graphical user
interface displaying, on a user mobile device, an aggregated current
state of each confined space connected to the hub, and

an aggregator that aggregates a plurality of data streams from the plurality
of point monitoring cases connected to a plurality of confined space

internal monitoring devices.
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