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Verifying Data Integrity in a Data Storage Device

TECHNICAL FIELD

The disclosed implementations relate to electrical circuits.

BACKGROUND

Storage devices may be employed in various secure applications
to store protected data. For example, a semiconductor memory circuit may be
used in a smartcard, set-top box, Subscriber Identity Module (SIM) card or
banking card to store user identification information, account information,
device preference information or electronic payment authorization information.

Because of the potential value of protected data stored in a
storage device, hackers may employ various techniques to access or corrupt the
protected data. For example, a hacker may grind off a portion of the storage
device packaging in order to access internal signals and bypass security
measures that may be in place. As another example, a hacker may subject the
storage device to various kinds of radiation (e.g., laser light directed to exposed
internal circuits or x-ray or gamma radiation directed through packaging) in an
attempt to corrupt protected data. In some devices, corruption of protected data
at certain locations in the device may cause the device to bypass security
measures (€.g., encryption algorithms) or to yield information to the hacker

regarding device architecture or the protected data itself.

SUMMARY

In some implementations, a data storage device stores
predetermined values of “verification data” for use in detecting a possible
attempt by a hacker to access or corrupt protected “application data” that is also
stored in the data storage device. Each time application data is retrieved from an
application memory cell in the data storage device, verification data is also
retrieved from a corresponding verification memory cell. An expected value of
the retrieved verification data is determined. If the actual retrieved value

matches the expected value, the application data is presumed to be uncorrupted
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and is provided to a requesting device; if the actual retrieved value of the
verification data does not match the expected value, the verification data may
have been corrupted by an unauthorized attempt to access or corrupt data stored
in the device, and a protective measure is initiated.

In some implementations, a data storage device includes one or
more pages, each page having a fixed number of memory cells, each memory
cell being adapted to store one unit of data; a verification page, the verification
page having a corresponding fixed number of verification cells, each verification
cell storing a predetermined value; and a controller configured to 1) receive a
read command having an address value, and 2) upon receiving the read
command, a) retrieve a predetermined value from a verification cell
corresponding to the address value, b) determine whether the retrieved
predetermined value is an expected value, and c) if so, providing a retrieved unit
of data, and if not, initiating a protective action.

In some implementations, the data storage device further includes
an interface configured to a) receive data to be stored in one of the plurality of
memory cells and b) provide data retrieved from one of the plurality of memory
cells. The controller may be further configured to retrieve the unit of data from a
memory cell corresponding to the address value. The data storage device may
further include a common data channel, where both data retrieved from the one
or more pages and data retrieved from the verification page are retrieved through
the common data channel. The data storage device may further include a
pseudo-random or random order unit that pseudo-randomly or randomly selects
whether to a) first retrieve the stored unit of data from the memory cell and
subsequently retrieve the predetermined value from the verification cell or b)
first retrieve the predetermined value from the verification cell and subsequently
retrieve the stored unit of data from the memory cell. The data storage device
may further include a bypass selector that is configured to cause the controller to
retrieve the stored unit of data from the memory cell and provide the retrieved
unit of data without retrieving the predetermined value.

Determining whether the retrieved predetermined value is the
expected value may include applying a function to the address value to obtain a
result and determining whether the result corresponds to the retrieved

predetermined value. Determining whether the result corresponds to the
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retrieved predetermined value may include determining whether the
predetermined value is equal to at least a portion of the address value. Initiating
a protective action may include at least one of powering down a portion of a
device comprising the one or more pages and the verification page, resetting a
portion of the device comprising the one or more pages and the verification
page, preventing a new value from being stored in any of the one or more pages,
or irreversibly altering a portion of the data storage device.

In some implementations, a method of retrieving data from a
device includes receiving an address for a memory location in the device;
retrieving a predetermined value from a verification cell in the device associated
with the memory location; determining whether the retrieved predetermined
value is an expected value; and if the retrieved predetermined value is the
expected value, providing a retrieved unit of data; and if the retrieved
predetermined value is not the expected value, initiating a protective action.

The method may further include retrieving the unit of data from
the memory location. Retrieving the predetermined value may include retrieving
the predetermined value through a common data channel; retrieving the unit of
data may also include retrieving the unit of data through the common data
channel. In some implementations, determining whether the retrieved
predetermined value is the expected value includes applying a first function to
the address to obtain a first result, applying a second function to the
predetermined value to obtain a second result, and determining whether the first
result corresponds to the second result. In some implementations, determining
whether the retrieved predetermined value is the expected value includes
determining whether at least a portion of the retrieved predetermined value is
equal to a corresponding portion of the received address.

In some implementations, retrieving data from a device includes
receiving an address corresponding to a memory location in a device;
determining whether the device is in a secure mode or a bypass mode; if the
device is in the secure mode, a) retrieving a predetermined value from a
verification cell; b) determining whether the retrieved predetermined value is an
expected value; and c) if the retrieved predetermined value is the expected value,

providing a retrieved unit of data; and if the retrieved predetermined value is not
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the expected value, initiating a protective action; and if the device is in the
bypass mode, providing a retrieved unit of data.

The verification cell may correspond to the memory location.
Retrieving the unit of data from the memory location may include decoding the
address into at least a row address and a column address, and retrieving the unit
of data from a specific memory cell in a matrix of memory cells, the specific cell
having the row address and the column address. Retrieving the predetermined
value may include retrieving a value from a verification cell in the matrix of
memory cells, the verification cell having at least one of the row address or the
column address. In some implementations, determining whether the device is in
a secure mode or a bypass mode includes determining whether a register is
storing a first value or a second value. In some implementations, determining
whether the device is in a secure mode or a bypass mode includes determining
whether a fuse is intact or blown.

The disclosed implementations may be implemented using a
system, a method or a computer program, or any combination of systems,
methods and computer programs. The details of one or more implementations
are set forth in the accompanying drawings and the description below. Other
features, objects, and advantages of the invention will be apparent from the

description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram of a data storage device that includes a
verification unit for detecting unauthorized attempts to corrupt or access
protected data.

FIG. 2 is a block diagram providing additional details of an
exemplary verification unit.

FIG. 3 is a flow diagram illustrating an example method for
retrieving data from a memory device.

Like reference symbols in the various drawings indicate like

elements.
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DETAILED DESCRIPTION

FIG. 1 is a block diagram of a data storage device 100 (e.g., a
memory device) that includes a verification unit 101 that can detect unauthorized
attempts to corrupt or access protected data in the memory device 100. The
memory device 100 is generally configured to store data provided by an external
circuit (e.g., in response to a write command; external circuit not shown) or
provide data in response to an authorized request by the external circuit (e.g., in
response to a read command). Because the data stored in or retrieved from the
memory device 100 may be protected data used in a sensitive application (e.g.,
an application involving user identification information, financial or other
account information, or payment authorization information) a hacker may
attempt to corrupt or access the protected data. As described in more detail
below, the verification unit 101 can detect some attempts to corrupt or access the
data, and initiate a protective measure in response.

In some implementations, data is stored in the exemplary memory
device 100 in a number of “pages” 103A-103X, and each page is arranged as a
matrix of memory locations or “cells,” where each memory cell stores a unit of
data having a fixed size (e.g., one byte, one word, etc.) As shown in FIG. 1,
individual memory cells within a page are addressable by a row address and a
column address, and pages are addressable by a page address. For example,
memory cell 106 is addressable with a page address of “00,” a row address of
“01” and a column address of “10.” The memory pages 103A-103X shown in
FIG. 1 are merely exemplary; an actual memory device may have more or fewer
pages, rows or columns; or an actual memory device may have a non-paged
architecture.

To store data in the memory device 100 or to retrieve data from
the memory device 100, an external circuit (not shown) supplies an address and
one or more control signals specifying whether data is to be stored in or retrieved
from the memory device 100, or whether some other action is to be performed
(e.g., memory is to be “refreshed” or erased or configured). Certain
combinations of signals can be defined as “commands” to initiate particular
operations (e.g., a read command, write command, refresh command, etc.) The
external circuit interfaces with the memory device 100 through a control

interface 109, an address interface 112 and a data interface 115. The external
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circuit can supply appropriate signals to the control interface 109 to specify, for
example, a write command or a read command; the external circuit can supply
an address to the address interface; and, in the case of a write operation, the
external circuit can supply data to be written at the data interface 115.

The memory device 100 may employ additional circuits to store
or retrieve data in response to signals provided by the external circuit to the
control interface 109, address interface 112 and data interface 115. For example,
as shown, the memory device 100 includes a page decoder 118, row decoder 121
and column decoder 124. The decoders 118, 121 and 124 can decode a single
address value received by the address interface 112 into page, row and column
addresses that identifies a specific memory cell. In some implementations, the
page decoder 118, row decoder 121 and column decoder 124 simply split off
particular bits of the received address value to obtain page, row and column
addresses. For example, an address value of “000110” can be decoded as
identifying the memory cell 106 having a page address of “00,” a row address
of “01” and a column address of “10.” In other implementations, received
address values are decoded in some other manner to create page, row and
column addresses.

To store data in or retrieve data from a specific memory cell
having a decoded page address, row address and column address, the memory
device 100 employs a memory cell interface 127. In some implementations, the
memory cell interface 127 includes sense amplifiers (not shown) that boost
signal values associated with data that is to be retrieved from a memory cell; the
memory cell interface 127 may include other input/output gating circuitry (not
shown) and write circuitry (not shown) for storing data in a memory cell. In
general, the memory cell interface 127 has access to each memory cell in the
memory device 100; thus, in some implementations, the memory device 100 can
include a large number of connections between the memory cell interface 127
and individual memory cells. In some implementations, a smaller number of
connections couples the memory cell interface 127 to the data interface 115. For
example, as shown in FIG. 1, a common data channel 130 couples the memory
cell interface 127 to the data interface 115, through the verification unit 101.
Thus, in some implementations, all data being stored in the memory cells or

retrieved from the memory cells is conveyed from or to the data interface 115 by
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the common data channel 130. Circuitry within the memory interface can
multiplex or demultiplex data, as appropriate, between the large number of
connections between the memory cell interface 127 and the memory cells, and
the smaller number of connections between the memory cell interface 127 and
the common data channel 130.

The memory device 100 also includes a controller 133 to manage
overall operation of the memory device 100. In response to control signals
received by the control interface 109, the controller 133 can cause the page
decoder 118, row decoder 121 and column decoder 124 to appropriately decode
an address value received by the address interface 112; and route data to or from
the data interface 115 through the verification unit 101, common data
channel 130 and memory cell interface 127. The controller 133 can also control
various aspects of the verification unit 101, as will be described in greater detail
below.

One or more of the memory pages 103A-103X can be configured
as a verification page 103N that stores predetermined values in each of its
“verification cells,” in some implementations. As shown, the verification
page 103N (referred to in this document in the singular, although the memory
device 100 may include multiple verification pages) is configured to have the
same organization as the other pages (e.g., row, column organization), but the
verification page 103N is not directly accessible by circuits external to the
memory device 100; rather, in some implementations, the verification page 103N
is only accessible to the verification unit 101. To distinguish the verification
page 103N or pages from non-verification pages 103A-103X, the non-
verification pages are referred to as “application pages” in this document, and
the data stored in or retrieved from the application pages is referred to as
“application data.” Note that “application data” can include any kind of data
stored in the memory device 100 (e.g., actual data for an application, program
instructions, configuration data for a device, etc.)

The values stored in the verification page 103N can be
“predetermined” in the sense that they can be hard-coded or configured to be
independently verified or authenticated when the values are retrieved. For
example, in some implementations, the address (or a portion or permutation

thereof) of a verification cell is stored as that cell’s content. In this manner, the
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integrity of the verification cell and of a read path by which the verification cell
data is retrieved can be verified as “uncorrupted.” (Data corruption is discussed
in more detail below.) For example, if a verification cell 139 having an address
“000110” stores as its value, “00000110” (e.g., a zero-padded version of the
address), and the content of this verification cell is read as “00101110,” the
verification unit 101 can detect that the verification data has been corrupted.
Detection of data corruption can provide an indication that a hacker has
compromised the memory device 100, and the verification unit 101 can initiate a
protective measure in response, in order to secure protected data stored in the
memory device 100.

Periodically, the verification unit 101 can retrieve data from the
verification page 103N and determine if the retrieved data has an expected value.
In particular, the controller 133 can cause the verification unit 101 to provide an
address value that is subsequently decoded by the page decoder 118, row
decoder 121 and column decoder 124 to identify a specific verification cell (e.g.,
verification cell 139) that stores a predetermined data value. The controller 133
can further cause the predetermined data value to be retrieved through the
memory cell interface 127 and common data channel 130, and to be provided to
the verification unit 101. The verification unit 101 can then determine an
expected value of the retrieved data (the predetermined value), and compare the
actual value of the retrieved data to the expected value. If the actual value of the
retrieved data is different than the expected value, then the data may have been
corrupted (e.g., by a hacker) as it was retrieved (or otherwise corrupted)—in
particular, in some implementations, as the data was retrieved by the memory
cell interface 127 and conveyed to the verification unit 101. Accordingly, the
controller 133 can initiate a protective measure, as described in more detail
below, if the actual retrieved value and expected value are different.

In some implementations, data is particularly sensitive to
corruption (e.g., corruption by laser light or other radiation) as it passes to,
through or from the memory cell interface 127 or the common data channel 130;
in some implementations, address values are also sensitive to corruption. This
sensitivity is graphically depicted by lightning bolt symbols 134, 135 and 136
and 138. In part, this sensitivity to data corruption or address value corruption

can be related to physical architecture of the memory device 100. That is,
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because, in some implementations, the memory cell interface 127 couples
substantially all of the memory cells to a small number of circuit traces
associated with the common data channel 130, the small number of circuit traces
is routed over a large area of the memory device 100 and is easily identifiable as
such by a hacker who has removed packaging from the memory device or who
has otherwise analyzed physical structure of the memory device (e.g., via x-ray
inspection). Because they are easily identified in some implementations, the
common data channel 130 signals and memory cell interface 127 circuitry
provide easy targets to which hackers can direct radiation (e.g., laser light or x-
ray or gamma radiation). Similarly, address lines can be routed over a large area
of the memory device 100 and can also be easily identified, providing additional
targets to which hackers can direct radiation. Such radiation can have the effect
of altering individual data or address bits. As mentioned above, by way of
background, alteration or corruption of certain data or address bits can cause the
memory device 100 to bypass security measures (e.g., an encryption algorithm)
or to yield information that may be useful to a hacker regarding device
architecture or protected data stored in the memory device 100. Accordingly,
detection of possible radiation attacks can enable the controller 133 to initiate
protective measures to increase the security of the memory device 100. In some
implementations, other portions of the memory device 100 are also sensitive to
data corruption by radiation.

In some implementations, protective measures include powering
down the memory device 100, resetting the memory device 100, erasing data
stored in the memory device 100, preventing new data from being written to the
memory device 100, or irreversibly altering portions of the memory device 100.
For example, to protect data inside a device that has been physically altered by a
hacker, a protective circuit can cause portions of the memory cell interface to
self-destruct (e.g., the controller 133 can subject certain traces to short voltages
or currents that cause the traces to melt, irreversibly preventing the device from
providing stored data to external circuitry).

Various protective measures are initiated in a progressive manner,
in some implementations. For example, the verification unit 101 can include a
counter (not shown in FIG. 1) that is incremented each time an actual retrieved

verification value differs from an expected value. Initially, detection of a



WO 2008/016718 PCT/US2007/060628

10

15

20

25

30

different-than-expected verification value can cause the controller 133 to initiate
a reset of the memory device 100 (e.g., a current read or write operation can be
ignored, and the memory device 100 can be transitioned to an initial power-on
state); after the counter reaches a first threshold, the controller 133 can power
down the memory device each time a different-than-expected verification value
is detected; after the counter reaches a second threshold, the controller 133 can
cause a circuit or trace to be irreversibly altered.

In some implementations, verification data is retrieved from the
verification page 103N each time application data is retrieved from one of the
application pages 103A-103X. That is, application data is retrieved in response
to a read command received at the control interface 109 and an address value
received that the address interface 112. In this example, the application data is
retrieved from the application memory cell 106. Once retrieved from the
memory cell 106 (e.g., through the memory cell interface 127 and the common
data channel 130) the data is temporarily buffered in the verification unit 101.
Verification data from a corresponding verification cell 139 is also retrieved. For
example, the controller 133 or the verification unit 101 can cause data to be
retrieved from the verification cell 139 (e.g., using the memory cell
interface 127 and common data channel 130), and this data is also buffered in the
verification unit 101. Once the verification data is buffered in the verification
unit 101, its value is compared to an expected value. If the values match, the
buffered application data is released to the data interface 115; if the values do not
match, the controller 133 or verification unit 101 initiates a protective measure.
In some implementations, the order in which application data and verification
data is retrieved is varied (e.g., randomly or pseudo-randomly). Varying the
retrieval order may provide an additional level of security to protect against
hackers who are aware of the verification data and verification protocol.

As mentioned above, the verification page 103N has the same
organization (e.g., row, column organization) as the application pages, in some
implementations. In these implementations, a verification cell, such as the
verification cell 139, “corresponds to” a memory cell, such as the memory
cell 106, if the verification cell has the same row and column address as the
application cell. Thus, to retrieve data from a “corresponding” verification cell

when data is retrieved from an application cell, the verification unit 101 supplies
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the same row and column addresses as those row and column addresses used to
retrieve the application data. In this manner, only a new page address is be
required to retrieve the verification data. To supply the row and column
addresses for two different data retrieval operations, the verification unit 101 can
latch the address value received from the address interface, the controller 133
can cause the address interface 112 to latch address value, or the controller 133
can cause the row decoder and column decoder to latch the decoded address
values.

Additional details of the exemplary verification unit 101 are now
provided with reference to FIG. 2. The verification unit 101 buffers data
retrieved through the common data channel 130 in either a verification data
buffer 201 or an application data buffer 204. The target buffer 201 or 204 is
selected by a data selector 207 (e.g., a multiplexer) under the control of a control
block 210, based on whether the retrieved data is application data or verification
data. As shown, the control block 210 includes a finite state machine 213 to
control the overall operation of the verification unit 101. The control block 210
can include the controller 133, as shown; or the control block 210 can be
integrated in the controller 133, which may provide overall control of the
memory device 100, including the verification unit 101. In some
implementations, control is provided by means other than the finite state
machine 213, controller 133 or control block 210 that are shown in FIG. 2; for
example, control can be provided by a microcontroller or microprocessor
executing microcode or programming code.

As shown, the verification unit 101 employs an expected value
generator 216 to determine or generate an expected value for retrieved
verification data. The verification unit also employs an expected value
buffer 219 to temporarily store the determined or generated expected value, and
a comparator 222 to compare values stored in the verification data buffer 201
and the expected value buffer 219.

If the comparator 222 determines that the value stored in the
verification data buffer 201 matches the value stored in the expected value
buffer 219, the control block 210 causes data buffered in the application data
buffer 204 to be released to the data interface 115 (e.g., via a bi-directional
buffer or gate 225 to a data interface buffer 227 in the data interface 115, which

11
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can be coupled to external pins or output lines of the memory device 100). If the
comparator 222 determines that the value stored in the verification data

buffer 201 does not match the value stored in the expected value buffer 219, the
control block 210 can cause a protective measure controller 228 to initiate a
protective measure. As described above, the specific protective measure
initiated can depend on a number of times a difference between a verification
data value and an expected value has been detected. As such, the protective
measure controller 228 includes a counter 231 to track this number.

The expected value of the verification data is related to the
address of the verification cell from which the verification data was retrieved, in
some implementations. For example, the expected value (predetermined value)
can be the row and/or column address of the corresponding verification cell, or a
portion of the row and/or column address. As another example, the expected
value (predetermined value) can be a portion of the address value, modified in
some way (e.g., via a predetermined permutation function). Because the
expected value is related to the address value in some implementations, the
verification unit 101 buffers the address value with an address latch 234, and the
expected value generator 216 receives the buffered address value from the
address latch 234 for use in generating the expected value. As described above,
the address latch 234 can also latch values to support subsequent retrievals of
application data and verification data.

The control block 210 can employ a pseudo-random/random
controller 237 in conjunction with the finite state machine 213 to selectively
alter the order in which application data and verification data is retrieved. As
described above, such an alteration in the order in which application data and
verification data is retrieved may provide an added level of security for the
memory device 100.

To facilitate storage of data in the memory device 100, the bi-
directional buffer 225 conveys “write data” to the application data buffer 204, as
shown, and the control block 210 can cause this data to be routed to the common
data channel 130 through the data selector 207. In some implementations, write
data received at the data interface 115 can be directly routed to the common data

channel 130 (via a path not shown).

12



WO 2008/016718 PCT/US2007/060628

10

15

20

25

30

Although the memory device 100 has been described above as
retrieving verification data each time application data is retrieved, verification
data may be retrieved less frequently; in some implementations, application data
may be directly provided to the data interface 115, without being buffered in the
verification unit 101 while corresponding verification data is compared to an
expected value. For example, in some implementations, verification data may be
periodically retrieved and compared to an expected value—independently of
read accesses—for example, based on time intervals marked by a timer 240.

In some implementations, the verification unit 101 can be
disabled based, for example, on input to the control block 210. For example, in
some implementations, memory device 100 has a “secure mode,” in which
verification data is retrieved and checked each time application data is retrieved;
and a “bypass mode,” in which application data is retrieved and immediately
provided to the data interface 115. The secure mode may provide more security
for protected data, while the bypass mode may provide better retrieval
performance for non-protected data. In some implementations, the mode is
determined when the memory device 100 is manufactured. For example, the
mode can be determined by an internal signal that has a logical value that is
dependent on the state of a fuse that is be either intact or blown; the fuse can be
left intact or blown during a manufacturing process to configure a particular
memory device 100 to operate in either a secure or bypass mode. In other
implementations, the mode is user-configurable, for example through register
settings that can be adjusted through signals input to the control interface 109. A
method of retrieving data in either a secure mode or a bypass mode is further
described with reference to FIG. 3.

FIG. 3 illustrates a method 300 of retrieving data from a memory
device, according to some implementations. As shown, the method 300 includes
receiving (301) an address corresponding to a memory location in a device. For
example, referring to FIG. 1, the memory device 100 receives at the address
interface 112 an address value corresponding to a specific application memory
cell, for example, cell 106. In conjunction with this address value, the memory
device 100 also receives signals at the control interface 109 that specify a

retrieval or “read” operation.
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The method 300 includes retrieving (304) a unit of data from the
memory location corresponding the received (301) address value. For example,
the memory device 100 can decode the received (301) address value using the
page decoder 118, row decoder 121 and column decoder 124 to identify a
specific memory cell (e.g., memory cell 106), and the controller 133 can cause
the data stored in the identified specific memory cell to be retrieved (304) via the
memory cell interface 127 and common data channel 130, and buffered in the
application data buffer 204 that is shown in FIG. 2.

The method 300 includes determining (307) whether the memory
device is in a secure mode or a bypass mode. For example, the control
block 210 can determine (307) the mode based on input received at the control
interface 109 or based on an internal signal or register value.

If the memory device is determined (307) to be in a bypass mode,
the retrieved unit of data can be provided (310). For example, the control
block 210 can cause data buffered in the application data buffer 204 to be
released to the data interface buffer 227. In some implementations, the mode
can be determined (307) before the application data is retrieved (304); and if the
memory device 100 is in bypass mode, the retrieved (304) application data can
be provided directly to the data interface buffer 227, without being
intermediately stored in the application data buffer 204.

If the memory device 100 is determined (307) to be in a secure
mode, a predetermined value can be retrieved (313) from a corresponding
verification location. For example, the verification unit 101 can retrieve (313),
under the control of the control block 210 data from a verification cell (e.g.,
verification cell 139) that corresponds to the memory cell from which the
application data was retrieved (e.g., memory cell 106). In particular, the
verification data can be retrieved (313) from a verification cell having the same
row address and column address as the corresponding application data cell. To
perform this second retrieval, the verification unit 101 can latch at least a portion
of the address value received (301) from the address interface 112 (e.g., the
portion corresponding to the row and column address) and provide a new page
address that identifies the appropriate verification page (e.g., verification

page 103N).
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The method 300 includes determining (316) whether the
retrieved (313) predetermined value matches an expected value. For example,
the verification unit 101 can employ the expected value generator 216 to
generate an expected value and store this value in the expected value buffer 219.
The verification unit 101 can then compare the value stored in the expected
value buffer 219 with the value stored in the verification data buffer 201 using
the comparator 222, and determine (316) if the two values match. As described
above, the expected value generator 216 can, in some implementations, generate
the expected value based on at least a portion of an address value, which can be
latched by address latch 234.

If the retrieved (313) predetermined value matches the expected
value, the retrieved (304) unit of data can be provided (310). For example, the
control block 210 can release the value stored in the application data buffer 204
to the data interface 115 (e.g., to a data interface buffer 227 in the data
interface 115).

If the retrieved (313) predetermined value does not match the
expected value, protective action can be initiated (319). For example, the control
block 210, based on input received from the comparator 222 that values in the
expected value buffer 219 and verification data buffer 201 do not match, can
cause the protective measure controller 228 to initiate a protective measure. As
described above, the specific protective measure initiated (319) can depend on a
number of times a difference between a retrieved verification value and expected
value is detected; this number can be tracked by the counter 231. Example
protective measures can include resetting the memory device 100, powering
down the memory device 100, erasing data stored in the memory device 100, or
irreversibly altering a portion of the memory device 100.

A number of implementations have been described. Nevertheless,
it will be understood that various modifications may be made without departing
from the spirit and scope of the disclosed implementations. For example, the
above-described methods, systems and techniques may be applied to non-paged
data storage devices having memory locations and corresponding verification
locations. As another example, actions performed by the above-described
methods may be reordered, and some actions may be omitted. As another

example, verification cells may store predetermined values that are not related to
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address values but that can be subsequently independently generated to
authenticate verification data. Accordingly, other implementations are within the

scope of the following claims:

16



WO 2008/016718 PCT/US2007/060628

10

15

20

25

30

WHAT IS CLAIMED IS:

1. A data storage device comprising:

one or more pages, each page having a fixed number of memory cells,
each memory cell being adapted to store one unit of data;

a verification page, the verification page having a corresponding fixed
number of verification cells, each verification cell storing a predetermined value;
and

a controller configured to 1) receive a read command having an address
value, and 2) upon receiving the read command, a) retrieve a predetermined
value from a verification cell corresponding to the address value, b) determine
whether the retrieved predetermined value is an expected value, and c) if so,

providing a retrieved unit of data, and if not, initiating a protective action.

2. The method of claim 1, further comprising an interface configured to a)
receive data to be stored in one of the plurality of memory cells and b) provide

data retrieved from one of the plurality of memory cells.

3. The method of claim 1, wherein the controller is further configured to

retrieve the unit of data from a memory cell corresponding to the address value.

4. The data storage device of claim 3, further comprising a common data
channel, wherein both data retrieved from the memory cell and data retrieved

from the verification cell are retrieved through the common data channel.

5. The data storage device of claim 3, further comprising a pseudo-
random/random order unit, the pseudo-random/random order unit pseudo-
randomly or randomly selecting whether to a) first retrieve the stored unit of data
from the memory cell and subsequently retrieve the predetermined value from
the verification cell or b) first retrieve the predetermined value from the
verification cell and subsequently retrieve the stored unit of data from the

memory cell.

17



WO 2008/016718 PCT/US2007/060628

10

15

20

25

30

6. The data storage device of claim 1, wherein determining whether the
retrieved predetermined value is the expected value comprises applying a
function to the address value to obtain a result and determining whether the

result corresponds to the retrieved predetermined value.

7. The date storage device of claim 6, wherein determining whether the
result corresponds to the retrieved predetermined value comprises determining
whether the predetermined value is equal to at least a portion of the address

value.

8. The data storage device of claim 1, further comprising a bypass selector,
the bypass selector configured to cause the controller to retrieve the stored unit
of data from the memory cell and provide the retrieved unit of data without

retrieving the predetermined value.

9. The data storage device of claim 1, wherein initiating a protective action
comprises at least one of powering down a portion of a device comprising the
one or more pages and the verification page, resetting a portion of the device
comprising the one or more pages and the verification page, preventing a new
value from being stored in any of the one or more pages, or irreversibly altering

a portion of the data storage device.

10. A method of retrieving data from a device comprising:

receiving an address for a memory location in the device;

retrieving a predetermined value from a verification cell in the device
associated with the memory location;

determining whether the retrieved predetermined value is an expected
value; and

if the retrieved predetermined value is the expected value, providing a
retrieved unit of data; and if the retrieved predetermined value is not the

expected value, initiating a protective action.

11. The method of claim 10, further comprising retrieving the unit of data

from the memory location.
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12. The method of claim 10, wherein retrieving the predetermined value

comprises retrieving the predetermined value through a common data channel.

13. The method of claim 12, wherein retrieving the unit of data comprises

retrieving the unit of data through the common data channel.

14. The method of claim 10, wherein determining whether the retrieved
predetermined value is the expected value comprises applying a first function to
the address to obtain a first result, applying a second function to the
predetermined value to obtain a second result, and determining whether the first

result corresponds to the second result.

15. The method of claim 10, wherein determining whether the retrieved
predetermined value is the expected value comprises determining whether at
least a portion of the retrieved predetermined value is equal to a corresponding

portion of the received address.

16. A method of retrieving data from a device comprising:

receiving an address corresponding to a memory location in a device;

determining whether the device is in a secure mode or a bypass mode;

if the device is in the secure mode, a) retrieving a predetermined value
from a verification cell; b) determining whether the retrieved predetermined
value is an expected value; and c) if the retrieved predetermined value is the
expected value, providing a retrieved unit of data; and if the retrieved
predetermined value is not the expected value, initiating a protective action; and

if the device is in the bypass mode, providing a retrieved unit of data.

17. The method of claim 16, further comprising retrieving the unit of data

from the memory location.

18. The method of claim 16, wherein the verification cell corresponds to the

memory location.
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19. The method of claim 16, wherein retrieving the unit of data from the
memory location comprises decoding the address into at least a row address and
a column address, and retrieving the unit of data from a specific memory cell in
a matrix of memory cells, the specific cell having the row address and the

column address.

20. The method of claim 19, wherein retrieving the predetermined value
comprises retrieving a value from a verification cell in the matrix of memory
cells, the verification cell having at least one of the row address or the column

address.

21. The method of claim 16, wherein determining whether the device is in a
secure mode or a bypass mode comprises determining whether a register is

storing a first value or a second value.

22, The method of claim 16, wherein determining whether the device is in a
secure mode or a bypass mode comprises determining whether a fuse is intact or

blown.

23. The method of claim 16, wherein initiating the protective action

comprises powering down at least a portion of the device.

24, The method of claim 16, wherein initiating the protective action

comprises irreversibly altering a circuit in the device.

25. A programming code product tangibly embodied in an information
carrier, the programming code product comprising instructions that, when
executed by a controller, perform operations comprising:
receiving an address corresponding to a memory location in a device;
determining whether the device is in a secure mode or a bypass mode;
if the device is in the secure mode, a) retrieving a predetermined value
from a verification cell corresponding to the memory location; b) determining
whether the retrieved predetermined value is an expected value; and c) if the

retrieved predetermined value is the expected value, providing the retrieved unit

20

PCT/US2007/060628



WO 2008/016718 PCT/US2007/060628

of data, and if the retrieved predetermined value is not the expected value,
initiating a protective action; and

if the device is in the bypass mode, outputting a retrieved unit of data.

5 26. The programming code product of claim 25, wherein the operations

further comprise retrieving the unit of data from the memory location.
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